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Preface

SFC-CNS was established to provide SFC students and faculty with a state-of-the-art computer
network environment at a time when almost all universities in the world did not yet have internet access.
Since then, it has evolved to support various activities at SFC, incorporating new technologies as they became
available, even after the internet became commonplace in the world. It is an open distributed computing
environment in which a wide variety of devices, from UNIX, Mac, and Windows computers to high-performance
servers, manufacturing, and music equipment, are connected, allowing users to exercise their creativity. If you
can use these devices to their fullest extent, you can do a great many things. If you don't know how to use
them, you can only accomplish ordinary tasks.

This is the same as the difference between using 100 different tools to create something and using
only scissors to build something. | hope you will enjoy the fun and power of information technology by using

more and more devices as tools.

This book is essential for SFC students because it contains a lot of information necessary to use SFC-
CNS properly. Since many classes are offered online and it remains difficult to ask questions at ITC or the CNS
consultant booth in-person due to the coronavirus pandemic, this book remains important for students as
a source of important information regarding CNS. SFC-CNS is connected to the world. As a result, you need
to protect your own computers, smartphones, and other devices connected to SFC-CNS by yourself. Please
deepen your knowledge of information technology and learn how to use computers safely. This is the same as

using knives, scissors, or other sharp tools without getting hurt or causing injury to others.

In particular, please be sure to learn the following social ethics and apply them correctly.

— Respect copyright and other intellectual property rights. Never plagiarize documents or copy
software illegally.

— Respect the files and information of others. Respect other people's files, information, and privacy.
Do not browse files that are not intended for you, even if they are visible to you.

— Understand that SFC-CNS is a system for education and research. Do not use it for any other
purpose.

— Do not access computers that you are not authorized to use.

— Do not post derogatory comments or slander on SFC or other organization's web sites or web
applications. Do not send slanderous or defamatory e-mails to others. Never send slanderous
e-mails or chain e-mails, and if you do receive them, do not relay them.

— When creating web pages, be aware that anyone in the world can read the content. When
creating web pages, respect the rights of others and do not infringe on the rights of others by
publishing images, audio files, videos, or other content illegally.

— Do not do anything that may cause trouble to others.



If you have any questions or other concerns, please consult with the Shonan Fujisawa Information
Technology Center (ITC). SFC-CNS is operated by students and faculty members working together to create
the best learning and research environment for themselves. After learning the basics of SFC-CNS through this
manual, please refer to the ITC website to learn how to use the system in more depth. | hope that you will be
actively involved in the operation of SFC-CNS to bring it to a new level.

ITC established an editorial committee to decide the contents, write, edit, and proofread this
document. The editorial committee members are mainly students who are users of SFC-CNS, and students play
a major role in the production of this publication. The editorial committee is composed mainly of students who
are users of SFC-CNS, so students play a major role in this project. The committee also considers opinions on
the versions published to date and questions about SFC-CNS sent to ITC.

Finally, | would like to express my deepest gratitude to all those who assisted with the production of
this year's edition by organizing the materials and checking the contents. | would also like to thank the many
people who have been involved with the SFC CNS Guide to this point in time.

Shonan Fujisawa Information Technology Center (ITC) Director
Jin Nakazawa

SFC CNS GUIDE Editiorial Comittee
Staff
Shonan Fujisawa ITC
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] Start Up

What is SFC-CNS ?

O] What is SFC-CNS?

SFC-CNS stands for Shonan Fujisawa Campus - Campus
Network System. A network is a web of interconnected
computers that share information resources, which
is an integral part of our society. CNS is the network
system that supports academic life of Shonan Fujisawa

Campus.

Network system resources available for your use are
delivered in different forms, including wireless network
access points, various web systems, and many other
resources. CNS is the overall environment of all shared

network resources for students, faculty, and staff at SFC.

On campus, there are a number of computers
connected to CNS for research and educational
purposes. All students, faculty, and staff on campus
are free to use the shared resources through these
computers installed on campus or on your personal

computers.

OZWhat is an “Account”?

Many people at SFC use CNS. Those who use the system
are called "users," and their privileges to use CNS are

called "accounts."

Accounts on CNS are assigned to students, faculty,
and staff in the Faculty of Policy Management, Faculty
of Environment and Information Studies, Faculty of
Nursing and Medical Care, Graduate School of Media
and Governance, and Graduate School of Health
Management, according to the CNS Terms of Use (refer

to [p.160 : Terms of Use] ).

If you would like to obtain a CNS account but are not
a student, faculty, or staff of the five departments
listed above, you can view details about applying for
a CNS sub-account by viewing at the "Information
for Students at Other Campuses" page of the Shonan
Fujisawa Information Technology Center (ITC) website:

= https://secure.itc.keio.ac.jp/c/a/sfc/en/other
campus_sfc.html

* If you are only taking correspondence courses or
foreign language courses, you are not eligible to receive

a CNS account.

In order to identify users and manage the security
of CNS, all students on campus are provided with a
CNS account. A CNS account has a uniquely assigned
login name and a password. The login names of
undergraduate students contain the user's faculty,

enrollment year, and initials.



t23xxxtk

faculty enrollment
year

name initials

The example login name shown above belongs to a
student enrolled at the Faculty of Environment and
Information Studies in academic year 2023. Each user
has an email address in the form "[your CNS login
name]@sfc.keio.ac.jp," which can be accessed by using
a seperate password from your CNS login password
(refer to [p.54 : Using Your CNS Mail Account] ).

03 Password Management

A CNS login password is used to confirm your identity
when accessing certain resources on CNS. You must

make a password that satisfies the following conditions:

«  Contains only alphanumeric characters and certain
special characters

. Contains 10 or more characters

«  Contains at least one uppercase character, one

lowercase character, and one number

The following password types should be avoided

completely because they can be easily guessed.

«  Your name or any relative's name

« Common dictionary words

. Birthday, address, telephone number, or repeated
sequences of characters -e.g. Yukichi0110

(Combination of your name and birthday)

Start Up 1

Your CNS account may be suspended. For help
changing your password, please refer to [p.147: How
to Change Account Passwords] . If you forget your
password, or if your account has been suspended,
please bring your student ID or campus card to the
CNS service desk at the Shonan Fujisawa Information
Technology Center (refer to [p.157 : SFC-CNS

Technical Support Services] ).

Having your CNS account information stolen not
only puts your account at risk but the entire CNS
environment. In order to reduce the chances of having
your information stolen, please be careful with how you
handle your passwords. In particular, do not write them
down or tell them to anyone, including faculty, staff, or
friends.

Do not share your password, even in the following
occasions:

+ When faculty or staff members ask for your
password.
« When you want your friends to do something for

you using your account.

If you suspect any suspicious activity involving your
CNS account, change your CNS login password
immediately and consult the CNS service desk at the
Shonan Fujisawa Information Technology Center (refer
to [p.157 : SFC-CNS Technical Support Services] ) . To
change your CNS login password, please refer to [p.147

:How to Change Account Passwords] .
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1 Start Up

Websites You Can Use on Campus

CNSPHY

Using SOL

iy R7EHDEEA
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O'] What is SOL?

SOL is the SFC's class management system. You can view
class information, submit assignments, and check class
materials. Please access from the following URL.

= https://sol.sfc.keio.ac.jp/

Please enter your CNS login name in @, and your CNS

login passwords in @, and click © “Login”.

02 Using SOL

You can check your courses on the "Dashboard" which
appears when you click on the @ icon. By clicking on
the name of the course, you will be able to view the
class page for each course, check the course content,

download lecture materials, and submit assignments.

03 Checking your syllabus

You can view the syllabus for all courses offered at SFC
by selecting "All Courses" from the "Courses" menu,

which appears when you click on the "Inbox" icon.

O4Communication on SOL

Through SOL, you can receive communications from
your course instructors and send questions. Click on the
icon "Inbox" to see the messages you have received or

to create a new message.



keio.jp
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Start Up 1

keio.jp

01 What is keio.jp?

Keio.jp is the identity management platform used in
Keio University. The system can also be used to obtain

student software licenses.

= http://keio.jp/

You must set up and activate your keio.jp account on
the keio.jp registration web site.

After activating your account, type your keio.jp ID in @
"ID" and your keio.jp password in @ "Password." Then,
click © "Login."

If there are any questins about the activation of keio.
jp account, please contact Shonan Fujisawa ITC(For
contact details, please refer [p.157 : SFC-CNS Technica

Support Services] .)

On keio.jp, you are free to download licenses for
software, and browse through various research journals

and publications.

The software licenses that students are allowed to use
are listed on [p.145 : Software Licensing Center] .
To issue a license after accessing keio.jp, please
check STEP 01 ~ 08 of [p.103 : Installing Antivirus
Software on Your PC (Windows 11)] .

11
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1 Start Up

Other Websites

01 SFC.Data.Science

Information on SFC's Data Science course timetables,

reference works, and data science sessions.

= https://ds.sfc.keio.ac.jp/

News&Information
T —

s 8 BBCERLELE

2y cu

s amen

OZWeIIness(PhysicaI Education) System

You can write notes, submit reports, and make

reservations for Physical Education 2-5 classes.

= https://wellness.sfc keio.ac.jp/v3/index.php?lang=en

075 (o | 2B endo.

ot ne [~ T —
Keio University L

03 Shonan Fujisawa Media Center (Library)

Opening hours of the Media Center and library event

[ Media Conters  Q Find/Search (5] Onine Forms

Shonan Fujisawa Media Center
§  (Library)

news are available through this website. You can also
make a reservation for using the AV Hall, studios, and

Now Books Lispsnese]

Senicas

so forth.

Faciitos

Tt @ = https://www.lib.keio.ac.jp/en/sfc/

Important Notices
Chonges in Hours/Services

= |

O4Kosmos

KOSMOS allows you to search for books in the Keio

University libraries, reserve books, and check the status of

Library Patrons Assoclated with the Prevention

and Control of Novel Coronavirus

any currently checked-out books.

= https://search.lib.keio.ac.jp/discovery/
search?vid=81SOKEI_KEIO:KEIO&lang=en

12
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Access Content Only Available
on Campus from Outside

Browsing the Web Using the CNS Network over WebVPN

Several webpages are accessible only on campus due
to licensing restrictions. However, you can use these

websites from outside SFC if you have a CNS account.

SFC

Shonan Fujisawa Campus

CNS VPN Service
|12 3xxxtk |o

i )

| COLUMN

SFC has several different methods for accessing restricted
content. Here, we will explain how to browse websites
with WebVPN.

01

Open a web browser and go to the following URL:

= https://vpn3.sfc.keio.ac.jp

Type your CNS login name in @ "CNS login name" and
your CNS login password in @ "CNS login password."
Then, click ® "LOG IN."

02

Type the URL of the webpage you want to browse in @
and click @ "GO." You can browse the website almost

as if you were on campus.

About VPN

VPN stands for Virtual Private Network, which enables a computer to access and transmit data to a

private network as if it were connected directly. It extends a private network over a public network,

such as the internet. VPNs allow computers connected to the internet to work from remote places while

benefiting from the security and management systems of the private network. SFC has several different

methods for accessing content restricted to on-campus use. To get more details, see "VPN Service" on

the ITC website.

= https://www.sfc.itc.keio.ac.jo/en/network_cns_vpn2.html

13

dn ueis

2

NV SS9[S4M

ITEIN SND






About the Wireless LAN Environment on Campus + =« = ¢+ = ¢ o o o o o o o o o o 16

Connecting Your PC(Windows TT)toCNS ¢ = ¢+ e ¢ o o o e e o0 o000 00 o e 17
Connecting Your Mac (MacOS) toCNS =+ ¢ = ¢ e o e o e e 0 e o0 000 0 0 o 0 e 27
Connecting Your iOS Device to CNS ¢ =+ e o e o e e oo e e e oo 00000 00 e 32
Connecting Your Android Device toCNS =« = ¢+ e e e e e e 0o 00 o000 00 00 39
Connecting Your Device to Wireless LAN Using "eduroam™ « = « « « ¢ « ¢ « o o =« 47
Connecting Your Device to Wireless LAN Using "keiomobile2" '« ¢ « ¢ « e ¢ o o v o ¢ 49

Connecting Your Device to CNS by EAP-PEAP Authentication = ¢ = ¢ « ¢ ¢ o o« = 50



2 Wireless LAN

About the Wireless LAN Environment

on Campus

Wireless network access points are available across
campus for research and educational purposes. Wireless
local area networks (LAN) are networks which connect
devices using wireless radio signals. The wireless
network used by CNS uses a set of standards known as
IEEE 802.11 a/n/ac, which is supported by most modern
devices. Your access to CNS must be authenticated
via personal certificate using a method known as EAP-
TLS. Your certificate strengthens the security of your
connection and authenticates you and your devices to

the network.

In this section, we will explain how to access the
internet using a personal certificate using Windows,
macOS, i0S, and Android.

If any of your devices are not compatible with EAP-
TLS authentication, you should use EAP-PEAP
authentication instead, which is explained in

[p.50 : Connecting Your Device to CNS by EAP-PEAP

Authentication] .

Internet

e &

-

SFC-

-

CNS

Campus Network

-

Connect Using Personal Certificate

-

Connect Using

EAP-PEAP Authentication

16




Wireless LAN 2

Connecting Your PC (Windows 11) to CNS

e

¥ Intel(R) HD Graphics Control Pancl

& Settings

Searchthe web

A control pa- see

[ Control Panel - o x
4 E > ControlPanel > [ %] [ Search Control Panel r
Adjust your computer's settings Viewby: Category v
‘ System and Security User Accounts
Review your computer's status .
y Change account type
Save backup copies of your files with File ®chng e
History Appearance and Personalization
Backup and Restore (Windows 7) Change the theme
Find and fix problems. B gjust screen resolution
& Network and Internet o . Clock Language, and Region
2 w— Py ~ddalanguage
S Choose homegroup and sharing options QP Change input methods
7 Hardware and Sound Change date, time, or number formats
aﬁ' View devices and printers @ Ease of Access
Add a device " .
A Let Windows suggest settings
Adjust commonly used mobilty settings Optimize visual display
S Programs
Y] oot pogim
& Network and Intemet - o X
< © 4 @ » ControlPanel > Networkand Intemet > +|®]| | Search Control Panel r

Control Panel Home

System and Security
o Network and Internet

H o HomeGroup

and Sound

t Network and Sha Centy

cﬂmm

View network computers and devices

Choose homegroup and sharing options

Progr

User Accounts

Appearance and
Personalization

Clock Language, and Region

Ease of Access

~_L Internet Options
{7=] Change your homepage | Manage browser add-ons | Delete browsing history and cookies

¥ Network and Sharing Center

« v 4 % « NetworkandInternet > Network and Sharing Center

Control Panel Home

View your active networks
Change adapter settings
Change advanced sharing Network
settings Public network

Change your networking settings

v & Search Control Panel

View your basic network information and set up connections

Accesstype:  Intemet

Connections: § Ethemet

il Set up anew connection ornetwork

Set up a broadband, dial-up, or VPN conne®ion; or set up a fouter or access point

[ Troubleshoot problems
D d

orget information.

o

01

First connect to the wireless LAN used for setting up
network access on new devices. If you have a mobile
router or any other method of connecting to the
internet, skip to STEP 08. On the bottom left of the
screen you will have to search @ "Control Panel" and

from the results open @ "Control Panel."

02

Click @ “Network and Internet."

03

Click @ "Network and Sharing Center."

04

Click @ “Set up a new connection or network."

17
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2 Wireless LAN

4‘. Set up a new network
<, Setupane

¥ ] anually connect to a wireless network o
Bl Connect to a hidden network o create a new wireless profile.
Connect to a workplace
D o
Set up a dial-up or VPN connection to your workplace

o=

Cancel
Enter information for the wireless network you want to add
e O
Encryption type: None
Security Key: Hide characters
9 [] Start this connection automatically
o Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.
6 Next Cancel

& Manually connect to a wireless network

Successfully added 000000SFC

—> Change connection settings
Open the connection properties so that | can change the settings.

o—

CINS Personal certificate /
Device registration
for CNS Wireless LAN

Purpose of this webpage:

nload the root certificate when co

hput English single-byte characters.

cting to keiomobile2.eduroam,

« Ifyouan

18

05

Select @ "Manually connect to a wireless network" and
click @ "Next."

06

Type "000000SFC" in @ "Network name" and select "No
authentication (Open)" from @ "Security type." Make
sure that @ "Start this connection automatically" is
unchecked, and check @ "Connect even if the network is

not broadcasting." Then, click © "Next."

07/

Click @ "Close."

* "000000SFC" can only be used for setting up Wireless
LAN connection. It can not be connected outside

campus.

08

Open a web browser and go to the URL:

= https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

Type your CNS login name in @ and your CNS login
password in @ , then click © "Start the registration."


http://

CNS Personal certificate /
Device registration
for CNS Wireless LAN

Osiue of the maml certificate

[ issue Jsuomi]

Issue Issue the personal certificate

Register/Delete the device information

CNS Personal certificate /
Device registration
for CNS Wireless LAN

This process will issue the personal ¢

Please enter the passphrase gge than § characters)
Please enter the passphrase again. (confirmation)

Device registration
for CNS Wireless LAN

Download of the personal certificate

of the personal certificate

E @3k
Issued date 202110731 17:52:24

logou

Wireless LAN 2

09

If this is your first time creating a personal certificate,
select "Issue" in @ and click @ "Submit."

If you have already issued your personal certificate, and
the certificate is still valid, select "Download" in @, click
@ "Submit," and skip to STEP 11.

New students have already issued a personal

certificate at the time of CNS account pre-registration,

so select "Download” in @ and move on to STEP 11.
If your certificate has expired, select "Reissue" in @ and
click @ "Submit." I you select "Reissue," your previously

issued certificate will be invalidated.

You can confirm the expiration date of your certificate
by following the instructions at the following site.
Once the expiration date has passed, you will not be
able to connect to the campus wireless LAN, so you
will need to delete the old certificate and reissue a
new one. For more details, please refer to [p. 25 How
to delete an old certificate] or the website below.

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information wireless 802 1x renew.html

10

Make a new passphrase for your personal certificate.

This password is necessary to protect your personal
certificate against unauthorized use and must contain
at least 8 characters. Type your passphrase in @ and
@ , then click @ "Issue the personal certificate." This
passphrase will be used in STEP 14 and will be required
when installing your certificate on any additional

devices.

11

Your browser will prompt you to download the
certificate. If you are using Firefox, a dialog box will
appear at the bottom of the window. Click @ "Open."
If the download does not automatically begin, click @

"Download."

19
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2

Wireless LAN

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

O[]

cal Machine

To continue, dick Next.

Cancel

€ ¥ Certificate Import Wizard

File to Import

Specify the file you want to import

File name:

o I :¥Users¥Keio _SFC¥Downloads¥t23xxxtk.p12] I Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)

Microsoft Serialized Certificate Store (,S5T)

el Next I Cancel

&«

Certificate Import Wizard

Private key protection

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

| |

[Jpispiay Password

Import options:

[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

DMark this key as exportable. This will allow you to back up or transport your
keys at a later time

9 [ Include all extended properties|

(3]

Cancel

20

12

Open the file you just downloaded and wait for the
“Certificate Import Wizard" to appear. Check @ "Current
User," then click @ “Next."

13

Make sure that the path to your downloaded certificate

is correctly entered in @ “File Name." Then click @ “Next."

14

Type your personal certificate passphrase from STEP
10 in @ "Password" and check @ “Include all extended

properties." Then, click © “Next.”

* If you have forgotten the passphrase, return to STEP

09 and reissue your personal certificate.



€ 5¥ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

‘Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(® Automatically select the certificate store based on the type of certificate
(O Place all certificates in the following store
ficate store:

Browse...

Cancel
€ 2¥ Certificate Import Wizard
lati i .
Comp g the Cer Import Wizard
The certificate will be imported after you dick Finish.
You have specified the following settings:
(R S e =] Automatically determined by the wizard
Content PFX
File Name: C:¥Users¥Keio_SFC¥Downloads¥ (23xxxtk.p12
Cancel

Securi

You are about to install a certificate from a certification
! authority (CA) claiming to represent:

KEIO SFC Root CA G2

Windows cannot validate that the certificate is actually from
"KEIO SFC Root CA G2". You should confirm its origin by
contacting "KEIO SFC Root CA G2". The following number will
assist you in this process:

Thumbprint (sha1): FES009D1 FE45EESE B8218A09 E33FBO99
00580E63

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes® you acknowledge this risk.

Do you want to install this certificate?

o]

1=
o

Wireless LAN 2

15

Click @ “Next."

16

Click @ “Finish."

17

If a security warning shows up, click @ "Yes" after
confirming the thumbprint of the CNS root certification
authority (CA) matches the following value:
FB:90:09:D1:F6:45:EE:9B:B8:21:8A:09:E3:3F:B0:99:0
0:58:0E:63.

If the thumbprint does not match, you should stop and
contact ITC.

21
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2 Wireless LAN

Certificate Import Wizard “ 'I 8

Click @ “OK."

If you have reissued your personal certiticate, please
make sure to delete the old certificate.

B Nemork and Sharing Center - o x
« « 1 & > Control Panel > Network and Intemet > Network and Sharing Center v O | search Control Panel »

Contol anet Home View your basic network information and set up connections

. Go back to “Control Panel" and open “Network and

HomeGrou
Private network v

e Sharing Center" from “Network and Internet."

Change your networking settings.

Then, click @ “Set up a new connection or network."

[ Trouw

Diagnose and repair network problems, or get troubleshooting information.

4 Set Up a Connection or Netwark 2 O

Choose a connection option

Select @ "Manually connect to a wireless network" and

g Connect to the Internet C“Ck e "NeXt."

Set up a broadband or dial-up connection to the Internet.

lfl;. Set up a new network
<=, Setup a new router or access point.

o ;. [Manually connect to a wireless network
- onnect to a hidden network or create a new wireless profile,

l Connect ta a warkplace
- Set up a dial-up or VPN connection to your workplace.

o

Cancel

< ¥ Manually connect to a wireless network ! 1

Enter information for the wireless network you want to add

o Type “CNS" in @ "Network name." Select “WPA2-
secuy e 9 Enterprise" from @ "Security type" and check © “Start
AES

this connection automatically." Then click @ "Next."

Network name;

Encryption type:

Security Key: Hide characters

i Start this connection autamaucallyl

[[] Connect even if the network is not broadcasting

‘Warning: If you select this option, your computer's privacy might be at risk.

o

Cancel

22



L¥ Manually connect to a wireless network

Successfully added CNS

—> Change connection settings
Open the connection properties sa that | can change the settings.

CNS Wireless Network Properties

Cnnnectmn

Name: CNS
SSID: CNS
Network type: Access point

Network availability:  All users

Connect automatically when this network is in range
D Look for other wireless netwaorks while connected to this network

Connect even if the network is not broadcasting its name (SSID)

CNS Wireless Metwaork Properties *
Connection Security
Security type: WPA2-Enterprise ~
Encryption type: AES ~

o Choose a network authentication method:

| Microsoft: Smart Card or other certific: VII Settings Ie

Remember my credentials for this connection each
time I'm logged on

Wireless LAN 2

22

Click @ “Change connection settings."

23

Click the @ “Security" tab.

24

Below “Choose a network authentication method,"
select @ “Microsoft: Smart Card or other certificate,”

and click @ “Settings."

23
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2 Wireless LAN

Smart Card or other Certificate Properties

When connecting
OUse my srmart card
©Use a certificate on this computer
ol:‘ Uze simple certificate selection (Recommended)

Advanoed

Verify the server’s identity by validating the certificatel

[(Joorrect to these ssrvers (examples srvlsrv2s <% srud¥ com):

Trusted Root Gertification Authorities:

oot ~

4]

ocalhos
Microsoft Root Authority

Microzoft Root Certificate Authority

|| Microsoft Root Gertificate Authority 2010
: Microsoft Root Certificate Authaority 2011

| | Quavadis Raot Certification &utharity

< >

Wiew Certificate

I:‘Don’t prompt user to authorize new servers or trusted
certitication authorities

I:‘Use a different uzer name for the connection

Cancel

Choose a network authentication method:

Microsoft: Smart Card or other certifice ~

Remember my credentials for this connection each
time I'm logged on

Advanced settings

oK Cancel

Cancel

25

Check @ "Verify the server's identity by validating the
certificate." Check @ "KEIO SFC Root CA G2" in the
"Trusted Root Certification Authorities." Then, click ©
oK.

26

Click @ "OK."

27

Click the internet access icon in the bottom right of the
screen. Select @ "[your CNS login name]@sfc.keio.ac.jp"
and then click @ "OK."



Wireless LAN 2

Internet 3
Explorer Phone Compa... & B

If you want to make sure your device is connected, look

dn ueig

at the bottom left of your screen, click the @ Windows

icon, then click @ "Settings."
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Wi-Fi

@D on " Wi : Y
Open "Network and Internet” in Settings, then click "Wi-

(T Coneces, secues Fi." You will be able to check which LAN is connected

Show available networks

now. Once "Connected" is displayed, close "Network

Hardware properties

Manage known networks and Internet."
Random hardware addresses Instructions for connecting your Windows to wireless is
Use random hardware addresses to make it harder for people to now com plete. 3

track your location when you connect to different Wi-Fi networks.
This setting applies to new connections.

Use random hardware addresses

@D off

ITEIN SND

:omml Panel
pr PP

a O 1 How to delete an old certificate

Apps Control Panel
[ Settings > op . . ore
- .S:t. QG N . i If you want to delete a previously installed certificate,
ey = open open @ "Control Panel”
= Taskbar notification area > I3 open file location
B o s - 2 4
@ seeif you have a 32-bit or 64-bi  Pinto taskbor
iersio:omedc\zs toresei 4 w
" Search the web O
B O control panel - Sce web resuts > _.
>
—
(D
)
wm

t options - Control P
« © 4 EB > Control Panel a

= Select @ "Internet Options" and open it.

ange temporary Internet file settings

Block or allow pop-ups

Network and Sharing Center
<<% Media streaming options
Connect to a network

Windows Defender Firewall
Allow an app through Windows Firewall

25



2 Wireless LAN

& Internet Propertkb ?
General Security Privannnectiuns Programs Advanced

Certificates

Use certificates for encrypted connections and identification.
P
"

Clear SSL state Certificates I Publishers

AutoComplete

=" AutoComnlete stares nrevious entries Cattinnc

& Certificates

Intended purpose: <All>

X

Personal Other People Intermediate Certification Authorities Trusted Root Certification Auth_ €| »

OSSued To Issued By Expir...  Friendly N...

= 123 xxxtk@ EIO0 e 9, one

(2

gt | [ Baporte.

Cerfificate intended nurnases

&% Certificates

You cannot decrypt data encrypted using the certificates. Do

! you want to delete the certificates?

26

a3

Click on the @ "Content" tab and click @ "Certificates."

a04

Hover the cursor over @ "[your CNS login name]@sfc.
keio.ac.jp" to check the expiration date, and if it has

expired, click @ "Remove."

a05

Click @ "Yes" when the warning message appears.

How to delete an old certificate is completed.



Wireless LAN 2
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Connecting Your Mac (macOS) to CNS
wiri ' & Vonseps 224 01

Preferred Networks

p)

First, connect to the wireless LAN used for setting up

network access on new devices. If you have a mobile

router or any other method to connect to the internet,

skip to STEP 03. If not, click @ "Other..." from the list of

@ Wi-Fiicon.
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=
(Va)
Q
Find and join a Wi-Fi network. " "o " N
o ) Type "000000SFC" in @ "Network Name." Uncheck @
® En?er the name and security type of the network you want
O "Remember this network." Then, click © "Join."
Network Name: | 000000SFC 1
Security:  None " " X T
* "000000SFC" can only be used for setting up Wireless
el Remember this network | M) 4
e LAN connection. It can not be connected outside =
(Va)
? Show Networks Cancel campus. ;D
=
—t
D
)
wm

CINS Personal certificate / O 3
Device registraton | MM~

for CNS Wireless LAN

Purpose of this webpage:

Open a web browser and go to the following URL :

= https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

« Issue/Download/Invalidate your personal certificate.
« Register of identical information (MAC address) of your device.

Type your CNS login name in @ and your CNS login

Please enter your CNS login) Please input English single-byte characters.
i |- [ Please input English single-t characters. . . . .
S Mk password in @ . Then, click © "Start the registration."
o=
i 1 S

Security Communication RootCA2

« If you are using iPhone/iPad/iPod touch,
‘you can configure mail and VPN as well as wireless LAN.

27



2 Wireless LAN

CIS Personal certificate /
Device registration
for CNS Wireless LAN

OIssue of the [5)11211 certificate

| ssue £
Issue Issue the personal certificate
Register/Delete the device information
Registration of the device

SEC-ITC SEC official web site Keio university SFC-ITC

CIS Personal certificate /
Device registration
for CNS Wireless LAN

This process will issue the personal certificate.

Please enter the passphrase for the encryption of the personal certificate

You need your passphrase to install the personal certificate.

Please enter the passphrase Wl ] gﬂl 8 characters)

Please enter the passphrase again. (omgm)

SEC-ITC web site

Cancel the registration SEC official website  Keio university SFC-ITC

CINS Personal certificate /
Device registration
for CNS Wireless LAN

logout

Download of the personal certificate

dwill

o=

Information of the personal certficate

Logimame 3k

Tssued date 202209105 22:50:55

Expiration date | 2030/09/03 22:50:55

Download other items

[ J Add Certificates

Do you want to add the certificate(s) from the file

Confieate | miazextk .p12" to a keychain?

O]

View Certificates

28

04

If this is your first time creating a personal certificate,
select "Issue" in @ and click @ "Submit."

If you have already issued your personal certificate and
the certificate is still valid, select "Download" in @, click
@ "Submit," and skip to STEP 06.

New students have already issued a personal certificate

at the time of CNS account pre-registration, so select

"Download" and move on to STEP 06.

The certificate is valid for the duration of the student's

enrollment.

05

Make a new passphrase for your personal certificate.
This passphrase is necessary to protect your personal
certificate against unauthorized use and must contain at
least 8 characters.

Enter your passphrase in @ and @ , then click © "Issue
the personal certificate." This passphrase will be used in
STEP 08.

06

Your download will begin automatically. Once
completed, open the file you just downloaded. If
download does not begin, click @ "Download" to save
the file and open the certificate.

If your personal certificate has expired, please refer to

[p.31 : a01 How to delete an old certificate]

0/

Once the window "Add Certificates" appears, make sure
the selected keychain in @ is "login." Then click @ "Add."



g Enter the password for "t23xxxtk.pt":

E =

. ~) Passwgﬁ

Show password

O

3 Tue22:42 Q

Wi-Fi: Looking for Networks. o

Turn Wi-Fi Off
v 000000SFC

keiomobile2

Join Other Network...
Create Network...
Open Network Preferences...

= The Wi-Fi network “CNS" requires WPA2
‘/</:\>\ enterprise credentials.

C
MOQ EAP-TLS <
Ident@ t23xxxtk @sfc.keio.ac.jp o 1R%

A 4
Usernaa
IJ Remember this network I

@ Verify Certificate

~ Authenticating to network "CNS"

Before authenticating to server "ns02.sfc.keio.ac.jp", you should examine the
server's certificate to ensure that it is appropriate for this network.

To view the certificate, click 'Show Certificate'.

Show Certificate Cancel -

Wireless LAN

08

Type your personal certificate passphrase in @
"Password" from STEP 05 and click @ "OK."

* If you have forgotten your passphrase, return to STEP

04 and reissue your personal certificate.

09

Click the @ Wi-Fi icon to get the list of available wireless
networks. Then, select @ "CNS" from the list.

10

From @ "Mode," select "EAP-TLS." From @ "ldentity,"
select "[your CNS login name]@sfc.keio.ac.jp." Make sure
to check © "Remember this network" and leave the

"Username" column blank. Then, click @ "Join."

11

The dialog box shown on the left side will appear. Click

@ "Continue."

2
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2 Wireless LAN

You are making changes to your Certificate Trust
Settings. Type your password to allow this.

Usernagge: Taro Keio

Password: eseessd| I

(2]

Cancel

eapolclient wants to sign using key "privateKey"
in your keychain.

Do you want to allow access to this item?

Deny Allow

Always Allow

eapolclient wants to change access permissions
of the “privateKey" item in your keychain.

L! Do you want to allow access to this item?

Deny

o=

12

When asked to enter your password, type your macOS
account password in @ "Password." Then, click @

"Update Settings."

13

The dialog box shown on the left side will appear. Click
O "Always Allow."

14

Again, click @ "Allow" on the dialog box. From now on,
if you are on campus, your computer will connect to CNS

automatically.

Connecting Your Mac (macOS) to CNS is completed.



@ Podcasts @ Console
Reminders 9 = Keychain Access
@ stocks o Migration Assistant
—
~ Utilities >l & Screenshot
) Keychain Access g O Q
AIleS) Passwords  Secure Notes My Certiiates ms
o login
- 23xxxtk @sfe.keio.ac.jp
of Local Items Cortfieate | 1g5ued by: KEIO SFC Intermediate CA G2
Expires: Tuesday, September 3, 2030 2250:55 Japan Standard Time
v — © “KEIO SFC Root CA G2" certificate is not trusted
8 system

(® System Roots

Kind Date Modified

~ Expires

§ Private Exchange Key
{ Private Exchange Key

Delete * 23vadk _@sfe.keio.ac.jp”

Sep 3, 2030 22605

Wireless LAN 2

a O 1 How to delete an old certificate

To delete an old certificate, first click on @ "Keychain

Access" in the @ "Utilities" section of the application.

a02

Select @ "Certificates”, and click @ "Delete [CNS login
namel@sfc.keio.ac.jp." which appears when you right-

click "[CNS login name]@sfc.keio.ac.jp."

After deleting the certificate, return to STEPO1 and
reissue your personal certificate. If you want to connect
to other multiple devices after the reissue, select
"Download" because only the latest certificate will be
valid. If you are still unable to connect after adding the

certificate, please "reboot" your device.

This is the end of the procedure for connecting your Mac
(macOS) to CNS.

31
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2

Wireless LAN

Connecting Your iOS Device to CNS

Settings

Q Search or enter website name

(1]

Favorites Show More
g
¢ Y
yahoo.co.jp
7yv7I Yahoo! Twitter Facebook

JAPAN

G w

keio.jp Google 4% Amazon
RFLT

01

On your home screen, tap @ "Safari."

* This procedure assumes that your smartphone has a

4G/5G connection.
* If you don't have 4G/5G connection, please connect to

SSID "000000SFC" from wireless settings.

02

Type the following URL in @ or scan the following QR
code, and go to the registration page :

= https.//itcsecure.sfc keio.ac.jp/wlan/?lang=en

32



CS Personal certificate /
Device registration
for CNS Wireless LAN

Please try with Safari.

You can not download the certificate in Google
Chrome.

Wireless LAN configuration for iPhone:

e Issue of the private certificate

¢ Download of configuration profile for iPhone

CNS login name o
CNS login password 9

B start registration

C S Personal certificate /
Device registration
for CNS Wireless LAN

logout

Issue of the personal certificate
o | o) 9

Issue Issue the personal certificate

Wireless LAN 2

03

Type your CNS login name in @ "CNS login name" and
your CNS login password in @ "CNS login password."
Then, tap © "start registration."

04

If this is your first time creating a personal certificate,
select "Issue" in @ and tap @ "go."

If you have already issued your personal certificate and
the certificate is still valid, select "Download" in @ , tap
@ "go," and skip to STEP 06.

New students have already issued a personal certificate

at the time of CNS account pre-registration, so select

"Download" and move on to STEP 06.

If your certificate has expired, select "Reissue" in @
and tap @ "go." If you select "Reissue," your previous

certificate will be invalidated.

You can confirm the expiration date of your certificate
by following the instructions at the following site. Once
the expiration date has passed, you will not be able to
connect to the campus wireless LAN, so you will need
to delete the old certificate and reissue a new one. For
more details, please refer to the website below.

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless_802_1x_renew.html

33
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2 Wireless LAN

€S Personal certificate /
Device registration

for CNS Wireless LAN
logout
This process will issue the personal certificate.
Please enter the passphrase for the encryption of the personal certificate.
You need your passphrase to install the personal certificate.
Please enter the passphrase i & characters)
Please enter the passphrase again.
{(confirmation)

Download of the SFC-CNS setting proflie
for iPhone

Profile(A)

(1
= Wireless LAN connection only
Profile(B)
- Wireless LAN connection + VPN setiing +
mail(IMAP) setting
Profile(C)

= Wireless LAN connection + mail(IMAP) setting

This website is trying to download a
configuration profile. Do you want to

allow this?

Ignore | Allow

34

05

Make a new passphrase for your personal certificate.
This passphrase is necessary to protect your personal
certificate from unauthorized use. It must contain at least
8 characters. Enter your passphrase in @ and @ and tap
© "Issue the personal certificate." This passphrase will be
used in STEP 18.

06

Now you'll be on a selecting site of Setting profile. Tap @

"Download" next to "Profile(A)."

If you select "Profile(C)," you can set up both wireless
LAN connection and CNS mail at the same time.

Also by selecting "Profile(B)," you can add VPN settings at
the same time. To check VPN [p.13 : Access Content Only
Available on Campus from Outside] inside the colomns
[About VPN] .

If you want to set up CNS mail, tap "Download" next to
"Profile(B)" or "Profile(C)." Then follow STEP 6~21 of [p.
63 :Configuring Your CNS Mail on Your iOS Divice] .
Then follow STEP 21 and STEP 22 in this section to set up

your wireless LAN connection.

0/

The dialog box shown on the left side will appear. Tap @

"Allow."



Wireless LAN 2

£ 1
et 08 S
—
. Profile Downloaded Tap @ "Close." %
Dov Review the profile in Settings app if
for | you want to install it.
ﬂ Close
Profile(B)
S e S e

=2

o

09 2

(9]

(9]

—

i >

- On your home screen, tap @ "Settings." =

App Storr Books Health
o 8le
Settings

(D)

=

wn

<

Q

Taro Keio If @ "Profile Downloaded" is displayed, tap it and go on
Apple ID, iCloud, iTunes & App Store toSTEP13.
()
o 24

wn

Profile Downloaded :_9
>

—

(D

aA

¥4l Screen Time 1 1 ,,,,,,,

o If "Profile Downloaded" is not displayed in Settings, tap
@ General @ "General."

Control Center

Display & Brightness

35



2 Wireless LAN

dPN Not Connected

Profile

Legal & Requlatory

o)OWN LOADED PROFILE

@ SFC-CNS FIFERE
) EEZZMBEIRITC

Cancel Install Profile

SFC-CNS AR E
: EEZZ2MEERITC

Signed by Not Signed

Description SFC-CNS OFIFBHRE
- HEARLAN

Contains Wi-Fi Network
3 Certificates

More Details

Install

Enter Passcode

Enter your passcode

O O O O

Cancel

36

12

Tap @ "Profile.”

13

The downloaded profile will be displayed. Tap the @
Profile.

14

Tap @ "Install.”

15

Type in your iOS device passcode.



Cancel Warning

ol Install

Installing the certificate “KEIO SFC Root CA
G2" will add it to the list of trusted certificates
on your iPhone. This certificate will not be
trusted for websites until you enable it in
Certificate Trust Settings.

UNMANAGED ROOT CERTIFICATE

UNSIGNED PROFILE

The profile is not signed.

(1]

Install

Cancel

Cancel Enter Password @] Next

ENTER THE PASSWORD FOR THE CERTIFICATE
0T23XXXTK‘P12”
—

Required by the “SFC-CNS F||FHz%E" profile

< Profile Profile Installed @) Done
@ SFC-CNS FIAR=E
\ EESRMRERITC
Signed by Not Signed
Description SFC-CNS OFIFBHRE

- BIRLAN

Contains Wi-Fi Network
3 Certificates

More Details

Wireless LAN 2

16

Tap © "Install."

17

Tap © "Install."

18

Type your personal certificate passphrase from STEP 05
in @ and tap © "Next."

19

Tap @ "Done."

37
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2 Wireless LAN

20

Bo N Bl Go back to your home screen and tap @ "Settings.

Settings

21

& Airplane Mode

» Tap © "Wi-Fi."
Wi-Fi off

Bluetooth On

m Cellular

Notifications

Q)

< Settings Wi-Fi 2 2
Turn on @ "Wi-Fi."

Q Tap @ "CNS." From now on, if you are on campus, your
Wi-Fi

device will connect to CNS automatically.

®

Connecting Your iOS Device to CNS is completed.
gJHOOSE A NETWORK... -,

CNS a = @ * The new personal certificate may not be installed
properly if you have older profiles installed. Make sure to

keiomobile2 a7 @ delete any older SFC-CNS profiles first, then try again if
you encounter problems.

Other...

38



Wireless LAN

Connecting Your Android Device to CNS

Google

Search or type web address

-(.

C)S Personal certificate /
Device registration
for CNS Wireless LAN

Purpose of this webpage:

« Issue/Download/Invalidate your personal
certificate.

« Register of identical information (MAC
address) of your device.

S —— plsse nputEnglishsinge by

01

On your home screen, tap the @ Chrome icon.

2

The procedure for setting up an Android device depends

on the specific model. This explanation uses a Xperia Z3

Compact (50-02G).

02

Type the following URL in @ and go to the registration

page or scan the following QR code :

= https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

03

Type your CNS login name in - @ "CNS login name" and

your CNS login password in @ "CNS login password."

Then, tap © "Start the registration."

39
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2 Wireless LAN

for CNS Wireless LAN

055119 of the personal certificate
Issue Issue the personal certificate
Register/Delete the device information
Registration of the device

SECITC SEC official web site Keio university SFC-ITC

This process will issue the personal
certificate.

Please enter the passphrase for the
encryption of the personal certificate.
You need your passphrase to install the

personal certificate.
| . "!Q’mg

Please enter the

Please enter the

ay
(confirmation)

Cancel the registration = SFCITC website ~ SFCofficial website  Keio university SFC-ITC

40

04

If this is your first time creating a personal certificate,
select "Issue" in @ and tap @ "Submit."

If you have already issued your personal certificate and
the certificate is still valid, select "Download" in @, tap
@ "Submit," and skip to STEP 06.

New students have already issued a personal

certificate at the time of CNS account pre-registration,

so select "Download" and move on to STEP 06.

If your certificate has expired, select "Reissue" in @
and tap @ "go." If you select "Reissue," your previous

certificate will be invalidated.

You can confirm the expiration date of your certificate
by following the instructions at the following site. Once
the expiration date has passed, you will not be able to
connect to the campus wireless LAN, so you will need
to delete the old certificate and reissue a new one. For
more details, please refer the website below.

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless_802_1x_renew.html

05

Make a new passphrase for your personal certificate.

This password is necessary to protect your personal
certificate from unauthorized use and must contain
at least 8 characters. Enter your passphrase in -~ @ and
@ and tap O "Issue the personal certificate." This
passphrase will be used in STEP 10.



Download of the personal certificate

Download will start automatically.

Please click here if download will not start.

=

Information of the personal certificate

Login name t23xxxtk

¥ Do you want to downloadt23xxxtk .p12 X

again?
[ -
Calculator ~ Calendar Camera Chrome Clock

(o S

Contacts

Files

Drive

™M

Gmail

o~
-3

Google

CATEGORIES

4. Downloads

=] Images

11:30 G £ » &

< Downloads

All Download

Today

0 @ @

t23xxxtk .p12
6.49 KB, 2 minutes ago

Wireless LAN 2

06

Your download should begin automatically. If it does
not, tap @ "Download".
When a dialog like the one shown on the left left

appears, click @ "Download".

There are some models that cannot download personal
certificates properly. If you have any issues downloading
or installing your personal certificate, please refer to
[p. 50 :Connecting Your Device to CNS by EAP-PEAP

Authentication] .

0/

Tap © "Files".

08

Tap @ "Downloads".

09

Tap @ "[CNS login name].p12".

41
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2 Wireless LAN

10

@ Enter the passphrase that you entered when the

Extract certificate

Type the password to extract the certificates.
certificate was issued and tap @ "OK".

o 2]
Cancel

11

Choose a certificate type © Select "Wi-Fi certificate” and tap @ "OK".

oO VPN & app user certificate

(® Wi-Fi certificate

12

Name this certificate @ Change the Certificate name to "CNS" and tap

Certificate name e "OK".

CNS|

o 2
Cancel

13

Download the Root certificate of CNS from the following
This certificate from null must be link, and when the message "Install CA certificates in
installed in Settings. Only install CA

certificates from organizations you trust.

o

Install CA certificates in Settings

Settings" appears, tap @ "Close."

Close = https://itcsecure.sfc.keio.ac.jp/downloads/files/
KEIO_SFC_Root_CA_ G2.pem

42



Location
Off

Security
Play Protect, screen lock, face unlock

B°(©

Accounts

1N} 1inte addad

Device admin apps
No active apps

Encryption & credentials
Encrypted

User credentials
View and modify stored credentials

Install a certificate
Install certificates from storage

Clear credentials
Remove all certificates

Install a certificate

CA certificate

VPN & app user certificate

Wi-Fi certificate

Wireless LAN

14

From "Settings", tap @ "Security".

15

@ Tap "Encryption & credentials".

16

© Tap "Install a certificate”.

17

© Tap "CA Certificate".

2
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2 Wireless LAN

A

Your data won't be private

CA certificates are used by websites, apps, and
VPNs for encryption. Only install CA certificates
from organizations you trust.

If you install a CA certificate, the certificate
owner could access your data, such as
passwords or credit card details, from websites
you visit or apps you use — even if your data is
encrypted.

Install anyway m

X 1selected

Q Large files

SELECT ¢

€O This week

BROWSE FILES IN OTHER APPS

o 5

Drive Dropbox
RECENT FILES H
Q KEIO_SFC_Root_CA_G2.pem (... K A
2:13 PM, 2.44 kB, CRT 7 71 JL R

(V4 ul VW J o/l o} Vel Wal. 4

CA certificate installed

44

18

When you see the message "Your data won't be

private", tap @ "Install anyway".

19

Select @ "KEIO_SFC_Root_CA_G2.pem" and install it.

20

Verify that the message "CA certificate installed.".



Wi-Fi

Network & internet
Wi-Fi, mobile, data usage, and hotspot

® 0|0|°

Connected devices

Bluetooth, Android Auto, driving mode,

Apps & notifications
Assistant, recent apps, default apps

NFC

Wireless LAN

21

From "Settings", tap @ "Network & internet".

2 o 22

€ Wi-Fi
000000SFC
' Connected 533
(1)
¥ oS 0]
' eduroam |€|
A 4 keiomobile2 EI

Tap @ "CNS".

2

45

dn ueig

p)

=
o
(D
wn
n
—
=
=z

ITEIN SND



2 Wireless LAN

CNS

EAP method

TLS

CA certificate

CNS

Online Certificate Status

Do not validate

Domain

sfc.keio.ac.jp

User certificate

CNS

Identity

t23xxxtk

Advanced options

(1)

Cancel [ Connect

< Wi-Fi

Use Wi-Fi

9 CNS

Connected

4

eduroam

4

keiomobile2

P > ©® KMo

46

23

Change the settings on this screen to the following

values:

EAP method

TLS

CA certificate

CNS

Online Certificate System

Do not validate

Domain sfc.keio.acjp
User certificate CNS
Identity (your CNS login name)

Once entered correctly, tap @ "Connect."

* On some devices, you may be prompted to select the

connection type. If asked, select "802.1X EAP."

24

If "Connected" is shown below "CNS", your device is

successfully configured.

Connecting Your Android Device to CNS is completed.




Wireless LAN 2

dn ueig

Connecting Your Device to Wireless LAN
Using "eduroam”

What is "eduroam"?

N

"eduroam” is an academic/research wireless LAN roaming infrastructure developed by the GEANT Association

(formerly known as TERENA) in Europe. It is a de facto standard for securely granting wireless network access to

=
o
(D
wn
n
—
=
=

visiting academics and researchers in 74 countries and regions around the world, including Japan.
By using eduroam, you can use the wi-fi not only at Keio University campuses, but at other eduroam-participating

organizations in Japan and overseas.

23
: =
Connectlng to eduroam wn
<
Q,
SFC-CNS WiFi Setup O ‘I —
CNS login name 1
Open a web browser and go to the following URL:
Shonan Fujisawa ITC, Kelo University |- = https://itcsecure.sfc.keio.ac.jp/form/wifi/
Type your CNS login name in @ and your CNS login
password in @ . Then, click @ "Login." 2 4
wn
X
* This procedure differs from the procedure of setting 5
up a connection to CNS. 5
wm

* This explanation is based on macOS. For other OS,

please refer to this explanation as well.

SFC-CNS WiFi Setup O 2

O~ TlE SFC-ONS DEHELAND S A 7 — FIERATETT, Click o ") (’7\ 7— F (Password)."

You can create password for WiFi in SFC-CNS on this page.
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2 Wireless LAN

EE—

SFC-CNS WiFi Password

7827 = F o o
(Create password)

MHERLANERUH S 7 — FlzowT
o S LT0 2 #8345 EAP- TLS(mWH‘ﬂMﬁIK‘X]F‘L‘(hgud&gnmﬁ
PEAPHTACORIELAT) T L AT, ONS TH. Sl EAP-TLSE: o
TV

. ﬂiaLAN( FL‘F‘I’%P‘( #..AEHK EAP-PEAP %, ID I CNSBR 7'f ¥4, 2%
5 L7234 — & AJIT % C & C SFC.ONS D

-
LANIE%L{%{??%_M K E T,
AT G

$27—FDf DHAWRE D bR BELT
$T0TT

Shonan Fujisawa ITC, Keio Universi

L 8@

Turn Wi-Fi Off

(2)

eduroam

Join Other Network...
Create Network...
Open Network Preferences...

The Wi-Fi network “eduroam” requires WPA2
enterprise credentials.

Mo Automatic

Usernar@
Password:

t23xxxtk @sfc.keio.ac.jp

Show password
¥ Remember this network

: (3)
? Cancel E

03

Click @ "Create."

Remember the password that is displayed. This password

will be used in STEP 05.

04

In this section, we will explain how to connect using
macOS. If you are using any other devices, go to the
following URL to get more details :

= https://www.sfc.itc.keio.ac.jp/en/network

information_eduroam.html

Click the @ Wi-Fi icon at the top of the screen and click

@ "eduroam."

05

Type [your CNS login name]@sfc.keio.ac.jp in @
"Username" and your SFC-CNS Wi-Fi password from STEP
03 in @ "Password." Then, click © "Join."

Instructions for using eduroam to connect to wireless

LAN is now complete.
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Wireless LAN 2

Connecting Your Device to Wireless LAN Using
"keiomobile2"

What is "keiomobile2"?

"keiomobile2" is a cross-campus wi-fi service offered by Keio ITC. As a member of Keio University, you can connect

to the Internet from any campus. keiomobile2 can only be set up inside campus.

In order for students, faculty and staff who have CNS accounts to connect to keiomobile2, you need a keio.jp (Keio

ID), or an ITC account and its PEAP password.

I wireless LAN/WiFi Service (keiomobile2)

Premise

« Itis available to set up and use keiomobile2 only inside of Keio campus.
(You can check the WiFi Password from a network outside Keio.)

« You must have keio ID or ITC account (ua******, ub*****, 3a******) to obtain the WI-Fi password for wifi connection.

Process to set up keiomoble2

1. Using keio ID issue or Using ITC account issue

Before go to step 2, make sure that your Wi-Fi password Is Issued.

2. Setup keiomobile2

Revising wireless LAN connection settings

« Procedure for revising wireless LAN connection setiings

Notice

« Itis not necessary to renew the wireless LAN setling annually, however your ITC account or Keio ID has to be active.

«_Keep your operating system and firmware up-to-date via Windows Update or the applies to your device.

In order to connect to keiomobile2, you need keio.jp

(Keio ID) or ITC account (ua ,ub ,aa )

to issue a password for Wi-Fi connection.

For more information, please refer to the website below.
How to: connect to wireless LAN / Wi-fi Connection
Service (keiomobile2)

= https://www.mita.itc.keio.ac.jp/en/net_connect

keiomobile2 peap.html

* keiomobile2 can also be joined using either SFC-CNS

personal certificate or PEAP password.
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2 Wireless LAN

Connecting Your Device to CNS
by EAP-PEAP Authentication

What is EAP-PEAP Authentication?

EAP-PEAP is one of the Extensible Authentication
Protocol methods, which authenticates devices using
PEAP (Protected EAP). Similar to EAP-TLS, which
authenticates clients using a certificate, devices using
EAP-PEAP authentication will send their credentials (e.g.
ID and password) using an encrypted communications
path. In EAP-TLS, both the client and authentication
server use certificates to prove their identities to each

other, which is known as mutual authentication.

Compared to EAP-TLS authentication, EAP-PEAP is
slightly less secure; however, since the client does
not need a certificate, devices that do not support
certificate-based authentication can send encrypted
communications easily. When you are connecting to the
CNS wireless LAN using devices that are incompatible
with EAP-TLS authentication, please use EAP-PEAP

authentication.

Connecting to CNS by EAP-PEAP Authentication

SFC-CNS WiFi Setup

Shonan Fujisawa ITC, Keio Univel

50

01

Open a web browser and go to the following URL:

= https://itcsecure.sfc.keio.ac.jp/form/wifi/

Type your CNS login name in @ and your CNS login
password in @ . Then, click © "Login."

* This procedure differs from the procedure of setting
up a connection to CNS.
* This explanation is based on macOS. For other OSes,

please refer to this explanation as well.



SFC-CNS WiFi Setup

SA7 = Fassword)

Z D= Tik SFC-CNS DFFFRLAND /S 2 T — FIERAARE T,

You can create password for WiFi in SFC-CNS on this page.

Logout

T

‘ SFC-CNS WiFi Password

7327 — FOff)
(Create

SHRLANBESET A2 7 — FizowT

o {0 LTy 5888808 EAP-TLSGEMI#HREE I It L T i PO ey, EAP-
iEAP?;ﬁ;('Vﬁﬁﬁ*zﬁ"‘) EHIMET T, ONS Tk, SlH EAP-TLSIAE % HESE
v

AR ® D %

Turn Wi-Fi Off

CNS

eduroam

eiomo bile2

Join Other Network...
Create Netwark...
Open Network Preferences...

= Find and join a Wi-Fi network.

N
Q Enter the name and security type of the network you want to
L 4 join.
Network Name: CNS3
Security:  WPA/WPA?2 Enterprise [T}
Mode:  Automatic [T}
Username: t23xxxtk @sfc.keio.ac.jp
Password: ...l..l.l..]

ol Remember this networkl

? Show Networks

Wireless LAN 2

02

Once logged in, click @ " /N X7 — F (Password)."

03

Click @ "Create." This password will be used in STEP 05.

04

In this section, we will explain how to connect using
macOS. If you are using any other devices, go to the
following URL to get more details:

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless_peap.html

Click @ Wi-Fi icon at the top of the screen and click @
"Join Other Network...."
Note: "CNS3" will not be displayed on the list as it is a

hidden network.

05

Network name CNS3
Security WPA/WPA2 Enterprise
Mode Automatic
Username [your CNS login name]@sfc.keio.ac.jp
Password SFC-CNS WiFi Password

* SFC-CNS WiFi Password is the password for PEAP
created in STEP 03.

Once all settings are entered correctly, check @

"Remember this network" and click @ "Join."

Instructions for using EAP-PEAP authentication to join

Wireless LAN services is now complete.
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3 CNS Mail

Using Your CNS Mail Account

Technical Specifications of CNS Mail Servers

IMAP4

Receiving Server Port

Authentication Methods Password

imap.sfc.keio.acjp 993 (IMAP over SSL)

CRAM-MD5 Authentication

or LOGIN Authentication IMAP/SMTP-AUTH Password

SMTP

Sending Server Port

Authentication Methods Password

465 (SMTP over SSL)

smtp.sfc.keio.acjp

587 (Submission Port)

CRAM-MD5 Authentication or LOGIN

Authentication IMAP/SMTP-AUTH Password

01 What is IMAP?

IMAP stands for Internet Message Access Protocol,
which allows users to access emails stored on the mail
server. Today, the IMAP protocol is the most commonly
used protocol for accessing and retrieving emails
from mail servers. Emails sent to your CNS account
are accessible from CNS mail servers using IMAP. You
can view, organize, send, and receive emails from
almost anywhere. With IMAP, the mail server manages
all information, so any changes you make will be
synchronized to all your devices. However, you must be
connected to the Internet in order to send and receive
emails. Depending on your email client, previously
read messages may be stored in a cache and could
be available even when you are not connected to the

internet.

OZWarning

If the amount of data in your CNS home directory
exceeds 100GB, you will be unable to use your CNS
email account. Please refrain from sending emails with
large attachments. Such emails can create delays or

other problems for both the CNS mail server and the

54

receiving mail server. If you need to send large files, you
should use a file-sharing service such as SFC-CNS Online

Storage.

03 Use Other E-Mail Clients

If you use your CNS mail account from anywhere other
than the on-campus computers, please set up your mail
client using the technical specifications of the CNS mail
servers listed above. If you need more details, please
visit the following URL:

= https://www.sfc.itc.keio.ac.jp/en/computer email cns

usage config.html

O4Use SFC-CNS WebMail

By using the SFC-CNS WebMail system, you can access
your CNS email account in a web browser without
using an email client. Please visit the following URL and
login with your CNS login name and IMAP/SMTP-AUTH
password.

= https://webmail.sfc.keio.ac.jp/



CNS Mail 3

2

Checking Your CNS Mailbox
from On-Campus Computers

Using Your CNS Mail from On-Campus Mac

The mail client for on-campus Mac computers is
| Thunderbird. Login to an on-campus computer with
: | your CNS account, click @ "Thunderbird" in your dock to
open the software.

| Enter the IMAP/SMTP-AUTH password you set up at the

beginning of your first year. If you forgot your password,

go to [p.147 : How to Change Account Passwords] ,

! . | .. follow the instructions, and re-set the password.

01

The mail client for on-campus Windows PCs is
Thunderbird. Login to an on-campus computer with
your CNS account, then double-click @ "Thunderbird" on
the desktop to open the software.

Enter the IMAP/SMTP-AUTH password you set up at the

beginning of your first year. If you forgot your password,
go to [p.147 : How to Change Account Passwords] ,

follow the instructions, and re-set the password.
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3 NS Mail

Configuring Your CNS Mail
on Your PC (Windows 11)

& Thunderbird wtires  Addors  Gotimolved  Gothop  AboutUs Biog  [[SIBGATE 01

Make Email Easier.

Open a web browser and go to the following URL:

Thunderbird is a free email application that's easy to set up and

Letonize - nd ek loaed wil great featire = https://www.thunderbird.net/en-US/

FREE DOWNLOAD

Click @ "Free Download."

02

Your download will begin automatically. Next, open the
Make Email Easier. file you just downloaded.

& Thunderbird Featres  Addons  Getlnvolved  GetHolp AboutUs Blog  ||WIDONATE

Thunderbird is a free email application that's easy to set up and
customize - and it's loaded with great features!

FREE DOWNLOAD

@ ot x | B s

ages v #Wiite v CJchat & Address Book | 'V Quick Fiter
%/ A w_D D C 4Q Mon < 0>

What do youwant o do with Thunderbird Setup 781.1exe (472
Moy

Run swe |~ Cancel x
From: download-installercdnmezilanet

{1 Moxzilla Thunderbird Setup . X O 3

Welcome to the Mozilla Thunderbird
Setup Wizard Click o "Next >."

1

This wizard will guide you through the installation of Mozilla
Thunderbird.

It is recommended that you close all other applications before
starting Setup. This will make it possible to update relevant
system files without having to reboot your computer.

Click Next to continue.

o= - |




CNS Mail 3

Choose setup options

— -
1) Mozilla Thunderbird Setup = X
Setup Type o

dn ueig

Confirm @ "Standard" is checked and click @ "Next >."

Choose the type of setup you prefer, then click Next.

Thunderbird will be installed with the most common options.

(O Custom
You may choose individual options to be installed. Recommended for experienced users.

< Back Cancel

NV SS9[S4M

|:® Mozilla Thunderbird Setup = X O ;
Summary o
Ready to start installing Thunderbird .
Click @ "Install."

Thunderbird will be installed to the following location:

C:¥Program Files¥Mozilla Thunderbird

(8 Use Thunderbird as my default mail application

Click Install to continue.

< Back Install Cancel

N

M
=
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-
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sammandan canior cantiaLEatian
1) Mozilla Thunderbird Setup =

Cumplet!ng the Mozilla Thunderbird
Setup Wizard Installation of Thunderbird is now finished. You can now

! ) ) continue and setup access to your CNS mail account.
Mozilla Thunderbird has been installed on your computer.

Click Finish to dlose this wizard., Check @ "Launch Mozilla Thunderbird now" and click

e
\_/ I7 Launch mozita Thunderbird now | © "Finish.

< Back Cancel
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3 CNS Mail

7

Type your full name in @"Your name" and
"[your CNS login name]@sfc.keio.ac.jp" in @ "Email
address." Type your IMAP/SMTP-AUTH password in ©

"Password."

“* " You can create and change your CNS IMAP password at
the following URL:

= https://itcsecure.sfc.keio.ac.jp/form/password/

08

Availablelontiguration TWait for the message "Your account settings were found

O AP by your email provider." Wait until the message "Your

Keep your folders and emails synced on your server

a8 e | soums | account settings were found by your mail provider" is
& Incoming SSL/TLS

imap sfc keio.acjp displayed. When the message appears, click @ "Done".
&) Outgoing EYIE) B
smtp.sfc.keio.ac.jp
@ Usename If it does not appear, click "Cancel" and then click @
230tk
(1) "Configure manually".

Configure manually Cancel m

Your credentials will only be stored locally on your computer.
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Manual configuration
p——

Protocol: IMAP v
Hostname: imap.sfc.keio.acjp

Port: 993 @

CNS Mail 3

09

Next, type the following incoming and outgoing mail
server information into the settings window as shown.

@ Incoming Receiving Server (IMAP)

Connection security: SSL/TLS v Server hostname imap.sfc.keio.ac.jp
Port 993
Authentication method: Encrypted password v
Protocol SSL/TLS

Username: 23xxxtk

Authentication Encrypted password
Username Your CNS login name
Hostname: smtp.sfc.keio.acjp (2] outgoing Sending Server (SMTP)

Port: 465 %

Connection security: SSL/TLS v
Authentication method: Encrypted password v
Username: 123xxxtk

9 Aﬁced config

Account successfully created

You can now use this account with Thunderbird.

You can improve the experience by g related services and confi dvanced account settings.

B Yuichi Furumoto yf@sfc keio.acjp o

£ Account setings 2 Endto-end encryption

2 Addasignature & Download dictionaries

Connect your linked services
Setupother senvices toget the most ot of your Thunderbird experience, Not suresbout your next steps?
Geting st - Supportforum - Prvcy iy

@ Connect to a CardDAV address book

@ Connect to an LDAP address book

Server hostname smtp.sfc.keio.ac.jp
Port 465
Protocol SSL/TLS
Authentication Encrypted password
Username Your CNS login name

Once you have entered all the settings, click © "Re-test."
After Thunderbird confirms the mail server information,
click @ "Done."

10

When the window shown on the left appears at the
end, click @ "Finish".
Configuring Your CNS Mail on Your PC (Windows 11) is

completed.
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3 cNs Mail

Configuring Your CNS Mail
on Your Mac (macQOS)

Make Email Easier.

Thunderbird s a free email application that's easy to set up and
customize - and it's loaded with great features!

FREE DOWNLOAD
vacy

0@ < Downloads
Favorites

@ Recents =

© Downloads =

® AirDrop Thunderbird

2. Applications 782:%;“

[= Desktop

Thunderbird

(1) (2]
=

o0 @ < > Applications 8¢

Stocks

(O]

Time Machine

Favorites

@ Recents

Downloads
AirDrop
2 Applications

[= Desktop

O No Tags

—
=5

—

Spotify e Stickies

[ Movies i
iCloud /
Thunderbird

& iCloud Drive
TextEdit
[% Documents

&3l
<
[E2

System
Preferences

v

60

01

Open a web browser and go to the following URL:
= https://www.thunderbird.net/en-US/

Click @ "FREE DOWNLOAD."

02

Your download should begin automatically. Next, open

the file you just downloaded.

03

Drag and drop the @ "Thunderbird" icon onto @ the
Applications folder.

04

Open Finder and click @ "Applications," then double-
click @ "Thunderbird."



ird” is an app
downloaded from the Internet.
Are you sure you want to open it?

Chrome downloaded this file today at
22:07 from www.thunderbird.net. /pple
checked it for malicious software and

none was detected.

® | Home 2 Account Setup X | [ Thunderbird

Set Up Your Existing Email Address

To use your current email address fill in your credentials.
Thunderbird will automatically search for a working and recommended server configuration.

Your full name

O o]

Email address

23xxxtk@sfe.keio.ac.jp @ ]I

Password

9 ........ ® |

Remember password o
oy p—

CNS Mail 3

05

A dialog box similar to the one shown on the left will

appear. Next, click @ "Open."

06

Type your full name in @ "Your name" and

"[your CNS login name]@sfc.keio.ac.jp" in

@ "Email

address." Type your IMAP/SMTP-AUTH password in

© "Password." Check your information and click @

"Continue."
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3 CNS Mail

Set Up Your Existing Email Address

To use your current email address fill in your credentials.

Thunderbird will automatically search for a working and recommended server configuration.

Your full name

Email address

vk @sfc.keio.ac.jp

Password

Remember password

Available configuration

O MAP

Keep your folders and emails synced on your server

3 Incoming [T
imap.sfc.keio.ac.ip

Outgoing [EIIE)
smip.sic.keio.ac.jp

& Username

3wk

Configure manually

canch

Not sure w|
Setup documentation - St

Manual configuration

INCOMING SERVER

Protocol: IMAP v
Hostname: imap.sfc.keio.ac.jp
Port: 993
Connection security: SSL/TLS v
Authentication method: Encrypted password v
Username: t22xxxtk

1©
Hostname: smtp.sfc.keio.ac.jp
Port: 465
Connection security: SSL/TLS v
Authentication method: Encrypted password v
Username: t22xxxtk

0/

Thunderbird will start searching for your email account,
wait until you see the message "Configuration found
at email provider." If the message is displayed, click @
"Done".

If the message is not displayed, click "Cancel" and then

click "Configure manually...".

08

Next, type the following incoming and outgoing mail
server information into the settings window as shown.

© Incoming Receiving Server (IMAP)

Server hostname imap.sfc.keio.acjp
Port 993
Protocol SSL/TLS
Authentication Encrypted password
Username your CNS login name

© Outgoing Sending Server (SMTP)

Server hostname smtp.sfc.keio.ac.jp
Port 465
Protocol SSL/TLS
Authentication Encrypted password
Username your CNS login name

Advanced config

Thunderbird will attempt to auto-detect fields that are left blank.

62

Once you have entered all the settings, click © "Re-test."
After Thunderbird confirms the mail server information,
click @ "Done."



CNS Mail 3

2 1
c
©
Configuring Your CNS Mail on
Your iOS Device
® 01
On your home screen, tap @ "Safari." A
Health Settings —
P
=

Safari

02

Type the following URL in @ and go to the registration

Q. Search web or enter site hame

[

’ page or scan the following QR code :
' Allabaut , = https://itcsecure.sfc.keio.ac.jo/wlan/?lang=en

Apple Disney About Yahoo

M
Z
wn
o
=
-]
—
™
-
w

Wireless LAN configuration for iPhone: O 3 7777777

e Issue of the private certificate

Type your CNS login name in @ "CNS login name" and

e Download of configuration profile for iPhone your CNS Iogin password in © "CNS Iogin password."
CNS loginname (@) Then, tap © "start registration."

CNS login password e
(5]
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o

CNS Mail

logout

Issue of the personal certificate
=H=e

Issue Issue the personal certificate

Keio university SFC-ITC

Device registration
for CNS Wireless LAN
logout

This process will issue the personal certificate,
Please enter the passphrase for the encryption of the personal certificate.
You need your passphrase to ins sonal certificate

Please enter the passphr

Please enter the passphrase

(confimaation)
Cancel the registrati SEC-ITC web site SFC official web site Keio
university SFC-ITC
for iPhone
Profile(A)
- Wireless LAN connection only
Profile(B)
- Wireless LAN connection + VPN setiing +
mail(IMAP) setting
Profile(C)

(1)

= Wireless LAN connection + mail(IMAP) setting

64

04

If this is your first time creating a personal certificate,
select "Issue" in @ and tap @ "go."

New students have already issued a personal

certificate at the time of CNS account pre-registration,

so select "Download" and move on to STEP 06.

If you have already issued your personal certificate and
the certificate is still valid, select "Download" in @ ,
tap @ "Submit", and skip to STEP 06. If your certificate
has expired, select "Reissue" in @ and tap @ "go." If
you select "Reissue," your previous certificate will be

invalidated.

You can confirm the expiration date of your certificate
by following the instructions at the following site. Once
the expiration date has passed, you will not be able to
connect to the campus wireless LAN, so you will need
to delete the old certificate and reissue a new one. For
more details, please refer the website below.

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless_802_1x_renew.html

05

Make a new passphrase for your personal certificate.

This password is necessary to protect your personal
certificate from unauthorized use. It must contain at
least 8 characters. Enter your passphrase to @ - @, and
tap © "Issue the personal certificate." This passphrase
will be used in STEP 18.

06

Tap © "Download" in Profile (C).
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=1
pn
This website is trying to download a c
configuration profile. Do you want to allow The dialog box shown on the left side will appear. Tap O
this? o "Allow."
Ignore | Allow
=2
08 :
a
Profile Downloaded Tap @ "Close.” -
Review the profile in Settings app if jZ>

you want to install it.

(1]

| Close

Q I On your home screen, tap @ "Settings."

iBooks iTunes Store App Store  Newsstand

Settings

M
=
w
-
—_.
o]
—
(D
)
wn

Phone Safari

o

If @ "Profile Downloaded" is displayed, tap it and go on
to STEP 13.

Taro Keio
Apple ID, iCloud, iTunes & App Store

(1]

Profile Downloaded

65
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11

If "Profile Downloaded" is not displayed in Settings, tap

General 0

Control Center

@ "General."

eopEl

Display & Brightness

Wallpaper

Dictionary 1 2

Tap @ "VPN & Device Management."

r VPN & Device Management

Legal & Regulatory

13

The downloaded profile will be displayed. Tap the @

@ SFC-CNS FIFBRE
BEEEZMEERITC Profile.

QOWNLOADED PROFILE

Cancel Install Profile Install 1 4
(1 Tap @ "Install.”

SFC-CNS Fl FsE

RITC

Signed by Not Signed

Description SFC-CNSOF| % E(MELRLAN,VPN,
A—L(IMAP)

Contains Email Account
VPN Settings
Wi-Fi Network
3 Certificates

66



Enter Passcode

Enter your passcode

Cancel

Cancel Warning

UNSIGNED PROFILE

The profile is not signed.

O]

Install

Cancel

CNS Mail 3

15

Type your iOS device passcode.

16

Tap @ "Install"

17

Tap @ "Install"

(2]

Cancel Enter Password

ENTER THE PASSWORD FOR THE CERTIFICATE

ol‘l\ZSXXXTK.PIZ m

Next

18

Type your personal certificate passphrase from STEP 05
in @ and tap © "Next."

* If you have forgotten the passphrase, return to STEP

Required by the “SFC-CNS FJHz&E" profile

04 and reissue your personal certificate.

6/
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3 cNs Mail

Cancel Enter Full Name

ENTER YOUR FULL NAME FOR THE EMAIL ACCOUNT
o “SFC-CNS IMAP”

Required by the “SFC-CNS FJFE&E" profile

Cancel Enter Password

el Nextl

ENTER YOUR PASSWORD FOR THE INCOMING MAIL
GERVER “SFC-CNS IMAP”

Required by the “SFC-CNS FIREE" profile

Profile Installed (1) Done

SFC-CNS FI Az E
BESZEEERITC

Signed by Not Signed

Description SFC-CNSOF|FHEE(FEARLAN, VPN,
S —JL(IMAP)

e Health Settings

Safari

68

19

@ Type your full name for the email account.

20

Type your IMAP/SMTP-AUTH password in @ and tap @

"Next."

21

Tap @ "Done."

22

On your home screen, tap @ "Mail" and make sure a

new mailbox is added to your iOS device.

Configuring Your CNS Mail on Your iOS Device is

completed.

* The new personal certificate may not be installed
properly if you have older profiles installed. Make sure
to delete any older SFC-CNS profiles first, then try again

if you encounter problems.
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L 1
6 :"
C
©
Configuring Your CNS Mail on
Your Android Device
5™ 2 0] -
J 7\ Tap © "Gmail" from the home page or the list of apps. %
Google S Mape ol If an email address is not set up in Gmail, go to STEP04. a
—
* The settings and procedure may vary from device to jZ>
[@ » E Q device. However, the procedure for configuring a mail

server are the same.
Drive Play Music ~ Play Mowes &  Hangouts

02

= Search mail o 0 . o
Tap the @ "account icon" shown on the search bar and

a list of accounts will be displayed.

INBOX

03

Ss Manage accounts on this device Tap @ "Add another account”.

M
=
(V2
o
—_.
o]
—
(D
=
wn

2+  Add another account

Privacy Policy + TermsofService @&

69
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I -

Tap @ "Other."

3 Google
nﬂ Outlook, Hotmail, and Live
Yahoo

E Exchange and Office 365

Other

Add your email address
Type “lyour CNS login name]@sfc.keio.acjp” in @ .

Then, tap @ “NEXT >.”
Enter your email
t23xxxtk@sfc.keio.ac.jp
MANUAL SETUP
< NEXT >

/70
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_____ ¥ 1
06 3
g q =
t23xxxtk@sfc.keio.ac.jp =
Tap @ “Personal (IMAP)" and tap @ “NEXT >." ©
What type of account is this?
(O  Personal (POP3)
(1)
®  Personal (IMAP)
=2
O  Exchange D
()
(%]
wv
>
(2) =z
< NEXT >

t23xxxtk@sfc.keio.ac.jp
Type your IMAP/SMTP-AUTH password in @ and tap

O “NEXT >."

Password

............ | LN

o

M
=
w
-
—_.
o]
—
(D
)
wn

< NEXT >
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Incoming server settings 08

Enter the following settings:

Username

2300tk Username your CNS login name
Password your IMAP/SMTP-AUTH password

Password D % Server imap.sfc.keio.ac,jp

Once typed correctly, tap @ "NEXT >."

Server
imap.sfc.keio.ac.jp

< NEXT >

09

Next, type the information below if necessary.

Outgoing server settings

Require signin .
Username your CNS login name
Username Password your IMAP/SMTP-AUTH password
t23xxxtk SMTP server smtp.sfc.keio.acjp
pessvolc 'S X Check @ "Require signin.” Once entered correctly, tap
© "NEXT >."
SMTP server

smip.sfc.keio.ac.jp|

< NEXT >
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10 .
Account options -
You can modify your account options if you desire. ©
Sync frequency: Once you finished choosing your options, tap @ “NEXT >."
Every 15 minutes %
Notify me when email arrives
Sync email from this account g 2
@
(@)
Automatically download A
attachments when connected to ;
WicFi
i-Fi =
< NEXT >

11

Type “CNS” (or any other name you can use to distinguish

Your account is set up

and email is on its way!

from other mail accounts) in @ “Give this account a 2 4
name (optional)” and your full name in @ “Your name w
(1) Give this account a name (optional) (displayed on outgoing messages).” Then, tap @ “NEXT _%D
e >"10 finish. T
wv

Your name (displayed on outgoing
e messages)
Taro Keio

Configuring Your CNS Mail on Your Android Device is

completed.

NEXT >

/3
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Various Settings in CNS Mail
Open a web browser and go to the following URL:

= https://itcsecure.sfc.keio.ac.jp/form/mailsetup/
CNS login name [ 23t ID

CNS login password [f..ceeeeeeee

Login

Type your CNS login name in @ and your CNS login

Shonan B nassword in @ . Then, click © "Login."

In SFC-CNS mailsetup, you can perform the following
actions:

+ Changing your IMAP/SMTP-AUTH password

- Setting up mail forwarding

- Configuring spam filtering

Setting Up Mail Forwarding

SFC-CNS mailsetup 1
:AUTH;‘;-M . i -

TDR=TTRA— BT B U FORED AR TT
Zi

o IMAP/SMTP-AUTH /32 7 — F O fEK/ . . N .
o LAY e From the "mailsetup” menu, click @ "Mail forwarding."

You can set email services in SFC-CNS on this page.
 Create or change IMAP/SMTP-AUTH password
o Mail forwarding

* Spam policy

SFC-CNS mailsetup O 2
| Mail forwarding e
Jonks % i . . . . .

E T ot e i s Type your desired destination email address in @ "Add
o A—VERRBESNTOERA,

Mail forwarding s not used. . . .
Mail forwarding address" and click @ "Add."
R —)VHERR D38 (Add Mail forwarding address)

& 9 Depending on mail settings for a forwarding address,

emails may not be sent properly. If so, check your email

settings, such as spam filters, to make sure that you can

receive emails properly.
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SFC-CNS mailsetup
B AL IMail forwarding B

ﬁ.]’ tkeio@keiojp 133 TR L LTHERENTLET

(tkelo@keio jp already exists.)
RADRY ¥~
Spam policy

BUED X —)VHEREBSE (Current forwarding addresses)

SFC-CNS (i ¢ £T X —)U i3 SFC-ONS @ X — VK y 7 R Lk seic g &S h g
9 Al e-mails will be sent to SFC-CNS mailbox and forwarding address.

r 2l
\ Delete

A VGRS DN (Add Mail forwarding address)

Add

Shonan Fujisawa ITC, Keio Universit;

CNS Mail 3

03

Confirm that the email address you added is listed under
"Current forwarding addresses."

If you want to stop mail forwarding, check the box
next to the email address that you want to delete in @
"forwarding mail address" and click @ "Delete."

If you want to change the email address used in mail

forwarding, delete your previous mail forwarding setting

and add your new email address according to STEP 01 ~

02.

Configuring Spam Filter

SFC-CNS mailsetup

o

= D3 Tlx)‘*ll«t.l!ﬂfbl.(‘l"ﬂ)ﬂ%:ﬁﬂﬁ’(f

R—ERE
‘Mail forwarding

IMAP/SMTP-AUTH /327 — F 0
ZSBEY ¥— A
Spam policy

A=

You can set email services in SFC-CNS on this page.
o Create or change IMAP/SMTP-AUTH password
o Mail forwarding

o Spam policy

SFC-CNS mailsetup
|pam poticy -

it

ASBRY =R
ARDRY v — (Spam policy configuration)
Spam policy
Ry v—# L)
(Policy name) (Description)

" x»u\x ,wmmv—/\s_mmnﬁ

(Quarantine) | 5o, il will be quaranting

7 ASDRA— rww7/x7 FRO, A~y SIS IR ENET
(Tag) Spam mails will be tagged in Subject and mail header.

W ASLRYIHLTZOE RRXSHET

(No filtering) | Spam mails will be delivered without tagging.

A28 5 HI5EHEHE(Spam threshold)
EORY %) 57§ % & Nomal & Strong ZIBRIHKE T,
(To select criteria of spam is available with this button.)
Cm’ﬁsmmg'»TZ) EANLEHESND A D B ET,
(1f you selcet strong, the mail judged as spam will be increased.)

SFC-CNS mailsetup
[ pan poticy (120

AL

S

AL

— FUS—F E]

(Policy name) (Description)

[Current]
AL X —ASHERE Y — SIS nE T
Spams mail will be quarantined.

27 ASBA=NBY T2 ) FRO, ~y S8 TR ENET
(Tag) Spam mails will be tagged in Subject and mail header.

BEEL B | ASLRYTHLTROE FMESNET

(No filtering) | Spam mails will be delivered without tagging.

23
(Quarantine)

A 7S LW M (Spam threshold)
DR %Y v ¥ B & Normal & Song i:&!ﬂh%i 3.

o o select criteria of spam is available with this but
Strong 125 & ANL LHESND xwzniad #HET,

you select strong, the mail judged as spam will be increased.)

01

From the mailsetup menu, click @ "Spam policy."

02

Select which policy you wish to apply and click @
"Change." In spam policy configuration, there are
three options: "Quarantine," "Tag," and "No filtering."
In "Quarantine” mode, emails that are judged as spam
will be isolated on the mailserver you are using. In
"Tag" mode, any spam emails will be identified as spam
in the subject line and header. The default setting is

"Quarantine."

03

Make sure the policy that you selected is highlighted
with bold and tagged "[Current]."
By clicking @, you may change the spam threshold to

either "Normal" or "Strong."
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4 CNS Printers

1

Using Printers at SFC

Location of the Printers

®
@ €)

@

Map number

Location of the CNS Printers

Media Center (2 devices installed)

& (epsilon) research building 1F lobby

o (omicron) research building 1F lobby

In front of Academic Affairs Office counter on the main building

GHONCHCNS

T (tau) building 2F loft, attached finisher only for tau building users*

205 class room on the Faculty of Nursing and Medical Care Faculty Building

Faculty of Nursing and Medical Care Faculty Library

Nursing and Medical Care the Co-op store

/8
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Printing Charge (Points)

Type Printing Charges
Black and White One-Sided ¥ 5/ page Double-Sided ¥ 10/ page
Color One-Sided ¥ 15 / page Double-Sided ¥ 30/ page

01

Your Your printing account is refilled with 2,500 yen
each year. If you use more than the initial balance, you
can charge your account with a prepaid printer card (1
point = 1 yen) to pay for any excess usage. Additional
points you purchase and load to your CNS account will
be carried over to the next academic year as long as
your CNS account remains active.

Be careful when selecting the printer type; for example,
printing double-sided will cost the same as two pages,
and when printing a black-and-white document with
the color printer setting, you will be charged the color

printing rate.

02

In order to prevent paper jams or other malfunctions,

using different paper is not allowed.

In addition, if your account does not have a sufficient

point balance, you will not be able to print.

Operation of CNS Printers

Ot ® ||

PaperCut as4y

wREOIAS

1 .20

PaperCut . = B

1D number

01

The following section describes how to use the printer
after you send a printing job(s) from a computer.

On the terminal installed next to a printer, tap @
“English.”

02

Type your CNS login name and tap @ "Log in.”

/9
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4 CNS Printers

Logout

Held Print Jobs

Print as grayscale Print as 2-sided

PaperCut Held Print Jobs e
1 job, 5 pages Point0 % [
MERRAY HWMER* v/t (SFC) 5

P zided E “

Print s grayscale

Status.

PaperCut Held Print Jobs o
|
1job, 5 poges Pain®d s ¢
BERRKY MR+ v /(R (SFC) >

Print as 2-sided

Print as grayscale

80

03

After logging in, select the job to be printed from
the list of jobs displayed. At this time, you can select
whether to print all jobs in the check box @ or whether
to print each job in the check box @ . After you have

finished making your selections, touch & "Print".

04

After printing is finished, select the job you want to
delete from the list of jobs displayed, and touch the @

"Trash" icon to delete the print job.

05

Please be sure to "log out" after completing the

operation.
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=1
Use user portal site -
©
jziperCue "o O 1
b S ' The user portal site is a web page that allows users to
i check their print history and point balance, recharge
. additional points, and print on the web. =2
o
P a
PaperCut. v
,,,,, —
>
pd
Start a web browser and access the following URL M 3
=
= https://prn23.sfc.keio.acjp/ wn
<
Q

Enter your CNS login name in the @ field and your CNS
login password in the @ field, and then click © "Login".

] PaperCut (X O 3
y MF -
in
Point

As shown in the image, click @ "Login Name" and then

click @ "Logout" to log out.

@)
Z
(O]
o
=
)
==
(@)
=
(%2}
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How to check point balance

01

We will explain how to check the balance using the user
portal site.
Start a Web browser and access the following URL

= https://prn23.sfc.keio.ac.jp/

Enter your CNS login name in the @ field and your CNS

== |ogin password in the @ field, and then click © "Login".
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A PaperCut ‘\‘* 02 g 1
! After logging in, click @ "Summary" and your point = O

i balance will be displayed in @ "Balance".

a
=2
o
()
(%]
wv
—
P
=z
(D)
Z 3
wn
<
Q,

@)
Z
(O]
o
=
)
==
(@)
=
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How to charge additional points

Ao > b, BEFTEFEA

WSFC

ENRIARA > RRETUNRA R - —Re
Card Number

<«

FBRAE: © AR—4)L URL=
1) R—4)L Thttps://pm23.sfc.keio.ac.jpl ~OF 1L E"‘- Fo
2) X205 [FUARAE - - BoEsR] Z%R L
3) THh—PFEE] BICEEH—-RESEANL
4) TTURAE - h— FOBEF] ®IUy T

=

EHEAR: 2027/03/31¢

=] PaperCut
7 MF

84

300 roint~

01

Please purchase a prepaid card for charging additional
points at Keio Co-op Fujisawa Store and Nursing and

Medical Care Store.

Additional points are non-transferable and non-
refundable.

Additional points can be used across fiscal years, but
they will be lost when your CNS account expires, such as

at graduation. No refunds will be made in such cases.

02

Start a web browser and access the following URL

= https://prn23.sfc.keio.ac.jp/

Enter your CNS login name in the @ field and your CNS
login password in the @ field, and then click © "Login".

03

After logging in, click @ "Redeem Card", enter the
card number on the prepaid card in @ "Card number",
and then click © "Redeem Card". This is the end of the
procedure for registering additional points. If you wish to
register more than one card, please register the number
of cards you wish to register in the @ "Card number"
field.
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Printing from On-Campus Computers

Printing from On-Campus Windows

[ 1z:370atacs\Doc plepof
22703t \Pictures example pof

Bt

°

Copies: |1

Pages to Print
® Al
Current page
Pages [1
> More Options
Page Sizing & Handliing ()
[ [ size “ (5 poster “ [E] Mutipte “ [) Bookiet ]

Size Options:

O Fit
© Actual size

© Shrink oversized pages
Llm=pmrems by PDF page size

[l Print on both sides of paper

5) ape
Wantto print colors as gray & black? @)

Page Setup..

I Print. I Cancel

01

No specific configuration is necessary when you are
printing your document(s) from on-campus computers.
In this section, the steps to print a PDF file will be

explained. Click @ "File" from the menu.

02

Click @ "Print..." from the menu @ "File."

Alternatively you could also press the Ctrl (Control) key

and the P key at the same time for a shortcut.

03

In section @ , for black-and-white document(s), select
"monoprn." For color document(s), select "colorprn."
Then, click @ "Print."

Your document(s) will be sent to CNS printers as
printing job(s). Go to a nearby CNS printer to print your
document(s).

Note that the color printing charge will be applied to

black-and-white document(s) if "colorprn" is selected.

85
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Printing from On-Campus Macs

p—
el e T e Vo

sample

T w8 e e 4 0=

T B v e O 0=

= w B v ol

86

01

No specific configuration is necessary when you are
printing your document(s) from on-campus computers.
In this section, the steps to print a PDF file will be

explained. Click @ "File" from the menu.

02

Click @ "Print..." from the @ "File" menu.
Alternatively, you could also hit the Command key and

the P key as a shortcut.

03

In section @ , for black-and-white document(s), select
"monoprn." For color document(s), select "colorprn."
Then, click @ "Print."

Your document(s) will be sent to CNS printers as
printing job(s). Go to a nearby CNS printer to print your
document(s).

Note that the color printing charge will be applied to

black-and-white document(s) if "colorprn" is selected.
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L 1
—
c
©
i e mana =5 o0 ()]
You can send print data from your own PC directly é p)
5% ©Youlube to printers on SFC. Please obtain the installation file (-__5
from the following URL = https://www.papercut.com/ @
wv
support/resources/manuals/mobility-print/mobility- —
Set up >
print-devices/topics/en/client-setup-windows.html =z

Click this link to download and run the Mobility Print installer.

You'll be prompted to select the printers you want to use, and to enter your PaperCut
username and password. To print on your personal terminal, you must be

When it’s time to print, just print like you normally do. Be sure to use a printer you

connected to the SFC campus network.

Please connect to the wireless LAN CNS, CNS2, CNS3,

keiomobile2 or wired LAN. Please note that you cannot

ITEIN SND

print using eduroam.

This method is not available when sending print data
from off-campus.Please use Web Print. (See [p98:
Printing from web print].

Please also note that this printing procedure cannot be

set up from outside SFC, so please set it up within SFC.

()
=
(V]
—
=
>
=1
()
s
n

{21 setup - Mobility Print Printer — X O
1 2
License Agreement 4

Please read the following important information before continuing. '

Please read the Acceptable Use Agreement and click @

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation. " | acce pt th ea g reem ent" an d 9 " NeXt"
END USER LICENSE AGREEMENT

1 AGREEMENT
This End User License Agreement is between PaperCut Software

International Pty Ltd (ACN 124 440 400) of Level 1, 3 Prospect Hill Rd,
Camberwell, Victoria, 3124, Australia (PaperCut), and:

0 [A\ 38 damen lmn bmam mn almemn fac dha Famman fam Eabiabas
°] accept the agreement
1 do not accept the agreement
Mobility Print Printer by PaperCut —e—
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n Setup - Mobility Print Printer =

Printer selection

Select the printer you want to add to Windows:

—
‘ colorprn [prn23] I

[

Mobility Print Printer by PaperCut

< Back I I Cancel
[J Setup - Mobility Print Printer X
Your network login 4
The login details provided by your organisation '
Enter your username and the password below:
Username:
123x0dk
Mobility Print Printer by PaperCut
< Back I l Cancel

ﬂ Setup - Mobility Print Printer =

Completing the Mobility Print
Printer Setup Wizard

Setup has finished installing Mobility Print Printer on your
computer.

Click Finish to exit Setup.

=

88

503

Click @ "monoprn" and "colorprn", then click @ "Next".

04

Enter the @ "login name" and @ "CNS login password"
of your CNS account and click & "Next".

05

Click on @ "Finish".
Steps 01 through 05 are required only for the first time.



CNS Printers 4

A £ 1

o Print 160 sheets of paper 06 E)"

2

Destination & monopm [pro2sl(4_~ —

. r:»l/:l’es g:mz}l(Muml\y] C

Click on @ "Destination", and Cick "See more..." ©

SFC CNS GUIDE 2023

®

D

wm

Select a destination wn
Q_ saarchcasintons In the @ "Destination" field, select monoprn for ;
monochrome or colorprn for color. =

M 3

=
w

QL

Print 160 shets of paper
H
Destination & monopr [pm23](M +

pages A v

Sodles - Click @ "Print".
SFC CNS GUIDE 2023 v

o

EEREARBRA 7145y 70 B2 (TO)
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=
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09

Perform the specified operation on the touch panel of

the printer you want to print out. (See [P79. Operation
of CNS Printers.].)
This is the end of the procedure for printing within SFC

on a personal terminal (Windows 11).
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CNSguide_207

156

Printing from Your Mac (macOS)

(1]

& Preview [[Filel| Edit View Go Tools Window Help

board ®N
20

Open...

Close Window
Close Selected PDF Document
Save

.. Duplicate

157

~ Rename...

Move To...
Revert To >

Edit Permissions...

Import from iPhone >

Take Screenshot >
" Export...

Share >

158

BiER#.pdf
)

Print... ®P 9

"0 paserotie0

SFC ONS GUIDE 2023

01

You can send print data from your PC directly to printers
on SFC. In this section, we will explain the procedure for
printing a PDF file as an example. Click on @ "File" at the

top of the screen.

To print on your personal terminal, you must be

connected to the SFC campus network.

Please connect to the wireless LAN CNS, CNS2, CNS3,
keiomobile2 or wired LAN. Please note that you cannot
print using eduroam.

This method is not available when sending print data
from off-campus.Please use Web Print. (See [p98: Printing
from web print].

Please also note that this printing procedure cannot be

set up from outside SFC, so please set it up within SFC.

02

Click on @ "Print". In addition to the procedures
described here, many applications have shortcuts that
allow you to quickly access the print screen by pressing

the command key and the P key simultaneously.

03

In the @ "Printer" field, select monoprn for monochrome

or colorprn for color, and click @ "Print".



W CEIRIF % (macOS)

01

a0 p0 (
TeHTE — Enter your name and password for the printer i
T 3BA — “monoprn”. 3
L0 1

0 Name: t23xxxtk
AR
o8 9 Fassword: eococecs I |

X8 Pr|
H Remember this password in my keychain

N -
Cancel oK

[

RS

n?2

CNS Printers 4

04

Enter your CNS login name in the @ "Name" field,
enter your CNS login password in the @ "Password"
field, check the @ "Remember this password in the my
keychain" checkbox, and click @ "OK".

05

Perform the specified operation on the touch panel of
the printer you want to print out. (See [P79: Operation of
CNS Printers].)

This is the end of the procedure for printing within SFC

on a personal terminal (macOS).
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Printing from Your iOS

BRERREFERA Y 744 —vavyFs/nd—wr2— (ITC)

& cns-guide.sfc.keio.ac.jp

¢

pr

< 0 lo™
CNSguide2023 X
PDF Document - 11.9 MB
Options
Copy @
Add to Reading List 10,03
Add Bookmark m
Add to Favorites i\{
Add to Quick Note

Find on Page

Add to Home Screen

® 5

Save to Files B
Markup ®
Print @
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01

You can send print data directly from your terminal to
printers on SFC. This section describes the procedure for
printing a PDF file as an example. Tap the @ "share icon"

of the data or site you want to print.

To print from your personal terminal, you must be
connected to the SFC campus network. Please connect
to the wireless LAN CNS, CNS2, CNS3, keiomobile2 or
wired LAN. Please note that you cannot print using

eduroam.
This method is not available when sending print data
from off-campus.Please use Web Print. (See [P98: Printing

from web print].

Please also note that this printing procedure cannot be

set up from outside SFC, so please set it up within SFC.

02

Tap @ "Print".
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of -

Cancel Print Options @

Printer No Printer Selected o O 3

In @ "Printer", select monoprn for monochrome or

Copies ! _ 9 colorprn for color, @ "Copies" and © "Paper Size".
Range Pages 1-160
Paper Size A4

(3]

Print PDF Annotations

Layout

1 page per sheet

— Enter the @ "CNS account login name" and "login

£ Print Options Printer password", and then tap "OK".
colorprn
prn23 @
™ =] :D
Password required for
“colorprn”
t23xxxtk
Cancel OK
Cancel Print Options [‘I]
o then click @ "Print".
Printer No Printer Selected
Copies 1 = +
Range Pages 1-160 06
Paper Size Ad Perform the specified operation on the touch panel of

the printer you want to print out. (See [p.79: Operation of
CNS Printers].
This is the end of the procedure for printing within SFC

Print PDF Annotations

Layout on a personal terminal (i0S).

1 page per sheet

93

dn ueis

NV SS9[S4M

ITEIN SND

()
=
(V]
—
=h
>
=
()
-
n

N

o




4 CNS Printers

Printing from Your Android

©

< I mobility print app I Q

A Mobility Print
[ PaperCut Software @

100K+ 9
Downloads Rated for 3+ ®

Simplify printing from your Android device with PaperCut
Mobility Print

Mobility ...

94

01

You can send print data directly from your terminal to
printers on SFC.

This section describes the procedure for printing a PDF
file as an example. Open the @ Google Play Store from

the home screen.

To print from your personal terminal, you must be
connected to the SFC campus network. Please connect
to the wireless LAN CNS, CNS2, CNS3, keiomobile2 or
wired LAN. Please note that you cannot print using

eduroam.
This method is not available when sending print data
from off-campus.Please use Web Print. (See [P98: Printing

from web print].)

Please also note that this printing procedure cannot be

set up from outside SFC, so please set it up within SFC.

02

Enter " @ Mobility Print app" in the " @ Search Window"

and install the apps that appear in the search results.

03

Return to the home screen and launch the @ application.



CNS Printers 4

04

Start the application, tap @ .

dn ueig

PaperCut’

"|Mobilit
Hiopiy

You need to turn these on for printing
to work.

N

When you're done, just print as usual
from your apps.

Tap here and check the Mobility
Print Service is on.

NV SS9[S4M

Mobility Print needs to run in the background
for you to print.

You've already turned on
notifications. All good here!

We'll notify you if you need to log in to print.

ITEIN SND

< Printing 05

Check that both @ and @ are on.
FRINT SRRYISER Steps 01 to 04 are necessary only for the first time.

<1  Mobility Print
On (1)

@)
Z
(V)
o
=
)
—
(@)
=
(%2}

= Default Print Service

E On

+ Add service
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& CNSguide2023.pdf Q@ &

& CNSguide2023.f g g file...

Download

Ql Print

Feedback to Google
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06

Open the screen you want to print. This section describes
the procedure for printing a PDF file as an example.
Press @ ".." and select @ "Print".
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AR
—t
Q
~~1 monoprn - 07 =
prn23 _
In @ "Printer", select monoprn for monochrome or ©
colorprn for color, @ "Copies" and © "Paper size", and
then click theicon @ .
=2
o
()
wm
wm
>
SFC CNS GUIDE 2023 Z
()
08 2 3
w
Print by performing the specified operation on the touch =z
Q

panel of the printer you wish to use. (See [P79: Operation
of CNS Printers].)
This is the end of the procedure for printing within SFC

on a personal terminal (Android).

@)
Z
(O]
o
=
)
==
(@)
=
(%2}
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Printing from web print

01

Start a web browser and access the following URL

= https://prn23.sfc.keio.acjp/

Enter your CNS login name in the @ field and your CNS
login password in the @ field, and click ® "Login".
Web printing is available only for PDF files, and only for

A4 paper size.
The example used here is for iOS, but there are no major

changes for other devices or OS.

—] PaperCut Ay
¥ MF
Web Print
e —HTYYY - K54/01YRh— NG L TRBITE B —LATS, T m s
L

As shown in the image, click @ "Web Print" and then
click @ "Submit a Job".

03

P et i Select either black and white (prn23\monoprn) or color
Web Print

— (prn23\colorprn) in -~ @ "Select a printer", and click @
6 S "Printing Options and Account Selection".

e

98



=] PaperCut
v MF

] PaperCut
¥ MF

Web Print

Upload

CNS Printers 4

—10

Enter the number of copies you wish to print from @
9 "Number of Copies" and click on @ "Upload Documents".

o o e 05

e o Drag the PDF file to @ or click "Upload from Computer"

to select the file you want to print, and then click @

9 "Upload".
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5 Antivirus

Protecting Your Computers from Security
Threats

O 1 Damage Caused by Computer

Viruses

Once your computer is connected to the internet, there
is a risk that your computer could be infected with
viruses or other malicious software designed to exploit
flaws in your computer. If infected, any of the following

could occur without your knowledge:

«  Theft of personal information

. Emails with spam or viruses are sent to people in
your address book

. Your computer participates in attacks against

other computers or networks

Computers infected with viruses or malware will
generally try to spread and infect other computers on
the network. In order to prevent the spread of malware,
ITC reserves the right to, without any prior notification,
restrict internet access for devices possibly infected

with malware.

102

02 Antivirus Software

In order to minimize the risk of computer malware,
you should ensure your computer is updated regularly
(please refer to [p.116 : How to Update Your Windows /
macOS System] ) and install antivirus software to help

detect and remove any viruses on your computer.

03 Using ESET Smart Security

Keio University provides every student, faculty, and staff
member with a license to use "ESET Smart Security" for
Windows or macOS (on one computer). The following

pages describe how to obtain and install this software.

Please note that antivirus software often does not
function properly if you install two or more antivirus
software programs on your computer (such as another
program or a trial edition). If you have any other
antivirus software installed on your computer, you

should uninstall them before proceeding.
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Installing Antivirus Software on Your PC
(Windows 11)

keio.jp 0 1

Keio University CALAMVS GLADIO FORTIOR Open a brOWSer and gO to the URL:

= http://keio.jp/

SI9AI9S SN

1Y%

© |tkeio@keio.jp Type your keio.jp ID in @ “ID" and your keio.jp

JRT— K password in @ “Password." Then, click © “Login."

sssssssssssce

[ o ]

Guide:on | off

Ov4
~

e keio.jpAdi> T €.

- B pABACE  a&EZE 2 MyAccount =

e

= 02

ation Message Click @ “English" at the top of the page.

v-t [mL m

keio.jp

S:¥EEESRTL (Canvas
2023/09/27
ITCOEBEE (RHEE) L2VTOSH5YE

xipuaddy

13EmE
2023/09/21
EEES . -
BHERYE PHMERFERRIOVT
105 My Library
2023/09/12
lorkspace (IB¥F G Suite) [keio.jp] 2023F9R K HXBE I N FLEDHHA
v
2023/09/12
7 Tkeio.ip] 202389 RICEH - T TNZLEDHMA

03

Click @ “Software Licensing Center" from the @
"Service" menu.
n:
(1) ] ews
© Medical Care Benefit System b ERAE
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Y7 b7 zT7HAT A€y 2ARE
-Software Licensing Center-

Top 10 Logout

Information

20160004 BE I KVRFALOUT

‘Software. License usage ESTD Media
N ——— fomoopaciin e o 2] @

SelectESET fom the

Y7 b7 zT7HAT A€y 2ARE
-Software Licensing Center-

Top 10 Logout

Information

20160004 BE I KVRFALOUT

(%]
‘Software. License usage ESTD Media
EN—— Ao mcuin =

V7 b9z TR A € AREB
-Software Licensing Center-

Top 10 Logout

ESET(License for 2023 academic year) [Agreed]

Please rofer to the detalls on the following Information

License Information

Lioan 20240331

EULA
Display the EULA

Rule and Policy

. EsET( 2
March 31 s

following: you

104

04

Click @ “Detail" in the "ESET" row to read the EULA
(End-User License Agreements).
Doing so does not mean that you have agreed to

the EULA for ESET yet.

05

If you agree to the EULA (End-User License
Agreements) and the Rules and Policy, click @
"Agree."

If you don't agree to the EULA or Rules and
Policy, then you cannot use ESET and should not

continue.

06

Go back to the license list.
Then, click @ "Detail."

0/

You can check your @ License Key for ESET on this

page.
You will use the @ License Key in STEP 14.
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Y7 b2 THAT A€ 28

-Software Licensing Center-
o9 1© Logot
Information

20160008 BEFVRFAROUT

Uy

<
=
e
wn

BRAENLTOEY 7 9275 REEAY 51 Y TRN - AR B2 EATRTT.

Go back to the “license list," and click @ "download."

o IR - AR R

Certification from keio.jp authentication is required, so

Available List

log in using the same steps referenced in STEP 01.

sonar P
D s a— wemmam sy IO o oo
P — JRN—— Nosge Dot Ont
e Gz 3£ memmcapLcctsy mmes ows ows
PR —— Pasacoimadn aaeosan oo
e R ;Y oo

REEF2 VT HERS
ESET Internet Security (Windows)

BAER FOYO=K #canonrya—asTESEIA b
a SHE0SS) opEERLTCREY.

R | Choose the installer that is compatible with your

SI9AI9S SN

BEtF2Y T URER . Operation System.

ESET Cybersecurity Pro (Mac)

Click @ "Download" to download the installer.

BENDYETTIITRIOIATDI 7 ANETLE 2~ TE R A,

osrd organise New open Select
ls > ThisPC > Downloads v | search Downlol

o @ eis_nt64.exe Date modified: 24/06/2019 0951
\ Type: Application Size: 549 MB

Ov4
~

Open the @ download installer.

(esfl) SECURITY 1 1

Install ESET Internet Security

Enjoy using your computer as you work play and connect - protected by ESET - Click @ "Continue.”
& -

xipuaddy

A newer version of this product s available online and can be automatically
downloaded and installed instead of included one.

I Install newer version

SECURITY s 1 !

End-user license agreement

- Read the EULA(End-User License Agreement) carefully.

ESET Internet Security
IMPORTANT: Please read the terms and conditions of product application set out below carefully prior to |f yOU agree, C“Ck o "| ACCEpt". |f not, yOU may not use

download, installation, copy or use. THROUGH DOWNLOADING, INSTALLING, COPYING OR USING THE
SOFTWARE YOU ARE EXPRESSING YOUR CONSENT TO THESE TERMS AND CONDITIONS AND YOU
ACKNOWLEDGE PRIVACY POLICY. ESET.
End User License Agreement
Under the terms of this End User License Agreement (hereinafter referred to as “the Agreement") executed by and
between ESET, spol. s 1. 0., having its registered office at Einsteinova 24, 851 01 Bratislava, Slovak Republic,
registered in the Commercial Register administered by Bratislava | District Court, Section Sro, Entry No 3586/8,
Business Registration Number: 31 333 535 (hereinafter referred to as “ESET or “the Provider) and you, a physical
person or legal entity (hereinafter referred to as "You" or *the End User"), You are entitled to use the Software
ined in Article 1 of this Agreement. The Software defined in Article 1 of this Agreement can be stored on a
oa carrier, sent via electronic mail, downloaded from the Internet, downloaded from the Provider's seversor

R e Prvacypoly P Save
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SECURITY

Chcosﬂhvﬁt\on option

Use a purchase nse Ki Free t
Use a license you purchased online or in a store. Test this product for FREE for a limited time. You
only need an email address.

Use License Manag

products,

(esfl) SECURITY

Uﬁpurchased License Key

> 30at1-0600-0000-0000-0000 I

SECURITY

ESET Internet Security will be installed

Enjoy using computer with your personal cyber guard - ESET Internet Security. This solution gives you optimal protection for
everyday PC usage. It lets you pay and bank more safely online.

1]

(es[E) SECURITY

There is power in numbers. Get the maximum level of protection.

106

13

Next, you will need to activate the software in order to
use it.

Click @ "Use a purchased License Key."

14

Enter your License Key from STEP 07 in @, then click @

"Continue."

15

Click @ "Continue."

16

We recommend you check @ and @ , then click ©

"Continue."
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U1

@sED) SECURITY 1 7

Participate in Customer Experience Improvement Program

0..m like to collect anonymous information about how tis product is usecl The collected data il help us rmprove the experience for

>
)
=h
<
=.
e
)

il never be shared with third parties. What information do we collect?

A A A e . Check @ "Yes", then click @ "install." This will enable all

No, I don't want to participate in the program

the features provided by ESET.

T . - I———

(o)}

SI9AI9S SN

o = X
(esED) SECURITY 1 8

Installation successful { Click @ "Done" to complete the installation process.

ESET Internet Security has been successfully installed on your computer. Your |
computer will be continuously checked for viruses and malware.

Click Done to complete the product setup and begin activation process.

Ov4
~

Learn about security: ESET Knowiedgebase

Connect with ESET: f Facebaok ¥Twitter #Youtube

(@SED) INTERNETSECURITY - o x 1 9

Y Home

Q. computer scan ®

It is strongly recommended that you scan your

v You are protected

< Update
B Tools
3 setup

@ Help and support

xipuaddy

computer regularly and click “Computer scan" after

finishing.

g Sl e i Installing Antivirus Software on Your PC (Windows 11) is
Check your computer for malware protection Check the security of your network

websites and crypto wallets comp leted.

Less than a minute ago.
¥ 473072021

©O
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Installing Antivirus Software
on Your Mac (macQO5)

keio.jp

niversity CALAMVS GLADIO FORTIOR

Login to keio.jp/R—%JL / keio.jp Portal 7

ID:
Ol t. keio@keio.jp |
Password:

2 P ]

olEEHN

Guide:on | off

User's Guide Support Desk

© Keio University.

BEFE KR B keio.jpAd ST T,

PHAHCE

oBHWEE 2

keio.jp

Application Message

F<EONFZAE
¢ BEREVATA 2020/08/11

— RSS2 AWebREDSH S5

2 KOSMOS My Library 2020/08/02

TREI0FY (LR EMEMET 7Y (COCOA)) I22WT

G Suite
P 2020/07/28

[keio.jp] 2020F9A KEEBF T NBFEDEMA
¢ K517

@ KOSMOS My Library ¢ KeioMail

© Web-Based Courses for T ) (COCOA) E2UT

¢ Calendar e
Notification System for Freshmen _4Uating in September, 2020

© Box
Wireless LA conns

& Report of Infectious Disease
¢ keiomobile2 / eduroam

/ © WebEx
Category  Online System for Student Club

All Activities

= KEID UNIVERSITY SCHOOL OF Show all news

MEPICINE LECTURE ARCHIVE

Media Center

All®  Academic affairs ®  Studentlife ® Scholarship ®  Finding employment

Placement and Career Services >
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01

Open a web browser and go to the URL:
= http://keio.jp/

Type your keio.jp ID in @ "ID" and your keio.jp password
in @ "Password." Then, click ® "Login."

02

Click @ "English" on the top of the page.

03

Click ® "Software Licensing Center" from the @ "Service"

menu.



Y7 b9z 7HAI A€ ARA
~Software Licensing Center-

> Amh
e Conter-

Top 10 Logout

ESET(License for 2023 academic year) [Not agree]

Please refer to the detalls on the following Information.
Go o the descrpton page.
Rule and Policy

. EseT( 2

B Solct ESET
Restriction
sElgle computers
or by Kelo
- Owned by Eigiie Persons :

aiaigbia compuars
" Maintained wih Externa Funds and Not Ownad by Keio

Duplicating a license without permissionis considered a breach of contract

1
e =0

[ ——

Y7 b9z THAIA £ ARB
Software Licensing Center-

DTS UERTTES
~Software Licensing Center-

ESET(License for 2028 academic year) [Agreed]

4 Eigtacompurs
piosa

o e ronronl Fotsas 5

Antivirus 5

04

The page shown on the left will be displayed. You will
need to agree to EULA(End-User Lisence Agreements)
first, so click @ "Detail" on the right side of "ESET(Lisence
for 2022)."

05

If you agree to the EULA (End-User License Agreements)
and Rules and Policy, click @ "Agree."
If you don't agree to the EULA or Rules and Policy, then

you cannot use ESET and should not continue.

06

Go back to the license list.
Click @ "Detail."

07/

You can check your @ License Key for ESET on this page.

You will use @ License Key in STEP 26 so don't close the

page until the download is complete.
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[Py ———

Y7 b7 THA A €7 ABB
~Software Licensing Center-

Hintormation
Sreses R RVRFAROWT

REARBLTIEY k027 s eV AR 51

o0

BER TCHE

REEX21Y T NERR

ESET Internet Security (Windows)

REEX21 YT WERR

ESET Cybersecurity Pro (Mac)

BAFER ¥9Y0—F scanonlTyV2—Y 3 Y XESETH A b
(BARREE CRAOSEE) OHERRLT LS,

.. ESET Cyber Security Pro

[ CVBER SECURITY PRO

‘Compress “Install ESET Cyber Security Pro”
Make Alias
Quick Look “Install ESET Cyber Security Pro”

| ESET Cyber Security Pro > i 1arC >
) perseeuniv e P B quiick Actions >
_ Resources
Install.pkg Installer.| pkg Uninstaller.app
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08

Go back to the license list and click @ "Download."

09

Click @ "Download" to download the installer.

10

Open the file you just downloaded. Then double-click
the @ icon. Right-click "install," then click & "Show
Original." Then double-click "Install.pkg."

11

Double click @ "Installer.pkg."



app" is an ication d loaded from the
Internet. Are you sure you want to open it?

“Installer.app” is on the disk image “eset_cybersecurity_pro_en.dmg".
Firefox.app downloaded this disk image today at 11:48.

Don’t warn me when opening applications is disk image

Cancel Show Disk Image

Install ESET Cyber Security Pro e

This package will run a program to
determine if the software can be installed.
To keep your computer secure, you should only run
programs or install software from a trusted source. If
you're not sure about this software’s source, click
Cancel to stop the program and the installatior

Cancel Continue

@ Introduction

(esE)

(€) Install ESET Cyber Security Pro a

Welcome to the ESET Cyber Security Pro Installer

The Setup Wizard will install ESET Cyber Security Pro on your computer.

Warning!

To avoid serious conflicts, it is critical that you uninstall any other
security applications such as antivirus or anti-spyware programs before
continuing installation.

IMPORTANT:

Your software is not activated yet. Please follow these simple steps
to complete activation:

®  Go through the installation process

o "ESET Activation” will appear on your screen after successful
installation

o Follow instructions to activate the software o

Introduction
e Read Me

(&) Install ESET Cyber Security Pro a

Important Information

System requirements

Mac computer with an Intel processor
Processor architecture: Intel 64-bit
mac0sS: 10.9 - 10.15

Memory: 300 MB

Disk space: 200 MB

Go Back I Continue I

Print... Save...

12

Click @ "Open."

13

Click @ "Continue."

14

Click @ "Continue."

15

Click @ "Continue."

Antivirus

5
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Introduction
Read Me

@ License

(€) Install ESET Cyber Security Pro a
Software License Agreement

English B
IMPORTANT: Please read the terms and conditions of product
application set out below carcfully prior to download, installation, copy or
use. THROUGH DOWNLOADING, INSTALLING, COPYING OR
USING THE SOFTWARE YOU ARE EXPRESSING YOUR
CONSENT TO THESE TERMS AND CONDITIONS AND YOU
ACKNOWLEDGE PRIVACY POLICY.

Software End User License Agreement

Under the terms of this Software End User License Agreement (hereinafter
referred to as "Agreement") executed by and between ESET, spol. s T. 0.,
having its registered office at Einstcinova 24, 851 01 Bratislava, Slovak
Republic, registered in the Commercial Register administered by
Bratislava 1 District Court, Section Sro, Entry No 3586/B, Business
Registration Number 31 333 535 (hercinafter referred to as "ESET" or

"Provider™ and von_a nhusical nerson or leeal enity inafter referred

I Continue I

Print... Save... Go Bal

(©) Install ESET Cyber Security Pro a

To continue installing the software you must agree to the terms of the
software license agreement.

Intt
Rei thelnstaller.
e Lic

Read License

Click Agree to continue or click Disagree to cancel the installation and quit

duct
yor
1 OR

WUR

End Ilsor Licence A

Introduction
Read Me
License

@ Version Check

D

(€) Install ESET Cyber Security Pro

Version Check

Version check successful. Click Continue.

Go Back I Continue I

®
®

Introduction
Read Me
License
Version Check

® Setup

D

(©) Install ESET Cyber Security Pro
Installation Mode
Please choose whether to install ESET Cyber Security Pro with

Typical settings (provides the best balance of security and
speed) or select Custom for additional configuration options.

Installation mode

Custom

Go Back I Continue I

16

Read the EULA (End-User License Agreement) carefully.
If you agree, click @ "Continue." If not, you won't be able
to use ESET.

17

Click @ "Agree."

18

Click @ "Continue."

19

Make sure that @ "Typical (recommended)" is selected

for installation mode. Then click @ "Continue."



Introduction
Read Me
License
Version Check
» Setup
Destination Select

e Installation Type

[ (€) Install ESET Cyber Security Pro )
ESET LiveGrid®
i tion ESET LiveGrid® feedback system allows us to collect statistics
and information about suspicious objects, which we process
Read Me ically to create i isms in our cloud
Temnse system. We then immediately apply these to ensure that our
customers have the maximum level of protection.
Version Check
e Setup
I Enable ESET LiveGrid® feedback system (recommended)
(es Go Back
] (©) Install ESET Cyber Security Pro a
Potentially Unwanted Applications
Introduction Potentially unwanted applications are programs that usually
require the user's consent before installation. They might not
Read Me pose any security risk, however, they can affect your
License computer's performance, speed and reliability as well as
change its behavior.
Version Check
e Setup
| Enable detection of potentially unwanted applications
—
(esEl) Go Back I Continue I
[ (&) Install ESET Cyber Security Pro a

Standard Install on “Macintosh HD"

This will take 150.9 MB of space on your computer.

Click Install to perform a standard installation of this software
on the disk “Macintosh HD".

Change Install Location...

Go Back

Antivirus

20

5

Make sure that @ "Enable ESET LiveGrid feedback system

(recommended)" is checked.

Then, click @ "Continue."

21

Make sure that @ "Enable detection of potentially

unwanted applications" is checked.
Then, click @ "Continue."

22

Click @ "Install."
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5 Antivirus

Setup

[
J Installer is trying to install new software.
Introdu BB cnter your password to allow this.
.
Readlly User Name: | Taro Keio e
License
1 Password:f eessecece 1
Version i 6
Setup |
vestil T [ rstal Software
. 1ype -’
Change Install Location...
(esl GoBack (EEEIN
®©
The i was
Introduction
Read Me
License

Version Check

The installation was successful.

The software was installed.

Destination Select
Installation Type

Installation
® Summary
(esf Close
° | CYBER SECURITY PRO

@ Computer scan
@ vpdre

4 sewp

¥ Tools

@ Hep

Freauenty Used
© Qsmartscan o

€ statistics

Disable Real-time File System Protection

Disable Network Traffic Fitering
u Enable Blocking of All Traffic
Preferences.

Log files.

lasd

Computer Firewall we

&

QuICK LINKS
@ smartscan

2 Update

114

23

When the window prompts you to type in your
password, type your macOS account password in @

"Password." Then, click @ "Install Software."

24

You have successfully installed ESET Cyber Security Pro
on your Mac.
Click @ "Close."

25

Open the application and click the @ icon, then click @

"Product activation."



[ ] ‘ (es[3) CYBER SECURITY PRO

I have a License Key I want to purchase a new license

License Ke Purchase license
(1] ]}

Purchase a new license for this or other
ESET product.

Where can I find the License Key?

I have a Username and Password, what do | do?

z

® | @S cYBER SECURITY PRO

Activation was successful

ESET Cyber Security Pro can now receive regular updates to find and
clean the latest malware.

Computer name: CNSGuidenoMacBook-Prolocal

o0—

26

Antivirus

5

Enter your License Key from STEP 07 in @ "License Key."

Then, click @ "Activate."

27

Click @ "Done" after the activation.

Installing Antivirus Software on Your Mac (macOS) is

completed.

Threats on the Web

The internet is one of the most notable inventions in the field of computer science. It has become

so essential to our daily lives that millions of machines around the world are connected and able to

communicate. However, "essential" does not necessarily mean "secure;" all devices on the internet are at

risk of attack.

For example, malicious attackers can create websites designed to trick users and install malware and

other unauthorized software, resulting in data theft, vandalism, or other harm. You must be careful when

using the internet and should avoid nonreputable websites that could harm your computer.

115

U1

>
>
=h
=
=
C
wn

SI9AI9S SN

Ov4
~

xipuaddy



5 Antivirus

How to Update Your Windows / macOS System

Are Software Updates Important?

When a bug or vulnerability is discovered in a piece
of software, a software publisher will often release an
update to fix any problems. For example, Windows
Update (on Windows PCs) and Software Update
(on macOS) regularly receive updates designed to
keep users safe. Many other software vendors have
similar ways to provide users with updates. Software
updates fix bugs and are crucial for information

security. Malicious hackers will often attempt to exploit

vulnerabilities before users are able to update their
computers, so users should apply software updates
as soon as possible. Please ensure all your software
is up to date to help keep your computer safe on the
internet. The following pages describe how to install
operating system updates (on Windows and macOS)
and configure your computer to check for updates

automatically.

Updating Your Windows System (Windows 11)

o—1

() Chat m Apps  Documents Web  Settings  Folders  Photos > o (ly
Best match
(2) jeo | @
,,,,
Apps Settings
@ wr

18 system
O Bt & deves OB ooyt
/ Personalization
B Apps

S Accounts

® Time & language
® Goming

K Accessibility Power

@ Pprivacy & securit ty

01

Type "settings" in @ the search bar in the lower left

corner of your screen, then open @ "Settings."

02

On the left screen, click @ "Windows Update."

03

The Windows Update will be displayed. Click @ "Check
for updates” and check to see if you need to update the

Install Program or not.



Antivirus 5

Windows Update 04 jj>
=
Y e up to date 2
ﬂmwmmb,¢. x Select any updates that appear, then click @ "Download &
and Install"
& e A or @
00 Pause updates Pause for 1week | ~
D update history >
— o N vuuwtodte
’ [ P m
05 26
P riest . . Y2
Depending on the type of updates that are installed, you D
2
may need to restart your computer in order for all the (‘<D
=2
© iy oy e s updates to install properly. If necessary, save your 7
@ Windows Update
' work and reboot your computer.
Instructions for updating your software is now complete.
-
57
Updating Your Mac System (macQS)
B System Settings File Edit Viel
About This Mac O 1
System Settings... 1 updat
From the Apple menu on the toolbar at the top of the
pp St o
screen, click on @ "System Settings..." Click on "System
Recent Items .
Preferences..." from the Apple menu in the toolbaratthe
Force Quit System Settings top of the screen P 8
: ©
©
General (-D
)
o =
>

Wi-Fi Software Update

) aluetooty Click on @ Software Update.

@ Network

AirDrop & Handoff
8 notifications

@) sound B Loginitems
€ Focus
®) Screen Time @ Language &Region

@ ceneral @ pate & Time

© Appearance

€ Automatic updates curity updates only O ;

& wiFi

B8 Biuetooth

@ network If you receive a message that there is a new update, click
= "Upgrade Now." That's it for the procedure to perform a
€ Focus

< : = software update on your Mac (macOS).

@ ceneral

© Appearance

@ Accessibility

@ control Center
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6 CNS Servers

Using CNS Servers

What are CNS Servers ?

01 What are Servers?

Servers are computers or software that provide services
and data to other computers on networks. CNS mail and
other CNS services are hosted on internal CNS servers.
This section provides details about personal storage

available on CNS.

OZStorage Assigned to You

Every student at SFC is assigned 100GB of storage on
the CNS network. The storage is used by your e-mail
and can also be used for personal purposes, such as
storing reports, photos, backups, etc. However, if your
storage is fully used, your e-mail will no longer work
properly. Be sure to leave some space for e-mails in your
storage. Please refer to the list below to find the path
of your home directory, depending on the operating

system of the CNS computer you will use.

03 Upload Using SSH

You have direct access to your CNS storage from
on-campus computers. However, if using your own
computer, you must use SSH (Secure Shell) to upload
files onto the CNS servers. Instructions for this are given

in [p.121: Remote Access to CNS Servers] .

O4Up|oad Using SCP/SFTP

You can upload files to the CNS servers using SCP or
SFTP. Instructions on how to use WinSCP on Windows,

and Cyberduck on macOS will be given in this section.

Directory

Path on CNS Servers

macOS Home directory

/home/[your CNS login name]/CNSiMac

Windows 11 Document directory

Z:\11DataCNS\Documents

120



CNS Servers 6

Remote Access to CNS Servers

What is Remote Access ?

Even if you cannot access on-campus computers physically, you can still access CNS servers remotely using the SSH

protocol.

In this section, instructions for remote access on Windows 11 and macQS are provided. For more information about

CNS servers, please refer to the following URL:

= https://secure.itc.keio.ac.jp/c/a/sfc/en/computer_server.html

Access Remotely from Your PC (Windows 11)

O O comosarurry-steessia x |

« s c

& hupssammputyorg

Download PuTTY

and telnet client, developed originally by {

Vs
Package files

You probably want one of these. They include versions of all the PuTTY util
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ ¢

‘We also publish the latest PuTTY installers for all Windows architectures as
after we release them.

MSI (‘Windows Installer”) o
64-bit x86: putty-64bit-0.
64-bit Arm:
32-bit x86:

-installer.msi

(signature)

putty-arm64-0.79-installer.msi (signature)

putty-0.79-installer.msi (signature)

Unix source archive

.tar.gz: putty-0.79.tar.gz (signature)

01

Windows does not have a SSH client preinstalled. You
must install dedicated software. We will use “PuTTY"
as an example. Access the link below, and click
@ "Download PuTTY."

= https://www.chiark.greenend.org.uk/~sgtatham/

putty/

02

Click @ "putty-64bit-0.79-installer.msi" and save it to

any location.

121
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6 CNS Servers

[ PUTTY release 0.77 (64-bit) Setup - X O 3

Welcome to the PuTTY release 0.77
(64-bit) Setup Wizard

Open the file you just downloaded.

The Setup Wizard allows you to change the way PuTTY release
0.77 (64-bit) features are installed on your computer or to
remove it from your computer. Click Next to continue or Cancel
to exit the Setup Wizard.

Click @ "Next."

Click Next to install to the default folder or click Change to choose another.

15 PUTTY release 0.7 (64-bit) Setup - X
Destination Folder £

Confirm the installation location and click @ "Next."

Install PuTTY release 0.77 (64-bit) to:

C:¥Program Files¥PuTTY¥

Change...

[ PUTTY release 0.7 (64-bit) Setup - b
Product Features f

Select the way you want features to be installed.

Confirm that "Install PUuTTY files" is selected, then click

=

X -] Add shortcut to PuTTY on the Desktop n "

i @-| Put install directory on the PATH for command prompts o InSta I |~
.- Associate .PPK files with PuTTYgen and Pageant

This feature requires 4942K8 on your hard drive.
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U1

|18 PuTTY release 0.77 (64-bit) Setup = X O 6

Completed the PUTTY release 0.77 (64-bit)
Setup Wizard

SNJIAIUY

Click @ "Finish."

Click the Finish button to exit the Setup Wizard.

07/

B ey eebiy ' N Open @ "PuTTYgen" from Start menu.

SI9AISS SN

L3, Pageant
3

g PSFIP
m]
E’;" PuTTY
e PuTTY Manual

o B oy web site

PuTTYgen

pe l'l'ype here to search

5P PuTTY Key Generator 70X
File Key Conversions Help
ey
No key.

Ov4

Generate a pair of public and private keys required for

remote login. Click @ “Generate."

Actions.

Generste a public/private key pair

Load an existing private key file
Save the generated key Save public key Save private key

Parameters

xipuaddy

Type of key to generate:
®RSA ) psa () ECDSA ) EdDSA
Number of bits ina generated key

B PUTTY Key Generator 7 X
File Key Conversions Help

Key

Please generate some randomness by moving the mouse over the blark area.

Follow the instructions on the screen and keep moving

the mouse cursor randomly on the screen.

Actions
Generate a public/private key pair Generat
Load an existing private key fle

Save the genersted key Save public ke Save

Parameters

Tyoe of bey to gemerate
RS

Number of bits in 2 generated hey. 04
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6 CNS Servers

P PuTTY Key Generator ? X

Key Conversions Help

ssh-rsa 2048 SHAZS6:5iR200vsnVZ raZ ABCelOTHOksOLAHIRAINTRO0ZZ

Key fingsrorint

Key comment rsa-hey-20220920 ]

Key passphrase: ]

Confem g ]

Actons
Generate a public/orivate key pair
Load an existing private key fie Load

Save sublic ey

Save the genersted key Save private key

Parameters
Tyoe of key to generate
@ RSA (psA (JECDSA ) EdDSA ) ssr-t (ReA)
Numbr of bitsin 2 gensrated hey: 28

EP PuTTY Key Generator ? X

File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized keve fie:
+ROSGGKAUBNICBSm PEBW, 2 ry89QEloVHHYWI Re1 W1 J20GaCFd
1

S
) ISLKoMEDLY1cOBPcMALIUD

+28pmZ) Aat/qB4DBul

BoTR./ i E1L3WAVLe

~miERmACVCTTE smic 3951 fi

+dva B0 IWANMYke1rbmncOieyaELJuHF rsa-hey-20220020 v

Key fingerprint

ssh-rss 2043 SHA236.SR260vsmZraZ A6GelXTJHGksGLIHIRAAWYROZg

Key comw\o

Key gasspl |
Confirm p | |
Actons

Generate 3 publc/private key pair Generate

Load an existing private kay fle Loed

Save the generated key

Saveloite @
Type of key to generate:

¢ RsA - psa (JECDSA () EdDSA ) st (RsA)
Number of its in s generated key: 208

Paramsters

B Save private key a5 x

e e

> ThisPC > Windows (C) > Users > cnsuser > ssh v o

Organize = New folder E- @

= This PC

B 3D Objects
B Dese

s

¥ Downloads

& music

= Pictures

B videos

< Windows (C)

S— 3 B

File name: id rsa.ppk o

Save as type: PuTTY Private Key Files (*ppk) i

A Hide Folders

-CNS Passwords

Shonan Fujisawa ITC|

124

10

The public key and private key have been generated.
Please make a copy of the generated public key @ .

11

To encrypt your private key, enter your desired
passphrase in @ and @, and then click © "Save private

key.

12

Type any File name to save the private key. Then, click
@ "Save."

The saved private key will be used in STEP 19. The
private key you saved should be stored securely in the
same way as a password. Do not disclose or share it

with others.

13

Register the public key you have created.

Access the following URL, enter your CNS login name in
@ and your CNS login password in @ , and then click ©
"Login."

= https.//itcsecure.sfc keio.ac.jp/form/password/




'C-CNS Passwords

IMAP/SMTP-AUTH Password

« IMAP/SMTP-
« IPPSART— I

« Web Database /{X)— I
« CNS SSH 1ZH) 22l

Database Password |
CNS SSH Key

JAbout this page

ZDR—TL SFC-CNS DELF
* SFC-CNS 01> JIRD—
TH /(RO —

REN DI TS

o YYou can set password for SFC-CNS on this page.

« SFC-CNS Login password

* IMAP/SMTP-AUTH password

« IPP Password
« Web Database password
« CNS SSH public key

i IBIDLY1oCB IR

b/0cPZg927S Wl 10YAG)vOWVawaZRT jBwkw1UXEIL3) THAVLe mil

520HCV T TEE: i oCF NemagB8mc7 gy@xenL kngn 01 TX7 j xyp |

JCHhwy 1 x|y +CnkPARZaRPKe Im+cvaBj ¥ ANMRcB 1 rbnc3 lcyaELJucHf|
‘sa~key-20220820

2. TR 45U w2 UT < J22U(Click this button)

(2]

Bl oty eabiy
Pageant

=
=

& PSFIP

e PuTTY Manual
B rurrvoweb site

PuTTYgen

pe h’ype here to search

Translation
Selection

Host keys

X

Tunnels

Bugs v

Ahout Help

& PuUTTY Configuration
Category:
[} Session N Options controlling SSH authentication |
Logeing
[ Terminal 1 Displav pre-authentication banner (SSH-2 onlv)
Keyboard L Bvpass suthentication entiraly (SSH-2 onlv)
[Bel L Discornect if authertication succeeds trivially
“Features
[ Window Authentication methods
Appearance v
[ ol 1 Attempt authentication using Pageant

|| Attempt TIS o GrvntoCard auth (SSH-1)

1 Attempt “kevboard-interactive” auth (S5H-2)
Authentication parameters

L Allow agent forwarding

LI Allow attemated changes of userrame in S8H-2

Private key file for authentication:
I Browse I

Qancel

14

Click @ "CNS SSH Key."

15

CNS Servers

6

Paste the public key that you copied in STEP 10 in @

and click @ "Add Public key."

16

Open @ "PuTTY" from the Start menu.

17

Click @ "Connection" = @ "SSH" — © "Auth" — @

"Browse..."

125
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6 CNS Servers

| BB Select private key file
« v

Organize = New folder

= Pictures 4"

@ OneDiive

= This PC

¥ 30 Objects
8 Desktop

2 Documents
¥ Downloads
D Music

&= Pictures
8 videos

£ Windows (C)
v o<

i
File name: d rsa.ppk

Users > cnsuser > .ssh v U

B id_rsappk 9/20/2022 &

PUTTY Private Key Fles (*ppk) v

Cancel

§5 PUTTY Configuration

alezor
i )
0gg)
= Terminal
Keyboard
Bell
Features
= Window
Appearance
Behaviour
Translation
i Selection
Colours
= Connection
Data
Proxy
= 83H
- Kex
Host keys
~Cipher
+ Auth
=TTY
X1
Tunrels

>

Bugs v

About Help

ﬁ PuTTY Configuration

Category
[} Session
Logging
[ Terminal
- Keyhoard
Bell
Features
= Window
Appearance
Behavicur
Tranglation
[ Selection
Colours
[= Connaction
ata

Prosy
= 85H
~Kex
Host keys
Cinher
[= Auth
- GSSAPI
TTY

X
- Tunnels v

About Help

126

Options controlling SSH authentication

4 Displav pre-authentication banner (S8H-2 onlv)
LI Bypass authentication entirely (SSH-2 onlv)
L Disconnect if authentication succeeds trivially

Authentication methods

b4 Attempt authentication using Pageant
L Attempt TIS or CrvptoCard auth (SSH-1)
1 Attemot “kevboard-interactive” auth (SSH-2)

Authentication parameters
L Allow agent forwarding
L Allow attemnted changes of username in SSH-2

Open

Cancel

Basic options for your PuTTY session

=

fe keio.ac jp

Specify the destination you want to connect to

Port

Ea—

Connection type:

'®) ssH L) Serial ') Other:

Load, save or delete a stored session

Saved Sessions

Telnet

Default Settings

Close window on exit:

) Always ) Never

Load
Save

Delete

‘@) Only on clean exit

Or— ..

18

Click the private key you saved in STEP 12.
Then, click @ "Open."

19

Confirm that the correct key has been selected in @
and click @ "Session."

20

Type your host name in @ "Host Name." We are using
"ccx03.sfc.keio.acjp" as an example. Click @ "Open."
For more information regarding CNS server, refer to the

following URL:

= https://secure.itc.keio.ac.jp/c/a/sfc/en/computer

server.html


https://secure.itc.keio.ac.jp/c/a/sfc/en/computer_server.html
https://secure.itc.keio.ac.jp/c/a/sfc/en/computer_server.html

>
PUTTY Security Alert X S 5
(_".
ot cached for this ssrver: =
9 co i (port 22) -
=Y that the server i the computer vou think s e
wn

519 key fingerprint
56 INGKBNGOBFya580dyLrgsLK41 TGSe0 xReTTuCy+Yall
If you trust this host, press “Accept” to add the key to PuTTY's

and carry on connecting

If you have never connected to a CNS server before, an

alert similar to the one shown on the left will appear.

If vou vant to

n connecting just once, without adding the key
to the cache, o

onnect Once

If you do ot trust this host, press “Cancal” to akandon the connection.

Click @ "Accept" to continue.

Help More info

&8 coon sfekeio.acp - PUTTY

y 22

Type your CNS login name in "login as" then type enter

key. Then type the passphrase you made in STEP 03

SI9AISS SN

in "Passphrase for key 'imported-openssh-key." Then

press the enter key. Be aware that the cursor won't

move while the passphrase is being typed.

Ov4

&R co03 sfekeio.acjp - PUTTY. — [m] X

23

If you see the screen shown on the left, remote access is

completed.

oo

xipuaddy

X

& PuTTY Cenfiguration ?

24

Gategory

[ Session ~ Basic options for your PUTTY session

- Logging

Specify the destination you want to connect to

= Terminal
Keyhoard
- Bell
Features
EHirdow
Appearance
Behaviour
Translation
Selection
~Colours
E+Gonnection
Data

a1
Tunnels

About

Heln

Host Name (or IP address)

Port

[ce_stekeioacio |

[z

Connection type:

®geH L Seral () Other |Telnet

Load, save or delate a stored session

Default Settings Q

Load

Save I

Dalete

Close window on axit:
) Alwavs ) Never

® Only on clean exit

Cancal

If you want to save the PuTTY connection settings,

enter any host name (in this case, ccx03.sfc.keio.ac.jp) in

the @ "Saved Sessions" field and click @ "Save".
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Access Remotely from Your Mac (macQS)

o 7 tarokeio — -bash — 80x24
CNSGuidenoMacBook-Pro:~ tarokeio$ ssh-keygen -b 2048.

® tarokeio — ssh-keygen -b 2048 — 80x24

CNSGuidenoMacBook-Pro:~ tarokeio$ ssh-keygen -b 2048
Generating public/private rsa key pair.
Enter file in which to save the key (/Users/tarokeio/.ssh/id_rsa): [I

® tarokeio — ssh-keygen -b 2048 — 80x24
CNSGuidenoMacBook-Pro:~ tarokeio$ ssh-keygen —-b 2048

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/tarokeio/.ssh/id_rsa):
Created directory '/Users/tarokeio/.ssh'.

Enter passphrase (empty for no passphrase): [J

[ &) tarokeio — -bash — 80x24

CNSGuidenoMacBook-Pro:~ tarokeio$ ssh—keygen —b 2048

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/tarokeio/.ssh/id_rsa):

Created directory '/Users/tarokeio/.ssh'.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /Users/tarokeio/.ssh/id_rsa.

Your public key has been saved in /Users/tarokeio/.ssh/id_rsa.pub.

The key fingerprint is:

SHA256:G1DIF1DZ6EbsSZQS5WFEN29WFPC4ec4hnry2w@VSPQkg tarokeio@CNSGuidenoMacBook—P
o.local

The key's randomart image is:

+-——[RSA 2048]-———+

| .+O0E%+0 o. |

| 0+@0= * |

| e — |
| *.X + . |
| . *SB |
| 0 00. |
| +.0 |
| Lo . |
| . |
+-——-[SHA256]--—-~ +

CNSGuidenoMacBook—-Pro:~ tarokeio$ [

128

01

First, start Terminal.app from the Applications folder. On
your Mac, we will use the ssh-keygen command to create
a private and public key. Type in

ssh-keygen -b 2048
and hit the Return key.

02

The next page will ask you where you want to save your
keys. Hit the Return key. By default, the keys are saved to

"/Users/[your username]/.ssh/id_rsa"

03

Next, you will be asked to create a passphrase for your
private key. Type your passphrase twice. Be aware that
the cursor will not move while the passphrase is being

typed.

04

Once you reach this page, you have finished generating

your SSH keys.
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6

[ XOX ) %) tarokeio — -bash — 80x24.

[CNSGuidenoMacBook-Pro:~ tarokeio$ ssh-keygen -b 2048

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/tarokeio/.ssh/id_rsa):

Created directory '/Users/tarokeio/.ssh'

[Enter passphrase (empty for no passphrase):

[Enter same passphrase again:

Your identification has been saved in /Users/tarokeio/.ssh/id_rsa.

Your public key has been saved in /Users/tarokeio/.ssh/id_rsa.pub

The key fingerprint is:

SHA256: 61DIF1DZ6ED:

0.local

The key's randomart image is:

+-——[RSA 2048]1-———+

| .+0E%+0 0. |

0+@0= *

SKOK + +
X+
. *SB
o oo.

+.0

Lo

o

hnry g tarokeio®

+-———[SHA256 ] -———- +
CNSGuidenoMacBook-Pro:~ tarokeio$ cat ~/.ssh/id_rsa.pub|pbcopyfl

05

Copy the public key to the clipboard. To copy to the
clipboard, type this command.

cat ~/.ssh/id_rsa.pub | pbcopy

The public key that you created will be copied to the
clipboard.

SFC-CNS Passwords

‘ CNS login name

2ot

‘ CNS login password

Shonan Fujisawa ITC, Keio University

06

Before you can login using your new SSH key, you must
first register it. Access the CNS SSH Public key page and
login using your CNS login.

= https://itcsecure.sfc.keio.ac.jp/form/password/

SFC-CNS Passwords

DTN | abou this page e
Do res |
«~7'ux ch ch a)lﬂfﬂﬂiﬂ ETy

P —
e
ch — K" lMAP/SMTP AUTH £ 7 r

Web Database /$27 — I
© NS sSih S b AL

You can set password for SFC-CNS on this page.
SFC-CNS Login password

« IMAP/SMTP-AUTH password

« Web Database password

« CNS SSH public key

Shonan Fujisawa ITC, Keio University

F=x7 enerate key pair)

1. AR 7 L =A% AJI LT & uo(Enter passphrase)

2. FORY w27 v 7 LTCES, ABEHKABL»5 I EBHY T,

(Click this button, it will take several tens of seconds.)

Generate key pair

#w&&oﬂﬂnoﬁmmmwqu

X > (Click this button)

0/

Select @ "CNS SSH Key."

08

Paste your public key copied in STEP 05 in @ and click @
"Add Public Key."

Make sure there are no extra spaces after the key.
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@ 7 tarokeio — -bash — 80x24
CNSGuidenoMacBook-Pro:~ tarokeio$ ssh t23xxxtk @ccx03.sfc.keio.ac.jpl

® tarokeio — ssh t23xxxtk @ccx 03 sfc.keio.ac.jp — 80x24
CNSGuidenoMacBook-Pro:~ tarokeio$ ssh t23xxxtk @ccx03.sfc.keio.ac.jp

The authenticity of host 'ccx03.sfc.keio.ac.jp (133.27.4.211)' can't be establis
hed.

ECDSA key fingerprint is SHA256:tTp9XCDGiiFEv1zz/M4idjT55tSEAOWQMZt+eqmORzc.

Are you sure you want to continue connecting (yes/no)? yes,

[ tarokeio — ssh t23xxxt @ccx03.sfc.keio.ac.jp — 80x24

CNSGuidenoMacBook-Pro:~ tarokeio$ ssh t23xxxtk @ccx03.sfc.keio.ac.jp

The authenticity of host 'ccx@2.sfc.keio.ac.jp (133.27.4.211)' can't be establis
hed.

ECDSA key fingerprint is SHA256:tTp9XCDGiiFEvizz/M4idjT55tSEAOWGMZt+eqmORzc.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'ccx03.sfc.keio.ac.jp,133.27.4.211' (ECDSA) to the 1i
st of known hosts.

Enter passphrase for key '/Users/tarokeio/.ssh/id_rsa': [J

@ tarokeio — ssh t23xxxtk @ccx 03 sfc.keio.ac.jp — 80x24

ECDSA key fingerprint is SHA256:tTp9XCDGiiFEv1zz/M4idjT55tSEAOWQMZt+eqmORzc .
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'ccx03.sfc.keio.ac.jp,133.27.4.211'
st of known hosts.

Enter passphrase for key '/Users/tarokeio/.ssh/id_rsa':
Welcome to Ubuntu 16.04.7 LTS (GNU/Linux 4.4.0-186-generic x86_64)

(ECDSA) to the 1i

* Are you ready for Kubernetes 1.19? It's nearly here! Try RC3 with
sudo snap install microk8s --channel=1.19/candidate --classic

https://microk8s.io/ has docs and details.
New release '18.04.4 LTS' available.
Run ‘'do-release-upgrade' to upgrade to it.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

% Wl
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09

Open "Terminal.app" from the Applications folder.
Typein
ssh [your CNS login name]@[login server]
For example,
login name = t23xxxtk
login server = ccx03.sfc.keio.ac.jp
If this is your second time setting up, skip STEP10 and
STEP 11.

10

If a window like the one shown on the left appears, type

"yes," then hit the return key.

11

Type the passphrase you made in STEP 3. Then, hit the
return key. Be aware that the cursor will not move while

the passphrase is being typed.

12

If you see "%" on the bottom of the terminal window,

you have successfully logged in.
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Transferring Files to CNS from Your PC
(Windows 11) with WinSCP

WinSCP 5.21 s a major ud
« SSH core upgraded to PUTTY 0.77. Thatincludes support for rsa-sha2-256 and for

+ Support for ACL for $3 protocal
« Supportfor fle masks relative to the root of an operation.

+ Streaming support in NET assembly and scripting for FTP protocol.

This section explains how to use the file transfer

+ Listof al change

(1) : software “WinSCP."

- Open a web browser and go to the following URL:

SI9AISS SN

= https.//winscp.net/eng/download.php

Click @ "DOWNLOAD WINSCP."

Ov4

Please read the following important information before continuing.

Setup - WinSCP 5.21.3 -
s X
License Agreement ﬁ

Please read the following License Agreement. You must accept the terms of this agreement before continuing

b Read through the license agreement carefully. If you
fYou can also review this license and further details online at: ~

psslinsaetfngloclicense agree, click @ "Accept >." If not, you cannot use this
A. GNU General Public License Softwa re.

B. License of WinSCP Icon Set

C. Privacy Policy

A. GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <hitps://u
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing itis
not allowed. v

xipuaddy

Cancel

% Setup - WinSCP 5.213 - X '
Setup Type
owhal type of setup do you want?

(® Typical installation (recommended)

Make sure @ "Typical Installation (recommended)" is

" installs (0 Gerault destnation

e s selected. Then click @ "Next >."
O Custom installation

« allows full selection of destination, components and features

= o
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% Setup - WinSCP 5.21.3 - X
Tnitial User Settings
Please, select your preferred user interface options.

Next, select your preferred user interface style.

1, Oz

= two panels (leftfor local directory, right for remote directory)
« keyboard shortcuts like in Norton Commander (and other similar progrems as

s o oo o) “Commander interface style" will be used as an example
Ol oy remte ey for the instructions in this book. You can change the
. l;tyb:grdd shortauts like in Windows File Explorer
(e * drag rop . . . .
interface style after completing setup if you desire.

Make sure that @ “Commander" is selected. Then, click
@ "Next >."

% Setup - WinSCP 5.21.3 - X O f
Ready to Install | "
Setup is now ready to begin installing WinSCP on your computer. [

Click Install to continue with the installation, or diick Back if you want to review or change any settings. C | . " "
ick @ "Install.

Destination location: ~
[& P

Setup type:
Typical installation

Selected components:
WinSCP application |
Drag & drop shell extension (allows direct downloads, may require restart) |
Pageant (SSH authentication agent) |
PuTTYgen (key generator)
Translations

Additional tasks:
Enable

ic check for application upds
Enable collecting anonymous usage statistics

Create a desktop icon

Add upload shortcut to Explorer's 'Send to' context menu

Register to hancle URL addresses |

- |

% Setup - WinSCP 5.21.3 = O 6

Completing the WinSCP Setup Wizard

Installation for WinSCP is completed. Click @ "Finish"

get;lp has f;nishedl \'nstallinhg VW"S‘(deOV;‘VOHr computer. The application may
e launched by selecting the installed shortcuts. . . .
and close the installation wizard.

Click Finish to ext Setup.

Launch WinSCP

[]Open Getting started page

Please consider donating to support WinSCP development.

Donate 9

Donate §19 _Payral
Donate $49 B v S
About donations

o=
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5

“ 07

Thunderbird After installation, a shortcut to WinSCP is created on

your desktop. Double click @ "WinSCP" to launch.

>
>
g
<.
=
c
w

i New Site Session

o Select "SFTP" from @ "File protocol" and type "ccx03.sfc.
9 keio.ac.jp" in @ "Host name," "22" in @ "Port number,"

o@ Irnsswold: J ) . . .,
P OI ] your CNS login name in @ "User Name.
Then click @ "Advanced."

SI9AISS SN

Tools ¥ Manage ¥ SJogn [+ Close Help

[“]Show Login dialog on startup and when the last session is dosed

Ov4

Advanced Site Settings ? X O 9

Environment []Bypass authentication entirely
Directories
Recydle bin Authentication options .
Enayption [ Attempt authentication using Pageant The screen to the left will appear. Select @
iﬂff [] Attempt 'keyboard-interactive' authentication X X X
Connection /| Rezpordlpi e pasword o e A=t promer "Authentication." Then enter the file path to the private
O T (TR key you downloaded. For @ private key generation
[C] Allow agent forwarding
I““'eke AlE: please refer to STEP 01~15 of [p.121 : Access Remotely
Co¥Users¥cnsusery.ssh¥id_rsa.ppk N | 8
Display Public ey Todls v from Your PC (Windows 11)] .
GSSAPI

[] Attempt GSSAPI authentication
["] Allow GSSAPI credential delegation

xipuaddy

coor v o ]| e || e

"B Login - X
[ New Site Session

File protocol:
SFTP v
Host name: Port number: . . " "
003 sfcketoacs Il 22 | If youwant to save the settings, click @ "Save".
User name: Password: . .
B3tk \ Click @ "Login."
e |
Tools v Manage v Close Help

7] Show Login dialog on startup and when the last session is closed
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Warning ? X

Continue connecting to an unknown server and add its host
key to a cache?

The server's host key was not found in the cache. You have no guarantee that the
server is the computer you think it is.

The server's Ed25519 key details are:
Algorithm: ssh-ed25519 255
SHA-256:  3NdkBnGOG6Fyq58QdyLrgsLk41TGSoQjxReTTuCy+YqU
MD5: c8:ebrabicf:b6:17:27:51:55:79:dc:5d:79:2 T:ac:af

If you trust this host, press Yes. To connect without adding host key to the cache,
press No. To abandon the connection press Cancel.

(1]

VYes ] No

Copy key fingerprints to clipboard

Cancel Help

Key passphrase - t23xxxtk@ccx03 .sfc keio.acjp X

> ] Searching for host...
M~ Connecting to host...
Authenticating...
Using username " t23xxxtk “.
Authenticating with public key "rsa-key-20220920"

Passphrase for key 'rsa-key-20220920":

o=

Cancel Help

- 0 x

Settings Defouit BN

CAUsers\nsusenssamplel
Name

080f00I0cto

seips 00210

134

11

Click @ "Yes."

Confirm the ssh-ed25519 key fingerprint matches the
following:
c8:eb:ab:cf:b6:17:27:51:55:79:dc:5d:79:21:ac:af

12

Type the passphrase you typed in STEP 11 of [p.121 :
Access Remotely from Your PC (Windows 11)] .
Then, click @ "OK."

13

Transferring Files to CNS from Your PC (Windows 11)
with WinSCP is completed. If connected properly, your

screen should look like the image on the left.

Your local computer’s files are shown on the left side,
and the remote computer’s (CNS server's) files are
shown on the right side of the screen. You can upload
files easily by dragging and dropping them from your

local files to the remote file window.
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Transferring Files to CNS from Your Mac
(macOS) with Cyberduck

Blog | Developme

Cyberduck is a libre server and cloud storage
browser for Mac and Windows with support
for FTP, SFTP, WebDAV, Amazon S3,
OpenStack Swift, B. e B2, Microsoft
Azure & OneDrive, Google Drive and
Dropbox.

coe A 0o
€. B o B -

& Download
for macOS or Windows

it from
icrosoft

@ Mac App Store

01

6

This section explains how to use the file transfer software

"Cyberduck."
Open a web browser and go to the following URL:
= https://cyberduck.io/

Click @ "Download."

SNJIAIUY
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1
5
Download changelog O 2
& Cyberduck for Windows & Cyberduck for macOS ’
Cyberduck-Installer-8.4.3.38269. e).. Cyberduck-8.4.3.38269.zip ' .
— : Click @ "Cyberduck for macOS."
ersion 8.4.3, 18 Aug 2022 Version 8.4.3, 18 Aug 2022
wos 91 ws 81 82tcad
Windows 10 (64bit) or later required. macOS 10.12 or later on Intel (64bit) or Apple
M1 required
. “Cyberduck.app” is an app downloaded > 8
. g~ . from the Internet. Are you sure you want to . . ©
a open it? v v Open the file you just downloaded and run the @
I . . ®
Cyberduck application. Click @ "Open" if you see the >
a48823c7ec3cf4539564-60c534a1284a12ce74ef o
84032e9b4e46.ssl.cfl.rackcdn.com window shown on the left side. ;

U

1 Cyberduck [ Unregistered |

S a

Action Refresh  Edit Disconnect

04

Click @ "Open Connection."

Open Connection

=He @ g Q

Quick Connect
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Cyberduck Unregistered 05
- I 1 SFTP (SSH File Transfer Protocol) go Sel SETP" f he @ | d 02.sfc k
elect " " from the ist and type "ccx02.sfc.keio.
serverfJ cox03sfc.keio.ac.jp |9rr yp
URL: sftoyjcex02 sfe keloacp IO acjp"in @ "Server," "22" in © "Port," your CNS login
Username:f] 23xxtk

Password: name in @ "Username" and the file path to the private
st private Koy ~fsshio.rsa ﬂe key you downloaded in @ "SSH Private Key." Then click
e 2 [ Cancel 0 @ "Connect." For private key generation please refer to
STEP 01~08 of [p.128 : Access Remotely from Your Mac

(mac0s)] .

23tk @cex03 .sfe.keio.ac.jp - SFTP Unregistered

Unknown fingerprint

N e When the screen to the left is displayed check @
9 "Always," and click,, @ "Allow."

230tk @cex03.sfc.keio.ac.jp — SFTP Unregistered

r‘ \ Private key password protected

Enter the passphrase for the private key file (~/.ssh/id_rsa)

When the screen on the left is displayed, type in the

ol seseeeeed ] passphrase in @ , and then click @ "Continue."

Save Password

< 3tk @cex03 .sfe.keio.ac.jp - SFTP Unregistered
& B« ¢ =

Open Connection Quick Connect Action Refresh C Disconnect

EBr o /home/s20xxxtk [ 4 | Q
Filename Size Modified . . .

b NSV — 2020/01/07 17:08 Transferring Files to CNS from Your Mac (macOS) with
> Mail -- 2019/12/26 19:39 .

» [ Maildir - 2019/12/26 19:39 Cyberduck IS Completed.

» public_html -- 2019/12/26 19:39

> b wnns - 2019/12/26 19:39 If connected properly, your screen should look like the

image on the left.
In this screen, you can see your files stored on CNS. You

can upload files easily by dragging and dropping local

files onto the remote file screen.
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Publishing Files on the Web

You can publish your files to the web by uploading them
to the directory specified on the CNS servers ("public_
html!" under home directory) in three ways: from on-
campus computers, by remotely accessing via SSH, or
with any file transfer software. Files in this directory
will be made publicly accessible on the internet unless

either of the following options are set:

. Limiting access with Basic Authentication or Digest
Authentication
. No read, write and execute permission on "other"

class of files.

You can access files published from your public_html
directory by visiting:
https://web.sfc.keio.ac.jp/~[ your CNS login name ]/

[relative path from public_html to the file]

If you need more details, please refer to [p.140 :

Correlation between URL and File Location] .

Instructions for publishing files from on-campus
computers, using file transfer software on computers,
and remotely accessing CNS via command line interface
(please refer to [p.121: Remote Access to CNS Servers]

) will be given in this section.

Publishing Files on the Web from On-Campus PC (Windows 11)

01

Click @ "PC" from the desktop.

02

Click @ "[your CNS login name 1(Z:)" under "Network

Location."

137
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703

1 By dragging and dropping your files into @ "public_

html," you can publish them to the web.

If you want to know the URL of the uploaded file, please

refer to [p.140 : Correlation between URL and File

Location] .

Publishing Files on the Web from On-Campus Mac (macOS)

01

Open © "public_html" from the desktop.

800 (2 public_html
E Al My Files _— -
D AirDrop & J —
[ Desktop example indexchml . . . . " .
By dragging and dropping your files into the "public_

html" directly, you can publish them to the web.

DEVICES

B If you want to know the URL of the uploaded file, please
refer to [p.140 : Correlation between URL and File

Location] .
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Publishing Files on the Web from Your PC with WinSCP (Windows 11)

-&-m- D@0 Q2 @ me
S New 51

Changes - Sae Cranged Roms
210672019 194226 8052010003525 o
2r27018 161020 a0 e

pupic it 2170172019 19022

211062019 201136
217082018 201510

08aratiME 062 Thdden 080f08Im0Gr4 B hidcen

1568 PGR
268 G

22032019 161921

Thdsen 0301080014 anacen|

01

Launch WinSCP and connect to your CNS home
directory. Please refer to [p.131 : Transferring Files to
CNS from Your PC (Windows 11) with WinSCP] for
instructions to install WinSCP.

Drag and drop the file or the directory that you want to
publish on the web from local files (on the left side) to

@ "public_html" directory (on the right side).

02

Click @ "OK."

Publishing Files on the Web from Your PC with WinSCP
(Windows 11) is completed. If you want to know
the URL of the uploaded file, please refer to [p.140 :

Correlation between URL and File Location] .

Publishing Files on the Web from Your Mac with Cyberduck (macQOS)

LR & t23xxxtk@ccx02.sfc.keio.ac.jp - SFTP [ Unregistered |

& |V TED AP A

Open Connection Quick Connect Disconnect

Action Refresh  Edit
Ere o

Filename ~ Size

[ Jhome/t23xxxtk A [
Modified

-- 2020/01/07 17:08
-- 2019/12/26 19:39

-- 2019/12/26 19:39 I

> CNSiMac
Mail

> [ public_htm|

01

Launch Cyberduck and connect to your CNS home
directory. Please refer to [p.135 : Transferring Files
to CNS from Your Mac (macOS) with Cyberduck] for
instructions to install Cyberduck.

Drag and drop the file or the directory that you want to
publish on the web from your computer to @ "public_

html" directory.

Publishing Files on the Web from Your Mac with
Cyberduck (macOS) is completed. If you want to know
the URL of the uploaded file, please refer to

[p.140 : Correlation between URL and File Location]

139
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Correlation between URL and File Location

Here you can see the relationship between a file placed
in "public_html" in your home directory on one of the
CNS servers and the URL used to access the file from the
internet. After uploading files, you can access the files
on the web by launching a browser and typing the URL
shown below :

https://web.sfc.keio.ac.jp/~[your CNS login name]/

[relative path from public_html to the file]

800 (] example
<> 2z = ol m] (#) (=] (= Q
FAVORITES 3 7Datacns »  testhml
£ All My Files @ CNsiMac »
[ Mail
) D 3 waiar
[ Desktop (] public_htm| >

£ Sharefile
1 wons

1 xPAppCNS
[ XPDatacNs

71 CNSiMac
#\ Applications
[ Documents
J7 Music
Pictures
DEVICES

2 work

l @ http://web.sfc.keio.ac.jp/~{23xxxtk/example/test.html Y] l
Students & Alumni

s Access  Camp

Research

Academics

140

A relative path is a way to specify the location of a

directory relative to the current directory.

For example, when there is a file "testhtml|" under the
directory "example" that is located under the directory
"public_html," the relative path to "test.html" from

"public_html" will be "example/test.html."

01

When a user, who has a CNS login name "t23xxxtk,"
makes a directory "example" under "public_html" that
is located on home directory, then creates a file "test.
html" in there, the directory structure should look like

the image on the left.

02

When you access the files on the web, open a web
browser and type the URL into @ "the address bar" to
access. The format of the URL is as below:

= https://web.sfc.keio.ac.jp/~[your CNS login name]/

[relative path from public_html to the file]

In this example, since the CNS login name is "t23xxxtk"
and the relative path from public_html to the file is
"example/test.html", the URL should be as follows:

https://web.sfc keio.ac.jp/~t23xxxtk/example/test.nhtml

If you cannot access the files on the web, please check

the following:

. The file is placed under "public_html" in your
home directory.

. The URL is typed correctly (Especially whether "~"

is typed exactly before your CNS login name).
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| COLUMN w2

About Keio ID and Keio Apps ID

Besides a CNS account for students and faculty members at SFC, a Keio ID will
be distributed to all students and faculty members at Keio University. In the case
where it is issued over March, 6, 2015, Keio ID should be formatted as follows.
This will also apply to Keio Apps ID mentioned below.

[ The character string you set in activation ] @ keio.jp

By logging in to "keio.jp" with your Keio ID, you can use the various services
provided by Keio University.

Also, for those who have a Keio ID already, please login to keio.jp and check your Keio
Apps ID. Your Keio Apps ID should be formatted in default as follows (It is displayed
on the upper right of the screen after "Keio Mail" is launched).

[ your Keio ID ] @ keio.jp

By using a Keio Apps ID, you can make better use of the services of Google
Workspace for Education. These services will be usable in collaboration with
other members; for example, "Drive," "Group," "Calendar," etc. You can also use
Gmail by using your Keio Apps ID as an e-mail address.

Keio Apps ID can be used as a Google account, which means that you
can download apps and digital content in Google Play. It is, however, not
recommended. If your Keio Apps ID expires after graduating while you're using
your Google account to pay for apps, your payment or settlement will be invalid.
Keio University will not provide a guarantee against such kinds of losses.
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Services that Require Pre-registration

CNS Services that Require Pre-registration

Certain network resources require an application to use. Access the Applications page of Shonan Fujisawa ITC from
the following URL:

= https.//www.sfc.itc keio.ac.jp/en/application_sfc.html

Select the service you wish to use and download the corresponding application form. Fill in the required items and
turn it in at the Shonan Fujisawa ITC counter. Some applications can be submitted online.

Services that require an application are listed below:

Name of Service Eligible Users Description

Registration for using P2P File Sharing | Students, Faculty | You can use file sharing software inside the university
Software and Staff campus for research purposes.

You can create a mailing list for "Circle" activities

Registration for CNS Mailing Lists Faculty and Staff
9 9 Y (university clubs and societies) and lectures.

Registration for CNS Shared Workspaces Faculty and Staff You can use a shared workspace on CNS.

Full-time Faculty| You can connect devices to CNS with static hostnames

Registration for connecting devices to CNS and Staff and IP addresses.

Full-time Faculty

Registration for Sub-Domains and Staff You can obtain sub-domains for laboratories.

Registration for Sub-Networks ul I-'glrr]rcmjestl;gfcu = You can obtain sub-networks for laboratories.

Cloud Computing Faculty and Staff You can use VPS services.
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Software Licensing Center

Site licensed software is the software that Keio has
purchased for faculty, staff, and/or students to use.
Some software can be installed on your personal
computer and used for research or educational
purposes while the user is a student, faculty, or staff

member at Keio. Some programs can be downloaded

check site licensed software detail/application page on
the ITC website:

= https://secure.itc.keio.ac.jp/c/a/sfc/en/software

license_sfc.html

As of September 2023, the following softwares are

online; however, some programs must be installed  available:
by Shonan Fujisawa ITC after completing a paper
application form. For the latest information, please
Name of Software Description Eligible Users*1
IMPPro Statistical Analysis Tenured and Non-Tenured Faculty and staff Member*2,

Undergraduate and Graduate Students

Mathematica

Technical Calculation Software

Tenured and Non-Tenured Faculty and staff Member,

Undergraduate and Graduate Students.

Tenured and Non-Tenured Faculty and staff Member*2,

SAS Statlstlcal AnaIySIS Undergraduate and Graduate Students.
.. . .. Tenured and Non-Tenured Faculty and staff Member,
SPSS Statistical Analysis and Data Mining
Undergraduate and Graduate Students
a q Tenured and Non-Tenured Faculty and staff Member,
Amos Analysis of Covariance Structure Software
Undergraduate and Graduate Students.
. . Tenured and Non-Tenured Faculty,
Microsoft EES Office, Windows OS (Upgraded) A
Te d and Non-Te d Faculty Member,
Microsoft 365 Apps Office e f:'c]u\tyorge:\rl;g?: in caﬁ:r(ye ofE;"clggs,

Undergraduate and Graduate Students

Nikkei NEEDS Financial Data Search System

Financial Data Search System

Nikkei NEEDS Stock Data Search System

Stock Data Search System

Tenured and Non-Tenured Faculty Member*2,
Undergraduate and Graduate Students

Adobe ETLA

Adobe enterprise term license agreement

Tenured and Non-Tenured Faculty and
Staff Menber

MATLAB

Math Analytics Program

Tenured and Non-Tenured Faculty and staff Member*2,

Undergraduate and Graduate Students.

Chem Office Professional

Chemistry-Oriented Analytical Program

Tenured and Non-Tenured Faculty and staff Member,

Undergraduate and Graduate Students.

ESET Smart Security / Cyber Security

Security Software

Staff, Undergraduate and Graduate Students

Tenured and Non-Tenured Faculty and staff Member*2,

ArcGIS Geographical Information Analysis Software N
EndNote To help manage documents and write papers Tenmi:::zz:::;t: Z::Z:::{Z::Zemben
iThenticate Plagiarism Detection Software fenuredand ::ZJ;Z“;E::M Member,
el Online Meeting SefimEe Staff, Undergraduate and Graduate

Students

*1 Except for correspondence course and non-degree students

*2 Except for Keio Affiliated Schools

*3 EndNote will be discontinued in FY2023.
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Using Microsft 365 Apps

% Microsoft

Sign in

I t.keio@keio.jp|

No account? Create one!

Can’t access your account?

(% Sign-in options

keio jp

054 V3% keio.jp7—4JL / keio.jp Portal 3

10

I Lkeio@keio.jp Io
Password:

TYIALIRT— FEHET S

e
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01

Access Microsoft 365 Apps from the following URL, and
enter your Keio ID in the @ field. Then click @ "Next"

https://portal.office.com/

02

You should be be redirected to keio.jp automatically to
login.

In the @ "ID" section type in either your user ID for
"keio.jp". For @ "Password" section type in password for

either your keio.jp password. Then click ® "Login."
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How to Change Account Passwords

Checking and Changing SFC-CNS Passwords

SFC-CNS Passwords

eFonan Fujisawa ITC, Keio University

SFC-CNS Passwords

IAlmut this page

T D= Tlg SFC-CNS DLIF DRED T
* SFC-CNS 074 ¥ NA7—F

« IMAP/SMTP-AUTH /427 — F

« Web Database /SA 7 — I
« CNS SSH #6521 2238t

« Web Databast rd
« CNS SSH public key

01

Open a web browser and go to the following URL:

= https.//itcsecure.sfc keio.ac.jp/form/password/

You can change the following passwords here:
+ CNS Login Password
+ IMAP/SMTP-AUTH Password

+ Web Database Password

Type your CNS login name in @ "CNS login name" and
your CNS login password in @ "CNS login password."
Then, click © "Login."

If you have lost your current CNS login password, you
must bring your student ID card or campus card to the
"CNS Service Counter" of Shonan Fujisawa ITC in order
to reset your password.

(Please refer to [p.157 : SFC-CNS Technical Support

Services] ).

02

You will see the list of passwords you can change on the

left side menu @ . Click the one you want to change.
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SFC-CNS Passwords

BUEDSAT— F

Current Password

FLOART—F
New password

Wiz
Confirmation password

229 —FOlE
‘The strength of password

BiSAY — FIBUFOREDSETT

© 10 P DS
R STNPS SN TN

SFC-CNS Passwords

| MAP/SMTP-AUTH Password =

LRI =F
e (oo (1]
=

- 2)

A7 —FOBS
The strength of password

FrSAT = FIBL FORADBLETT

© 10 TFB DR
o DLFRKXF, BEFEAUIL

SFC-CNS Passwords

| Web DB Passwora o
[ oummmrre: |
it Confirm o

Packpiaiiic * Create/Change | e
A Web ¥ —7$12243T(About Web Service)

. BAR
« English
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03 Changing CNS Login Password

Type your current CNS login password in @ "Current
Password" and your new CNS login password in @ - © .

Then, click @ "Submit" to save your changes.

O4Changing IMAP/SMTP-AUTH Password

Type your new IMAP/SMTP-AUTH password in @ -
@ and click © "Submit". IMAP/SMTP-AUTH password
must be longer than 10 letters, including lower and
uppercase letters and numbers, and it must be different

from your CNS login password.

05 Checking Web Database Password

Click @ "Confirm" to check your Web Database
Password.
Click @ "Create/Change" to chage your Web Database

Password.
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Changing Login Password of keio.jp Account

keio.jp

Keio University CALAMVS GLADIO FORTIOR

074 V3§%/Login to :
keio.jp/R— % JL / keio.jp Portal >

1D

t.keio@keio.jp

Bassvord,
(2]

) TV YA LR T — RZEFIFAT %/ Use One-Time Password

==

keiojp

Application Information
ooy G S oo o ey

1} nformation of tsmporary suspenaion of service on Aug. 8 and 15, (ows

1 Notice to Students Graduating In September, 2015 -

wBack 7 UserGude  m Logot

keio jp

Gumm menu
[ |

ITC Account

SFC-CNS Mail soft/Smartphone apps
Feature phone Keio Mail EX
nBack & Back 1o Chango Password menu 7 User Guido @ Logofl

keiojp

How to decide a password

lotors.
Example | J2H1515Y0

01

Open a web browser and go to the following URL:

= http://keio.jp/

Type your keio.jp ID in @ "ID" and your keio.jp password
in @ "Password." Then, click ® "Login."

02

Click @ "Change Each Password at the top of the page.

03

Click @ "keio.jp."

04

Type your current keio.jp password in @ "Current
password" and your new keio.jp password in @ - @ . Then,

click @ "OK" to apply changes.
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Have You Forgotten Your Password?

If you have forgotten your CNS login password, you must bring your student ID to the CNS Service Counter

[p.157 : SFC-CNS Technical Support Services] to change your password.

If you have forgotten your IMAP/SMTP-AUTH password, please refer to [p.147 : Checking and Changing SFC-CNS

Passwords] to set a new email password.

If you have forgotten your ID and/or password for keio.jp, please bring your student ID to the CNS Service Counter and

fill out the appropriate form.

Tips for Creating Stronger,
More Secure Passwords

Currently, you must make and remember passwords to protect your digital information. The steps below

are designed to help you make more secure passwords.

Step 01: Decide the basic string for your password

Refrain from using your telephone number, name, birthday, or any other words that could be easily

obtained by a third party. You should also refrain from using words available in a dictionary.

Step 02: Replace letters with special characters and numbers

Replacing letters with characters and numbers can strengthen the security of a password (e.g. word >

wOrd, Internet > Internet, queen > 9ueen)

Step 03: Do not use the same password more than once

Using the same password for multiple websites makes it easier for an attacker to steal your password and
impersonate you. You should make a different passwords for each service you use. However, remembering
several unique passwords can be difficult, so you may be able to combine existing passwords and use
similar expressions to make new ones (e.g. wOrd > cwOrdns [CNS Password], Internet > malnternetil [mail

password]).

There are also several resources available online for generating stronger and more secure passwords.

Enjoy a more secure internet life using a strong, original password.
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Troubleshooting

Problems with Wireless LAN Connection

01 Check Your Physical Switch

Your computer may have a physical switch for
controlling wireless adapters. Please look for a Wi-
Fi switch on your computer and access the system
configuration on your computer to ensure that your

wireless adapter is turned on.

02 Check Your Certificate Expiration

You can confirm the expiration date of your certificate
by following the instructions at the following site. Once

the expiration date has passed, you will not be able to

connect to the campus wireless LAN, so you will need
to delete the old certificate and reissue a new one. For
more details, please refer to the website below.

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless_802_1x_renew.html

O 3 Reconfigure Wireless Network

In some cases, your wireless network setting might not
have been configured correctly. Please reconfigure the

device; refer to [p.15 : Wireless LAN] .

Problems with CNS Printers

01 Check Wireless LAN Connectivity

Printing requires internet connectivity; please check

your network connectivity and try again.

02 Check File Size of Printing Jobs

Reduce the size of the file you are trying to print. If your
file is too big, it may take a while to be sent to the CNS

printers.

Changing file format may also help make the file

smaller.

03 Check Printer Status

Occasionally, printers may show errors if they run out of
toner or paper. If CNS printers display any errors, please

contact Shonan Fujisawa Campus ITC immediately.

O4Check Setting for Printers

Your computer might not be properly configured if you
are having problems with printing. Please setup the
printer profile again by following the instructions on
[p.77 : CNS Printers] .
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Problems with Sending / Receiving Mail

Add-ons
‘Add-on Preferences »
Activity Manager

Chat status. >
Join Chat.

v Qow Rasessek O

E View Go Wessage Evems-nﬂhsmmﬂw ien
ioacip o Files ®J

Thunderbird Mail - t23xxxtk@sfc.keic

Email Message Fiters

Import..
Accounts Developer Tools >
Cloar Recent History. 03D
View sattngs for t
@ seo
Emai n

v 123xxxtk@sfe keio.ac. Server Type:  IMAP Mail Server
Server Settings r Name:  imap.sfe.k Port: 993 C  Default: 993
P e aToae
Composition & Addressing T Name:  t23x0dk

Junk Settings
Synchronisation & Storage
Return Receipts
Security

v [ Local Folders
Junk Settings
Disc Space

@ outgoing Server (SMTP)

Security Settings
Connection security: SSL/TLS. o

Authentication method: Encrypted password B

Server Settings
19 Check for new messages at startup
1 Check for new messages every 10 minutes

1 Allow immediate server notifications when new messages arrive

When | delete a message:
© Move it to this folder: [ Choose Folder... [

Just mark it as deleted

Remove it immediately

Advanced.

Messaae Storace.

When managing your identities you can use a server from this list by selecting it as the
Outgoing Server (SMTP), or you can use the default server from this lst by selecting "Use
Default Server".

v O 23xxtk@ste keio.ac.p
Server Settings
Copies & Folders
Composition & Addressing
Junk Settings —
Synchronisation & Storage
Return Receipts

{23xxxtk- smtp.sfc keio.ac.jp (Default) Add

Security Remove

v [ Local Folders
Junk Settings
Diccsoace
Outgoing Server (SMTP)

Set Default

1

Details of selected server:

Description:
Server Name:

Port:

User Name:
Authentication method:
Connection Security:

Account Actions B

<not specified>
smtp.sfe.keio.ac.jp
465

2300tk

Encrypted password
SSL/TLS

Cancel
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01

If you cannot send emails even though your sending
and receiving email addresses are correct, your email

client configuration might need to be updated.

Please refer to [p.56 : Configuring Your CNS Mail on
Your PC(Windows11), p.60 : Configuring Your CNS Mail
on Your Mac(mac OS)] and setup your mail client again.
To change the settings in Thunderbird, click @ "Account
Settings" from @ "Tools."

02Incoming Receiving Servers

Click @ "Server Settings" to check the current setting of

incoming servers.

03 Qutgoing Sending Servers

Click @ "Outgoing Server (SMTP)" to check sending
server settings.

If you encounter any strange error messages or have
difficulties solving an issue by yourself, please visit the

ITC CNS service desk.
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5 -
Troubleshooting of On-Campus Macs
Quick Fix with CNS Tool = 6
%
3
‘?6"0@&(@@@.“/-«-?.&&&‘ o 01 :

The CNS Tool will help you change your CNS login

password. Reset all the configurations and file systems

of your personal CNS space, and delete any locked files.

Ov4

/N N 0N
: y 9 e | You can open @ "CNS Tool" folder from the @

"Applications" folder in your dock.

KEEEE" «THEE: 0 Dme

xipuaddy
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Unable to Launch Firefox or Thunderbird

3

XEEFEY wTHARR" %0 (J

S “ g
N

You are about to delete lock files for Firefox and Thunderbird.
Are you sure?

Which application you want tn&:lete?

ol Firefox ||_Thunderb|'rd |L

The lock file for Thunderbird has been deleted.

o=
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01

If Firefox or Thunderbird cannot be launched and
shows the error "already activating and cannot be
launched," you can fix this problem with "Unlock Firefox

Thunderbird.app."

Click @ "Unlock Firefox Thunderbird.app" in the "CNS_

Tool" folder.

02

Click @ "OK."

03

Click @ "Firefox", @ "Thunderbird," or © "Both."

04

Click @ "OK."



FAQ /

Resetting Your CNS Personal Space

You are about to initialize CNSiMac(settings for

Mac)

Your settings will be initialized at next login.
Old settings will be moved on Desktop.

O——
oK

01

If you encounter serious problems with your CNS
personal space while using on-campus Mac computers,
you may reset your entire CNS personal space to fix any

problems.

This will delete all the files listed below:
. Files on Desktop

. Files in Documents folder

. Files in Music folder

. Files in Pictures folder

. Bookmarks on Firefox and Safari

Your CNSiMac directory will be backed up and stored
in a new folder "Previous_CNSiMac." However, this
folder can only store one backup at a time. Please make
a backup of the folder if necessary. If you understand
the risks and wish to proceed, click @ "Renew CNSiMac.
app" from the "CNS_Tool" folder.

02

Read the warning in STEP 01, and, if you have no

objections, click @ "Yes."

03

Click @ "OK." Your personal CNS space will be reset the

next time you login.
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How to Check a PC's Operating System

@ i oo W

Best match
e
Apps
NVIDIA Control Pane! >

© Reshtek Aucio Console

5 Remore Desktop Comection >
Setings

© v omE >
8 JoroRERERTS >

Change s Account Gontl
et

Search the web
09) Gy >

1 convert pdfto word >

Settings  Folders

Photos >

&)

C

Control Panel

@ open
© Open il kcaton
2 Fntosan

% Pintowskbar

[ Control Panel

4 [ > Control Panel >

“s( your computer's settings

your files with File

ory
Backup and Restore (Windows 7)
Find and fix problems

Network and Internet
etwork status and task

= Choose homegroup and sharing options

Hardware and Sound

View devices and orinters

@ System and Security

«

Control Panel Home

« System and Security

~ 4 @ > Control Panel > System and Security >

Network and Internet

Hardware and Sound
Programs
User Accounts

Appearance and

Launch remote

Personalization

Clock, Language, and Region

Ease of Access

System > About

n
21cacTomw

o]

Related links

Device specifications

Devicename 1

Processor 12th Gen Intel(R) Core(TM) i5-1235U 1.30 GHz
Installed RAM 160 GB (15.7 GB usab
Device ID 7cEs: 38-42AF-882F-EODOSFEDA0A2

System type
‘Pen and touch

4-bit operating system, xb4-based processor

"TouCh SUpPOTE With 10 touch poINtE

Domain or workgroup  System protection

Windows specifications

of RA

Windows Firewall
Check firewall status

M and proces:
tance

Power Options
Change battery settings
Change what the power buttons do

Requi

Advanced system settings

dition Windows 11 Home

Version

Installed on

05 build

Experience  Windows Feature Experience Pack 1000.22662.1000.0

Microsoft Services Agreement
Microsoft Software License Terms.
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Search Control

v o

Viewby: Category ¥

User Accounts
& Change account type
Appearance and Personalization

Change the theme
Adju

een resolution
Clock, Language, and Region
Add 3 language

Change input methods

Change date, time, or number formats

Cacoaf Accace

ch Control Pa

v Security and Maintenance
Review your computer's status and resolve issues
& Change User Account Control settings

Troubleshoot commen computs

Allow an app through Windows Firewall

sor speed

©:

Jow remote access

See the name of this computer

ire a password when the computer wakes
Change when the computer sleeps

Rename this PC

Copy A

Copy A

01

@ Search "Control Panel" by using the @ "Search box"
in the bottom left corner of the desktop and click
© "Control Panel - Desktop App" from the search

results.

02

Click @ "System and Security."

03

Click @ "System."

04

Check @ "System type."
You can check your computer configuration, such as
Windows version, processor, installed memory (RAM),

and system type (32-bit or 64-bit).
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SFC-CNS Technical Support Services
Please send any questions you have about SFC-CNS to Shonan Fujisawa ITC. You can also check our website for
further up-to-date information: 2 6
= https://www.sfc.itc.keio.ac.jp/en/top_sfc.html a
D
<
D
«n
Shonan Fujisawa ITC (Information Technology Center)
Location Media Center North First Floor CNS Service Desk
-
E-mail Address cns-request@sfc.keio.ac.jp 5
Website https://www.sfc.itc.keio.ac.jp
. 9:15-17:00
Openmg hours (Closed on Saturdays, Sundays, public holidays, and holidays set by Keio.)
f 9:15 - 18:00 (Spring/Fall semester) )
Hotline (Weekdays) 9:15 - 17:30 (Summer/Winter break period) 04663;'.9.-3423

9:15 - 17:30 (Spring/Fall semester) Bricrh &

Hotline (Saturday) closed (Summer/Winter break period) 52512
(Closed on Sundays, and public holidays.)

(0.9)

xipuaddy
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8 Appendix

To Users of CNS

Terms of Use

Shonan Fujisawa Campus

Shonan Fujisawa Campus - Campus Network System Terms of Service

The following rules shall be observed by all users of the Shonan Fujisawa Campus - Campus Network System
(hereinafter referred to as “SFC-CNS”).

l . SFC-CNS users acknowledge that the SFC-CNS is a network for academic purposes.

. Individuals using the network for non-educational or non-research purposes, such as

any examples listed below, may have their SFC-CNS accounts terminated or temporarily

suspended. Users should understand that such termination or suspension could result

in inability to earn course credits or other significant disadvantages.

o o

c
d.

e.

f.

g.

Profit making activities

Actions or activities that violate public order and decency

Actions or activities that invade the privacy of others

Actions or activities that interfere with the normal operation of the network
Actions or activities that infringe on copyrights or other intellectual property rights
Actions or activities which could damage the reputation of Keio University

Other actions or activities that violate laws and regulations or rules of Keio University

. Individuals found to be operating devices that could interfere with the normal

operation of the network may have their access to SFC-CNS terminated.

V. These rules may be revised at any time. Revised rules shall take precedence over

previous versions.

V. The Shonan Fujisawa Campus shall issue SFC-CNS accounts only to persons agreeing to

abide by these rules.

Established: 3 September 2003
Enforced: 3 September 2003

160



Appendix 8

Rules of Using On-Campus Computers

01 Introduction

You may not use CNS for inappropriate purposes and
should respect other network users at all times. You
must abide by the following rules and should refrain
from abusing campus resources. For the full CNS terms

of use, refer to [p.160 : Terms of Use] .

OzDo Not Drink or Eat

Liquid and food can cause severe damage to computer
equipment. No beverages and wet objects (with
exception of bottled drinks) are allowed to be placed

near computer equipment.

03 Fair Use

Because a limited number of computers are available
for public use, the demand for equipment exceeds
availability. Please be respectful and sensitive to the
needs of others at all times and limit your use during

times of heavy demand.

O4Log Out When Finished

Make sure to log out when you are finished. If you do
not, a third party may exploit your account for illegal

means and put the CNS network at risk.
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8 Appendix

List of Available Equipment on Campus

01 Equipment at Media Center

Some computers have audio-visual equipment installed,
which allow you to make copies of VHS tapes or edit
video materials. Service hours are from 9:15 to 22:00
on weekdays, and from 9:15 to 19:00 on Saturdays. On
Sundays and National holidays, the center is closed.
To enter the Media Center, your Student ID card is
required. You may refer to the website for further

information:

OZEquipment at PC Rooms

PC Rooms are available to use 24 hours a day unless
a lecture is conducted in the room. On New Years’
holidays and summer holidays, the rooms will be
closed. To enter the room, your Student ID card is
required. If you do not have a student ID card, you will
not be able to use the facilities. In addition, if you wish
to use the room between 23:00 and 8:00 the next day,

you must submit an "online residency notice" on the

= https://www.lib.keio.ac.jp/en/sfc/

Web in advance.

162

Location Use Type Model / OS Quantity| Host Name
Walk-by Lenovo ThinkStation P360(Windows 11) 1 mcsupcO1
Scaninng Lenovo ThinkStation P360(Windows 11) 4 mcvspc01-04
. . iMac Pro 2017 (macOS 12.6.3) 6 mchdmac01-06
Video Editing - - -
iMac Retina 5K 27inch 2017 (macOS 12.6.3) 2 mchdmac80,81
Music Composition | iMac Retina 5K 27inch 2019 (macOS 12.6.3) 2 mcdamac01,02
Media Open Area General Use Lenovo ThinkStation P360(Windows 11) 5 r:]“f\)y;%ug%
Center (1st Floor) iMac Retina 5K 27inch 2017 (macOS 12.6.3) 6 mcmac01-06
Printer Kyocera ECOSYS P8060cdn 2 -
DELL U3818DW 37.5inch Ultra Wide Monitor 1 U3818DW
DELL P4317Q 42.5inch 4K Multi-Monitor 1 P4317Q
BYOD Monitor Apple Pro Display XDR 32inch Retina 6K Display 1 =
EIZO CG319X 31.Tinch Color Management 5 _
LCD Monitor
A1 Statigt?c/aclgaglysis Lenovo ThinkStation P360(Windows 11) 45 ws00-44
PC Rooms A 18 Video Editing iMac Retina 5K 27inch 2017 (macOS 12.6.3) 40 hdmac00-39
A 21 Music Composition | iMac Retina 5K 27inch 2019 (macOS 12.6.3) 40 damac00-39
(As of September 2023)



Appendix 8

Copyright Rules and Claims

01 Copyright

Redistributing someone else’s copyrighted materials
such as music, movies, and software without
prior consent or legal agreement often results in
infringement of copyrights. Those who have acted
against the law will be disciplined by the University and

face consequences.

02 Restriction on Use of P2P Softwares

Keio University will not tolerate any act of sharing
copyrighted materials over the CNS network, in
accordance with the amendment of Japanese Copyright
Law in 2012. For educational and research purposes,
you may use P2P software if your registration form is

submitted to and accepted by Shonan Fujisawa ITC.

For detailed information detailed “Use of File Sharing
Software on Campus” and up-to-date information of
peer-to-peer software regulation, visit:

= https://www.sfc.itc keio.ac.jp/en/software_fileshare.html

03 Plagiarism

Copyright is a legal right that a creator has, given by
a country, on exclusive rights to use and distribution
of their production. All the reports, submissions by
students to professors or staff must be the result of
one's creation of his or her own. You may not write
words taken from others work as if these are originally
your thoughts and are expected to clearly credit the
source of the documents or references. Any of the
following acts is to be considered as infringement of

copyright.

Imitating or using the thoughts and language of
another creator.

Distributing music or movie files of other creators
to the general public online.

Exposing the records of TV programs or video-

taped clips without authorization of the creator.
Rules, policies, and notices produced by the

government and municipal bodies are not subjected to

copyright as they are documents of the general public.
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8 Appendix

O4Citation

The copyrighted work of others can be used without
permission in the form of a citation. To cite correctly,

the following conditions must be satisfied.

«  The source and the author's name are clearly
stated

«  The original text and the cited section can clearly
be distinguished

«  The cited work is necessary to prove your point

. Your work must not simply duplicate or restate the
cited work

«  The cited work is published

05 Use of Open Content

Out of all the works that are exchanged over the
internet, there are somewhere the creators have left
the work to be shared. This kind of work is called "Open
Content" and can be used with comparatively few

restrictions.

Creators who permit their work to be used freely are
releasing a lot of open content. Amongst these works,
there are those being distributed under the kinds
of shared use agreements that you will see in the
following sections. Make the most of open content but
be sure that you understand and follow the terms of

use.
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O6Copyright of This Book

SFC-CNS is made possible in part by the many free
software, publicly-available documents, and public

domain software that is available openly online.

To fulfill social responsibility, the contents of the SFC
CNS Guide 2023 English Edition may be reused based
on the following policy. Copying, translating, altering,
modifying, quoting, printing, distributing, and selling
of contents within the CNS Guide 2022 English Edition
may be permissible within the regulations in the next

section.

O ; Regulations About Redistribution of This Book

Please refer to this book as the source and also state
that this book allows secondary modification when you
redistribute.

Questions are only accepted on-campus or via email.

You may read the web version of this book from the
URL below:
= https://cns-quide.sfc.keio.ac.jp/
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