SFC CNS GUIDE 2022

-English Edition-

Shonan Fujisawa Information Technology Center
Keio University



Preface

SFC-CNS was established to provide SFC students and faculty with a state-of-the-art computer
network environment at a time when almost all universities in the world did not yet have internet access.
Since then, it has evolved to support various activities at SFC, incorporating new technologies as they became
available, even after the internet became commonplace in the world. It is an open distributed computing
environment in which a wide variety of devices, from UNIX, Mac, and Windows computers to high-performance
servers, manufacturing, and music equipment, are connected, allowing users to exercise their creativity. If you
can use these devices to their fullest extent, you can do a great many things. If you don't know how to use
them, you can only accomplish ordinary tasks.

This is the same as the difference between using 100 different tools to create something and using
only scissors to build something. | hope you will enjoy the fun and power of information technology by using
more and more devices as tools.

This book is essential for SFC students because it contains a lot of information necessary to use SFC-
CNS properly. Since many classes are offered online and it remains difficult to ask questions at ITC or the CNS
consultant booth in-person due to the coronavirus pandemic, this book remains important for students as
a source of important information regarding CNS. SFC-CNS is connected to the world. As a result, you need
to protect your own computers, smartphones, and other devices connected to SFC-CNS by yourself. Please
deepen your knowledge of information technology and learn how to use computers safely. This is the same as
using knives, scissors, or other sharp tools without getting hurt or causing injury to others.

In particular, please be sure to learn the following social ethics and apply them correctly.

— Respect copyright and other intellectual property rights. Never plagiarize documents or copy
software illegally.

— Respect the files and information of others. Respect other people's files, information, and privacy.
Do not browse files that are not intended for you, even if they are visible to you.

— Understand that SFC-CNS is a system for education and research. Do not use it for any other
purpose.

— Do not access computers that you are not authorized to use.

— Do not post derogatory comments or slander on SFC or other organization's web sites or web
applications. Do not send slanderous or defamatory e-mails to others. Never send slanderous
e-mails or chain e-mails, and if you do receive them, do not relay them.

— When creating web pages, be aware that anyone in the world can read the content. When
creating web pages, respect the rights of others and do not infringe on the rights of others by

publishing images, audio files, videos, or other content illegally.

— Do not do anything that may cause trouble to others.



If you have any concerns or questions, please consult with the CNS Consultant Desk in the Media
Center or the Shonan Fujisawa Information Technology Center (ITC). SFC-CNS is operated by students and
faculty members working together to create the best learning and research environment for themselves. After
learning the basics of SFC-CNS through this manual, please refer to the ITC website to learn how to use the
system in more depth. | hope that you will be actively involved in the operation of SFC-CNS to bring it to a new
level.

ITC established an editorial committee to decide the contents, write, edit, and proofread this
document. The editorial committee members are mainly students who are users of SFC-CNS, and students play
a major role in the production of this publication. The editorial committee is composed mainly of students who
are users of SFC-CNS, so students play a major role in this project. The committee also considers opinions on
the versions published to date and questions about SFC-CNS sent to ITC.

Finally, | would like to express my deepest gratitude to the CNS consultants who have assisted in

the production of this year's edition by organizing the materials and checking the contents. | would also like to
thank the many people who have been involved with the SFC CNS Guide to this point in time.

Shonan Fujisawa Information Technology Center (ITC) Director
Jin Nakazawa

SFC CNS GUIDE Editiorial Comittee

Leader

Moe Kido
Member

Ayano Shirahata Fujika Kakuta Madoka lino Yasufumi Nakata
Staff

Shonan Fujisawa ITC
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1 Start Up

What is SFC-CNS ?

O] What is SFC-CNS?

SFC-CNS stands for Shonan Fujisawa Campus - Campus
Network System. A network is a web of interconnected
computers that share information resources, which
is an integral part of our society. CNS is the network
system that supports academic life of Shonan Fujisawa

Campus.

Network system resources available for your use are
delivered in different forms, including wireless network
access points, various web systems, and many other
resources. CNS is the overall environment of all shared

network resources for students, faculty, and staff at SFC.

On campus, there are a number of computers
connected to CNS for research and educational
purposes. All students, faculty, and staff on campus
are free to use the shared resources through these
computers installed on campus or on your personal

computers.

OZWhat is an “Account”?

Many people at SFC use CNS. Those who use the system
are called "users," and their privileges to use CNS are

called "accounts."

Accounts on CNS are assigned to students, faculty,
and staff in the Faculty of Policy Management, Faculty
of Environment and Information Studies, Faculty of
Nursing and Medical Care, Graduate School of Media
and Governance, and Graduate School of Health
Management, according to the CNS Terms of Use (refer
to [p.156 : Terms of Use] ).

If you would like to obtain a CNS account but are not
a student, faculty, or staff of the five departments
listed above, you can view details about applying for
a CNS sub-account by viewing at the "Information
for Students at Other Campuses" page of the Shonan
Fujisawa Information Technology Center (ITC) website:

= https.//www.sfc.keio.ac.jp/en/

* If you are only taking correspondence courses or
foreign language courses, you are not eligible to receive

a CNS account.

In order to identify users and manage the security
of CNS, all students on campus are provided with a
CNS account. A CNS account has a uniquely assigned
login name and a password. The login names of
undergraduate students contain the user's faculty,

enrollment year, and initials.



t22xxxtk

faculty enrollment name initials
year

The example login name shown above belongs to a
student enrolled at the Faculty of Environment and
Information Studies in academic year 2022. Each user
has an email address in the form "[your CNS login
name]@sfc.keio.acjp," which can be accessed by using
a seperate password from your CNS login password
(refer to [p.54 : Using Your CNS Mail Account] ).

03 Password Management

A CNS login password is used to confirm your identity
when accessing certain resources on CNS. You must

make a password that satisfies the following conditions:

Contains only alphanumeric characters and certain
special characters

Contains 10 or more characters

Contains at least one uppercase character, one

lowercase character, and one number

The following password types should be avoided

completely because they can be easily guessed.

Your name or any relative's name

Common dictionary words

Birthday, address, telephone number, or repeated
sequences of characters -e.g. Yukichi0110

(Combination of your name and birthday)

Start Up 1

Your CNS account may be suspended. For help
changing your password, please refer to [p.143: How
to Change Account Passwords] . If you forget your
password, or if your account has been suspended,
please bring your student ID or campus card to the
CNS service desk at the Shonan Fujisawa Information
Technology Center (refer to [p.153 : SFC-CNS

Technical Support Services] ).

Having your CNS account information stolen not
only puts your account at risk but the entire CNS
environment. In order to reduce the chances of having
your information stolen, please be careful with how you
handle your passwords. In particular, do not write them
down or tell them to anyone, including faculty, staff, or
friends.

Do not share your password, even in the following
occasions:

+ When faculty or staff members ask for your
password.
« When you want your friends to do something for

you using your account.

If you suspect any suspicious activity involving your
CNS account, change your CNS login password
immediately and consult the CNS service desk at the
Shonan Fujisawa Information Technology Center (refer
to [p.153 : SFC-CNS Technical Support Services] ) . To
change your CNS login password, please refer to [p.143

:How to Change Account Passwords] .
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1 Start Up

Websites You Can Use on Campus

Using SOL

75 CANVAS OlWhat is SOL?

CNSPHY >k

(1] ... I

SOL is the SFC's class management system. You can

2]~
_ view class information, submit assignments, and check
| L2 =]

e class materials. Please access from the following URL.

= https://sol.sfc.keio.ac.jp

Please enter your CNS login name in @ , and your

CNS login passwords in @, and click @ “Login”.

02 Using SOL

o " You can check your courses on the "Dashboard" which

Fy¥ak—K + 8

[}

appears when you click on the @ icon. By clicking on
)\ the name of the course, you will be able to view the
class page for each course, check the course content,

fICF RV EHDELA
it download lecture materials, and submit assignments.

B i courees OBChecking your syllabus

You can view the syllabus for all courses offered at

SFC by selecting "All Courses" from the "Courses"

menu, which appears when you click on the "Inbox"

icon.

T - : O4Communication on SOL

Through SOL, you can receive communications from

your course instructors and send questions. Click

on the icon "Inbox" to see the messages you have

received or to create a new message.

10
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keio.jp

01 What is keio.jp?
keio.jp

Keio University CALAMVS GLADIO FORTIOR Keio.jp is the identity management platform used in

Keio University. The system can also be used to obtain

O51 Y RR: keio.jp/R—4 L / keio.jp Portal .
elelerm elolpora: student software licenses.

2

© | tkeio@keio.jp

= http://keio.jp/

You must set up and activate your keio.jp account on

the keio.jp registration web site.

After activating your account, type your keio.jp ID in @
© o e

"ID" and your keio.jp password in @ "Password." Then,

=
@
()
wm
wm
—
>
=Z

Guide:on | off

click ©® "Login."

FBEHAA R Y=k

© Keio University. If there are any questins about the activation of keio.

jp account, please contact Shonan Fujisawa ITC(For

contact details, please refer [p.157 : Other Support

ITEIN SND

Services] )

On keio.jp, you are free to download licenses for

o 7 software, and browse through various research journals

- and publications.

The software licenses that students are allowed to use
are listed on [p.141 : Software Licensing Center] .
To issue a license after accessing keio.jp, please
check STEP 01 ~ 08 of [p.99 : Installing Antivirus
Software on Your PC (Windows 10)] .

11



1 Start Up

Other Websites

== KEIQ UNIVERSITY
E@j SFC GLOBAL CAMPUS 01 SFC Global Campus

ABOUT US

About SFC Global Campus.
Registaration

s
Wi. This website is for sharing our courses globally with

SFC-GC service will be unavailable on March 6 (Tue) 14:00-17:00.

Al and Poicy KEIO SFC on iTunes U is launched in Aug 2010. Please check updates ! et
- W covre picun students outside SFC. 500+ classes and 5000+ class videos
gK:v"ﬁa‘the?aic allteacs  face NTERNET MEASIRGHENT AND DATA AUALYSS 2012 o = Course

e —— i somassne | @) HHS | are open to the public for free.

= It becomes possible to access a huge amount of diverse data through
=ty the Internet. It allows us to obtain new knowledge and create new Application for e-Course:
i K (2018 Spring Semester)

oo o Suent tta | G 0 o noton oo Bl o Clecte | e = https://gc.sfckeio.ac.jp/
= ) one needs to have a good of the technical backeround LINKS

* As of August 2022, SFC-GC is currently suspended.

02 Wellness(Physical Education) System

- S You can write notes, submit reports, and make

reservations for Physical Education 2-5 classes.

Available Classes: 20221103 (on)

N

073 Mo | 28 Kendo

= https://wellness.sfc.keio.ac.jp/v3/index.php?lang=en

Keio University Liwarcs

03 Shonan Fujisawa Media Center (Library)

Opening hours of the Media Center and library event

[ Media Centers  Q Find/Search (2] Onlne Forms

S

§ (Lbrary)

news are available through this website. You can also

Media Conter TOP > Shonan Fujsawa Madia Center

- i oy Ly make a reservation for using the AV Hall, studios, and
New Books [Japanese] earch Mate Search D

- so forth.

o Pickup Contents. —

—~

= https://www.lib.keio.ac.jp/en/sfc/

Important Notices
hanges n Hours/Servicss

Access

B a puck B abou §
Library Services!

ooy ()4 xosmos

KOSMOS allows you to search for books in the Keio

[Important Announceent] Special Measures for

University libraries, reserve books, and check the status of

Library Patrons Associated with the Prevention
and Control of Novel Coronavirus

any currently checked-out books.

Maltunction Inormatin (FAQ New Festures (As of
Aug.02

= https://search.lib.keio.ac.jp/discovery/
search?vid=81SOKEI_KEIO:KEIO&lang=en
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Access Content Only Available
on Campus from Outside

Browsing the Web Using the CNS Network over WebVPN

Several webpages are accessible only on campus due
to licensing restrictions. However, you can use these

websites from outside SFC if you have a CNS account.

SFC

Shonan Fujisawa Campus

CNS VPN Service

paloalto’ cLosaLproTECT

0 B8

MediaCenter SFCITC

| COLUMN w1

SFC has several different methods for accessing restricted
content. Here, we will explain how to browse websites
with WebVPN.

01

Open a web browser and go to the following URL:

= https://vpn3.sfc.keio.ac.jp or https://vpn4.sfc.keio.
ac.jp

Type your CNS login name in @ "CNS login name" and
your CNS login password in @ "CNS login password."
Then, click ® "LOG IN."

02

Type the URL of the webpage you want to browse in @
and click @ "GO." You can browse the website almost

as if you were on campus.

About VPN

VPN stands for Virtual Private Network, which enables a computer to access and transmit data to a

private network as if it were connected directly. It extends a private network over a public network,

such as the internet. VPNs allow computers connected to the internet to work from remote places while

benefiting from the security and management systems of the private network. SFC has several different

methods for accessing content restricted to on-campus use. To get more details, see "VPN Service" on

the ITC website.

= https://www.sfc.itc.keio.ac.jp/en/network_cns_vpn2.html

13
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2 Wireless LAN

About the Wireless LAN Environment

on Campus

Wireless network access points are available across
campus for research and educational purposes. Wireless
local area networks (LAN) are networks which connect
devices using wireless radio signals. The wireless
network used by CNS uses a set of standards known as
IEEE 802.11 a/n/ac, which is supported by most modern
devices. Your access to CNS must be authenticated
via personal certificate using a method known as EAP-
TLS. Your certificate strengthens the security of your
connection and authenticates you and your devices to

the network.

In this section, we will explain how to access the
internet using a personal certificate using Windows,
macOS, i0S, and Android.

If any of your devices are not compatible with EAP-
TLS authentication, you should use EAP-PEAP
authentication instead, which is explained in

[p.50 : Connecting Your Device to CNS by EAP-PEAP

Authentication] .

|
|
: Internet :
|
I I

I
|
I
I
:
I
: SFC-
I
|
|
|
|
I
I

Campus Network

Connect Using Personal Certificate

16

CNS

Connect Using
EAP-PEAP Authentication



Wireless LAN 2

Connecting Your PC (Windows 10) to CNS

o | YT 01

Aops

IR HO raphics Cotol Pane Vo ) gl t First connect to the wireless LAN used for setting up

B Settings

N @@ gk network access on new devices. If you have a mobile

P control pa-ee wed resulis

router or any other method of connecting to the
internet, skip to STEP 08. On the bottom left of the
screen you will have to search @ "Control Panel" and

from the results open @ "Control Panel."

[ Control Panel - O X
4 [ > Control Panel » v| 0] | search Control Panel »

Adjust your computer's settings Viewby: Category ¥
Click @ “Network and Internet.
System and Security User Accounts
vl erpcouns

Save backup copies of your files with File
History S Appearance and Personalization
Backup and Restore (Windows 7) Change the theme
Find and fix problems <! Adjust screen resolution
b Networkand Internet o 2. Clock, Language, and Region
— p Add 2 language
Choose homegroup and sharing options.

Change input methods

/% Hardware and Sound Change date, time, or number formats
3 View devices and printers Ease of Access

Add 2 device Let Windows suggest settings

Adjust commonly used mobilty settings Optimize visual display

Programs
L')‘ Uninstall a program

8 Network and Internet - o x
<« © 4 @ » Control Panel > Network and Internet > ~| @] | Search Control Panel »

Control Panel Home Aall Network and Sharing Center Q
2 Wt ork

System and Security — p——
iew network computers and devices

*+ Networknd nemet HomeGrous Click @ “Network and Sharing Center."

Hardware and Sound ¢

Programs

Choose homegroup and sharing options

User Accounts Internet Options
7=] change your homepage | Manage browser add-ons | Delete browsing history and cookies
Appearance and
Personalization
Clock, Language, and Region

Ease of Access

£ Network and Sharing Center - o X
« v 4 EX « Networkand Internet > Network and Sharing Center v @ | Search Control Panel p 04
Control Panel Home View your basic network information and set up connections

View your active networks
Change adapter setings

Change advancedsharing Network nccestype et Click @ “Set up a new connection or network."

settings Public network Connections: § Ethemet

Change your networking settings
oy 1

" Set up  broadband, dial-up, or VPN conne®Io; or set up a router or access point,

Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

17
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2 Wireless LAN

s Connect to the Internet
& 5t up a broadband or dial-up connection to the Internet

“lagi et up a new network
<=2, Setup a new router or access point.

ﬁ anually connect to a wireless network
&=l Connect to a hidden network or create a new wireless profile.

[ Connect to a workplace
™ Set up a dial-up or VPN connection to your workplace.

o=

Cancel
Enter information for the wireless network you want to add
AR - —
SR o )24
Encryption type: None
Security Key: Hide characters
e [] Start this connection automatically
. —
Warning: If you select this option, your computer’s privacy might be at risk.
9 Next Cancel

& Manually connect to a wireless network

Successfully added 000000SFC

—> Change connection settings
Open the connection properties so that | can change the settings.

0' Close I

CINS Personal certificate /
Device registration
for CNS Wireless LAN

ompln lish singl

Please enter your

device

i ey

Please enter your CN login password. ] 9.,.« English single-byte characters.
o=

« For Android 11 d
‘Security Communication RooiCA

« If you are using iPhoneiPad/iPod touch,

18

05

Select @ "Manually connect to a wireless network" and
click @ "Next."

06

Type "000000SFC" in @ "Network name" and select "No
authentication (Open)" from @ "Security type." Make
sure that © "Start this connection automatically" is
unchecked, and check @ "Connect even if the network is

not broadcasting." Then, click @ "Next."

0/

Click @ "Close."

* "000000SFC" can only be used for setting up Wireless
LAN connection. It can not be connected outside

campus.

08

Open a web browser and go to the URL:

= https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

Type your CNS login name in @ and your CNS login
password in @, then click @ "Start the registration."



CINS Personal certificate /
Device registration
for CNS Wireless LAN

osue of the ptaml certificate

Issue Issue the personal certificate

Register/Delete the device information

CNS Personal certificate /
Device registration
for CNS Wireless LAN

“This process will issuc the personal certificate.

Device registration
for CNS Wireless LAN

Download of the personal certifieate

Information of the personal cerificate
Tosiamne - ggoutk
Tsueddate | 20200731 17:52:24

logout

Wireless LAN 2

09

If this is your first time creating a personal certificate,
select "Issue" in @ and click @ "Submit."

If you have already issued your personal certificate, and
the certificate is still valid, select "Download" in @, click
@ "Submit," and skip to STEP 11.

New students have already issued a personal

certificate at the time of CNS account pre-registration,
so select "Download" in @ and move on to STEP 11.

If your certificate has expired, select "Reissue” in @ and

click @ "Submit." If you select "Reissue," your previously

issued certificate will be invalidated.

You can confirm the expiration date of your certificate
by following the instructions at the following site.
Once the expiration date has passed, you will not be
able to connect to the campus wireless LAN, so you
will need to delete the old certificate and reissue a
new one. For more details, please refer to [p. 25 How
to delete an old certificate] or the website below.

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless_802_1x_renew.html

10

Make a new passphrase for your personal certificate.

This password is necessary to protect your personal
certificate against unauthorized use and must contain
at least 8 characters. Type your passphrase in @ and
@ , then click  © "Issue the personal certificate." This
passphrase will be used in STEP 14 and will be required
when installing your certificate on any additional

devices.

11

Your browser will prompt you to download the
certificate. If you are using Firefox, a dialog box will
appear at the bottom of the window. Click @ "Open."
If the download does not automatically begin, click @

"Download."

19
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2 Wireless LAN

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is & confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

o (@ Current User

() Local Machine

To continue, diick Next.

Cancel

& L* Certificate Import Wizard

File to Import
Spedfy the file you want to import.

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (,PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.SST)

=] -

€ & Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with 2 password.

Type the password for the private key.

Password:

[ |

[Jpisplay Password

Import options:

[JEnable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[[JMark this key as exportable. This will allow you to back up or transport your
keys at a later time,

e Indude all extended properties]

(3]

Cancel

20

12

Open the file you just downloaded and wait for the
“Certificate Import Wizard" to appear. Check @ "Current
User," then click @ “Next."

13

Make sure that the path to your downloaded certificate

is correctly entered in @ “File Name." Then click @ “Next."

14

Type your personal certificate passphrase from STEP
10 in @ "Password" and check @ “Include all extended

properties." Then, click © “Next.”

* If you have forgotten the passphrase, return to STEP

09 and reissue your personal certificate.



&« 2 Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

@ Automatically select the certificate store based on the type of certificate
(O Place all certificates in the following store

Certificat

tore:

Browse...

Cancel

€ 2 Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedified the folowing settings:
Automatically determined by the wizard
Content PFX
File Name C:¥Users¥Keio_SFC¥Downloads¥ 122xxxtk.p12

Cancel

Security Warning

You are about to install a certificate from a certification
! authority (CA) claiming to represent:

KEIO SFC Root CA G2

Windows cannot validate that the certificate is actually from
“KEIO SFC Root CA G2, You should confirm its origin by
contacting “KEIO SFC Root CA G2°, The following number will
assist you in this process:

Thumbprint (sha1): FB9002D1 FE45EE9E BE218A09 E33FE099
00580E63

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA, Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

O = |

Wireless LAN 2

15

Click @ “Next."

16

Click @ “Finish."

17

If a security warning shows up, click @ "Yes" after
confirming the thumbprint of the CNS root certification
authority (CA) matches the following value:
FB:90:09:D1:F6:45:EE:9B:B8:21:8A:09:E3:3F:B0:99:0
0:58:0E:63.

If the thumbprint does not match, you should stop and
contact ITC.

21
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2 Wireless LAN

Certificate Import Wizard “

2 Network and Sharing Center - o

- © 1 B > Control Panel > Network and Internet > Network and Sharing Center 0] | search Control Pane

Contol Panel Home View your basic network information and set up connections
View your active networks
Change adapter setings

Accesstype:  Intemet
HomeGroup:
Connections: 4% {~473}-

Change advanced sharing 000000sFC
settings Private network

Ready to create
Change your networking settings

<

” iection; or set up &

[ Tioubleshoot problems
Diagnose and repair network problems,or get troubleshooting information.

point.

v X

‘@' Set Up a Connection or Network

Choose a connection option

=4 Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

E‘ﬁ. Set up a new network
2. SElUp a new router or access point.

[ ] ol connect o a wireless network
-3 Connect to a hidden network or create a new wireless profile,

[‘ Connect to a workplace
- Set up a dial-up or VPN connection to your workplace.

o

Next Cancel
< ¥ Manually connect to a wireless network
Enter information for the wireless network you want to add
R (1)
Security type: WPA2-Enterprise ~ 9
Encryption type: AES ~
Security Key: Hide characters
Start this connection aummallcallyl
[[] Connect even if the network is not broadeasting
Warning: If you select this option, your computer's privacy might be at risk.
Cancel

22

18

Click @ "OK."

If you have reissued your personal certiticate, please
make sure to delete the old certificate.

19

Go back to “Control Panel" and open “Network and
Sharing Center" from “Network and Internet."

Then, click @ “Set up a new connection or network."

20

Select @ "Manually connect to a wireless network" and
click @ "Next."

21

Type “CNS" in @ "Network name." Select "WPA2-
Enterprise" from @ "Security type" and check @ “Start

this connection automatically." Then click @ "Next."



Wireless LAN 2

- X
@ Manually connect to a wireless network

Successfully added CNS

()
—t
Q)
s
_
©

Click @ “Change connection settings."

—> Change connection settings
Open the connection properties so that | can change the settings.

=
) i ()
CNS Wireless Network Properties n 2 3 D
1 (93]
Connection X X 2
Click the @ “Security" tab. ;
MName: CNS =
S51D: CNS
MNetwork type: Access paint
Network availability:  All users
Connect automatically when this network is in range
|| Look for other wireless networks while connected to this network 2 3
Connect even if the network is not broadcasting its name (SSID) (Va]
Q
() 4
=
0K ‘ | Cancel W
O
.
>
—
(D
)
wv

CNS Wireless Network Properties k4 2 4

Connection Security
Below “Choose a network authentication method,"

Security type: |WPA2_Enterprise V| select @ “Microsoft: Smart Card or other certificate,”

and click @ “Settings."

Encryption type: |AES e |

o Choose a network authentication method:

| Microsoft: Smart Card or other certific: \'lll Settings Ie

Remember my credentials for this connection each
time I'm logged on

23



2 Wireless LAN

Smart Card or other Certificate Properties

When connecting:
(OUse rmy srmart card
@Use a certificate on this computer

oD Use simple certificate selection (Recommended)

Advanced

\u"erify the server’s identity by validating the certificatel

DCDnnect to these servers (examplesisrv] srvd; ¥¥ sred¥ com)

Trusted Root Certification Authorities:

oot ~

ocahos

Microzoft Root Authaority
|| Microsoft Root Certificate Authority
; Microsoft Root Certificate Autharity 2010
|| Microsoft Root Certificate Authority 2011
[ 1 Quavadis Raot Cartification Autharity

[l

~

>

Wiew Certificate

DDon‘t prompt user to authorize new servers or trusted
certification authorities.

[Jus= a different user name for the connection

Gancs|

Choose a network authentication method:

Microsoft: Smart Card or other certifice ~

Remember my credentials for this connection each
time I'm logged on

Advanced settings

= ] o

24

25

Check @ "Verify the server's identity by validating the
certificate." Check @ "KEIO SFC Root CA G2" in the
"Trusted Root Certification Authorities." Then, click ©
oK.

26

Click @ "OK."

27

Click the internet access icon in the bottom right of the
screen. Select @ "[your CNS login name]@sfc.keio.ac.jp"
and then click @ "OK."



Wireless LAN 2

-]} Adobe Actobat Distler DC = A=Y )
Intemet \
Br 0 Explorer Phone Compa...

If you want to make sure your device is connected, look

dn ueig

at the bottom left of your screen, click the @ Windows

icon, then click @ "Settings."

29
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Wi-Fi
o On n "o : B MA/

Open "Network and Internet" in Settings, then click "Wi-
(T Comeces, secues Fi." You will be able to check which LAN is connected

Show available networks " "o . "
now. Once "Connected" is displayed, close "Network

Hardware properties

and Internet."

Manage known networks

Random hardware addresses Instructions for connecting your Windows 10 to wireless

Use random hardware addresses to make it harder for people to iS now com p|ete
track your location when you connect to different Wi-Fi networks. :
This setting applies to new connections.

Use random hardware addresses

@D off

ITEIN SND

Control Panel

a O 1 How to delete an old certificate

App.
L5z Control Panel
[ Settings > . . e
. If you want to delete a previously installed certificate,
B intel® Graphics Control Panel >
S = open open @ "Control Panel"
= Taskbar notification area > 03 Open file location
8 spem 5= Fnosn () 4
@ Seeif you have a 32-bit or 64-bit N  Pinto taskbar =
version of Windows (Va]
Search the web )
O control panel - see web results > _.
>
—t
(D
)
wv
£ control panel =i

ternet options - Control Pane
<« v > Control Panel a O 2

. - Select @ "Internet Options" and open it.
ange temporary Internet file settings

Block or allow pop-ups

KA Network and Sharing Center
<= Media streaming options
Connect to a network

‘ Windows Defender Firewall

Allow an app through Windows Firewall

25



2 Wireless LAN

.1 Internet Propertkb ? x

General Security Privac‘,-iunnectiuns Programs Advanced

Certificates

&

Use certificates for encrypted connections and identification.

| Clear SSL state Certificates I Publishers
AutoComplete
—" AutoComplete stores previous entrie: Cottinn
€ Certificates X
Intended purpose: <All> 7

Personal Other People Intermediate Certification Authorities Trusted Root Certification Auth| «|*

055ued To

= oxtk@ EIO e 9 one

Issued By Expir... Friendly N...

Import... Exporl.

Certificate intended nirnases

& Certificates

You cannot decrypt data encrypted using the certificates. Do
! you want to delete the certificates?

Yes No

26

a03

Click on the @ "Content" tab and click @ "Certificates."

a04

Hover the cursor over @ "[your CNS login namel@sfc.
keio.ac.jp" to check the expiration date, and if it has

expired, click @ "Remove."

a05

Click @ "Yes" when the warning message appears.

How to delete an old certificate is completed.



Wireless LAN 2

Connecting Your Mac (macOS) to CNS

Preferred Networks

[

Network Preferences...

Find and join a Wi-Fi network.

h Enter the name and security type of the network you want
L 4 to join.
Network Name: | 000000SFC |
Security:  None

(2]

Remember this network |

? Show Networks Cancel

€IS Personal certificate /
Device registration
for CNS Wireless LAN

Purpose of this webpage:

« Issue/Download/Invalidate your personal certificate.
« Register of identical information (MAC address) of your device.

Please enter your CNS
Please enter your CNS login

« For Android 11 devices, the
Security Communication RootCA2

« If you are using iPhone/iPad/iPod touch,
you can configure mail and VPN as well as wireless LAN.

01

First, connect to the wireless LAN used for setting up
network access on new devices. If you have a mobile
router or any other method to connect to the internet,
skip to STEP 03. If not, click @ "Other..." from the list of
@ Wi-Fiicon.

02

Type "000000SFC" in @ "Network Name." Uncheck @

"Remember this network." Then, click @ "Join."

* "000000SFC" can only be used for setting up Wireless
LAN connection. It can not be connected outside

campus.

03

Open a web browser and go to the following URL :

= https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

Type your CNS login name in @ and your CNS login
password in @ . Then, click ® "Start the registration."

27
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2 Wireless LAN

C1S Personal certificate /
Device registration
for CNS Wireless LAN

OIssue of the lamal certificate

Issue Issue the personal certificate

Register/Delete the device information

Registration of the device

SEC-ITC SEC official web site Keio university SFC-ITC

CIS Personal certificate /
Device registration
for CNS Wireless LAN

This process will issue the personal certificate.

Please enter the passphrase for the encryption of the personal certificate.

You need your passphrase to install the personal certificat

Please enter the passphrase

Please enter the passphrase again. (mBnn)

Cancel the registration  SECITCwebsite | SFCofficial website  Keio university SFC-ITC

CINS Personal certificate /
Device registration
for CNS Wireless LAN
logout
onal certificate
Information of the personal ceticate
Login name 12200tk
loosddue | 2220905225055
Expiration date  2030/09/03 22:50:55
Download other items
[ Add Certificates
Fordh Do you want to add the certificate(s) from the file
e | ud9xxxtk .p12" to a keychain?
|
Keychain:| login [

28

04

If this is your first time creating a personal certificate,
select "Issue” in @ and click @ "Submit."

If you have already issued your personal certificate and
the certificate is still valid, select "Download" in @, click
@ "Submit," and skip to STEP 06.

New students have already issued a personal certificate

at the time of CNS account pre-registration, so select

"Download" and move on to STEP 06.

The certificate is valid for the duration of the student's

enrollment.

05

Make a new passphrase for your personal certificate.
This passphrase is necessary to protect your personal
certificate against unauthorized use and must contain at
least 8 characters.

Enter your passphrase in @ and @ , then click ® "Issue
the personal certificate." This passphrase will be used in
STEP 08.

06

Your download will begin automatically. Once
completed, open the file you just downloaded. If
download does not begin, click @ "Download" to save
the file and open the certificate.

If your personal certificate has expired, please refer to

[p.31 : a01 How to delete an old certificate]

0/

Once the window "Add Certificates" appears, make sure
the selected keychain in @ is "login." Then click @ "Add."



M)

Enter the password for "t22xxxtk.pt":

g Passwgm

Show password

Cancel

Tue 22:42 Q

Wi-Fi: Looking for Networks.o

Turn Wi-Fi Off
+ 000000SFC

keiomobile2

Join Other Network...
Create Network...
Open Network Preferences...

P The W|-'F| network' CNS" requires WPA2
@ %" enterprise credentials.
L 4

Modg: | EAP-TLS <
Identi®” | t22xxxtk @sfc.keio.ac.jp of v

Usernaﬁ

v Remember this network I

?
(] Verify Certificate -
7~ Authenticating to network "CNS"

)

Before authenticating to server "ns02.sfc.keio.ac.jp", you should examine the
server's certificate to ensure that it is appropriate for this network.

Show Certificate Cancel

To view the certificate, click 'Show Certificate'.

Wireless LAN

08

Type your personal certificate passphrase in @
"Password" from STEP 05 and click @ "OK."

* If you have forgotten your passphrase, return to STEP

04 and reissue your personal certificate.

09

Click the @ Wi-Fi icon to get the list of available wireless
networks. Then, select @ "CNS" from the list.

10

From @ "Mode," select "EAP-TLS." From @ "ldentity,"
select "[your CNS login name]@sfc.keio.acjp." Make sure
to check ® "Remember this network" and leave the

"Username" column blank. Then, click @ "Join."

11

The dialog box shown on the left side will appear. Click

@ "Continue."

2

29
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2 Wir

eless LAN

M.

12

You are making changes to your Certificate Trust
Settings. Type your password to allow this.

Usernagge: Taro Keio

o

Password: eeeeed

eapolclient wants to sign using key “privateKey"

in your keychain.
Do you want to allow access to this item?

Allow

Deny

Always Allow

eapolclient wants to change access permissions
of the “privateKey" item in your keychain.

Do you want to allow access to this item?

Deny

‘=

30

When asked to enter your password, type your macOS
account password in @ "Password." Then, click @

"Update Settings."

13

The dialog box shown on the left side will appear. Click

@ "Always Allow."

14

Again, click @ "Allow" on the dialog box. From now on,

if you are on campus, your computer will connect to CNS

automatically.

Connecting Your Mac (macOS) to CNS is completed.



Wireless LAN 2

1

W

@ Podcasts o S ad O 1 How to delete an old certificate &
eminaers eychain Access —_
ain” @ E
H | %

_ iEs & Screenshot To delete an old certificate, first click on @ "Keychain

Access" in the @ "Utilities" section of the application.

[ XX ] Keychain Access o B ® Qseart a O 2

Default Keychains Rilitems)) Passwords ~Secure Notes My Certificates ~Keys [ Certificates.

f login 22cxtk @ keloao Select @ "Certificates", and click @ "Delete [CNS login
o Local Items Issued by: KEIO SFC Intermediate CA G2
ST GKEI SFG Root O 02" eriat s nt rused name]@sfc.keio.ac.jp." which appears when you right-
A System
(&) System Roots Name Kind Date Modified  Expires B n . . T

y =E e e Click "[CNS login name]@sfc keio.ac jp.

=
@
M
wn
(V)
—
P
=

T Private Exchange Key New Identity Preference...
7 Private Exchange Key

§ private Exchange Key Copy " 220tk @sfckeioacip
! Private Exchange Key Delete " 2200tk @sfc.keio.acp”
! —

After deleting the certificate, return to STEP1 and reissue
your personal certificate. If you want to connect to other

multiple devices after the reissue, select "Download"

because only the latest certificate will be valid. If you are M 3
still unable to connect after adding the certificate, please %
"reboot" your device. <

=
This is the end of the procedure for connecting your Mac
(macOS) to CNS..

M
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2

Wireless LAN

Connecting Your iOS Device to CNS

Settings

Q Search or enter website name

o

Favorites

i

¢« Y
yahoo.co.jp

7y 7T Yahoo!
JAPAN

J

keio.jp Google

Show More
Twitter Facebook
JaF Amazon

RT1 7

01

On your home screen, tap @ "Safari."

* This procedure assumes that your smartphone has a

4G/5G connection.
* If you don't have 4G/5G connection, please connect to

SSID "000000SFC" from wireless settings.

02

Type the following URL in @ or scan the following QR
code, and go to the registration page:

= https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

32



CNS Personal certificate /
Device registration
for CNS Wireless LAN

Please try with Safari.

You can not download the certificate in Google
Chrome.

Wireless LAN configuration for iPhone:

e Issue of the private certificate

* Download of configuration profile for iPhone
CNS login name o
CNS login password 9

3

C 1S Personal certificate /
Device registration
for CNS Wireless LAN

Issue of the personal certificate
o | o) 9

Issue Issue the personal certificate

Wireless LAN 2

03

Type your CNS login name in @ "CNS login name" and
your CNS login password in @ "CNS login password."
Then, tap © "start registration."

04

If this is your first time creating a personal certificate,
select "Issue" in @ and tap @ "go."

If you have already issued your personal certificate and
the certificate is still valid, select "Download" in @ , tap
® "go," and skip to STEP 06.

New students have already issued a personal certificate

at the time of CNS account pre-registration, so select

"Download" and move on to STEP 06.

If your certificate has expired, select "Reissue" in @
and tap @ "go." If you select "Reissue," your previous

certificate will be invalidated.

You can confirm the expiration date of your certificate
by following the instructions at the following site. Once
the expiration date has passed, you will not be able to
connect to the campus wireless LAN, so you will need
to delete the old certificate and reissue a new one. For
more details, please refer to the website below.

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless_802_1x_renew.html

33
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2 Wireless LAN

€IS Personal certificate /

Device registration

for CNS Wireless LAN
logout
This process will issue the personal certificate.
Please enter the passphrase for the encryption of the personal certificate.
You need your passphrase to install the personal certificate.
Please enter the passphrase fevevesssiss __WMZhan § characters)
logout

Download of the SFC-CNS setting proflie
for iPhone

Profile(A)

(1
- Wireless LAN connection only
Profile(B)
- Wireless LAN connection + VPN setiing +
mail(IMAP) setting
Profile(C)

- Wireless LAN connection + mail(IMAP) setting

This website is trying to download a
configuration profile. Do you want to

allow this?

Ignore | Allow

34

05

Make a new passphrase for your personal certificate.
This passphrase is necessary to protect your personal
certificate from unauthorized use. It must contain at least
8 characters. Enter your passphrase in @ and @ and tap
© "Issue the personal certificate.” This passphrase will be
used in STEP 18.

06

Now you'll be on a selecting site of Setting profile. Tap @

"Download" next to "Profile(A)."

If you select "Profile(C)," you can set up both wireless
LAN connection and CNS mail at the same time.

Also by selecting "Profile(B)," you can add VPN settings at
the same time. To check VPN [p.13 : Access Content Only
Available on Campus from Outside] inside the colomns
[About VPN] .

If you want to set up CNS mail, tap "Download" next to
"Profile(B)" or "Profile(C)." Then follow STEP 6~21 of [p.
63 :Configuring Your CNS Mail on Your iOS Divice] .
Then follow STEP 21 and STEP 22 in this section to set up

your wireless LAN connection.

07/

The dialog box shown on the left side will appear. Tap @

"Allow."



Wireless LAN 2

A
—t
loaout O 8 o
—
Profile Downloaded Tap @ "Close.” %
u Dov Review the profile in Settings app if
for i you want to install it.
m Close
Profile(B)
ifialoce T ANI i NTDNI o i (et

N

09

On your home screen, tap @ "Settings."
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Settings

M
23
w
<
Q
Taro Keio If @ "Profile Downloaded" is displayed, tap it and go on
Apple ID, iCloud, iTunes & App Store toSTEP13.
M
) 24
w
Profile Downloaded :_sD
)]
—
D
A

X Screen Time 1 1 ,,,,,,,,

o If "Profile Downloaded" is not displayed in Settings, tap
@ General O "General."

Control Center

Display & Brightness

35



2 Wireless LAN

12

de Not Connected Tap @ "Profile."

Profile

Legal & Reqgulatory

WOWNLOADED PROFILE 1 3

SFC-CNS FIfsE The downloaded profile will be displayed. Tap the @
BEZZMEERITC Profile.

Cancel Install Profile @] Install 14

Tap @ "Install."
(@} SFC-CNS FIE®E
g EESMHRBEORITC

Signed by Not Signed

Description SFC-CNS QFIFEERE
- BRLAN

Contains Wi-Fi Network
3 Certificates

More Details

Enter Passcode Cancel 1 5

Type in your iOS device passcode.

Enter your passcode

o O O O

36



Cancel Warning 0| Install

UNMANAGED ROOT CERTIFICATE

Installing the certificate "KEIO SFC Root CA
G2" will add it to the list of trusted certificates
on your iPhone. This certificate will not be
trusted for websites until you enable it in
Certificate Trust Settings.

UNSIGNED PROFILE

The profile is not signed.

1)

Install

Cancel

Cancel Enter Password @] Next

ENTER THE PASSWORD FOR THE CERTIFICATE
0T22XXXTK.P12"

Required by the “"SFC-CNS FIFE&7E" profile

< Profile Profile Installed @] Done

{5“3; SFC-CNS FH®RE
O 5 ERERITC

Signed by Not Signed

Description SFC-CNS QOFE:%
- EALAN

Contains  Wi-Fi Network
3 Certificates

More Details

16

Tap © "Install."

17

Tap @ "Install."

18

Wireless LAN 2

Type your personal certificate passphrase from STEP 05

in @ and tap @ "Next."

19

Tap © "Done."

37
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2 Wireless LAN

Settings

' Notifications

®

@ Airplane Mode

- Wi-Fi off
Bluetooth On
Cellular

€ Settings

Wi-Fi

(1)

Wi-Fi

@HOOSE ANETWORK... =

CNS a= (i)
keiomobile2 a= (i)
Other...

38

20

Go back to your home screen and tap @ "Settings."

21

Tap @ "Wi-Fi."

22

Turn on @ "Wi-Fi."
Tap @ "CNS." From now on, if you are on campus, your

device will connect to CNS automatically.
Connecting Your iOS Device to CNS is completed.

* The new personal certificate may not be installed
properly if you have older profiles installed. Make sure to
delete any older SFC-CNS profiles first, then try again if

you encounter problems.



Wireless LAN 2

dn ueig

Connecting Your Android Device to CNS

01

On your home screen, tap the @ Chrome icon.

N

The procedure for setting up an Android device depends

=
@
M
w
wv
—
P
=

on the specific model. This explanation uses a Xperia Z3
Compact (SO-02G).

()
02 52
wn
=
GO Ie Type the following URL in @ and go to the registration =
g page or scan the following QR code :
o = https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en
Search or type web address \’J
()
24
wn
X
=
—
(D
«»

C1S Personal certificate / O 3

Device registration

for CNS Wireless LAN Type your CNS login name in - @ "CNS login name" and
Purpose of this webpage: your CNS login password in @ "CNS login password."
« Issue/Download/Invalidate your personal Then, tap © "Start the registration."
certificate.

« Register of identical information (MAC
address) of your device.

e Plcse nputEnglishsingle e

Please enter your CNS login password. s sy a it Bl iegglevyis
v

(3]

Start the registation

39



2 Wireless LAN

for CNS Wireless LAN

OSSue of the personal certificate
=
Issue Issue the personal certificate
Register/Delete the device information
Registration of the device

SECITC | SECofficial web site Keio university SFC-ITC

This process will issue the personal
certificate.

Please enter the passphrase for the
encryption of the personal certificate.
You need your passphrase to install the

personal certificate. Q
| = o™ han 5

Please enter the

Please enter the passphrase again|
(confirmation)

Cancel the registration | SECITCwebsite | SECofficialwebsite | Keio university SFCITC

40

04

If this is your first time creating a personal certificate,
select "Issue" in @ and tap @ "Submit."

If you have already issued your personal certificate and
the certificate is still valid, select "Download" in @, tap
@ "Submit," and skip to STEP 06.

New students have already issued a personal

certificate at the time of CNS account pre-registration,

so select "Download" and move on to STEP 06.

If your certificate has expired, select "Reissue" in @
and tap @ "go." If you select "Reissue," your previous

certificate will be invalidated.

You can confirm the expiration date of your certificate
by following the instructions at the following site. Once
the expiration date has passed, you will not be able to
connect to the campus wireless LAN, so you will need
to delete the old certificate and reissue a new one. For
more details, please refer the website below.

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless_802_1x_renew.html

05

Make a new passphrase for your personal certificate.

This password is necessary to protect your personal
certificate from unauthorized use and must contain
at least 8 characters. Enter your passphrase in @ and
@ and tap O "Issue the personal certificate." This
passphrase will be used in STEP 10.



logout

Download of the personal certificate

Download will start automatically.
o Please click here if download will not start.

Information of the personal certificate
Loginname  t22xxxtk

* Do you want to downloadt22xxxtk.p12 X

again?
[ -
Calculator  Calendar Camera Chrome Clock

o

O ¢La

Contacts Drive Files Gmail

M G

Google

CATEGORIES

&, Downloads

[=]  Images

1130 G £ > ® 0 @ @

< Downloads H

All Download

Today

D t22xxxtk.p12
6.49 KB, 2 minutes ago

Wireless LAN 2

06

Your download should begin automatically. If it does
not, tap @ "Download".
When a dialog like the one shown on the left left

appears, click @ "Download".

There are some models that cannot download personal
certificates properly. If you have any issues downloading
or installing your personal certificate, please refer to

[p. 50 :Connecting Your Device to CNS by EAP-PEAP

Authentication] .

07/

Tap © "Files".

08

Tap © "Downloads".

09

Tap @ "[CNS login name].p12".

41
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2 Wireless LAN

10

@ Enter the passphrase that you entered when the

Extract certificate

Type the password to extract the certificates.
certificate was issued and tap @ "OK".

(2
Cancel

11

Choose a certificate type @ Select "Wi-Fi certificate" and tap @ "OK".

oo VPN & app user certificate

@ Wi-Fi certificate

12

Name this certificate @ Change the Certificate name to "CNS" and tap

Certificate name @ "OK".

CNS|

o

13

Install CA certificates in Settings Download the Root certificate of CNS from the following

This Certi_ﬁcate from null mUSt be link, and when the message "Install CA certificates in
installed in Settings. Only install CA
certificates from organizations you trust.

o

Settings" appears, tap @ "Close."

Close = https://itcsecure.sfc.keio.ac.jp/downloads/files/

KEIO_SFC Root_CA G2.pem

42



Location
off

Security
Play Protect, screen lock, face unlock

B°|©

Accounts

NA A nnte addad

Device admin apps
No active apps

Encryption & credentials
Encrypted

User credentials
View and modify stored credentials

Install a certificate
Install certificates from storage

Clear credentials
Remove all certificates

< Install a certificate
CA certificate
o VPN & app user certificate

Wi-Fi certificate

Wireless LAN

14

From "Settings", tap @ "Security".

15

@ Tap "Encryption & credentials".

16

@ Tap "Install a certificate".

17

@ Tap "CA Certificate".

2
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2 Wireless LAN

A

Your data won't be private

CA certificates are used by websites, apps, and
VPNs for encryption. Only install CA certificates
from organizations you trust.

If you install a CA certificate, the certificate
owner could access your data, such as
passwords or credit card details, from websites
you visit or apps you use — even if your data is
encrypted.

Install anyway Don't install

X 1selected SELECT @

Q Large files @ This week

BROWSE FILES IN OTHER APPS

o (32)

Drive Dropbox
RECENT FILES 522
Q KEIO_SFC_Root_CA_G2.pem (... K A
2:13 PM, 2.44 kB, CRT 7 7 JL K

V4l VN Va2 n Wl n

CA certificate installed

44

18

When you see the message "Your data won't be

private", tap @ "Install anyway".

19

Select @ "KEIO_SFC_Root_CA_G2.pem" and install it.

20

Verify that the message "CA certificate installed.".



Wireless LAN 2

. 121

o From "Settings", tap @ "Network & internet".

dn ueig

Network & internet
Wi-Fi, mobile, data usage, and hotspot

Connected devices
Bluetooth, Android Auto, driving mode, NFC

N

Apps & notifications
Assistant, recent apps, default apps
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<
Q

< Wi-Fi Qa ® 22

Tap @ "CNS".
000000SFC oy |

' Connected @ ) 4

o o
w

¥ cns B o
=
—t

' eduroam |E| ('_Q
wv

¥  keiomobile2 G
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2 Wireless LAN

CNS

EAP method

TLS

CA certificate

CNS

Online Certificate Status

Do not validate

Domain

sfc.keio.ac.jp

User certificate

CNS

Identity

t22xxxtk

Advanced options

o

Cancel JConnect

< Wi-Fi

9 CNS

Connected
' eduroam
' keiomobile2

46

23

Change the settings on this screen to the following

values:

TLS

CNS

Do not validate

sfc.keio.acjp

CNS

(your CNS login name)

Once entered correctly, tap @ "Connect."

* On some devices, you may be prompted to select the

connection type. If asked, select "802.1X EAP."

24

If "Connected" is shown below "CNS", your device is

successfully configured.

Connecting Your Android Device to CNS is completed.



Wireless LAN 2

dn ueig

Connecting Your Device to Wireless LAN
Using "eduroam”

What is "eduroam"?

N

"eduroam" is an academic/research wireless LAN roaming infrastructure developed by the GEANT Association
(formerly known as TERENA) in Europe. It is a de facto standard for securely granting wireless network access to

visiting academics and researchers in 74 countries and regions around the world, including Japan.

=
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By using eduroam, you can use the wi-fi not only at Keio University campuses, but at other eduroam-participating

organizations in Japan and overseas.

23
: =
Connectlng to eduroam wn
<
Q,
SFC-CNS WiFi Setup O 'I -
CNS login name  [[22xoiic o
CNS login password [l ] 9
[Login] Open a web browser and go to the following URL:
Stonan Fujisawa ITC, Kelo University |- = https://itcsecure.sfc.keio.ac.jp/form/wifi/
Type your CNS login name in @ and your CNS login
password in @ . Then, click @ "Login." 2 4
wn
X
* This procedure differs from the procedure of setting 5
up a connection to CNS. 5
wv

* This explanation is based on macOS. For other OS,

please refer to this explanation as well.

SFC-CNS WiFi Setup O 2

7327 = F (Password)

20— Tl SFC.ONS ORBLANG <2 7 — FERASTIETT, Click @ " /XA — K (Password)."

You can ereate password for WiFi in SFC-CNS on this page.

47



2 Wireless LAN

227 — FOff
(Create passwort

o SERLANICHEBES B PRIE
27— Fif

|SFC-CNs WiFi Password
Create ) 11

MHRLANEBUH S 2 7 — FizowT

o B LTl 2 B85 EAP-TLSEEW D RZEEIC KIS LTk o7k KOl
Ii‘,b_/(\r/;iKTTﬂ>.Bﬁ|lF’?rv EDSMET Y, CNS TH, ﬂmhAP"LSM.ﬂ'?m%
v

LANBULIC 8t S 5 &

JiAU EAP-PEAP %, ID = ONST 74 ¥4, /%
#8AY — F&AST B T & T SFC-CNS Dk
SN

0t

Shonan Fujisawa ITC, Keio Universit

L X M)

D)

Turn Wi-Fi Off

Join Other Network...
Create Network...
Open Network Preferences...

The Wi-Fi network “eduroam"” requires WPA2
enterprise credentials.

Automatic

w [ 122xxxtk @sfc.keio.ac.jp

Show password
Remember this network

(3]
Cancel m

48

03

Click @ "Create."

Remember the password that is displayed. This password
will be used in STEP 05.

04

In this section, we will explain how to connect using
macOS. If you are using any other devices, go to the
following URL to get more details :

= https://www.sfc.itc.keio.ac.jp/en/network

information_eduroam.html

Click the @ Wi-Fi icon at the top of the screen and click

® "eduroam."

05

Type [your CNS login name]@sfc.keio.ac.jp in @
"Username" and your SFC-CNS Wi-Fi password from STEP
03 in @ "Password." Then, click @ "Join."

Instructions for using eduroam to connect to wireless

LAN is now complete.
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Connecting Your Device to Wireless LAN Using
"keiomobile2"

What is "keiomobile2"?

"keiomobile2" is a cross-campus wi-fi service offered by Keio ITC. As a member of Keio University, you can connect

to the Internet from any campus. keiomobile2 can only be set up inside campus.

In order for students, faculty and staff who have CNS accounts to connect to keiomobile2, you need a keio.jp (Keio

ID), or an ITC account and its PEAP password.

I wireless LAN/WiFi Service (keiomobile2)

Premise

« Itis available to set up and use kelomobile2 only inside of Kelo campus.
(You can check the WiFi Password from a network outside Keio.)

« You must have keio ID or ITC account (ua*****", ub"****", aa******) o obtain the Wi-Fi password for wifi connection.

Process to set up keiomoble2

1. Using keio ID issue or Using ITC account issue
Before go to step 2, make sure that your Wi-Fi password is Issued.

2. Setup keiomobile2

Revising wireless LAN connection settings

«  Procedure for revising wireless LAN connection setting

Notice

« Itis not necessary to renew the wireless LAN however your t or Keio ID

«_Keep your operating system and firmware up-to-date via Windows Update or the update service that applies to your device.

In order to connect to keiomobile2, you need keio.jp

(Keio ID) or ITC account (ua ,ub ,aa )

to issue a password for Wi-Fi connection.

For more information, please refer to the website below.
How to: connect to wireless LAN / Wi-fi Connection
Service (keiomobile2)

= https://www.mita.itc.keio.ac.jp/en/net_connect

keiomobile2_peap.html

* keiomobile2 can also be joined using either SFC-CNS

personal certificate or PEAP password.
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2 Wireless LAN

Connecting Your Device to CNS
by EAP-PEAP Authentication

What is EAP-PEAP Authentication?

EAP-PEAP is one of the Extensible Authentication
Protocol methods, which authenticates devices using
PEAP (Protected EAP). Similar to EAP-TLS, which
authenticates clients using a certificate, devices using
EAP-PEAP authentication will send their credentials (e.g.
ID and password) using an encrypted communications
path. In EAP-TLS, both the client and authentication
server use certificates to prove their identities to each

other, which is known as mutual authentication.

Compared to EAP-TLS authentication, EAP-PEAP is
slightly less secure; however, since the client does
not need a certificate, devices that do not support
certificate-based authentication can send encrypted
communications easily. When you are connecting to the
CNS wireless LAN using devices that are incompatible
with EAP-TLS authentication, please use EAP-PEAP

authentication.

Connecting to CNS by EAP-PEAP Authentication

Shonan Fujisawa ITC, Keio Unive

50

01

Open a web browser and go to the following URL:

= https://itcsecure.sfc.keio.ac.jp/form/wifi/

Type your CNS login name in @ and your CNS login
password in @ . Then, click © "Login."

* This procedure differs from the procedure of setting
up a connection to CNS.
* This explanation is based on macOS. For other OSes,

please refer to this explanation as well.



SFC-CNS WiFi Setup

7347 = F (Password)

Wireless LAN 2

D= T} SFC-CNS DIFELAND /SR 7 — FIERHSIRETT.

You can create password for WiFi in SFC-CNS on this page.

227 — O (¢
(Create password)

|SFC-CNS WiFi Password ==

SEHRALANZSUH S22 7 — FizowT

o B LTl 254895 EAP-TLSGEWIERAE I WIS L Tz ik EOBifr, EAP-
{E_?m;_cr('waitéﬁﬁ C LHSHIMET Y. ONS TUZ, il EAP-TLSZE% HEsE
[

L 8® 9D 3K

Turn Wi-Fi Off

CNS

eduroam

eiomnb‘\lez

rJoin Other Network...
Create Network...
Open Network Preferences...

Find and join a Wi-Fi network.

Q Enter the name and security type of the network you want to

L 4 join.
Network Name: CNS3
Security: WPA/WPA2 Enterprise E
Mode: Automatic ]

Username: t22xxxtk @sfc.keio.ac.jp

Password:

.o.c.c...n.l

how password

Remember this network

? Show Networks Cancel oin

Once logged in, click @ " /XA 7 — K (Password)."

03

Click @ "Create." This password will be used in STEP 05.

04

In this section, we will explain how to connect using
macOS. If you are using any other devices, go to the
following URL to get more details:

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless_peap.html

Click @ Wi-Fi icon at the top of the screen and click @
"Join Other Network...."
Note: "CNS3" will not be displayed on the list as it is a

hidden network.

05

Network name CNS3
Security WPA/WPA2 Enterprise
Mode Automatic
Username [your CNS login name]@sfc.keio.ac.jp
Password SFC-CNS WiFi Password

* SFC-CNS WiFi Password is the password for PEAP
created in STEP 03.

Once all settings are entered correctly, check @

"Remember this network" and click @ "Join."

Instructions for using EAP-PEAP authentication to join

Wireless LAN services is now complete.
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3 CNS Mail

Using Your CNS Mail Account

Technical Specifications of CNS Mail Servers

IMAP4
Receiving Server Port Authentication Methods Password
imap.sfckeio.acjp 993 (IMAP over SSL) C'gf\'a’g’g‘lﬁsAﬁ‘é‘]’;ﬂt‘itC‘g%‘;%" IMAP/SMTP-AUTH Password
SMTP
Sending Server Port Authentication Methods Password
465 (SMTP over SSL) N A
smtp.sfckeioacjp CRAM MDi\A”rfhe“.t'ca.t"’“ OrLOGIN | |\ \AP/SMTP-AUTH Password
587 (Submission Port) uthentication

O] What is IMAP?

IMAP stands for Internet Message Access Protocol,
which allows users to access emails stored on the mail
server. Today, the IMAP protocol is the most commonly
used protocol for accessing and retrieving emails
from mail servers. Emails sent to your CNS account
are accessible from CNS mail servers using IMAP. You
can view, organize, send, and receive emails from
almost anywhere. With IMAP, the mail server manages
all information, so any changes you make will be
synchronized to all your devices. However, you must be
connected to the Internet in order to send and receive
emails. Depending on your email client, previously
read messages may be stored in a cache and could
be available even when you are not connected to the

internet.

OZWarning

If the amount of data in your CNS home directory
exceeds 100GB, you will be unable to use your CNS
email account. Please refrain from sending emails with
large attachments. Such emails can create delays or

other problems for both the CNS mail server and the

54

receiving mail server. If you need to send large files, you
should use a file-sharing service such as SFC-CNS Online

Storage.

03 Use Other E-Mail Clients

If you use your CNS mail account from anywhere other
than the on-campus computers, please set up your mail
client using the technical specifications of the CNS mail
servers listed above. If you need more details, please
visit the following URL:

= https://www.sfc.itc.keio.ac.jp/en/computer_email

cns_usage_config.html

O4Use SFC-CNS WebMail

By using the SFC-CNS WebMail system, you can access

your CNS email account in a web browser without
using an email client. Please visit the following URL and
login with your CNS login name and IMAP/SMTP-AUTH
password.

= https://webmail.sfc.keio.ac.jp/
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2

Checking Your CNS Mailbox
from On-Campus Computers

Using Your CNS Mail from On-Campus Mac

The mail client for on-campus Mac computers is
Thunderbird. Login to an on-campus computer with

» your CNS account, click @ "Thunderbird" in your dock to

open the software.

Enter the IMAP/SMTP-AUTH password you set up at the

_ beginning of your first year. If you forgot your password,

go to [p.143 : How to Change Account Passwords] ,

- g .l, =% r\,—( 0
Q‘ m( L @ Q 210 )| E= J follow the instructions, and re-set the password.

Using Your CNS Mail from On-Campus Windows

01

The mail client for on-campus Windows PCs is

Thunderbird. Login to an on-campus computer with
your CNS account, then double-click @ "Thunderbird" on
the desktop to open the software.

Enter the IMAP/SMTP-AUTH password you set up at the

beginning of your first year. If you forgot your password,

go to [p.143 : How to Change Account Passwords] ,

follow the instructions, and re-set the password.

55
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3 CNS Mail

Configuring Your CNS Mail
on Your PC (Windows 10)

& Thunderbird catres  Addons Gotimoved Getholp AboutUs Biog  [[SIBGIATE

Make Email Easier.

Thunderbird is a free email application that's easy to set up and
customize - and it's loaded with great features!

FREE DOWNLOAD

[BT8] 0 ronsetid —woset x [ B

€ >0 6

| htpswnthundesbind net e U

& Thunderbird Foaturos. s Gotinvolved GotHolp AboutUs Blog |[IWIDONATE

Make Email Easier.

‘Thunderbird is a free email application that's easy to set up and
customize - and it's loaded with great features!

FREE DOWNLOAD

& iox 8 Cotona x | @ s x| Qam
D etmessges v £ Wit v QChat & Addoes ook [ quk it
eithundereamiiecon % | A ¥ & © 0 he 4R Mon < 0>

What do you want o do it Thunderbid Seup 78..1.exe (472
v wn e | A o x
R rR—

5 Morzilla Thunderbird Setup

Welcome to the Mozilla Thunderbird
Setup Wizard

This wizard will guide you through the installation of Mozilla
Thunderbird.

It is recommended that you close all other applications before
starting Setup. This will make it possible to update relevant
system files without having to reboot your computer.

Click Next to continue.

o= «

56

01

Open a web browser and go to the following URL:
= https://www.thunderbird.net/en-US/

Click @ "Free Download."

02

Your download will begin automatically. Next, open the

file you just downloaded.

03

Click @ "Next >."



@ Mozilla Thunderbird Setup —

Setup Type
Choose setup options

Choose the type of setup you prefer, then click Next.

[©5ii ] @)

d will be installed with the most common options.

(O custom
‘You may choose individual options to be installed. Recommended for experienced users.

< Back I Next > I Cancel

‘L) Mozilla Thunderbird Setup -

Summary

Ready to start installing Thunderbird

Thunderbird will be installed to the following location:

‘C:\;’ngram Files (x86)¥Mozilla Thunderbird ‘

Use Thunderbird as my default mail application

Click Install to continue. o

<gack f mstll | cancel

L) Morilla Thunderbird Setup

Completing the Mozilla Thunderbird
Setup Wizard

Mozilla Thunderbird has been installed on your computer.

Click Finish to close this wizard.

o Launch Mozilla Thunderbird now I

< Back Cancel

CNS Mail 3

04

Confirm @ "Standard" is checked and click @ "Next >."

05

Click @ "Install."

06

Installation of Thunderbird is now finished. You can now
continue and setup access to your CNS mail account.
Check @ "Launch Mozilla Thunderbird now" and click
@ "Finish."

57
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3 CNS Mail

Set Up Your Existing Email Address

Set Up Your Existing Email Address

Use your current email address

o I Taro Keio ®I
Email address: 9 2200tk @sfe keio.acjp @
%

Password: e sssesscessss &

Your pame:

/| Remember password

Set Up Your Existing Email Address X

Set Up Your Existing Email Address

Use your current email address

Your name: Taro Keio ®

Email address: t22xxxtk @sfckeio.acjp

Password: esccscecccee [ ]
/| Remember password
Configuration found at email provider
Protocol:
Incoming: m imap.sfckeio.ac.jp SSL
Outgoing: smtp.sfckeio.acjp STARTTLS
Username: 22500tk
Done

58

07/

Type your full name in @"Your name" and
"[your CNS login name]@sfc.keio.ac.jp" in @ "Email
address." Type your IMAP/SMTP-AUTH password in ©

"Password."

You can create and change your CNS IMAP password at
the following URL:

= https://itcsecure.sfc keio.ac.jp/form/password/

08

Thunderbird will attempt to complete setup automatically
using the Mozilla database. Wait until it finishes, then

click @ "Configure manually".



CNS Mail 3

W 1
Set Up Your Existing Email Address g
=
Set Up Your Existing Email Address _
Use your current email address _O
Next, type the following incoming and outgoing mail
VNG RTCE Taro Keio © server information into the settings window as shown.
Email address: t22xxxtk@sfc keio.acjp ® o |ncoming Receiving Server (|MAP)
Password: esesssscense ® Server hostname imap.sfc.keio.ac.jp
/| Remember password Port 993
Protocol SSL/TLS
0 INcowG 9 QUIGONS Authentication Encrypted password § 2
Protocol: IMAP v fsmre X a
Username Your CNS login name —=
Server: imap.sfckeio.acjp smtp.sfckeio.acjp & (D
wn
Port: 993 Ve v © Outgoing Sending Server (SMTP) v
SSL: SSL/TLS v SSL/TLS v . . Iy
Server hostname smtp.sfc.keio.ac.jp =
Authentication: Encrypted password v [ Encrypted password v =
Username: t22xxxtk t22xxxtk Port 465
At Protocol SSL/TLS
9 0 Authentication Encrypted password
Cancel Username Your CNS login name
Once you have entered all the settings, click @ "Re-test."
After Thunderbird confirms the mail server information,
click @ "Done."
System Integration X

10

If such window shown in the image on the left appears,
click @ "Set as Default."
Configuring Your CNS Mail on Your PC (Windows 10) is

Use Thunderbird as the default client for:
E-Mail &
] Newsgroups

Feeds W

M
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L] Allow Windows Search to search messages

Always perform thi 1 heck when starting Thunderbird
Set as Default Cancel

completed.
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3 CNS Mail

Configuring Your CNS Mail
on Your Mac (macQO5)

01

Open a web browser and go to the following URL:

Make Email Easier.

Thunderbird is a free email application that's easy to set up and

customize - and is oaded with great features! = https://www.thunderbird.net/en-US/

O
- Click @ "FREE DOWNLOAD."

[ JON < Downloads 02

Favorites Your download should begin automatically. Next, open
@ Recents - .
-~ the file you just downloaded.
@© Downloads
@ AirDrop Thunderbird
2 Applications 782:'70,féng
[= Desktop

03

° -
Thunderbl rd Drag and drop the @ "Thunderbird" icon onto @ the

Applications folder.

'YX ) < > Applications 8| =y 4
Favorites ONo Tags

@ Recents

® Downloads Open Finder and click @ "Applications," then double-
1 AirDrop S \_/ n @
/ click @ "Thunderbird."

2\ Applications

Spotify Stickies Stocks System
[= Desktop Preferences

= Movies
iCloud / @ atv
< iCloud Drive

TextEdit Thunderbird Time Machine v

[ Documents
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|

Iy

=

e
A dialog box similar to the one shown on the left will } 5 ®)

|
appear. Next, click @ "Open." }

|

|

|

|

|

|

|

|

I

|

=2

T

N

[

N

>

} e

|

|

|

|

|

|

|

[ N ‘ Home ‘ B Account Setup X Thunderbird

Set Up Your Existing Email Address O 6

To use your current email address fill in your credentials.
Thunderbird will automatically search for a working and recommended server configuration.

Type your full name in @ "Your name" and
Vour full ame "[your CNS login name]@sfc.keio.ac.jp" in @ "Email
— 2l address." Type your IMAP/SMTP-AUTH password in

© "Password." Check your information and click @

Email address

t22xxxtk@sfc.keio.ac.jp ® I

"Continue."

Password

- =]

Remember password 0

Configure manually (SIS | continue
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3

CNS Mail

Set Up Your Existing Email Address

To use your current email address fill in your credentials.
Thunderbird will automatically search for a working and recommended server configuration.

Your full name

[ Taro keio ®
Emall address

| 2ok @stekeioaco [6)
Password

[ »

Remember password

Available configuration

Not sure w|
Setup documentation - Si

O MaP
Keep your folders and emails synced on your server
& incoming [ITR
imap.sfo.keio.ac.jp
Outgoing
smtp.sfc keio.ac.ip

& username
12200tk

canch

Configure manually

Manual configuration

INCOMING SERVER

Protocol: IMAP v
Hostname: ‘ imap.sfc.keio.ac.jp ‘
Port: | 993
Connection security: SSL/TLS v
Authentication method: Encrypted password v
Username: ‘ t22xxxtk ‘
12
Hostname: ‘ smtp.sfc.keio.ac.jp ‘
Port: | 265 [C]
Connection security: SSL/TLS v
Authentication method: Encrypted password v
Username: ‘ t22xxxtk ‘

0/

Thunderbird will start searching for your email account,
wait until you see the message "Configuration found
at email provider." If the message is displayed, click @
"Done".

If the message is not displayed, click "Cancel" and then

click "Configure manually...".

08

Next, type the following incoming and outgoing mail
server information into the settings window as shown.

@ Incoming Receiving Server (IMAP)

Server hostname imap.sfc.keio.ac.jp
Port 993
Protocol SSL/TLS
Authentication Encrypted password
Username your CNS login name

© Outgoing Sending Server (SMTP)

Server hostname smtp.sfc.keio.acjp
Port 465
Protocol SSL/TLS
Authentication Encrypted password
Username your CNS login name

Advanced config

=Te

Thunderbird will attempt to auto-detect fields that are left blank.

62

Once you have entered all the settings, click © "Re-test."
After Thunderbird confirms the mail server information,
click @ "Done."
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2 1
5 -
©

Configuring Your CNS Mail on
Your iOS Device

— =2
) 01 s
s On your home screen, tap @ "Safari." g
Health Settings —
D
pd

= [

Safari Mail Music

02

Type the following URL in @ and go to the registration

Q Search web or enter site name

[

’ page or scan the following QR code :
. I..., I Allabaut Y , = https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

Apple Disney About Yahoo

4
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Wireless LAN configuration for iPhone: O 3 77777777

e Issue of the private certificate

Type your CNS login name in @ "CNS login name" and

e Download of configuration profile for iPhone your CNS Iogin password in © "CNS Iogin password."
CNS loginname (@) Then, tap @ "start registration."

CNS login password e
©
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3 CNS Mail

logout

Issue of the personal certificate
o=H=e

Issue Issue the personal certificate

Keio university SFC-ITC

Device registration
for CNS Wireless LAN

logout
This process will issue the personal certificate.

Please enter the passphrase for the encryption of the personal certificate
You need your passphrase to install th

Cancel the registration SFC-ITC web site SFC official web site Keio
university SEC-ITC

for iPhone

Profile(A)
- Wireless LAN connection only
Profile(B)
- Wireless LAN conncetion + VPN setiing +
mail(IMAP) setting
Profile(C)
(1]

- Wireless LAN connection + mail(IMAP) setting

64

04

If this is your first time creating a personal certificate,
select "Issue" in @ and tap @ "go."
New students have already issued a personal

certificate at the time of CNS account pre-registration,

so select "Download" and move on to STEP 06.

If you have already issued your personal certificate and
the certificate is still valid, select "Download" in @ ,
tap @ "Submit", and skip to STEP 06. If your certificate
has expired, select "Reissue" in @ and tap @ "go." If
you select "Reissue," your previous certificate will be

invalidated.

You can confirm the expiration date of your certificate
by following the instructions at the following site. Once
the expiration date has passed, you will not be able to
connect to the campus wireless LAN, so you will need
to delete the old certificate and reissue a new one. For
more details, please refer the website below.

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless_802_1x_renew.htm|

05

Make a new passphrase for your personal certificate.

This password is necessary to protect your personal
certificate from unauthorized use. It must contain at
least 8 characters. Enter your passphrase to @ + @, and
tap © "Issue the personal certificate." This passphrase
will be used in STEP 18.

06

Tap @ "Download" in Profile (C).
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=1
=
This website is trying to download a -
configuration profile. Do you want to allow The dialog box shown on the left side will appear. Tap O
this? o "Allow."
Ignore | Allow
=2
08 =
a
Profile Downloaded Tap @ "Close.” -
Review the profile in Settings app if jZ>

you want to install it.

1]

| Close

09

On your home screen, tap @ "Settings.'

L ACRod ™

iBooks 1 iTunes Store App Store Newsstand

o

Health Settings

M
=z
w
o
—_.
)]
—
(D
)
wn

=

Safari Mail Music

0

If @ "Profile Downloaded" is displayed, tap it and go on
to STEP 13.

Taro Keio
Apple ID, iCloud, iTunes & App Store

o

Profile Downloaded

65
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General

|
el

Control Center

Display & Brightness

Wallpaper

gPN

iTunes Wi-Fi Sync

Not Connected

Profiles 2
Regulatory
QOWNLOADED PROFILE
SFC-CNS FIRRE
BEE S ERREEERITC
Cancel Install Profile Install

SFC-CNS F| H&&E

Signed by Not Signed
Description SFC-CNSOF % E (FEARLAN, VPN,

A—)L(IMAP)

Contains Email Account

VPN Settings
Wi-Fi Network
3 Certificates

66

11

If "Profile Downloaded" is not displayed in Settings, tap

© "General."

12

Tap @ "Profiles."

13

The downloaded profile will be displayed. Tap the
Profile.

14

Tap @ "Install."
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AR
—t
Enter Passcode Cancel 1 5 Q
—
(-
©
Type your iOS device passcode.
Enter your passcode
=2
o
()
wn
wv
5>
— waning O[] 16 2
Tap @ "Install"
UNSIGNED PROFILE
The profile is not signed.

Install Tap @ "Install"

Cancel 2 4
N
Y
=
—t
9
A

Cancel Enter Password @] Next 1 8 77777777

ENTER THE PASSWORD FOR THE CERTIFICATE Type your personal certificate passphrase from STEP 05

O‘TZZXXXTK.PIZ " in @ and tap @ "Next."

* If you have forgotten the passphrase, return to STEP

Required by the “SFC-CNS fIfa7E" profile 04 and reissue your personal certificate.
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Cancel Enter Full Name

ENTER YOUR FULL NAME FOR THE EMAIL ACCOUNT
0 "SFC-CNS IMAP"

Required by the “SFC-CNS FlIFE&E" profile

Cancel Enter Password

el Nextl

ENTER YOUR PASSWORD FOR THE INCOMING MAIL
GERVER “"SFC-CNS IMAP"

Required by the “SFC-CNS FlIFE&E" profile

Profile Installed  @|Done

SFC-CNS fl s E

[0 ettt

Signed by Not Signed

Description SFC-CNSOF| R E (#ELELAN,VPN,
A —]L(IMAP)

Health Settings

Phone Safari

68

19

@ Type your full name for the email account.

20

Type your IMAP/SMTP-AUTH password in @ and tap @
"Next."

21

Tap © "Done."

22

On your home screen, tap @ "Mail" and make sure a

new mailbox is added to your iOS device.

Configuring Your CNS Mail on Your iOS Device is

completed.

* The new personal certificate may not be installed
properly if you have older profiles installed. Make sure
to delete any older SFC-CNS profiles first, then try again

if you encounter problems.
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L 1

—

(-

©

Configuring Your CNS Mail on
Your Android Device

MR o :

J / N\ Tap @ "Gmail" from the home page or the list of apps. %

Google el Maps fetlibe If an email address is not set up in Gmail, go to STEP04. a

—

* The settings and procedure may vary from device to JZ>

[o » v ° device. However, the procedure for configuring a mail

server are the same.
Drive Play Music ~ Play Mowes & Hangouts

= Search mail o |6 O 2
Tap the @ "account icon" shown on the search bar and

a list of accounts will be displayed.
INBOX

4

03

Tap @ "Add another account".

M
=z
w
o
—_.
)]
—
(D
)
wn

2+ Add another account

2a Manage accounts on this device

Privacy Policy + Termsof Service @ ™
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I

Tap @ "Other."

o~
< Google

ﬂZ] Outlook, Hotmail, and Live
Yahoo

E Exchange and Office 365

Other

Add your email address
Type “[your CNS login name]@sfc.keio.ac.jp” in @ .

Then, tap @ “NEXT >."
Enter your email
t22xxxtk@sfc.keio.ac.jp
MANUAL SETUP
< NEXT >

/70
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AR
06 3
: ; 3
t22xxxtk@sfc.keio.ac.jp =
Tap @ “Personal (IMAP)" and tap @ “NEXT >." ©
What type of account is this?
O  Personal (POP3)
(1)
@®  Personal (IMAP)
=2
O  Exchange D
()
wm
wm
>
(2) =z
< NEXT >

t22xxxtk @sfc.keio.ac.jp O 7
Type your IMAP/SMTP-AUTH password in @ and tap
(1

@ "NEXT >
ot =
0 4
(V]
S
E
—
D
«»
(2}
< NEXT >

/1
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Incoming server settings

Username

t22xxxtk

Password

®

Server
imap.sfc.keio.ac.jp

< NEXT >

Outgoing server settings

1

Require signin .
Username
t22xxxtk
Password

3

............ X
SMTP server

smtp.sfc.keio.ac.jp|

< NEXT >

72

08

Enter the following settings:

your CNS login name

your IMAP/SMTP-AUTH password

imap.sfc.keio.ac.jp

Once typed correctly, tap @ "NEXT >."

09

Next, type the information below if necessary.

your CNS login name

your IMAP/SMTP-AUTH password

smtp.sfc.keio.acjp

Check @ "Require signin.” Once entered correctly, tap

© "NEXT >."
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10 -
Account options -
You can modify your account options if you desire. ©
Sync frequency: Once you finished choosing your options, tap @ “NEXT >."
Every 15 minutes v
Notify me when email arrives
Sync email from this account g 2
D
()
Automatically download A
attachments when connected to ;
Wi-Fi =
< NEXT >

11

Type “CNS” (or any other name you can use to distinguish

Your account is set up

and email is on its way!

from other mail accounts) in @ “Give this account a 2 4
name (optional)” and your full name in @ “Your name W
(1) Give this account a name (optional) (displayed on outgoing messages).” Then, tap © “NEXT ‘go
CNS >"to finish. 5
wm

Your name (displayed on outgoing
e messages)

Taro Keio

Configuring Your CNS Mail on Your Android Device is

completed.

NEXT >

/3
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Various Settings in CNS Mail
Open a web browser and go to the following URL:

|0 = https://itcsecure.sfc.keio.ac.jp/form/mailsetup/

CNS login name | @2roctc

CNS login password [ffeeeeeeeees

Login

Type your CNS login name in @ and your CNS login
Shonan B nassword in @ . Then, click © "Login."

In SFC-CNS mailsetup, you can perform the following
actions:

Changing your IMAP/SMTP-AUTH password

Setting up mail forwarding

Configuring spam filtering

Setting Up Mail Forwarding

SFC-CNS mailsetup
Rl - =

AR COR=TTRA—NMHET B U FOREL AR TT
il e yraniitng, o IMAPISMTP-AUTH /$2 7 — F OB/ H

o L From the "mailsetup" menu, click @ "Mail forwarding."

You can set email services in SFC-CNS on this page.
« Create or change IMAP/SMTP-AUTH password
 Mail forwarding

« Spam policy

SFC-CNS mailsetup O 2
| Mt forwarding =

A—ARE X . . . .
EEE T o st oo e Type your desired destination email address in @ "Add
2ShlY o — o A—VERBRESNTOEEA,
E

Mail forwarding address" and click @ "Add."

R—NVHEBFD3EM (Add Mail forwarding address)

d 9 Depending on mail settings for a forwarding address,

emails may not be sent properly. If so, check your email
settings, such as spam filters, to make sure that you can

receive emails properly.
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SFC-CNS mailsetup O 3 AN
Q
IMAP/SMTP-AUTH password IMail forwarding [Cogou] 3
tkefo@kelogp 139 TIMRE E LTRRRENTOET c
(cheo@keiodpalready xiss) Confirm that the email address you added is listed under 1®)
Spam pelicy BUED X —VIEEBIE (Current forwarding addresses)
A "Current forwarding addresses."
— o If you want to stop mail forwarding, check the box
§anC-CNS KRS 2 TD A —VIZ SFC-ONS DA =V Hy 7 A LER KRR S E
9“““"m‘“””‘“““"‘”“‘“"“‘“*“‘"““' next to the email address that you want to delete in @
Delete
— "forwarding mail address" and click @ "Delete."
A —=)EESEDEM (Add Mail forwarding address) . . .
v = If you want to change the email address used in mail
forwarding, delete your previous mail forwarding setting é )
Shonan Fujisava 7€ Keio Universiyy. N add your new email address according to STEP 01 ~ ('__B
02. D
wm
wm
—
>
=

Configuring Spam Filter

SFC-CNS mailsetup O 1
IMAP/SMTP-AUTH IAbOut this page [ogout ]

A—nAEE ux—:u.ﬂnfaxﬂ‘mn ﬂﬂﬁ'z‘f
Mail forwarding AUTH 427 — o> R/

sty o~ P v From the mailsetup menu, click @ "Spam policy."

‘You can set email services in SFC-CNS on this page.
 Create or change IMAP/SMTP-AUTH password
* Mail forwarding

© Spam policy

SFC-CNS mailsetup O 2
3 [Logou ]

|pam poiey
A—NAEE . . . .
Mail forwarding. ANRKRY ¥ —RuE
— RiRY = Select which policy you wish to apply and click @
Spam policy . . .
=) e "Change." In spam policy configuration, there are
ot S . . ) . . e
Quaranine) | G v T three options: "Quarantine," "Tag," and "No filtering."
r??)‘ ;(p;\‘l.)l‘l—w‘blxb*:‘zg:;?s}*g(({\ ;\v{f&?’ﬁ”éhif
e i i S it e, . ) )
Wi LAv | AALRSIRUCEOF EENET In "Quarantine" mode, emails that are judged as spam
(No filtering) | Spam mails will be delivered without tagging. m 4
ZA LT Spam threshold) will be isolated on the mailserver you are using. In =
KEDXRY %2 v 7F %L Normal L Strong %iBIRHAKE T, . . ) . . m
CSuong 135 £ A0A LHHETE A SABE 5D $T, "Tag" mode, any spam emails will be identified as spam O
(If you select strong, the mail judged as spam will be increased.) : .
o in the subject line and header. The default setting is >
nge
| . o ®
Quarantine. 3
SFC-CNS mailsetup O 3
ot -
TALEY T Make sure the policy that you selected is highlighted ~————————
et
G )
Fowd o with bold and tagged "[Current]."
[Current] . .
O eanine | LA I RS By clicking @, you may change the spam threshold to
Gy | pemmin i et S snd bt 2 " - "
* s s il g b :
BEL G | ASARY/RLTZOE ARSI NET elther Normal or Strong'
(No filtering) | Spam mails will be delivered without tagging.

A28 2 FI5E3EHE(Spam threshold)

o DEY %I /7‘?‘6&Nonmlk$uong’£’)!9€ﬂi¥i?
Dseleﬂ cnlenaof ll.llble with this

ym ou et strong, the mail judged as spam will be increased.)
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4 CNS Printers

1

Using Printers at SFC

Location of the Printers
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A
Q
Printing Charge (Points) =
S
e ] eewows
Black and White One-Sided ¥ 5/ page Double-Sided ¥ 10/ page
Color One-Sided ¥ 15/ page Double-Sided ¥ 30 / page
01 02 =
D
Your printing account is refilled with 2,500 yen each  To prevent paper jams and other malfunctions, you are g
year. If you exceed that initial balance, you must insert ~ not allowed to use your own paper. ;
your PASMO, Suica, or any other public transportation =
payment cards at a printer to pay for any excess usage. The job will be suspended if the charge exceeds 2,500
yen while printing. If this occurs, please resend the job
Be careful when selecting the printer type; for example,  from the beginning.
when printing a black-and-white document with the A 3
color printer setting, you will be charged the price for %
color printing. <
=

Operation of CNS Printers

01

The following section describes how to use the printer

RICOH Ridoc 10 Gate @

English I

BEEZ2vFLTIEEL,

N

after you send a printing job(s) from a computer.

On the terminal installed next to a printer, tap @

M
=
w
e
=
>
—
(D
)
wn

“English.”

Enter your ID. @ 02

t22xxxtk Type your CNS login name and tap @ "Confirm.”

UPPER CASE lower case
Conf

79
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User 1D: t22xxxtk
Select the jobs to print. @

P |

1 examp le
2022/08/09 17:44:10 1B 15et (5) 1Page(s) Sinplex Black & White

sonctog s ] bt

A sabs 1w estimte UL Delote

Printing Confirmation

Please deposit above 5M. .‘
Fare adjustment will start after printing.

(e
_—
No

Printing

Print job name
Keio University Shonan Fujisawa

1/ 1 Job(s)

User 1D: £22x00xtk

Please pay the amount.
Smart Card

Be careful, leave your card behind.

Total: 10Fq
306

0H
I

Amount Paid:

Amount Due:

80

03

Tap the job(s) you want to print and tap @ "Print." There
will be no charge up to 2,500 yen per year.

04

If you have exceeded your printing account balance,
insert your PASMO or Suica into the card reader next to
the printer, and tap @ "Yes."

The printer job may be interrupted or cancelled if the

balance on your IC card is insufficient.

05

A screen similar to the one shown on the left will be

displayed while your job is printing.

06

If you are paying with PASMO or Suica, the payment
window shown on the left side will appear. Confirm the
amount and tap @ "Pay."

Please do not forget to take your IC card when finished.
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Printing from On-Campus Computers

Printing from On-Campus Macs

e | — S —
sample
?ﬂﬁ“"‘"“”’“‘ ——— /j—"'lwmh»n.s

§ Proview Fin €31 View Go ool Wedow o

W T oK

01

No specific configuration is necessary when you are
printing your document(s) from on-campus computers.
In this section, the steps to print a PDF file will be

explained. Click @ "File" from the menu.

02

Click @ "Print..." from the @ "File" menu.
Alternatively, you could also hit the Command key and

the P key as a shortcut.

03

In section @ , for black-and-white document(s), select
"monoprn." For color document(s), select "colorprn."
Then, click @ "Print."

Your document(s) will be sent to CNS printers as
printing job(s). Go to a nearby CNS printer to print your
document(s).

Note that the color printing charge will be applied to

black-and-white document(s) if "colorprn” is selected.

81
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Printing from On-Campus Windows

|eeozRD R

Lo |G

o |- | (] B

|5 B

Pages to Print
@ Al

Current page

» More Options

Page Sizing & Handling (&)

Pri
1 w0
Copies: |1 =

Comments & Forms

Pages [1

[ [ size ” {5 Poster

) [ Bt ][ seste |

@ Shrink eversized pages

[T Print on both sides of paper

Want to print colors as gray & black?

Page Setup.

[T Choose paper source by PDF page

@

8.27x1169 Inches

82

01

No specific configuration is necessary when you are
printing your document(s) from on-campus computers.
In this section, the steps to print a PDF file will be

explained. Click @ "File" from the menu.

02

Click @ "Print..." from the menu @ "File."

Alternatively you could also press the Ctrl (Control) key

and the P key at the same time for a shortcut.

03

In section @ |, for black-and-white document(s), select
"monoprn." For color document(s), select "colorprn."
Then, click @ "Print."

Your document(s) will be sent to CNS printers as
printing job(s). Go to a nearby CNS printer to print your
document(s).

Note that the color printing charge will be applied to

black-and-white document(s) if "colorprn" is selected.
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L 1
—~
c
©
pFC-CNS Passwords O 'I
R 9 By using the IPP (Internet Printing Protocol), you can é p)
Shonan Fuisava 17C, keio unve] €N printing jobs to CNS printers from your PC. First, (-__B
open a web browser and go to the URL: 9
wv
= https://itcsecure.sfc.keio.ac.jp/form/password/ —
>
=
Type your CNS login name in @ "CNS login name" and
your CNS login password in @ "CNS login password."
Then, click © "Login."
(D)
Z 3
SFC-CNS Passwords O 2 W
|About this page 5

IMAP/SMTP-AUTH Password . " "
e 1 it Click @ "IPP Password.
CEEREEE " IMAPISHTP-AUTH JRD—
* Web Database =
iy g e

You can set password for SFC-CNS on this page.
« SFC-CNS Login password

« IMAP/SMTP-AUTH password
« IPP Password
« Web Database password

Cl nuiblic ks

SFC-CNS Passwords O 3

0 4
|1PP Password %
(G towR Click @ "Confirm." :_9
oo [T =l
PRSI (ot T i) Remember the password you will see in the next page. @
: Evgin This password will be used in STEP 15. o

04

Open a web browser and go to the URL:

Shonan Fujisawa Information Technology Center
Keio Univensiy

= https://www.sfc.itc.keio.ac.jp/en/top_sfc.html

Click @ "Printer Information” from the @ "Computer"

(5005, 2022 menu.
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4 CNS Printers

Shonan Fujisawa Information Technology Center sl
Kelo Univensity

| Printer Information

LastModifed: une 11,2013

I

If you configure a IPP printing for SFC-CNS before March 22nd 2018, please update printer driver

+ IPP password, printer driver

—

= Windows Vista7 (Japanese article) (IPP printing is not available on Windows 7 Starter)
* Windows 8.1

w—

* MacOSX 108101015

- Wyt

I Printer Driver

Printer Driver for SFC-CNS Printers

« This section s to download the driver for printers Ricoh SP C841 at CNS.

« Monochrome Printer

@ .
Windows 11(64bit)

Windows 10(64bit)

Installer

207459 exe

Windows 8.1(64bit)

Windows 10 (32bit)

207458 exe
Windows 8.1 (32bit)

Ricoh PS Printers Vol4_DOM_LIO_3.0.0.0.dmg
CNSEIHZARI YA AL TLNET
(Customized for SFC-CNS)

macos 11.01

mac0s 10.13

« Color Printer

os
9 Windows 11(64bit)

Installer

Windows 10(64bit) 206852 exe
Windows 8.1(64bit)
Windows 10 (32bit)

206853 exe

Windows 8.1 (32bit)

Ricoh_PS Printers Vol4 DOM LIO_3.0.0.0.dmg

mac0s 11.01
CNSRIIFHICHAIYA XL TWET
macOS 10.13 (Customized for SFC-CNS)
4% WinRAR self-extracting archive — X
A
[VZ b2z 7 A/Software Name]
RPCS BasicR 54 73— (E/ 4~ AkR) (64bit) Ver.3.4.0.0
[Extract]RZE] T L BERTSA TS T4
HIZEELFT.
[Brows el RA CREER IH LHEEECEET .
Fo  EEANTHILLTEET,
RS THILY NEFEELLZNES X, fFRIICB S
B tERRLET } v
< >
Destination folder
o I Browse... I
Extraction progress

84

05

Click @ "Printing procedure."

06

Scroll down to the middle part of the page and click

vevy @ "Printer driver."

0/

Download the appropriate driver for your operating
system and desired printer. For black-and-white
documents, choose @ "Monochrome Printer." For color

documents, choose @ "Color Printer."

The following procedure will be for the black-and-white
printer (monoprn), but if you would like to use the color
printer (colorprn) as well, set the monoprn printer first,
then follow STEP 07~22 again with @ "Color Printer."

Please refer to [p.152 : How to Check a PC's Operating
System] in case you do not know your PC's operating

system.

08

Open the installer you just downloaded. The window

shown on the left will appear. Then, click @ "Browse...."



Browse For Folder X

Select destination folder

> @ OneDrive
» R Keio Taro
> = This PC

> 't Libraries
> E¥ Network

(2]

Make New Folder

% \WinRAR self-extracting archive — X

A
[VZ b7 &/Software Name]
RPCS BasicKSA/X\—(E/%ZERR) (64bif) Ver.3.4.0.0
[Extract] RE 2L BERTIN TS TAIL
FIFRELES,
[Browse] RE CRREXRIAH IV EERTEET,
Flo . EEANTHILELTEET .
BRETH VI NFELEISE X, fERATICEED
HIZERELET . v
< >
Destination folder
|Cr¥Users¥Keio Taro¥Desktop v [ Arowse. |
Extraction progress
o I Fxtract I Cancel
£ Control Panel - o x
4 [ > Control Panel > 10| | [Search Control Panel »
Adjust your computer's settings Viewby: Category =
System and Security User Accounts
Review your computer's status
‘ Savzba;kupmp\ZscfycurNEsw\thF\\e Q @ chonge accourt type
History 352 Appearance and Personalization
Backup and Restore (Windows 7) % Change the theme
Find and fx problems ! fgjust screen resolution
T Network and Internet % Clock, Language, and Region
(hacsehamegmupandshavmos O Cange mput methos
Change date, time, or number formats
#™ £ase of Acce:
#8 Hardware and Sound - o
« v [% » Control Panel » Hardware and Sound > v O Search Control Panel r

Control Panel Home
ers

Advanced printer setup | Mouse | @) Device Manager
8,15 To Go startup options

System and Security
Network and Internet i
« Hardware and Sound AutoPlay
Change default settings for media or devices | Play CDs or other media automatically
Programs
Sound

Adjust system volume | Change system sounds | Manage audio devices

User Accounts

W Add @ device

Choose a device or printer to add to this PC

No devices found

The printer that | want isn't listed

et [ Gt

CNS Printers 4

09

Select @ "Desktop" and click @ "OK."

10

Click @ "Extract."

11

After installation, open "Control Panel" from "All Apps."
Then, click @ "Hardware and Sound."

12

Click @ "Add a device."

13

Click @ "The printer that | want isn’t listed."

85
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4 CNS Printers

= Add Printer

Find a printer by other options

oO My printer is a little older. Help me find it.

(@ Select a shared printer by nam

Ihttps:fl(n5\pp‘sf(.kem.a(gp/murmpm I Browse...

Example: \\computername\printername or
http://computername/printers/printemame;.printer

(O Add a printer using a TCP/IP address or hostname
(O Add a Bluetooth, wireless or network discoverable printer

(O Add a local printer or network printer with manual settings

Enter Network Password

f 7)) To access this printer, you must enter a user name and passwortl

T, https://cnsinpsf keioac.jp/monoprn

User Name

Password 9
e— -

122xxxtk

Add Printer Wizard ? x
- Select the manufacturer and model of your printer. if your printer came with
7= an installation disk, click Have Disk. f your printer is not listed, consult your
printer documentation for a compatible printer
Manufacturer | | Printers 2
Brother [=] Brother Color Leg Type1 Class Driver
Canon [=] Brother Color Type3 Class Driver

Dell [=] Brother Color Type4 Class Driver
v [=] Brother Generic Jpeg Type1 Class Driver

< & [ Firnthar (Gensrie nan Jame? Claes Nriver he
= This driver is digitally signed Windmae Upg I Have Di I

Fastman Kndzle Camnams

Tell me why driver signing is important

Cancei
Install From Disk X
[ Insert the manufacturer’s installation disk, and then
- make sure that the comect drive is selected below.
Cancel

Copy manufacturer’s files from: o

,ﬁ V‘I Browse... I

& Locate File x

Lookin: | || disk1 ] @ @ e E-

D
* H oemsetup.inf 8/9/2019 9:06 AM SetupJnI

Quick access

Desktop

Libraries

L2

This PC

=3

Network

File name: oemsetup inf ~|

Files of type Setup Information (*.inf)

86

14

Confirm @ "Select a shared printer by name" is selected
and type one of the printer addresses below in @ .
Then, click © "Next."

Black and White Printer (Monochrome):

= https://cnsipp.sfc.keio.ac.jp/monoprn

Color Printer:

= https://cnsipp.sfc.keio.ac.jp/colorprn

15

Type your CNS login name in @ "User Name" and your CNS
IPP password from STEP 03 in @ "Password." Then, click ©
oK

16

After the connection is established, "Add Printer Wizard"

will appear. Click @ "Have Disk....

17

Click @ "Browse..."

18

Open "disk1" from the folder in which you extracted
printer drivers during installation in STEP 10. Select the
O file in that folder and click @ "Open."
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AR
Install From Disk > Q)
—
(1) -
Insert the manufacturer’s installation disk, and then
~E make sure that the comect drive is selected below. -
Click @ "OK’ T
Copy manufacturer’s files from:
cAUsers\EUser\Downloads\  184255\disk 1 ~| [ Browss. |
Add Printer Wizard ? X 2 O é 2
Select the manufacturer and model of your printer. if your printer came with a
an installation disk, cli lave Disk. if your printer is not listed, consult your —_—
3 d“ disk, cl c;k H, Dlskbllf listed It
printer documentation for a compatible printer. .
If you chose “Monochrome Printer," select @ "RICOH 9
wn
RPCS Basic BW." ;
If you chose “Color Printer", select "RICOH IPSiO SP C841 =
RPCS."
f " "
This driver is digitally signed. e - Then, click e OK" to proceed.
8 Tell me why driver signing is important e l@ Have Diskc...
Ii OK I Cancel
M 3
Z
(Va)
% 2 1 Q

= Add Printer

Click @ "Next."

You've successfully added RGate IPP Printer on https://cnsipp.sfckeio.acjp

Printer name: RGate PP Printer on https://cnsipp.sfc.keio.acjp

This printer has been installed with the RICOH RPCS Basic BW driver.

N

0|=|
Next Cancel

M
=
(T2}
-
=
>
=
(D
-
wn

x
= Add Printer

You've successfully added RGate IPP Printer on https://cnsipp.sfckeio.acjp Click o "Print a test page " Check that the JOb has been

sent successfully by using the terminal next to one

To check if your printer is working properly, or to see troubleshooting information for the printer, print a

o of the CNS printers. Confirm that your test page has
printed correctly. Then, click @ "Finish."

Printing from Your PC (Windows 10) is completed.

Or— ..

87/
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Printing from Your Mac (macQS)

SFC-CNS Passwords O 1

CNS login name  [Wt22xxxtk

By using the IPP (Internet Printing Protocol), you can

(N

CNS login password [Jseeseseeees ] v

L.

send printing jobs to the CNS printers from your Mac.

First, open a web browser and go to the URL:

= https://itcsecure.sfc.keio.ac.jp/form/password

Type your CNS login name in @ "CNS login name" and
your CNS login password in @ "CNS login password."
Then, click © "Login."

SFC-CNS Passwords O 2

[P Pasoword

IMAP/SMTP-AUTH Password

L (CU\ V—mg) Confirm

—_—
R Create/Change

TPPAIRIIZ2\>T (About IPP printing)

o BAHE
o English

SFC-CNS Passwords O 3
[Eogou]

| PP Password

1
Confirm -

Create/Change

Click @ "IPP Password."

AR — FORER
(Confirm password)

2827 — F O/
(Create/Chagne password)

Click @ "Confirm."

[P Abo e prinine Remember the password you will see in the next page.

o HAZE
This password will be used in STEP 34.

o English

104

Open a web browser and go to the URL :

Shonan Fujisawa Information Technology Center
Keio Uninesty

= https://www.sfc.itc.keio.ac.jp/en/top_sfc.html

Click & "Printer Information" from the menu @

"Computer."



Top >Computer >

I Printer Information

« Printer locations on campus
« Monochrome printer information

Color printer information
o IPP printing

cedure

Last-Modified: June 11, 2013

A

OP
|
nta

2. How to configure
When you do IPP printing from your personal PC, firstly obtain IPP printing password, then get

If you configure a IPP printing for SFC-CNS before March 22nd 2018, please update printer dri

o |IPP password, printer driver

= _|PP password apgligation

o How to set OS

I Printer Driver

Printer Driver for SFC-CNS Printers.
« This secton is to download the driver for printers Ricoh SP C841 at CNS.

« Monachrome Printer

os instaor
Windows 11(54b11)
Windows 10(6451)
Windows 8.1(6451)
Windows 10 (3219

207458.0x0
Windows 8.1 (32b1t)
macOs 11.01 B pe e Vo nou Lo oo oocro [

macos 1013

207459.0x0

(Customized for SFC-CNS)

« Color Printer
os Installer
Windows 11(64b1t)
‘Windows 10(64b1t) 208852ex
‘Windows 8.1(64511)
ece L Ricoh_PS_Printers_Vol4_DOM_LI0_3.0.00

MacOSXReadme.txt [l Ricoh_PS_Printers Vold_DO

M_LI0_3.0.0.0.pkg

s “Ricoh_PS_Printers_Vol4_DOM_LI0_3.0.0.0.p
kg"” can’t be opened because it is from an
unidentified developer.

Your security preferences allow installation of only
apps from the App Store and identified developers.

'Ricoh_PS_Printers_Vol4_DOM_LIO_3.0.0.0.pkg" is on
the disk image
"Ricoh_PS_Printers_Vol4_DOM_LI0_3.0.0.0.dmg".
Safari downloaded this disk image today at 17:27 from
itcsecure.sfc.keio.ac.jp

? o

CNS Printers 4

05

Click @ "Printing procedure."

06

Scroll down to the middle of the page and click @

"Printer driver."

07/

Click the @ installer for Mac. Your download will begin.

08

Open the file you just downloaded. Then, double click @

to launch the installer.

09

The dialog like the image on the left will appear.
Click @ "OK."

89
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CNS Printers

[ ] System Preferences
w & )]
General Desktop & Dock Mission Language Security Spotlight  Notifications
creen Saver Control &Region [ & Privacy
- = \ =
s J BB L o N e
Displays Energy Keyboard Mouse Trackpad  Printers & Sound Startup
Saver Scanners Disk
[ ] < Security & Privacy Q
FileVault  Firewall  Privacy

A login password has been set for this user  Change Password...

Require password | 5 minutes after sleep or screen saver begins
Show a message when the screen is locked
Disable automatic login

Allow apps downloaded from:

App Store
(© App Store and identified developers 9
“Ricoh_PS_P....0.0.0.pkg" was blocked from opening because itis not [l Open Anyway

from an identified developer.

. lick the lock to prevent further changes.

Advanced... ?

[ ] ‘& Install Ricoh_PS_Printers_Vol4_DOM_LIO Driver
Welcome to the Ricoh_PS_Printers_Vol4_DOM_LIO Driver Installer

This installer installs the following printer driver.

@ Introduction - RICOH SP C841 JPN PS

I Continue I

[ ] ‘& Install Ricoh_PS_Printers_Vol4_DOM_LIO Driver

Software License Agreement

English i
Introduction = i
@ License

SOFTWARE LICENSE AGREEMENT

IMPORTANT NOTICE: PLEASE READ THIS AGREEMENT (the
“Agreement”) CAREFULLY BEFORE INSTALLING OR USING THIS
SOFTWARE (the "Software").

This Agreement is a legal agreement between you ("Licensee" or "yo
and us and/or our “Affiiates” (as defined below) (collectively, "Licensor").
Licensor is willing to license the Software, which includes the associated
media, and printed or electronic documentation, if an

("Documentation"), only upon the condition that you accept all of the
terms contained in this Agreement. For the purposes of this Agreement,
“Affiliate” means any entity that, from time to time during the term of this
Agreement, Controls, is Controlled by, or is under common Control with
us. “Control’ means the power, whether directly or indirectly (by
ownership of stock, share capital, the possession of voting power,
contract or otherwise) to appoint and/or remove the majority of the
members of the governing body of Licensor, or othervgaexercise control

ver liranenr'e affaire and naliriac
Go Back I Continue I

Print... Save...

90

10

Open "System Preferences" and click @ "Security &

Privacy."

11

Click @ icon and type your macOS account password.

Then, click @ "Open Anyway."

12

Click @ "Continue."

13

Click @ "Continue."



‘& Install Ricoh_PS_Printers_Vol4_DOM_LIO Driver

To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
e Lic thelnstaller.

(the

Read License Disagree 'HIS

ummary This Agreement is a legal agreement between you ("Licensee" or "you")
and us and/or our "Affiliates” (as defined below) (collectively, "Licensor”).
Licensor is willing to license the Software, which includes the associated
media, and printed or electronic documentation, if any
("Documentation"), only upon the condition that you accept all of the
terms contained in this Agreement. For the purposes of this Agreement,
“Affiliate” means any entity that, from time to time during the term of this
Agreement, Controls, is Controlled by, or is under common Control with
us. “Control’ means the power, whether directly or indirectly (by
ownership of stock, share capital, the possession of voting power,
contract or otherwise) to appoint and/or remove the majority of the
members of the governing body of Licensor, or otherwise exercise control

owvar | iranenr's affaire and nnliriac

Print... Save... Go Back Continue

[ ] ‘& Install Ricoh_PS_Printers_Vol4_DOM_LIO Driver

Standard Install on “Macintosh HD"

Introduction This will take 50.8 MB of space on your computer.
License Click Install to perform a standard installation of this software

Destination Select on the disk “Macintosh HD".

@ Installation Type
allation
Change Install Location...
9
7~ Installer is trying to install new software.
Enter your password to allow this.
User Name: Taro Keio
Cancel Install So
[ ] ‘& Install Ricoh_PS_Printers_Vol4_DOM_LIO Driver
The i ion was
Introduction
License
Destination Select
Installation Type
Installati B :
nstallation The installation was successful.
® Summary

The software was installed.

CNS Printers 4

14

Read the software license agreement carefully and click
@ "Agree" if you understand the terms and conditions

and agree. If you do not, you may not use this software.

15

Click @ "Install."

16

When the window prompts you to type in your
password, type your macOS account password in @

"Password." Then, click @ "Install Software."

17

When the driver installation is finished, click @ "Close."

91
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CNS Printers

[ ] < System Preferences Q
- 2 M H a @
General Desktop & Dock Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy
$ | N E
s ) e y & =
Displays Energy Keyboard Mouse Trackpad Printers & Sound Startup
Saver Scanners Disk
~ D> @ b .
a e
» © & @ 0
iCloud Internet Software Network Bluetooth Extensions Sharing
Accounts Update
¢ @ @
]

2L ® Q0 & @

Users & Parental Siri Date & Time Time Accessibility

Groups Controls Machine
° < Printers & Scanners Q

No printers are available.
Click Add (+) to set up a printer.
0
Default printer:  Last Printer Used
Default paper size: A4 ?

Y ® Add Printer o
= @®
Q
Name ~ Kind
Name:
o C Add Printer
@ @ Icon and Text
v Icon Only
Text Only
Q
Use Small Size
Name ~  Kind

o/

92

18

Open "System Preferences" and click @ "Printers &

Scanners."

The next procedure will be for the black-and-white
printer (monoprn), but if you would like to use the
color printer (colorprn) as well, set the monoprn printer
first, then follow STEP19~34 again; this time choose

"colorprn” instead of "monoprn."

19

Click @ "+."

20

Hold the control key and click the @ blank space at the
top of the window.

If you are using a trackpad and do not know how to right
click, open "System Preference" and select "Trackpad."
Then click "Secondary Click" from "Point & Click" tab to

configure your right click settings.

21

Click @ "Customize Toolbar...."



4

CNS Printers

Y Add Printer L’_/'_') 1
@ e 22 &
—
Drag your favorite items into the toolbar... n "o C
Drag and drop the @ "Advanced" icon onto the menu 5 ®)
® (=] ] : .
Windows " Defauit vanced at the top of the window. Click @ "Done" and click the
P "Advanced" icon you just added.
Space Flexible Space
... or drag the default set into the toolbar.
Default 1P Windows
Show  Icon Only Use small size a %
- e )
wm
wm
—
[ Add Printer 2 3 jZ>
e ® 2
Select @ "Internet Printing Protocol (https)" from "Type."
Type v EPSON FAX |
Device Internet Printing Protocol )
e Internet Printing Protocol (http)
o [ Internet Pr ] [
nternet Printing Protocol (Ipps) =
Jetdirect (Va]
LPD/LPR Host or Printer
ind printer via snool: Qz)
(] Add Printer 2
B ® B |
Type one of the printer addresses as below in @ "URL."
Type: Internet Printing Protocol (https) e
Device: = Another Device
= : - .
urL: [ ttps:) sfc kelo.ac jp/monoprmwaitiob=fal Black-and-White Printer (Monochrome) :
o = https://cnsipp.sfc.keio.acjp/monoprn?waitjob=false 2
Color Printer : w
. . . age _D
9 = https://cnsipp.sfc.keio.ac.jp/colorprn?waitjob=false =.
>
Name: Imonoerr‘] I (’-_D"
i N . n " * A
Location: Type name in @ "Name." If you are setting up the black- 2
Use: Choose a Driver... )
and-white printer, type "monoprn." If you are setting up
for the color printer, type "colorprn."
e Imonoprn‘ I " n n "
; Select @ "Select Software..." from "Use.
Location:
Use r
Generic PostScript Printer |
o Select Software...

93
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CNS Printers

@ Printer Software

el[@ 1

Dymo Label Printer
Epson 24-Pin Series
Epson 9-Pin Series
EPSON FAX
EPSON FAX A3
HP DeskJet Series
HP LaserJet Series PCL 4/5
Intellitech IntelliBar Label Printer, 2.1
Oki 24-Pin Series
e’oki 9-Pin Series
RICOH SP C841 JPN PS
RICOH SP C841 JPN PS mono

Cancelaﬁ

Type: Internet Printing Protocol (https)
Device: Another Device
URL: https://cnsipp.sfc.keio.ac.jp/monoprn?waitjob=false

Name: Imcncprd I
Location:

Use: RICOH SP C841 JPN PS mono

Add
® < Printers & Scanners Q
== monoprn —i LS
.

Idle, Last Used Open Print Queue...

Options & Supplies...

Location:
Kind: RICOH SP C841 JPN PS mono
Status: Idle

Share this printer on the network Sharing Preferences...

Default printer: Last Printer Used

Comprehensive Search | Search by K-Number

Tite

Year/Semester Year (20

94

26

If you are setting up the black-and-white printer, select
@ "RICOH SP €841 PS mono" from the list. If you are
setting up for the color printer, select @ "RICOH SP €841
PS." Then, click ® "OK."

You can find the printer software easily by typing
"RICOH" in @ "Filter" column.

27

Click @ "Add."

28

Printer setup is completed.
However, it is highly recommended that you automate

the authentication process CNS printers require before

printing. Follow the instructions below.

29

Print any kind of file or webpage (As an example, the SFC

website is used).

Click @ "Print..." from the menu @ "File."



«lI< 10f3 >»

SYLLABUS
SEARCH

Show Details

Copies: |1

Two-Sided

Pages: O All
From: 1

irm syllabi regularly.

d Syllabus

- “monoprn”.

P monoprn
eoe 1Job @ {§}
SFC Course Syllabus o
°
Hold for Authentication - ‘Filter’ failed, 3 pages
.+ Enter your name and password for the printer

Nagl t22xxxtk |

Password:
(3

Remember this password in my keychain
=

canc- O

® © ® monoprn

CNS Printers 4

30

The print menu will be displayed. Select "monoprn” for
black-and-white documents, or "colorprn" for colored

documents in @ . Then, click @ "Print."

31

Click the bouncing icon in the dock @ "monoprn."

32

Click @ the refresh icon.

33

Type your CNS login name in @ "Name" and your CNS
IPP password from STEP 03 in @ "Password." Check ©
"Remember this password in my keychain" and click @
oK

34

Once the job is cleared from the window, the printing

job has been sent successfully to the printer.

Printing from Your Mac (macOS) is completed.
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5 Antivirus

Protecting Your Computers from Security
Threats

O 1 Damage Caused by Computer

Viruses

Once your computer is connected to the internet, there
is a risk that your computer could be infected with
viruses or other malicious software designed to exploit
flaws in your computer. If infected, any of the following

could occur without your knowledge:

« Theft of personal information

. Emails with spam or viruses are sent to people in
your address book

. Your computer participates in attacks against

other computers or networks

Computers infected with viruses or malware will
generally try to spread and infect other computers on
the network. In order to prevent the spread of malware,
ITC reserves the right to, without any prior notification,
restrict internet access for devices possibly infected

with malware.

98

02 Antivirus Software

In order to minimize the risk of computer malware,
you should ensure your computer is updated regularly
(please refer to [p.112 : How to Update Your Windows /
macOS System] ) and install antivirus software to help

detect and remove any viruses on your computer.

03 Using ESET Smart Security

Keio University provides every student, faculty, and staff
member with a license to use "ESET Smart Security" for
Windows or macOS (on one computer). The following

pages describe how to obtain and install this software.

Please note that antivirus software often does not
function properly if you install two or more antivirus
software programs on your computer (such as another
program or a trial edition). If you have any other
antivirus software installed on your computer, you

should uninstall them before proceeding.
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Installing Antivirus Software on Your PC
(Windows 10)

()
. 01 2 6
keio.jp %
Keio University CALAMVS GLADIO FORTIOR Open a brOWSer and go to the URL. D
= http://keio jp/ 5
1454 w
Q |t keio@keio.jp Type your keio.jp ID in @ “ID" and your keio.jp
JERT— R password in @ “Password." Then, click @ “Login."

Ov4
~

[ oo ]

Guide:on | off

02

oB&E HBACK eBBEE 2 MyAccount 1 Click o "English" at the tOp of the page. > 8
pioj o
pose S, 3
ion Message D
>
e X 27 L (Canvas V=k &L B Q
2022/09/13 =
[keio.jp] 202298 KA TBFTNZFEDKIA
e
2022/09/13
My Library

[keio.jp] 2022598 (B - 5T TNBPLEDKMA

space (IBHF G Suite)

2022/09/06
(3] 022EEEFWRTHATOT IR FBORFUEMICOVT O 3

Click @ “Software Licensing Center" from the @

"Service" menu.

Istemwill be out of operation (August 22 at 0:00 to Augus
|namm to Submit a Manuscript for KEIO SFC JOURNAL'

EmE

99
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Y7 b9 7HA €2 ANM
“Software Licensing Center-

Y7 b9 THAT A €2 BB
“Software Licensing Center-

Y7 b9 2 THAS 1 £ AH
“Software Licensing Center-

ESET(License for 2020 academic year) [Agreed]

100

04

Click @ "Detail" in the "ESET" row to read the EULA
(End-User License Agreements).

Doing so does not mean that you have agreed to
the EULA for ESET yet.

05

If you agree to the EULA (End-User License
Agreements) and the Rules and Policy, click @
"Agree."

If you don't agree to the EULA or Rules and
Policy, then you cannot use ESET and should not

continue.

06

Go back to the license list.
Then, click @ "Detail."

07/

You can check your @ License Key for ESET on this

page.
You will use the @ License Key in STEP 14.



Y7 b9 2 THAS A ARM
Software Licensing Center-

Eproim
s

DESETT 0S5 AKR#TMCanonITY U1—>3 Y XDYA M50 0—-RUET. 9U>0—
3R/ —S 3 DBAEBIITHLET.

#EtF1UFT 1 MRER - Integrated Security Products -

VINIITEE | o BAGEIR | English
Product Name 32bit [ 64bit 32bit 64bit
o> O—F
C: ITYUa—232 ESET( Y
ESET Internet | V22 KOESETOTAEIRE | b nioad | Download
Security (AR REECHAOSS) opEERLT] | 52MB) | (57.6M8)
ZEWn.
Ao 0—R
. CanonITYU1—33 > XDESETOH - b Download
ESET Cygre;sec“”w Mac HEET. (Up to macOS Mojave)
(BAREEECHROSS) ORERRUT (127MB)
EEW,
7> F I+ L ABE - Anti-Virus Products -
S View
% cu T New tem = Jopen - Effselectal
D » % L x ) Easy access ~ eat 33 Selectnone
Mo coy. |k erane | v O bty e seecion
o e o o seet
fs > ThisPC > Downloads ~v O Search Downlof
ol @ eis_nt6d.exe | Date modified: 24/06/2019 0951
Type: Application Size:549 M8
.
»
.
.
E

@s[Z) SECURITY

Install ESET Internet Security
|

Enjoy using your computer as you work, play and connect - protected by ESET. Q”

Anewer version of this product s available online and can be automatically
downloaded and installed instezd of included one

! Install newer version

= i B

(@s[E) SECURITY

End-user license agreement

ESET Internet Security

IMPORTANT: Please read the terms and conditions of product application set out below carefully prior to
download, installation, copy or use. THROUGH DOWNLOADING, INSTALLING, COPYING OR USING THE
SOFTWARE YOU ARE EXPRESSING YOUR CONSENT TO THESE TERMS AND CONDITIONS AND YOU
ACKNOWLEDGE PRIVACY POLICY.
End User License Agreement
Under the terms of this End User License Agreement (hereinafter referred to as *the Agreement’) executed by and
between ESET, spol. s . o, having its registered office at Einsteinova 24, 851 01 Bratislava, Slovak Republic,
registered in the Commercial Register administered by Bratislava | District Court, Section Sro, Entry No 3586/8,
Business Registration Number: 31 333 535 (hereinafter referred to as "ESET" or "the Provider’) and you, a physical
person or legal entity (hereinafter referred to as "You" or "the End User®), You are entitled to use the Software
fined in Article 1 of this Agreement. The Software defined in Article 1 of this Agreement can be stored on a
0a carrier, sent via electronic mail, downloaded from the Internet, downloaded from the Provider's servers or .

R

Privacy Policy Print Save

Antivirus 5

08

Go back to the “license list," and click @ "download."
Certification from keio.jp authentication is required, so

log in using the same steps referenced in STEP 01.

09

Choose the installer that is compatible with your
Operation System.

Click @ "Download" to download the installer.

10

Open the @ download installer.

11

Click @ "Continue."

12

Read the EULA(End-User License Agreement) carefully.
If you agree, click @ "I Accept". If not, you may not use
ESET.

101
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@et SECURITY

Chocs“(\vﬂtlon option

|U~,s a purchased License Key

@ Free trial
Test this product fo FREE for a imited time. You
only need an email address

Use a license you purchased online or in a store.

Use License Manager

Login ta myeset.com and activate with a license s

you have added to your License Manager Purchase a new license for this or other ESET
products

Purchase license

Skip activation

@s[Z) SECURTY

u“purchased License Key
I@ 3PAN-0030-0000- 00005000 I

Where can | find

hat do | do

have a Use

[2)
B

(€s[I) SECURITY

ESET Internet Security will be installed

Enjoy using computer with your personal cyber guard - ESET Internet Security. This solution gives you optimal protection for
everyday PC usage. It lets you pay and bank more safely online.

(1]
0

Change product

@s[E) SECURITY

There is power in numbers. Get the maximum level of protection.

ESET LiveGrid® feedback system allows us to collect statstics and information
create detection mechanisms in our cloud system. We then immediately apply these to ensure that our customers have the maximum level of
protection.

Disable ESET LiveGrid® feedback system.

objects, which we s to

Detection of Potentially Unwanted Applications
ESET can detect potentily unsnted applications and sscfor confirmation before they nstall.Potentisly unvianted spplicstions might not
pose security sk but they can affect computer's performance, speed and relabiity, or cause changes in behavior. They usualyrequire user's

consent before installation.

Disable detection of potentially unwanted applications

[I—. 3

| CRmY

102

13

Next, you will need to activate the software in order to
use it.

Click @ "Use a purchased License Key."

14

Enter your License Key from STEP 07 in @ , then click @

"Continue."

15

Click @ "Continue."

16

We recommend you check @ and @ , then click ©

"Continue."



@sED) SECURITY

icipate in Customer i P Program

uld fike to collect ananymous information about how this productis used. The collected data will help us improve the experience for
will never be shared with third parties. What information do we collect?

"Nt 10 pareIpate In The program recommended

No, | don't want to partiipate n the program

Change installation folder

SECURITY

Installation successful

ESET Internet Security has been successfully installed on your computer. Your
computer will be continuously checked for viruses and malware.

Click Done to complete the product setup and begin activation process,

Learn about security: ESET Knowledgebase

Connect with ESET: fFacebook ¥ Twitter &Youtube

INTERNET SECURITY

2 Home

Q, Computer scan ®

~ v You are protected
£ Update

B Tools

€2 setup

@ Help and support

Scan your computer Banking & Payment Connected Home Monitor

(Check the security of your network

mputer for malware

Antivirus 5

17

Check @ "Yes", then click @ "install." This will enable all
the features provided by ESET.

18

Click @ "Done" to complete the installation process.

19

It is strongly recommended that you scan your
computer regularly and click “Computer scan" after

finishing.

Installing Antivirus Software on Your PC (Windows 10) is

completed.
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5 Antivirus

Installing Antivirus Software
on Your Mac (macOS)

keio.jp

Keio University CALAMVS GLADIO FORTIOR
Login to keio.jprR— %)L / keio.jp Portal 3
ID:

O\ t keio@keio.jp |

Password:

(2] P ]

oI

Guide:on | off

User's Guide Support Desk

© Keio University.

B KB B, keio.jpALSTE.

-B%H

1)

«English

PHBATE

oEWEE 2

keio.jp

Application Message
s<@bnsma
ER LET DEEIN 2020/08/11

H15> AWebREBOEH 5t
R A A2 AWebRROBH 5
© KOSMOS My Library 2020/08/02

rREIO0FI AL ZEMHBT 7Y (COCOA) K2WT

G Suite
P 2020/07/28

[keio.jp] 2020F9A KB EBE T NS LEDWMA
e K317

& KOSMOS My Library < Keio Mail
 Web-Based Courses for IT ) (COCOA) k21T
6 suite

< Box
Wireless LAN connection setting < Report of Infectious Disease
& keiomobile2 / eduroam

© WebEx
category < Online System for Student Club

All Activities

lass = KEIO UNIVERSITY SCHOOL OF

HEDICINE ECTURE ARCHINE

Media Center

Showall news

All®  Academic affairs ®  Studentlife ® Scholarship ®  Finding employment

Placement and Career Services >

104

01

Open a web browser and go to the URL:
= http://keio.jp/

Type your keio.jp ID in @ "ID" and your keio.jp password
in @ "Password." Then, click ® "Login."

02

Click @ "English" on the top of the page.

03

Click @ "Software Licensing Center" from the @ "Service"

menu.
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[P
Y7 b9z 7HAI A€ AR
~Software Licensing Center-

The page shown on the left will be displayed. You will

U1

=
)
=g
<
=.
e
)

need to agree to EULA(End-User Lisence Agreements)
first, so click @ "Detail" on the right side of "ESET(Lisence
for 2022)."

()
2 6
wn
w
(ezann o 1 © Logout D
ESET(License for 2022 academic year) [Not agree] 2
WP fer to the details the following infe i Q
oL If you agree to the EULA (End-User License Agreements) b
¥ gy and Rules and Policy, click @ "Agree."
= : s || |f you don't agree to the EULA or Rules and Policy, then
Pr— ) ) " | you cannot use ESET and should not continue.
R -
T ot s oty > '7
S @)
Do b
o Ucamin ot A O 6
Go back to the license list.
Click @ "Detail."
>
> 8
©
(D
>
Q
>

Loon U hmohaop Fotsin 8 M ]L o Coned
Y7 bz TR A €2 AR
-Software Licensing Center-

e S T(Licanse for 2022 scademic yoar) [Agreed] You can check your @ License Key for ESET on this page.

You will use @ License Key in STEP 26 so don't close the

page until the download is complete.
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[ ———

Y7 b9 THAT A €2 2RM
~Software Li

- amrsc oy,

on

uzbo371uzaNALONN

B Avaiable List

[e—————"

EE
i
iiﬁ

2
FERER

:
H
H
H

[N

fi¢

e (RS2

R ITCAE

BAEtEF21U T WRER

ESET Internet Security (Windows)

RBEtEFa VT WREE

ESET Cybersecurity Pro (Mac)

BAER YU~0—F scanonTy V2~ 3> XESETHA b
(EARRSE AROHE) OFEBRUT KW,

(1

L ESET Cyber Security Pro

(es[El) CYBER SECURITY PRO

Install ESET C), Show(original

ey

| ESET Cyber Security Pro > (¢

‘Compress “Install ESET Cyber Security Pro”
Make Alias
Quick Look “Install ESET Cyber Security Pro”

Share >
Quick Actions >

|| Resources

©°0@ =

Install.pkg Installer.pkg Uninstaller.app

106

08

Go back to the license list and click @ "Download."

09

Click @ "Download" to download the installer.

10

Open the file you just downloaded. Then double-click
the @ icon. Right-click "install," then click @ "Show
Original." Then double-click "Install.pkg."

11

Double click @ "Installer.pkg."



o app” is an from the

Internet. Are you sure you want to open it?
Y “Installer.app” is on the disk image “eset_cybersecurity_pro_en.dmg”.

Firefox.app downloaded this disk image today at 11:48.

~ Don’t warn me when opening applications ggethis disk image

1

? Cancel Show Disk Image

Install ESET Cyber Security Pro a

This package will run a program to
determine if the software can be installed.
To keep your computer secure, you should only run
programs or install software from a trusted source. If

you're not sure about this software's source, click
Cancel to stop the program and the installation

Cancel Continue

=]

[ (@ Install ESET Cyber Security Pro

Welcome to the ESET Cyber Security Pro Installer

© Introduction The Setup Wizard will install ESET Cyber Security Pro on your computer.
Read Me
License Warning!

Version Check o o .
To avoid serious conflicts, it is critical that you uninstall any other
Setup security applications such as antivirus or anti-spyware programs before
continuing installation.
Destination Select

Installation Type IMPORTANT:
Installation

Your software is not activated yet. Please follow these simple steps

Summary to complete activation:

e Go through the installation process
"ESET Activation” will appear on your screen after successful

installation
e  Follow instructions to activate the software o

s I Continue I

(] (©) Install ESET Cyber Security Pro a

Important Information

@ Introduction
o Read Me

License

System requirements

Mac computer with an Intel processor
Processor architecture: Intel 64-bit
macO0s: 10.9 - 10.15

Memory: 300 MB

Disk space: 200 MB

Version Check

Setup
Destination Select
Installation Type
nstallation

Summary

Print... Save... Go Back I Continue I

12

Click @ "Open."

13

Click @ "Continue."

14

Click @ "Continue."

15

Click @ "Continue."

Antivirus

5
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5 Antivirus

D (©) Install ESET Cyber Security Pro )
Software License Agreement
English i
Introduction 9 s
Read Me IMPORTANT: Please read the terms and conditions of product
e application set out below carefully prior to download, installation, copy or
4 use. THROUGH DOWNLOADING, INSTALLING, COPYING OR
USING THE SOFTWARE YOU ARE EXPRESSING YOUR
CONSENT TO THESE TERMS AND CONDITIONS AND YOU
ACKNOWLEDGE PRIVACY POLICY.
Software End User License Agreement
‘Under the terms of this Software End User License Agreement (hereinafter
referred to as "Agreement") executed by and between ESET, spol. s T. 0.,
having its registered office at Einsteinova 24, 851 01 Bratislava, Slovak
Republic, registered in the Commercial Register administered by
Bratislava I District Court, Section Sro, Entry No 3586/B, Business
Registration Number 31 333 535 (hereinafter referred to as "ESET" or
"Pravider) and van » nhusieal nereon or leonl entitv deoinafter roferrad
(esf Print... Save... Go Ba I Continue I
(©) Install ESET Cyber Security Pro a
To continue installing the software you must agree to the terms of the
software license agreement.
Intl Click Agree to continue or click Disagree to cancel the installation and quit
Rei the Installer. fnct
s yor
e Lic 1 OR
: : JUR
Read License Disagree oU
Stination Select
End Ilser License A
® () Install ESET Cyber Security Pro a
Version Check
Introduction Version check successful. Click Continue.
Read Me
License
@ Version Check
(esf Go Back Co
D (©) Install ESET Cyber Security Pro a
Installation Mode
Introduction Please choose whether to install ESET Cyber Security Pro with
Typical settings (provides the best balance of security and
Read Me speed) or select Custom for additional configuration options.
License
Version Check
o Setup

et

o Installation mode

Custom

Go Back I Continue I

108

16

Read the EULA (End-User License Agreement) carefully.
If you agree, click @ "Continue." If not, you won't be able
to use ESET.

17

Click @ "Agree."

18

Click @ "Continue."

19

Make sure that @ "Typical (recommended)" is selected

for installation mode. Then click @ "Continue."



@ Version Check

© Setup

© Destination Select

o Installation Type
stallation

Summar

® (&) Install ESET Cyber Security Pro a
ESET LiveGrid®
o Introduction ESET LiveGrid® feedback system allows us to collect statistics
and information about suspicious objects, which we process
Read Me i to create detecti i in our cloud
o License system. We then immediately apply these to ensure that our
have the d level of ion.
@ Version Check
® Setup
Destination S
Installation Type
nstallation
Summary
I Enable ESET LiveGrid® feedback system (recommended)
() (8) Install ESET Cyber Security Pro a
Potentially Unwanted Applications
o Introduction y are that usually
require the user's consent before installation. They might not
Read Me pose any security risk, however, they can affect your
o~ License computer's performance, speed and reliability as well as
change its behavior.
@ Version Check
o Setup
Destination Select
nstallation Type
stallation
Summar
I Enable detection of potentially unwanted applications
—
(es Go Back I Continue I
) (&) Install ESET Cyber Security Pro e
Standard Install on “Macintosh HD"
TR This will take 150.9 MB of space on your computer.
Read Me Click Install to perform a standard installation of this software
s on the disk “Macintosh HD".

Change Install Location...

Go Back

Antivirus

20

5

Make sure that @ "Enable ESET LiveGrid feedback system

(recommended)" is checked.
Then, click @ "Continue."

21

Make sure that @ "Enable detection of potentially

unwanted applications" is checked.
Then, click @ "Continue."

22

Click @ "Install."
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5 Antivirus

D d b a
~ Installer is trying to install new software. 2 3
Introduc h i Enter your password to allow this.
Reacll User Name: _Taro Keio i When the window prompts you to type in your
Lo passwgrd:feeeseesee 1 .
pe | 6 password, type your macOS account password in @
o Setup .
3 g Il Softws .
o Destinat c"’" "Password." Then, click @ "Install Software."
L]
allation |
Change Install Location...
(es Go Back m
® ESET ( "
Thei ion was L
Introduction . .
N You have successfully installed ESET Cyber Security Pro
License
Version Check on yOUr Mac'
N The installation was successful Cli " "
" - ick @ "Close.
b Destlnal-lon oot The software was installed.
Installation Type
Installation
® Summary
i

® o | @I CYBER SECURITY PRO
r— ] o
VBIMUmPrOtEEt - Q smart scan

@ Computer scan
@ Update

£ sowp

K Tools

@ wei

@ statistics

Disable Real-time File System Protection

Disable Network Traffic Filtering
E I Enatl Blocking of Al Trffic

Open the application and click the @ icon, then click @

Preferences..

- = ot _—
e g "Product activation."
e (2)

19984 (20190907)
2021/04/30 210000
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[ ) ‘ (esf@) CYBER SECURITY PRO
I have a License Key I want to purchase a new license

License Ke\ Purchase license
(1) ﬁ—]}|—| © pusras e ers or i o v Enter your License Key from STEP 07 in @ "License Key."
Then, click @ "Activate."

=
)
=g
<.
c
)

Where can | find the License Key?

I have a Username and Password, what do | do?

? | Activate

M 6
=
n
W
D
-
<
° | CYBER SECURITY PRO 7 Q
wm
Click @ "Done" after the activation.
Activation was successful Installing Antivirus Software on Your Mac (macOS) is
ESET Cyber Security Pro can now receive regular updates to find and
clean the latest malware. com p|eted.
Computer name: CNSGuidenoMacBook-Prolocal % 7
O
> &
©
o
D
>
Q
>

Threats on the Web

The internet is one of the most notable inventions in the field of computer science. It has become
so essential to our daily lives that millions of machines around the world are connected and able to
communicate. However, "essential" does not necessarily mean "secure;" all devices on the internet are at

risk of attack.

For example, malicious attackers can create websites designed to trick users and install malware and
other unauthorized software, resulting in data theft, vandalism, or other harm. You must be careful when

using the internet and should avoid nonreputable websites that could harm your computer.

111
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How to Update Your Windows / macOS System

Are Software Updates Important?

When a bug or vulnerability is discovered in a piece
of software, a software publisher will often release an
update to fix any problems. For example, Windows
Update (on Windows PCs) and Software Update
(on macOS) regularly receive updates designed to
keep users safe. Many other software vendors have
similar ways to provide users with updates. Software
updates fix bugs and are crucial for information

security. Malicious hackers will often attempt to exploit

vulnerabilities before users are able to update their
computers, so users should apply software updates
as soon as possible. Please ensure all your software
is up to date to help keep your computer safe on the
internet. The following pages describe how to install
operating system updates (on Windows and macQS)
and configure your computer to check for updates

automatically.

Updating Your Windows System (Windows 10)

Windows Settings
0 seen B g e © oo
G Peenatzaion = Qs o guag
® G Oy Eseotac O sewn g ey
ooy 1]
P
@ Home Windows Update
You're up to date
o Todey, 0937
Update & Security
£ Towkshoot
D Recovery

112

01

Type "settings" in @ the search bar in the lower left

corner of your screen, then open @ "Settings."

02

On the left screen, click @ "Update & Security."

03

The Windows Update will be displayed. Click @ "Check
for updates" and check to see if you need to update the

Install Program or not.



Windows Update .
Windows Update

omeler s B Eate Updates are available.

B « Security Update for Adobe Flash Player for Windows 10

acup Version 1511 for x64-based Systems (KB3163207).
03 * Windows Malicious Software Removal Tool for Windows 8,
Vel 81,10 and Windows Server 2012, 2012 R2 x64 Edition - May

2016 (KB890830).

Activation

« Cumulative Update for Windows 10 Version 1511 for x64-
based Systems (KB3156421).

For developers Details

/¢ll automatically install updates when you aren't using your
vice, or you can install them now if you want.

Looking for info on the latest updates?

Windows Update

Update status

E
5 0EA01S326) 61 £ 148 D425 3T Tk ‘

nthe et
fon - Bluetooth - 5/4/2018 12000 AM - 205004

1 K122713) b4 C b DTS

Hove a question’

Gethelp

Antivirus 5

04

Select any updates that appear, then click @ "Install

now.

05

Depending on the type of updates that are installed, you
may need to restart your computer in order for all the
updates to install properly. If necessary, save your

work and reboot your computer.

Instructions for updating your software is now complete.

Updating Your Mac System (macQS)

Finder File Edit

View Go Window Help

System Preferences...

[ ] <[> System Preferences Q Search
= @ M a2 W
ovao
General  Desktop & Dock Mission  Language  Security  Spotlight Notifications
Screen Saver Control ~ &Region  &Privacy
B v = “ o N &
Displays Energy  Keyboard Mouse Trackpad  Printers&  Sound Startup
Saver Scanners Disk
> a : o
O|@|l® 0 . ®
iCloud internet l Software | Network  Bluetooth  Extensions  Sharing
Accounts Update
() <[> Software Update Q_ Search

macOS Catalina o

10.15.6 — 8.25 GB Upgrade Now
Y vore info...
Other updates are available.

More info...
Software Update

Use of this software is subject to the original license agreement that
‘accompanied the software being updated.

L v tn dat, ack " 2

01

From the Apple menu bar at the top of the screen click

the @ "System Prefereneces..."

02

Click @ "Software Update."

03

If there are any new update messages displayed, click @
"Upgrade Now"or"Update Now".
Updating your Mac system (macOS) is completed.
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What are CNS SEIVErS? = = + = o = o o o o o o o o o o o o o s o o o o s s o s s o e e e

Remote Accessto CNS Servers ¢ o ¢ o ¢ o o oo o0 o0 o 0 o 0 o o 0 o 0 o oo o117

What is REMOtE ACCESS? = = = + o = o o o o o o o o o o o o o o o s s o o o o o s o o o oo
Access Remotely from Your PC (Windows 10) + ¢ ¢ = @ ¢ 0 e o e e oo e oo e oo o000 0 e
Access Remotely from Your Mac (macOS) + ¢ ¢ ¢ = @ o 0 e o e e oo e e e e e e e e e e e

Transferring Files to CNS from Your PC (Windows 10) with WinSCP « + = « ¢« « = «

Transferring Files to CNS from Your Mac (macOS) with Cyberduck « « « = ¢ « « « = ¢ «13]

PubnshingFilesontheWeb © s+ e s e s o o e o e o o o o e s e s s e e s e s e 733

Publishing Files on the Web from On-Campus PC (Windows 10) + « = = = = = « ¢ ¢« o o o o o
Publishing Files on the Web from On-Campus Mac (macQOS) '+ + « = = = = ¢ ¢ e o o o o o o v
Publishing Files on the Web from Your PC with WinSCP (Windows 10) + + « ¢ = =« ¢ o o e o o«
Publishing Files on the Web from Your Mac with Cyberduck (macOS) + « « « =« « ¢ o o 0 e v
Correlation between URL and File Location « + « ¢ ¢ ¢ e o e oo e oo e oo e oo oo 0o v s
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Using CNS Servers

What are CNS Servers ?

01 What are Servers?

Servers are computers or software that provide services
and data to other computers on networks. CNS mail and
other CNS services are hosted on internal CNS servers.
This section provides details about personal storage

available on CNS.

OZStorage Assigned to You

Every student at SFC is assigned 100GB of storage on
the CNS network. The storage is used by your e-mail
and can also be used for personal purposes, such as
storing reports, photos, backups, etc. However, if your
storage is fully used, your e-mail will no longer work
properly. Be sure to leave some space for e-mails in your
storage. Please refer to the list below to find the path
of your home directory, depending on the operating

system of the CNS computer you will use.

O3Up|oad Using SSH

You have direct access to your CNS storage from
on-campus computers. However, if using your own
computer, you must use SSH (Secure Shell) to upload
files onto the CNS servers. Instructions for this are given

in [p.117 : Remote Access to CNS Servers] .

O4Up|oad Using SCP/SFTP

You can upload files to the CNS servers using SCP or
SFTP. Instructions on how to use WinSCP on Windows,

and Cyberduck on macOS will be given in this section.

Directory

Path on CNS Servers

macOS Home directory

/home/[your CNS login name]/CNSiMac

Windows 10 Desktop directory

/home/[your CNS login name]/10DataCNS/CNSDESKTOP

Windows 10 Document directory

/home/[your CNS login name]/10DataCNS/Documents
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Remote Access to CNS Servers

What is Remote Access ?

Even if you cannot access on-campus computers physically, you can still access CNS servers remotely using the SSH

()
Z
(92}
N
(@)
>
<
(@)
=~
(%2

protocol.

In this section, instructions for remote access on Windows 10 and macQOS are provided. For more information about
CNS servers, please refer to the following URL:

= https://secure.itc.keio.ac.jp/c/a/sfc/en/computer_server.html

-
> /
@)
Access Remotely from Your PC (Windows 10)
B | O Download PuTTY -a free Ssli s x |
Download PuTTY
L ek Vindows does not have a SSH client preinstalled. You
PR AR e P
must install dedicated software. We will use “PuTTY" > 8
as an example. Access the link below, and click %
@ "Download PuTTY." (':Q)
Bltvisessmcient ) ‘ = https://www.putty.org %

02

Click @ "putty-64bit-0.77-installer.msi" and save it to

Package files

any location. If your operating system is 32-bit, click the

You probably want one of these. They include versions of all the PUTTY utilities (except the new a ||nk fOr 32-b|t and dOWnload the inSta”er ﬁ|e
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

We also publish the latest PUTTY installers for all Windows architectures as a free-of-charge downl;
few days to appear there after we release them.

MSI (‘Windows Installer’)

64-bit x86: ignature)
64-bit Arm: (signature)
32-bit x86: ity (signature)
Unix source archive

tar.g2: outty-0.77.tar g7 (signature),
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1B PUTTY release 0.7 (64-bit) Setup - x

Welcome to the PuTTY release 0.77
(64-bit) Setup Wizard

The Setup Wizard allows you to change the way PuTTY release
0.77 (64 bit) features are installed on yeur computer or to
remove it from your computer. Click Next to continue or Cancel
to exit the Setup Wizard.

5 PUTTY release 0.7 (64-bit) Setup - X
Destination Folder
Click Next to install to the default folder or click Change to choose another.

Install PuTTY release 0.77 (64-bit) to:

[C:¥Program FilessPuTTY¥

Change...

(I PUTTY release 0.77 (64-bit) Setup - 'Y

Product Features
Select the way you want features to be installed.

=r

- | Add shortcut to PUTTY on the Deskiop

2| put install directory on the PATH for command prompts
5] Associate .PPK files with PuTTYgen and Pageant

This feature requires 4942KB on your hard drive.

(1)

118

03

Open the file you just downloaded.

Click @ "Next."

04

Confirm the installation location and click @ "Next."

05

Confirm that "Install PuTTY files" is selected, then click
@ "Install."



18 PUTTY release 0.7 (64-bit) Setup - X

Completed the PUTTY release 0.77 (64-bit)
Setup Wizard

Click the Finish button to exit the Setup Wizard.

[/] View README file o

sk N Fnsh | Cancel

BB rurTy s4-bin

Pageant

l? PuTTY Manual

=
o B rutTY Web Site

e rfype here to search

&P PUTTY Key Generator ?
File Key Conversions Help

Key
Mo key.

e (1)

Jenerate a oublc/private key mir

Load an existirg private key fie Load
Save the generated key Save cuklic key Save privats key
Faramsters

Type of key o generate:

(® RsA ) DSA JECDSA 10 54DsA

Number of bits in & gerersted key

B PUTTY Key Generator ?
File Key Conversions Help
Key
Plessz generate same randomress by moving the mouse cver the blank ares

Actions
Genorate 3 public/privare key pair Generate
Lesc ar existirg private key fle Load

Save the rertes ke Save public hev. Save private bey
Faramcters

Type of key to asnerate
Fi5A DEA ECI8A EdD3A 85h-1 (RSA)

Mamker of bits in 2 generated b 2048

CNS Servers

06

Click @ "Finish."

0/

Open @ "PuTTYgen" from Start menu.

08

6

Generate a pair of public and private keys required for

remote login. Click @ “Generate."

09

Follow the instructions on the screen and keep moving

the mouse cursor randomly on the screen.
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BP PuTTY Key Generator ? X

Fie Key Conversions Help

—
Key Trgsrarnt. 531 rea 2048 5114256, 5R20 0z el OTIFGIsGLAP RN R0

Key comment 20220320 |

Key pasephrsser |

Conrm pacephrace: | ]

Actions
-
Load o1 citing orvato oy e Load
Save the generated bey Swemiliey || Smapstemy |
Paramecers

Iype of key to gererate:
®RSA Cpsa L ECDsA I EdDSA 4 5541 (ReA)

Humbs- of bizs in 3 generated key:

EP PUTTY Key Generatar ? X

File Key Conversions Help

Ksy
Fublic hey for pass

80y Ve

& AELKehBIDLY|
AOvordawalR] X ~

Jouf SXELIS Ve
Q1T 7

Key fiagam irs 1o K37 HGksGLeHe R ROCZ g

K 0
Key pazs=pht

Confim

Actens
Generate s puble/private key oair Gereraze
Lozd an sxistrg private key fie Loed

Pers meters

D3R ) ECDSA ) EdDEA ! 33H1 (ReAl

Number f i Ir 2 gererated key

“yoe of key to generste:
®) R3A

B Save private key as X
€ v p T s ThRRC > Windows(C > Users > enuser > sch v U P semhsh
Organize = New lolder =~ @
® This pC A Name ) Date maitied Type i

Naitems match your search

¥ Downloads
& Music
= Picures
B videos
< Windows (€9
v < >

ey

Fie name: i rsa ppk

Siave s lype: PuTTY Private Koy Fies (ppk] v

C-CNS Passwords

Shonan Fujisawa ITC,

120

10

The public key and private key have been generated.
Please make a copy of the generated public key @ .

11

To encrypt your private key, enter your desired
passphrase in @ and @, and then click © "Save private

key.

12

Type any File name to save the private key. Then, click
 "Save."

The saved private key will be used in STEP 19. The
private key you saved should be stored securely in the
same way as a password. Do not disclose or share it

with others.

13

Register the public key you have created.

Access the following URL, enter your CNS login name in
@ and your CNS login password in @, and then click ©
"Login."

= https://itcsecure.sfc.keio.ac.jp/form/password/




C-CNS Passwords

|About this page
EEEr

ZDA—C(F SFC-CNS DT
< sreans 07y~

[ — * IMAP/SMTP-AUTH /XX D — *
CNS SSH Key

RN Al TS

o IPP J{IRD—
* Web Database /{2 — |+
= CNS SSH J%#tA AR

You can set password for SFC-CNS on this page.
* SFC-CNS Login password

+ IMAP/SMTP-AUTH password

+ IPP Password

« Web Database password

« CNS SSH public key

{ERHEHDARSEDE S (A public key)
BB D £ -y

2. Tl >z 91w/ T <f2 &L (Click this button)

Add Public key 2]

B rurTY (64-bity
i Pageant
)

— [BHATE

PuTTY Manual
PUTTY Web Site

PuTTYgen

2 rrype here to search

§ PUTTY Configuration ? X

Category:

E} Session ~ Options controlling S8H authentication
Logging

£} Terminal 1 Display pre-authentication bannar (SSH-2 aniv)
Keyboard LI Bvnass authentication entirelv (SSH-2 onlv)
el L Discornect if authertication succesds trivially
Features

E Window Authentication methods
Appearance

[ Attempt authentication using Pageant
LI Attempt TIS or GryptoCard auth (SSH-1)
] Attempt “kevboard-interactive” auth (S5H-2)

- Behaviour
Translation

Authentication paramaters
LI Allow agent forwarding
L Allow attempted changes of usermme in SSH-2

O=—

Private key file for authentication:

= Tunnels
-Bugs

e

About Help

CNS Servers 6

14

Click @ "CNS SSH Key."

15

Paste the public key that you copied in STEP 10 in @
and click @ "Add Public key."

16

Open @ "PuTTY" from the Start menu.

17

Click @ "Connection" — @ "SSH" — © "Auth" — @

"Browse..."
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B Select private key file )
& v T s Uses > ansuser > ssh v U P searchssh
Organize = New folder E- m @
Sleicues A e N p—
@ OncDrive B id rsappk 9/20/2022 8:11 AM
B This PC
130 Objects
1 Desitop
| Documents
¥ Downloads
D Music
&= Pictures
F videos
< Windows (C)
v < >
Flle name: SUTITY Private Key Fies (*ppk)
Cancel
& PuTTY Configuration ? X
[ Options controlling S8H authentication
1 Displav pre-authentication banner (SSH-2 onlv)
LI Bypass authentication entirely (38H-2 orlv)
: LI Disconnect if authentication succesds trivialy
Feztures
5 Window Authentication methods
g:a:i;‘::\:e [ Attempt authentication using Pageant
Translation L) Artempt TIS or CrvntoCard auth (S8H-1)
Ee Selection [ Attempt “kevboard-interactive” auth (SSH-2)
i Colours
£} Gonrection Authentication rarameters
-~ Data L Allow agent forwarding
= g;);\/ L Allow attemuted changes of username in S8H-2
3 Kex Private key file for authentication:
Host keya G ¥Users¥cnsuser¥ =sh¥id_rsa.ppk Browse.
Cipher
[ Auth
X1
~Tunrels
Bugs he
About Help Open Cancel
ﬁ PuTTY Configuration ? X
Category:
[l Session Al Basic ontions for your PUTTY sassion
- Logging .
& Terminal Specify the destination you want to connect to
Kevhoard Port
-~ Bell co2 sfc keioac ip 22
Features
 Windaw Gennection type
Appearance @ s5H ) Seral ' Other: | Telnet i
- Behaviour
Translation Load, save or delete a stored session
[ Selection Saved Sessions
- Colours
(=l Connection
Data Default Settings Load
Proxy
=88H Save
Kex
Host keys Delete
~Cipher
= Auth
GSSAPI
TTY Close window on exit:
¥11 L) Alwavs () Never ®) Only on clean exit
Tunnels b 9
About Help I Open I Cancel
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18

Click the private key you saved in STEP 12.
Then, click @ "Open."

19

Confirm that the correct key has been selected in @
and click @ "Session."

20

Type your host name in @ "Host Name." We are using
"cex02.sfc.keio.acjp" as an example. Click @ "Open."
For more information regarding CNS server, refer to the

following URL:

= https://secure.itc.keio.ac.jp/c/a/sfc/en/computer

server.nhtml
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U1

PUTTY Security Alert X 2 1

The host key is not cacned for thic server:
- ioac Jo (port 22
You have no guarantes thar the server s the computer you think it .

SNJIAIUY

The sarvers ssh-ed25618 key Angerprint is:
sch-ed25519 253 SHA256 ENdKENGOBFy530dy _resLK41 TGSo0Re TTLCy+YaU

T you trust this hest, aress “Accept” te add the key to PUTTY's

«cache and carry o1 connecting . . .
AT D e e S T tey alert similar to the one shown on the left will appear.
1o the cache, press “Cannect Once”

If you have never connected to a CNS server before, an

If you do not trust this 10st, press “Jarcsl” to abandon the connestion.

il Mre info o Comect Cree

Click @ "Accept" to continue.

@ cox02.sfckeio.acp - PUTTY - 2 2

Type your CNS login name in "login as" then type enter

()
Z
(V]
(Vg
D
=
<
D
=3
wv

key. Then type the passphrase you made in STEP 03
in "Passphrase for key 'imported-openssh-key." Then
press the enter key. Be aware that the cursor won't

move while the passphrase is being typed.

Ov4
~

& cox02 sfc keio.acjp - PUTTY — =] X 2 3

If you see the screen shown on the left, remote access is

completed.

oo

xipuaddy
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Access Remotely from Your Mac (macOS)

0@ 7 tarokeio — -bash — 80x24
CNSGuidenoMacBook—-Pro:~ tarokeio$ ssh-keygen -b 2048l

[ JOX ) %) tarokeio — ssh-keygen -b 2048 — 80x24
CNSGuidenoMacBook-Pro:~ tarokeio$ ssh-keygen —-b 2048

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/tarokeio/.ssh/id_rsa): I

@ [ ) % tarokeio — ssh-keygen -b 2048 — 80x24
[CNSGuidenoMacBook-Pro:~ tarokeio$ ssh-keygen -b 2048

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/tarokeio/.ssh/id_rsa):
Created directory '/Users/tarokeio/.ssh'.

Enter passphrase (empty for no passphrase): [J

[ JOX ) ) tarokeio — -bash — 80x24

[CNSGuidenoMacBook-Pro:~ tarokeio$ ssh-keygen —-b 2048

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/tarokeio/.ssh/id_rsa):

Created directory '/Users/tarokeio/.ssh'.

[Enter passphrase (empty for no passphrase):

[Enter same passphrase again:

Your identification has been saved in /Users/tarokeio/.ssh/id_rsa.

Your public key has been saved in /Users/tarokeio/.ssh/id_rsa.pub.

The key fingerprint is:

SHA256:G1DIF1DZ6EbsZQS5WFER29WFPC4ec4hnry2wdVSPQkg tarokeio@CNSGuidenoMacBook-P
o.local

The key's randomart image is:

+-—-[RSA 2048]-———+

| .+0E%+o0 o. |

| 0+Qo= * |
| KOk + + |
| *.X + . |
| . *SB |
| o 0o. |
| +.0 |
| .0 . |
| . |
+————[SHA256]————— +
CNSGuidenoMacBook-Pro:~ tarokeio$ [J

124

01

First, start Terminal.app from the Applications folder. On
your Mac, we will use the ssh-keygen command to create
a private and public key. Type in

ssh-keygen -b 2048
and hit the Return key.

02

The next page will ask you where you want to save your
keys. Hit the Return key. By default, the keys are saved to

"/Users/[your username]/.ssh/id_rsa"

03

Next, you will be asked to create a passphrase for your
private key. Type your passphrase twice. Be aware that
the cursor will not move while the passphrase is being

typed.

04

Once you reach this page, you have finished generating

your SSH keys.



[ JOX ) 7 tarokeio — -bash — 80x24

ICNSGuidenoMacBook-Pro:~ tarokeio$ ssh-keygen -b 2048
Generating public/private rsa key pair.
Enter file in which to save the key (/Users/tarokeio/.ssh/id_rsa):
Created directory '/Users/tarokeio/.ssh'.
[Enter passphrase (empty for no passphrase):
IEnter same passphrase again:
Your identification has been saved in /Users/tarokeio/.ssh/id_rsa.
Your public key has been saved in /Users/tarokeio/.ssh/id_rsa.pub
The key fingerprint is:
SHA256: 61DTF1DZ6Eb; 1%
o.local
The key's randomart image is:
+--—[RSA 2048]----+
| .+OE%+o o. |
0+@o= *
KOk + 4

Qkg tarokeio@CNSGuidenoMacBook-Pr

| |
| |
| X+ |
| . *SB |
| 0 oo. |
| +.0 |
| Lo |

+-———[SHA256]-————+
CNSGuidenoMacBook-Pro:~ tarokeio$ cat ~/.ssh/id_rsa.pub|pbcopyll

SFC-CNS Passwords

CNS login name

22x0k

NS login password | .

Shonan Fujisawa ITC, Keio University

[ |
D —ThE SFC-CNS O LU F ORGEHS I TY
I o 57055
IMAP/SMTP-AUTH /$2 7 — F
Database Password PP /AT — F
« Web Database /$2 7 —
 CNS SSH 8/ 2Dt

NS SSH Key

You can set password for SFC-CNS on this page.
o SFC-CNS Login password

« IMAP/SMTP-AUTH password

* IPP Password

« Web Database password

« CNS SSH public key

F=NT O Key pair)

1. 2827 L =X % AJILTK 7 & \>(Enter passphrase)

2. FTORY Y%7 Y y 7 LT ES 0, MEEEBI02 0B ) T,
(Click this button, it will take several tens of seconds.)

Generate key pair

TEIRFEARD ATHE D T ok (Add public key)

D = % \3(Click this button)

Add Public key |

CNS Servers 6

05

Copy the public key to the clipboard. To copy to the
clipboard, type this command.

cat ~/.ssh/id_rsa.pub | pbcopy

The public key that you created will be copied to the
clipboard.

06

Before you can login using your new SSH key, you must
first register it. Access the CNS SSH Public key page and
login using your CNS login.

= https.//itcsecure.sfc.keio.ac.jp/form/password/

SFC-CNS Passwords O 7
IAbout this page (s

Select @ "CNS SSH Key."

08

Paste your public key copied in STEP 05 in @ and click @
"Add Public Key."

Make sure there are no extra spaces after the key.
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[ JOK ) 1 tarokeio — -bash — 80x24
CNSGuidenoMacBook-Pro:~ tarokeio$ ssh t22xxxtk @ccxez.sfc.keio.ac.jpl

[ ] %) tarokeio — ssh t22xxxtk @ccx02.sfc.keio.ac.jp — 80x24
[CNSGuidenoMacBook-Pro:~ tarokeio$ ssh t22xxxtk @ccx02.sfc.keio.ac.ip

The authenticity of host 'ccx@2.sfc.keio.ac.jp (133.27.4.211)' can't be establis

hed.
ECDSA key fingerprint is SHA256:tTp9XCDGiiFEvizz/M4idjT55tSEAOWQMZt+eqmORzZC.
Are you sure you want to continue connecting (yes/no)? yes

[ ) @ tarokeio — ssh t22xxxt @ccx02.sfc.keio.ac.jp — 80x24
CNSGuidenoMacBook-Pro:~ tarokeio$ ssh t22xxxtk @ccx@2.sfc.keio.ac.jp

The authenticity of host 'ccx@2.sfc.keio.ac.jp (133.27.4.211)' can't be establis
hed.

ECDSA key fingerprint is SHA256:tTp9XCDGiiFEv1zz/M4idjT55tSEAOWQMZt+eqmORzc .
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'ccx02.sfc.keio.ac.jp,133.27.4.211' (ECDSA) to the 1i
st of known hosts.

Enter passphrase for key '/Users/tarokeio/.ssh/id_rsa': [J

@ % tarokeio — ssh t22xxxtk @ccx02.sfc.keio.ac.jp — 80x24

ECDSA key fingerprint is SHA256:tTp9XCDGiiFEv1zz/M4idjT55tSEAOWQMZt+eqmORzZC.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'ccx@2.sfc.keio.ac.jp,133.27.4.211' (ECDSA) to the 1i
st of known hosts.

[Enter passphrase for key '/Users/tarokeio/.ssh/id_rsa': ]
Welcome to Ubuntu 16.04.7 LTS (GNU/Linux 4.4.0-186-generic x86_64)

* Are you ready for Kubernetes 1.19? It's nearly here! Try RC3 with
sudo snap install microk8s --channel=1.19/candidate --classic

https://microk8s.io/ has docs and details.
New release '18.84.4 LTS' available.
Run 'do-release-upgrade’ to upgrade to it.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.
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09

Open "Terminal.app" from the Applications folder.
Typein
ssh [your CNS login name]@[login server]
For example,
login name = t22xxxtk
login server = ccx02.sfc.keio.acjp
If this is your second time setting up, skip STEP10 and
STEP 11.

10

If a window like the one shown on the left appears, type

"yes," then hit the return key.

11

Type the passphrase you made in STEP 3. Then, hit the
return key. Be aware that the cursor will not move while

the passphrase is being typed.

12

Type in your CNS login password.
If you see "%" on the bottom of the terminal window,

you have successfully logged in.
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Transferring Files to CNS from Your PC
(Windows 10) with WinSCP

WInSCP 5.21 is a major application update. New
. pgraded to PUTTY 0.77. That for public key algorith f

« Support for ACL for $3 protocol.
« Support for file masks relative o the root of an operation.

« Streaming support in NET assembly and scripting for FTP protocal,

. i posaiteolmportsessionsfom 0per (SRR e This section explains how to use the file transfer

« Listof all changes.
software “WinSCP."

o

N
=
[
W
ay
<
D)
A

Open a web browser and go to the following URL:

= https://winscp.net/eng/download.php

Click @ "DOWNLOAD WINSCP."

Ov4
~

Please read the following important information before continuing.

® Setup - WinSCP 5.21.3 _ x O : 2
License Agreement -

Please read the following License Agreement. You must accept the terms of this agreement before continuing

vith he sl Read through the license agreement carefully. If you
[rou can also review this license and further details online at: ~
5://winscp.net/eng/docs/license H H
il agree, click @ "Accept >." If not, you cannot use this
A. GNU General Public License softwa re.

B.License of WinSCPIcon St~ HQUitWdlE.

C. Privacy Policy

A. GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

(Copyright (C) 2007 Free Software Foundation, Inc. <https://www.fsf.org/>
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is
not allowed. ©

xipuaddy

% Setup - WinSCP 5.213 - X O 3
el ntllon Gecommended) Make sure @ "Typical Installation (recommended)" is

; lotalls ol components selected. Then click @ "Next >."

« enables most typical features
O Custom installation
 allows full selection of destination, components and features

e o
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% Setup - WinSCP 5.21.3

Initial User Settings
Please, select your preferred user interface options.

e
El
El
3
7

1 « two panels (left for local directory, right for remote directory)

« keyboard shortcuts like in Norton Commander (and other similar programs as
Total Commander, Midnight Commander...)
« drag & drop to/from both panels

OExplorer « only remote directory

« keyboard shortauts like in Windows File Explorer
[__. « drag & drop
]
[ e o [ on
B Setup - WinSCP 5.21.3 - X

Click Instal to continue with the installation, or dlick Back if you want to review or change any settings.

Destination location: ~
[ P

Setup type:
Typicalinstallation

Selected components:
WinSCP application
Drag & drop shell extension (allows direct downloads, may require restart)
Pageant (SSH authentication agent)
PuTTYgen (key generator)
Transfations

Additional tasks:

for application updates
Enable collecting anonymous usage statstics
Create a desktop icon
Add upload shortcut to Explorers 'Send to' context menu
Register to handle URL addresses v

o o e

Ready to Install
Setup is now ready to begin installing WinSCP on your computer.

® Setup - WinSCP 5.21.3 -

Completing the WinSCP Setup Wizard

Setup has finshed installing WinSCP on your computer. The application may
be launched by selecting the installed shortcuts.

Click Finish to exit Setup.

Launch WinSCP

Open Getting started page

Please consider donating to support WInSCP development.
Donate $9
Donate $19

[, -~
Donale $49 I e Z e
About donations

o=
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@ 04

Next, select your preferred user interface style.
“Commander interface style" will be used as an example
for the instructions in this book. You can change the
interface style after completing setup if you desire.
Make sure that @ “Commander" is selected. Then, click
O “Next >."

05

Click @ "Install."

06

Installation for WinSCP is completed. Click @ "Finish"

and close the installation wizard.



B Login - X
5 New Site Session
(1 ) comm— |
e I(o(UZ.:h.keio.at.JD I 22
= Password:
o 220k
Eem 6' |
Tools v Manage v Close Help
[/] Show Login dialog on startup and when the last session is dosed
|Advanced Site Settings ? X

Environment
Directories
Recyde bin
Enaryption
SFTP.

Shell

Connection

o

[]Bypass authentication entirely
Authentication options
Attempt authentication using Pageant
Attempt 'keyboard-interactive' authentication
Respond with a password to the first prompt

Authentication parameters

[] Allow agent forwarding

[V]Show Login dialog on startup and when the last session is closed

Private key file:
. “ 9 I CivUsers¥cnsusery ssh¥id.rsa.ppk o |
ote
Display Public Key Tools v
GSSAPI
Attempt GSSAPI authentication
[C] Allow GSSAPI credential delegation
S [ ]| on || we
B Login - X
[ New Site Session
File protocol:
SFTP. v
Host name Port number.
cc02.sfc kelo.ac.Jp 23
User name Password:
220tk 1
sve  |w Advanced... |v
Tods v Manage v [Fhltoon | cose Help

CNS Servers 6

07

After installation, a shortcut to WinSCP is created on

your desktop. Double click @ "WinSCP" to launch.

08

Select "SFTP" from @ "File protocol" and type "ccx02.sfc.
keio.acjp" in @ "Host name," "22" in © "Port number,"
your CNS login name in @ "User Name."

Then click © "Advanced."

09

The screen to the left will appear. Select @
"Authentication.” Then enter the file path to the private
key you downloaded. For @ private key generation
please refer to STEP 01~15 of [p.117 : Access Remotely
from Your PC (Windows 10)] .

10

Click @ "Login."
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Warning ? X
& Continue connecting to an unknown server and add its host
key to a cache?

The server's host key was not found in the cache. You have no guarantee that the
server is the computer you think it is.

The server's Ed25519 key details are:
Algorithm: ssh-ed25519 255
SHA-256:  3NdKBnGOGFyq58QdyLrgslK41TGS0QjxReTTuCy+YqU
MD5: cB:eb:ab:cf:b6:17:27:51:55:79:dc:5d:79:21:ac:af

If you trust this host, press Yes. To connect without adding host key to the cache,
press No. To abandon the connection press Cancel.

Copy key fingerprints to clipboard

Yes ] No Cancel Help
Key passphrase - t22xxxtk@ccx02.sfckeio.acjp X
= | Searching for host...
" Connecting to host...
Authenticating...
Using username "t22xxxtk".
Authenticating with public key "rsa-key-20220920".
Passphrase for key 'rsa-key-20220920':
seescsseee
O] = =
- o x
2 oo -
Br22ootk@coo2s
LCwnows - (- ERIQRZ % - 2ok - 9+ W+ 6 0 2 2 | Find s
7 New > New= (¥ [ V]
|cAusers\crsusanisampiel homes 22000k!
Name sico Ty Changed Name. Size Changed o
a oot desctory 972072022 85305 AM | & /2572022 916511 A

M

XPAGPCNS
XPDataCNS.

6132002 45624PM 1w

080108 n00f0 0B0{0Bin0of9 12 hdden

3 see3 00210
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11

Click @ "Yes."
Confirm the ssh-ed25519 key fingerprint matches the
following:

c8:eb:ab:cf:b6:17:27:51:55:79:dc:5d:79:2 1:ac:af

12

Type the passphrase you typed in STEP 11 of [p.120 :
Access Remotely from Your PC (Windows 10)] .
Then, click @ "OK."

13

Transferring Files to CNS from Your PC (Windows 10)
with WinSCP is completed. If connected properly, your

screen should look like the image on the left.

Your local computer’s files are shown on the left side,
and the remote computer’s (CNS server's) files are
shown on the right side of the screen. You can upload
files easily by dragging and dropping them from your

local files to the remote file window.
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Transferring Files to CNS from Your Mac
(macOS) with Cyberduck

Changelog | Cryptomator | Help | Blog | Development  Protocos -

Cyberduck is a libre server and cloud storage
browser for Mac and Windows with support
for FTP, SFTP, WebDAV, Amazon S3,
OpenStack Swift, Backblaze B2, Microsoft
Azure & OneDrive, Google Drive and
Dropbox.

L] Mlcrosoft
[ & i

Download changelog o

&, Cyberduck for Windows g gl
Cyberduck-Instaler-8.4.3.38260. o g Cyberduck-8.4.3.38269.2ip '

Version 8.4.3, 18 Aug 2022 Version 8.4.3, 18 Aug 2022
D5 o5 81
Windows 10 (64bit) or later required

& Cyberduck for macOS ’

30658c6

macOS 1012 or later on Intel (64bit) or Apple
M1 required.

“Cyberduck.app” is an app downloaded
from the Internet. Are you sure you want to
open it?

“‘

Safari downloaded this file today at 23:57 fron
a48823c7ecacf4539564 60c534a1284a12ce74ef
84032e9b4e46 ssl.cf1.rackcdn.com. /;

(] Cyberduck Unregistered
& ™ 3 2 -~
[Open Connection Quick Connect Action Refresh Edit Disconnect

(O3 < Q

01

This section explains how to use the file transfer software
"Cyberduck."

Open a web browser and go to the following URL:

= https://cyberduck.io/

Click @ "Download."

02

Click @ "Cyberduck for macOS."

03

Open the file you just downloaded and run the
Cyberduck application. Click @ "Open" if you see the

window shown on the left side.

04

Click @ "Open Connection."

131

SNJIAIUY

N
=
[
W
ay
<
D)
A

Ov4
~

xipuaddy



G CNs Servers

Cyberduck [Unregistered |

Open Connection Quick Connect Action Refresh  Edit Disconnect

= ] I 2\ SFTP (SSH File Transfer Protocol)

(1)
server|eccasicioinacio |9m 3

URL: sftp://ccx02.sfc keio.ac.ip

10
=m0

Username:ff t22xxxtk

Password:

SSH Private Key:|l_~/.sshfid_rsa

Add to Keychain ? Cancel

t22xxxtk @ccx02.sfc.keio.ac.jp - SFTP [(Unregistered |
Open Connection

Quick Connect Action Refresh Edit Stop

Unknown fingerprint

& The fingerprint for the ED25519 key sent by the server
is c8:eb:ab:cf:b6:17:27:51:55:79:dc:5d:79:21:ac:af.

—

Deny

t22xxxtk@ccx02.sfc.keio.ac.jp — SFTP [Unregistered |

Open Connection

)
ol\\ 1

Save Password

Quick Connect Action Refresh Edit Stop

Private key password protected

Enter the passphrase for the private key file (~/.sshfid_rsa).

[ NN & 220xtk@ccx02.sfc.keio.ac.jp — SFTP

& |- NG A

Open Connection Quick Connect Action Refresh  Edit Disconnect

[Unregistered ]

BEr o

Jhome/s200cxtk B A | Q

Filename ~ Size Modified

> CNSiMac -- 2020/01/07 17:08
> Mail -- 2019/12/26 19:39
> Maildir -- 2019/12/26 19:39
> public_html -- 2019/12/26 19:39
> Wnn8 -- 2019/12/26 19:39
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05

Select "SFTP" from the @ list and type "ccx02.sfc.keio.
acjp"in @ "Server," "22" in @ "Port," your CNS login
name in @ "Username" and the file path to the private
key you downloaded in @ "SSH Private Key." Then click
@ "Connect." For private key generation please refer to
STEP 01~08 of [p.124 : Access Remotely from Your Mac
(mac09)] .

06

When the screen to the left is displayed check @
"Always," and click , @ "Allow."

07

When the screen on the left is displayed, type in the
passphrase in @ , and then click @ "Continue."

08

Transferring Files to CNS from Your Mac (macOS) with
Cyberduck is completed.

If connected properly, your screen should look like the
image on the left.

In this screen, you can see your files stored on CNS. You
can upload files easily by dragging and dropping local

files onto the remote file screen.
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Publishing Files on the Web

You can publish your files to the web by uploading them
to the directory specified on the CNS servers ("public_
htm!" under home directory) in three ways: from on-
campus computers, by remotely accessing via SSH, or
with any file transfer software. Files in this directory
will be made publicly accessible on the internet unless

either of the following options are set:

Limiting access with Basic Authentication or Digest
Authentication
No read, write and execute permission on "other"

class of files.

You can access files published from your public_html
directory by visiting:
https://web.sfc.keio.ac.jp/~[ your CNS login name 1/

[relative path from public_html to the file]

If you need more details, please refer to [p.136:

Correlation between URL and File Location] .

Instructions for publishing files from on-campus
computers, using file transfer software on computers,
and remotely accessing CNS via command line interface
(please referto [p.117 : Remote Access to CNS Servers]

) will be given in this section.

Publishing Files on the Web from On-Campus PC (Windows 10)

01

Click @ "PC" from the desktop.

02

Click @ "[your CNS login name 1(Z:)" under "Network

Location."
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6 CNS Servers

i
®

03

By dragging and dropping your files into @ "public_

html," you can publish them to the web.

If you want to know the URL of the uploaded file, please
refer to [p.136 : Correlation between URL and File

Location] .

Publishing Files on the Web from On-Campus Mac (macOS)

© 00 (& public_htm!

FAVORITES

example index.html

DEVICES
(2] Work

134

01

Open @ "public_html" from the desktop.

02

By dragging and dropping your files into the "public_
html" directly, you can publish them to the web.

If you want to know the URL of the uploaded file, please
refer to [p.136 : Correlation between URL and File

Location] .
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Publishing Files on the Web from Your PC with WinSCP (Windows 10)
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01

Launch WinSCP and connect to your CNS home
directory. Please refer to [p.127 : Transferring Files to
CNS from Your PC (Windows 10) with WinSCP] for
instructions to install WinSCP.

Drag and drop the file or the directory that you want to
publish on the web from local files (on the left side) to

@ "public_html" directory (on the right side).

02

Click @ "OK."

Publishing Files on the Web from Your PC with WinSCP
(Windows 10) is completed. If you want to know
the URL of the uploaded file, please refer to [p.136 :

Correlation between URL and File Location] .

Publishing Files on the Web from Your Mac with Cyberduck (macOS)

e0e <] t22xxxtk@ccx02.sfc.keio.ac.jp - SFTP. [Unregistered ]
& B % ¢ 7 A

Open Connection Quick Connect Action Refresh  Edit Disconnect
BE3r o [ Jhome/t22xxxtk A Q
Filename ~ Size Modified
» [ CNSiMac -- 2020/01/07 17:08

-- 2019/12/26 19:39

___20 "

-- 2019/12/26 19:39 I

0

01

Launch Cyberduck and connect to your CNS home
directory. Please refer to [p.131 : Transferring Files
to CNS from Your Mac (macOS) with Cyberduck] for
instructions to install Cyberduck.

Drag and drop the file or the directory that you want to
publish on the web from your computer to @ "public_

html" directory.

Publishing Files on the Web from Your Mac with
Cyberduck (macOS) is completed. If you want to know
the URL of the uploaded file, please refer to

[p.136 : Correlation between URL and File Location]
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6 CNS Servers

Correlation between URL and File Location

Here you can see the relationship between a file placed
in "public_html" in your home directory on one of the
CNS servers and the URL used to access the file from the
internet. After uploading files, you can access the files
on the web by launching a browser and typing the URL
shown below :

https://web.sfc.keio.ac.jp/~[your CNS login namel/

[relative path from public_html to the file]

8 00 [ example

e o ) =3 I
e e |
FAVORITES 3 7Datacns - ) testhtml
2 All My Files & csimac "
(£ mail »
o U 3 Maidr .
[ Desktop (] public_htm! >
CNSiMac (£ ShareFile >
@ o 3 wnng »
[ Documents {33 xPDataCNs >
J7 Music
(@) Pictures
DEVICES
Work
" "
‘ Ie http://web.sfc.keio.ac.j html ol
1 Students @ Alumni
s Access Camp|

Research

Academics

136

A relative path is a way to specify the location of a

directory relative to the current directory.

For example, when there is a file "test.html" under the
directory "example" that is located under the directory
"public_html," the relative path to "test.html" from

"public_html" will be "example/test.ntml."

01

When a user, who has a CNS login name "t22xxxtk,"
makes a directory "example" under "public_html" that
is located on home directory, then creates a file "test.
html" in there, the directory structure should look like

the image on the left.

02

When you access the files on the web, open a web
browser and type the URL into @ "the address bar" to
access. The format of the URL is as below:

= https://web.sfc.keio.ac.jp/~[your CNS login name]/

[relative path from public_html to the file]

In this example, since the CNS login name is "t22xxxtk"
and the relative path from public_html to the file is
"example/test.html", the URL should be as follows:

https://web.sfc keio.ac.jp/~t22xxxtk/example/test.ntml

If you cannot access the files on the web, please check

the following:

+ The file is placed under "public_html" in your
home directory.

« The URL is typed correctly (Especially whether
is typed exactly before your CNS login name).
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|COLUMN i

About Keio ID and Keio Apps ID

SNJIAIUY

Besides a CNS account for students and faculty members at SFC, a Keio ID will
be distributed to all students and faculty members at Keio University. In the case
where it is issued over March, 6, 2015, Keio ID should be formatted as follows.
This will also apply to Keio Apps ID mentioned below.

(o)}

[ The character string you set in activation ] @ keio.jp

()
Z
(92}
N
(@)
>
<
(@)
=~
(%2

By logging in to "keio.jp" with your Keio ID, you can use the various services
provided by Keio University.

Also, for those who have a Keio ID already, please login to keio.jp and check your Keio

Apps ID. Your Keio Apps ID should be formatted in default as follows (It is displayed % 7/
on the upper right of the screen after "Keio Mail" is launched).
[ your Keio ID ] @ keio.jp
By using a Keio Apps ID, you can make better use of the services of Google
Workspace for Education. These services will be usable in collaboration with
other members; for example, "Drive," "Group," "Calendar," etc. You can also use > &
Gmail by using your Keio Apps ID as an e-mail address. %
3
Q
<

Keio Apps ID can be used as a Google account, which means that you
can download apps and digital content in Google Play. It is, however, not
recommended. If your Keio Apps ID expires after graduating while you're using
your Google account to pay for apps, your payment or settlement will be invalid.
Keio University will not provide a guarantee against such kinds of losses.
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FAQ

Services that Require Pre-registration

CNS Services that Require Pre-registration

Certain network resources require an application to use. Access the Applications page of Shonan Fujisawa ITC from

the following URL:

= https://www.sfc.itc.keio.ac.jp/en/application_sfc.html

Select the service you wish to use and download the corresponding application form. Fill in the required items and

turn itin at the Shonan Fujisawa ITC counter. Some applications can be submitted online.

Services that require an application are listed below:

Name of Service

Eligible Users

Description

Registration for using P2P File Sharing

Students, Faculty

You can use file sharing software inside the university

System

Software and Staff campus for research purposes.
Y, t ili list for "Circle" activiti
Registration for CNS Mailing Lists Faculty and Staff ou can 'crea‘ € a matling IS, .or rele” activities
(university clubs and societies) and lectures.
Registration for CNS Shared Workspaces Faculty and Staff You can use a shared workspace on CNS.
Registration for renting Remote Conference Faculty and Staff You can use the video meeting system for having

discussions with people from remote locations.

Registration for connecting devices to CNS

Full-time Faculty
and Staff

You can connect devices to CNS with static hostnames

and IP addresses.

Registration for Sub-Domains

Full-time Faculty
and Staff

You can obtain sub-domains for laboratories.

Registration for Sub-Networks

Full-time Faculty
and Staff

You can obtain sub-networks for laboratories.

Cloud Computing

Faculty and Staff

You can use VPS services.
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FAQ  /

Software Licensing Center

Site licensed software is the software that Keio has
purchased for faculty, staff, and/or students to use.
Some software can be installed on your personal
computer and used for research or educational
purposes while the user is a student, faculty, or staff

member at Keio. Some programs can be downloaded

check site licensed software detail/application page on
the ITC website:

= https://secure.itc.keio.ac.jp/c/a/sfc/en/software

license_sfc.html

As of September 2022, the following softwares are

online; however, some programs must be installed  available:
by Shonan Fujisawa ITC after completing a paper
application form. For the latest information, please
Name of Software Description Eligible Users*!
_JMP StatisticaIAnaIysis Tenured and Non-Tenured Faculty and staff Member*2,

Undergraduate and Graduate Students

Mathematica

Technical Calculation Software

Tenured and Non-Tenured Faculty and staff Member,

Undergraduate and Graduate Students

Tenured and Non-Tenured Faculty and staff Member*2,

SAS StatlSthal AnaIySIS Undergraduate and Graduate Students
.. . .. Tenured and Non-Tenured Faculty and staff Member,
SPSS Statistical Analysis and Data Mining A
. . Tenured and Non-Tenured Faculty and staff Member,
Amos Analysis of Covariance Structure Software
Undergraduate and Graduate Students
. . Tenured and Non-Tenured Faculty,
Microsoft EES Office, Windows OS (Upgraded) N
Te d and Non-Te d Faculty Member,
Microsoft 365 Apps Office Parttime faculty members iy charge ofa clas,

Undergraduate and Graduate Students

Becky! Internet Mail

Mail Client for Windows

Tenured and Non-Tenured Faculty Member,

Undergraduate and Graduate Students

Nikkei NEEDS Financial Data Search System

Financial Data Search System

Nikkei NEEDS Stock Data Search System

Stock Data Search System

Tenured and Non-Tenured Faculty Member*2,

Undergraduate and Graduate Students

Adobe ETLA

Adobe enterprise term license agreement

Tenured and Non-Tenured Faculty and
Staff Menber

MATLAB

Math Analytics Program

Tenured and Non-Tenured Faculty and staff Member*2,
Undergraduate and Graduate Students

Chem Office Professional

Chemistry-Oriented Analytical Program

Tenured and Non-Tenured Faculty and staff Member,

Undergraduate and Graduate Students

ESET Smart Security / Cyber Security

Security Software

Staff, Undergraduate and Graduate Students

Tenured and Non-Tenured Faculty and staff Member*2,

ArcGIS Geographical Information Analysis Software N————————
EndNote To help manage documents and write papers Tenmei:;::::::::‘j :::Il:i:n:;:::ember'
iThenticate Plagiarism Detection Software fenuredand EZZJ;ZU::EEW Member
e Online Meeting SefnEe Staff, Undergraduate and Graduate

Students

*1 Except for correspondence course and non-degree students

*2 Except for Keio Affiliated Schools

141

SNJIAIUY

SI9AI9S SN

>
©
°
D
S
Q.
>

8



FAQ

Using Microsft 365 Apps

B Microsoft

Sign in

I t.keio@keio.jn I

No account? Create onel

Can't access your account?

(2]

Next

Q‘) Sign-in options

keio.jp -

051 V3% keio.jpR— 4 L / keio.jp Portal 3

1D

I t.keio@keio.'g Io
Password:

TYIALNRRT— KERATE

WO

Guideron | off

HAEAA R HR—k
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01

Access Microsoft 365 Apps from the following URL,
and enter your Keio ID in the @ field. Then click
9 ”NeXt"

= https://portal.office.com

02

You should be be redirected to keio.jp automatically to
login.

In the @ "ID" section type in either your user ID for
"keio.jp". For @ "Password" section type in password for

either your keio.jp password. Then click © "Login."



FAQ /

How to Change Account Passwords

Checking and Changing SFC-CNS Passwords

SFC-CNS Passwords

CNS login passwordflccl €5
[2

. Login }

QFonan Fujisawa ITC, Keio University

SFC-CNS Passwords

M

IAbou! this page

2 TUE SFC.CNS OB Evmz 7= FOBENTETT

© SFC-CNS 0 /4 ¥ /327
© IMAPISMTP-AUTH /827 — I
o PPAAY— F

 Web Database /$A 7 — I
© CNS WiMAXJH] /$27 = F

« Web Database password
« CNS WIMAX passwo

01

Open a web browser and go to the following URL:

= https://itcsecure.sfc keio.ac.jp/form/password/

You can change the following passwords here:
+ CNS Login Password

+ IMAP/SMTP-AUTH Password

« IPP Password

+ Web Database Password

Type your CNS login name in @ "CNS login name" and
your CNS login password in @ "CNS login password."
Then, click © "Login."

If you have lost your current CNS login password, you
must bring your student ID card or campus card to the
"CNS Service Counter" of Shonan Fujisawa ITC in order
to reset your password.

(Please refer to [p.153 : SFC-CNS Technical Support

Services] ).

02

You will see the list of passwords you can change on the

left side menu @ . Click the one you want to change.
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FAQ

SFC-CNS Passwo!

|CNs Login Password

BUHED/SRT— F
Current Password
Lo AT—F
New password

000

BiSAT— FIRBUTOREHLETT

o 10 XFPLEDRE
o NIF, KT, BFEBUI L

SFC-CNS Passwords

IIMAP/SMTP-AUTH Password

WL AT —F
New password

oo

HOSRT - FEfES DI

o FA7 7Sy b BE, RERETCEED
o KCF, ALFERETS RO
o CNSEZA YA LRAUKFFIRMA L 0T HEL

- a ds

NS Login Password
IMAP/SMTP-AUTH Password

|lPP Password

227 = FOMR o
P Pasword Contim passwor
Database Password A2 7= Fff)
= AER/ZA B pacrange
NS WIMAX Password

IPPAIEIZ>4>"C(About IPP printing)

. HAH
« English

SFC-CNS Passwords

0
AR — FOME

o o

(Create/Chagne password) [ o= ] 9
AN Web# —,81226T(About Web Service)

o QAN
« English

‘Web DB Password

1

N

4

03 Changing CNS Login Password

Type your current CNS login password in @ "Current
Password" and your new CNS login passwordin @ + © .

Then, click @ "Submit" to save your changes.

O4Changing IMAP/SMTP-AUTH Password

Type your new IMAP/SMTP-AUTH password in = @ -
® and click © "Submit". IMAP/SMTP-AUTH password
must be longer than 10 letters, including lower and
uppercase letters and numbers, and it must be different

from your CNS login password.

05 Checking IPP Password

Click @ "Confirm" to check IPP Password.
Click @ "Create/ Change" to change your IPP password.

O6Checking Web Database Password

Click @ "Confirm" to check your Web Database
Password.
Click @ "Create/Change" to chage your Web Database

Password.



FAQ /

Changing Login Password of keio.jp Account

keio.jp

Keio University CALAMVS GLADIO FORTIOR

074 vxig/Loginto :
keio.jp/R—#%JL / keio.jp Portal >

1D

\ t.keio@keio.jp

Password:

)1 TV HALIRRT— REFIAY B/ Use One-Time Password

y —

FAZEAHA R (User's Guide) H7R—b (Support Desk)
IV ALIKRT— RIZDWT (About One-Time Password)

keiojp

Application Information

wBack  pUserGude m Logol

ITC Account |

I keio.jp I

SFC-CNS

Mail soft/Smartphone apps

Feature phone Keio Mail EX ‘

wBack & Back o Change Password menu 7 User Guide @ Logofl

How to decide a password

.

® Rules for password characters:
Lowercase lters (a2)
Uppercaso ltirs (A2)
Numbers (09)

Symbols (..~ @ #$%A* +.=) :You can use the avobe symbols e
ony:

A password must contain at least 3 dfierent types of characters, incuing

01

Open a web browser and go to the following URL:

= http://keio.jp/

Type your keiojp ID in @ "ID" and your keio.jp password
in @ "Password." Then, click © "Login."

02

Click @ "Change Each Password at the top of the page.

03

Click @ "keio.jp."

04

Type your current keio.jp password in @ "Current
password" and your new keio.jp password in @ - @ . Then,

click @ "OK" to apply changes.
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7 FAQ

Have You Forgotten Your Password?

If you have forgotten your CNS login password, you must bring your student ID to the CNS Service Counter
[p.153 : SFC-CNS Technical Support Services] to change your password.

If you have forgotten your IMAP/SMTP-AUTH password, please refer to [p.143 : Checking and Changing SFC-CNS

Passwords] to set a new email password.

If you have forgotten your ID and/or password for keio.jp, please bring your student ID to the CNS Service Counter and

fill out the appropriate form.

COLUMN vol4
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FAQ /

Troubleshooting

Problems with Wireless LAN Connection

01 Check Your Physical Switch

Your computer may have a physical switch for
controlling wireless adapters. Please look for a Wi-
Fi switch on your computer and access the system
configuration on your computer to ensure that your

wireless adapter is turned on.

02 Check Your Certificate Expiration

You can confirm the expiration date of your certificate
by following the instructions at the following site. Once

the expiration date has passed, you will not be able to

connect to the campus wireless LAN, so you will need
to delete the old certificate and reissue a new one. For
more details, please refer to the website below.

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless_802_1x_renew.htm|

O 3 Reconfigure Wireless Network

In some cases, your wireless network setting might not
have been configured correctly. Please reconfigure the

device; refer to [p.15 : Wireless LAN] .

Problems with CNS Printers

01 Check Wireless LAN Connectivity

Printing requires internet connectivity; please check

your network connectivity and try again.

OZCheck File Size of Printing Jobs

Reduce the size of the file you are trying to print. If your
file is too big, it may take a while to be sent to the CNS

printers.

Changing file format may also help make the file

smaller.

03 Check Printer Status

Occasionally, printers may show errors if they run out
of toner or paper. If CNS printers display any errors,
please contact Shonan Fujisawa Campus ITC or the CNS

Consultants immediately.

O4Check Setting for Printers

Your computer might not be properly configured if you
are having problems with printing. Please setup the
printer profile again by following the instructions on
[p.77 : CNS Printers] .
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7/ FAQ

Problems with Sending / Receiving Mail

& Thunderbird_File Edt View Go Message Events and findow_Help.
0 B zookesicieosco iles *®)
. Add-ons .
Pootmessages v S wite|v Qom Baddesssook O IVt Erateronces, > E
| 3 eaodesmosc . " . Activity Manager
v (8) b Thunderbird Mail - t22xxxtk@sfc.Kei¢  Chat status >
Ot Join Chat.
& s Email
5 T Message Fiters
i (B Resamassages
v = LocaiFodars a
7 Toon
2 owox 7 wites newmessage

Import..
Developer Tools

>
Clear Recent Histor 0%D
“Account Settings

v O 220tk@stc.keio.ac.p Server Type:  IMAP Mail Server

Server Settings. -

W Name:

or Name: | imap.sfc keio.ac.p Port: | 9930 Default: 993

Composition & Addressing 22500k

Junk Settings
Synchronisation & Storage Security Settings

Return Receipts

Security
¥ | Local Folders

Junk Settings

Disc Space

@ outgoing Server (SMTP)

Connection security: | SSL/TLS

Authentication method: | Encrypted password

Server Settings
Check for new messages at startup
Check for new messages every | 10| ¢ minutes

Allow immediate server notifications when new messages arrive.

When | delete a message:
© Move it to this folder: | (1] Choose Folder.

Just mark it as deleted

Remove it immediately

Advanced

Messaae Starage

When managing your identities you can use a server from this list by selecting it as the
Outgoing Server (SMTP), or you can use the default server from this list by selecting "Use
Default Server".

v O 22xxxtk@sfe.keio.ac.jp
Server Settings
Copies & Folders
Composition & Addressing
Junk Settings e
Synchronisation & Storage

22xxxtk- Smtp.sfc.keio.ac.jp (Default) Add,

Return Receipts
Security

v [ Local Folders
Junk Settings

Disc Space
Outgoing Server (SMTP) o

Remove

Set Default

Details of selected server:
Description: <not specified>
Server Name: smtp sfc.keio.ac.ip
Port: 465
User Name: 122xxxtk
Authentication method: Encrypted password
Connection Security: SSL/TLS

Account Actions

Cancel
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01

If you cannot send emails even though your sending
and receiving email addresses are correct, your email

client configuration might need to be updated.

Please refer to [p.56 : Configuring Your CNS Mail on
Your PC(Windows10), p.60 : Configuring Your CNS Mail
on Your Mac(mac OS)] and setup your mail client again.
To change the settings in Thunderbird, click @ "Account
Settings" from @ "Tools."

OZIncoming Receiving Servers

Click @ "Server Settings" to check the current setting of

incoming servers.

03 Outgoing Sending Servers

Click @ "Outgoing Server (SMTP)" to check sending
server settings.

If you encounter any strange error messages or have
difficulties solving an issue by yourself, please visit the

ITC CNS service desk or the CNS consultant booth.



FAQ /

5

Troubleshooting of On-Campus Macs

Quick Fix with CNS Tool

01

1
LOeOOXELEEET .-ﬁfr‘lﬁ*—‘z&o

The CNS Tool will help you change your CNS login

password. Reset all the configurations and file systems

"Applications" folder in your dock.

KE@H;.;/ mi?.ﬁ"’?%@ P

of your personal CNS space, and delete any locked files.

You can open @ "CNS Tool" folder from the @
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7/ FAQ

Unable to Launch Firefox or Thunderbird

XEEEEY uTEEE= 0 [

You are about to delete lock files for Firefox and Thunderbird.

Are you sure?

e el

Which application you want ttazlete?

ol Firefox ||_Thunderbird |h

The lock file for Thunderbird has been deleted.

O
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01

If Firefox or Thunderbird cannot be launched and
shows the error "already activating and cannot be
launched," you can fix this problem with "Unlock Firefox

Thunderbird.app."

Click @ "Unlock Firefox Thunderbird.app" in the "CNS_

Tool" folder.

02

Click @ "OK."

03

Click @ "Firefox", @ "Thunderbird," or © "Both."

04

Click @ "OK."



FAQ /

Resetting Your CNS Personal Space

Abletont

L0efoxmwXPORE Lad

You are about to initialize CNSiMac(settings for
Mac)

0| Yes ||| Quit

Your settings will be initialized at next login.
Old settings will be mowved on Desktop.

o

[ oK

01

If you encounter serious problems with your CNS
personal space while using on-campus Mac computers,
you may reset your entire CNS personal space to fix any

problems.

This will delete all the files listed below:
. Files on Desktop

. Files in Documents folder

. Files in Music folder

. Files in Pictures folder

. Bookmarks on Firefox and Safari

Your CNSiMac directory will be backed up and stored
in a new folder "Previous_CNSiMac." However, this
folder can only store one backup at a time. Please make
a backup of the folder if necessary. If you understand
the risks and wish to proceed, click @ "Renew CNSiMac.
app" from the "CNS_Tool" folder.

02

Read the warning in STEP 01, and, if you have no

objections, click @ "Yes."

03

Click @ "OK." Your personal CNS space will be reset the

next time you login.
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7/ FAQ

How to Check a PC's Operating System

= D @ Filters

Best match

Control Panel
App

* Intel(R) HD Graphics Control Panel
o @ Search "Control Panel" by using the @ "Search box"
e . in the bottom left corner of the desktop and click

Settings (7+)

© "Control Panel - Desktop App" from the search

results.

Control Panel -
A [E@ > Control Panel > v |®| | Search Control Panel
ﬁst your computer’s settings Viewby: Category ¥
System and Security

User Ac it . .
— 5D Click @ "System and Security."
ave backup copies of your files with File

History =5 Appearance and Personalization
Backup and Restore (Windows 7)

Change the theme
Find and fix problems <N pgjust screen resolution

3 Network and Internet P Clock, Language, and Region
View network status and tasks Vo Add a language
Choose homegroup and sharing options Change input methods

7 Hardware and Sound Change date, time, or number formats

iew devices and nrinters P .

@ System and Security -

« « 4 ® > Control Panel > System and Security > v|®| | Search Control Par
Control Panel H By .
ontrol Panel Home Security and Maintenance
o System and Security Review your computer's status and resolve issues
& Change User Account Control settings | Troubleshoot common comput

Network and Intermet
Windows Firewall
Check firewall status | Allow an app through Windows Firewall

Hardware and Sound

Programs

Click @ "System."

User Accounts
of RAM and processor speed | &) Allow remote access
Appearance and

Personalization
Clock, Language, and Region J Power Options

Change battery settings | Require a password when the computer wakes
Change what the power buttons do | Change when the computer sleeps

Launch remote assistance | See the name of this computer

Ease of Access

4 E > Control Panel > System and Security > System v| o] | search Control Panel P

anel Home

View basic information about your computer
lanager Windows edition
ettings

indows 10 Enterprise Evaluation -= va dOWS1O

rotection © 2015 Microsoft Corporation. All
fghtsreserved |

flortem setings Check @ "System type."

System
Processor: Intel(R) Core(TM) i5-4258U CPU @ 2.40GHz 240 GHz
Installed memory (RAM): 4.0 GB

o ystem type: perating Syster, XoA-Dased processor

Ferend Tou oy T e Windows version, processor, installed memory (RAM),

Computer name, domain, and workgroup settings

Computer name: MSEDGEWIN10 @ Change settings and SyStem type (32_b|t or 64'b|t)

Full computer name: MSEDGEWINTO

You can check your computer configuration, such as

Computer description:
Workgroup: WORKGROUP
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8 Appendix

To Users of CNS

Terms of Use

Shonan Fujisawa Campus

Shonan Fujisawa Campus - Campus Network System Terms of Service

The following rules shall be observed by all users of the Shonan Fujisawa Campus - Campus Network System
(hereinafter referred to as “SFC-CNS").

SFC-CNS users acknowledge that the SFC-CNS is a network for academic purposes.

Individuals using the network for non-educational or non-research purposes, such as
any examples listed below, may have their SFC-CNS accounts terminated or temporarily
suspended. Users should understand that such termination or suspension could result

in inability to earn course credits or other significant disadvantages.

a. Profit making activities

b. Actions or activities that violate public order and decency

C Actions or activities that invade the privacy of others

d. Actions or activities that interfere with the normal operation of the network

e. Actions or activities that infringe on copyrights or other intellectual property rights

f. Actions or activities which could damage the reputation of Keio University

g. Other actions or activities that violate laws and regulations or rules of Keio University

Individuals found to be operating devices that could interfere with the normal
operation of the network may have their access to SFC-CNS terminated.

These rules may be revised at any time. Revised rules shall take precedence over
previous versions.

The Shonan Fujisawa Campus shall issue SFC-CNS accounts only to persons agreeing to

abide by these rules.

Established: 3 September 2003
Enforced: 3 September 2003
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Appendix 8

3

Who are CNS Consultants?

2
Other Support Services
0 6
27
e

oo

>
i®)
i®)
(@)
>
o
>

CNS Consultant provides students information and technical support services regarding CNS.
Support Hours : 9:25-21:00 (weekdays only)
Location : First floor of the Media Center

In case of natural disaster, event, or holiday, support hours may change.
Please refer to the following URL for up-to-date information.
= https://www.lib.keio.ac.jp/en/sfc/

As of August 2022, the CNS Consultant booth is currently not in operation.
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8 Appendix

Rules of Using On-Campus Computers

01 Introduction

You may not use CNS for inappropriate purposes and
should respect other network users at all times. You
must abide by the following rules and should refrain
from abusing campus resources. For the full CNS terms

of use, refer to [p.156 : Terms of Use] .

OZDO Not Drink or Eat

Liquid and food can cause severe damage to computer
equipment. No beverages and wet objects (with
exception of bottled drinks) are allowed to be placed

near computer equipment.

158

03 Fair Use

Because a limited number of computers are available
for public use, the demand for equipment exceeds
availability. Please be respectful and sensitive to the
needs of others at all times and limit your use during

times of heavy demand.

O4Log Out When Finished

Make sure to log out when you are finished. If you do
not, a third party may exploit your account for illegal

means and put the CNS network at risk.



Appendix 8

List of Available Equipment on Campus

01 Equipment at Media Center

Some computers have audio-visual equipment installed,
which allow you to make copies of VHS tapes or edit
video materials. Service hours are from 9:15 to 23:00
on weekdays, and from 9:15 to 19:00 on Saturdays. On
Sundays and National holidays, the center is closed.
To enter the Media Center, your Student ID card is
required. You may refer to the website for further
information:

= https://www.lib.keio.ac.jp/en/sfc/

OZEquipment at PC Rooms

PC Rooms are available to use 24 hours a day unless
a lecture is conducted in the room. On New Years’
holidays and summer holidays, the rooms will be
closed. To enter the room, your Student ID card is
required. If you do not have a student ID card, you will
not be able to use the facilities. In addition, if you wish
to use the room between 23:00 and 8:00 the next day,
you must submit an "online residency notice" on the

Web in advance.

Location Use Type Model / OS Quantity Host Name
Walk-by HP Pro Desk 600 G4 SF (Windows 10) 1 mcsupc01
Scaninng HP Pro Desk 600 G4 SF (Windows 10) 4 mcvspc01-04
. . iMac Pro 2017 (macOS 12.6) 6 mchdmac01-06
Video Editing = = :
iMac Retina 5K 27inch 2017 (macOS 12.6) 2 mchdmac80,81
Music Composition | iMac Retina 5K 27inch 2019 (macOS 12.6) 2 mcdamac01,02
HP 7440 Workstation (Windows 10) 2 mcws01-02
Open Area General Use DELL Precision Tower 3420 (Windows 10) 7 mcwin01-07
(1st Floor) iMac Retina 5K 27inch 2017 (macOS 12.6) 6 mcmac01-06
Media Printer RICOH IPSiO SP C841 PS 4 -
Center DELL U3818DW 37.5inch Ultra Wide Monitor 1 U3818DW
DELL P4317Q 42.5inch 4K Multi-Monitor 1 P4317Q
BYOD Monitor Apple Pro Display XDR 32inch Retina 6K Display 1 =
EIZO CG319X 31.1inch Color Management LCD ) _
Monitor
Multimedia
Multilingual General Use HP Pro Desk 600 G4 SF (Windows 10) 1 mmlswpc01
Room(2nd Floor)
ITC Entrance Printer RICOH IPSIO SP C841 PS 2 -
(1st Floor)
A1 CG/CAD/ Dell Precision 3630 (Windows 10) 45 ws00-44
Statistical analysis RICOH IPSiO SP C841 PS 1 -
PC Rooms 218 Video Editing iMac Retina 5K 27|r.1ch 2017 (macO0S 12.6) 40 hdmac00-39
RICOH IPSiO SP C841 PS 1 -
A 21 Music Composition iMac Retina 5K 27inch 2019 (macOS 12.6) 40 damac00-39
o RICOH IPSIO SP C841 PS 1 -
(As of September 2022)

Due to the effects of COVID-19, their hours are shortened, to check the Media Center website for the latest

information.
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8 Appendix

Copyright Rules and Claims

01 Copyright

Redistributing someone else’s copyrighted materials
such as music, movies, and software without
prior consent or legal agreement often results in
infringement of copyrights. Those who have acted
against the law will be disciplined by the University and

face consequences.

02 Restriction on Use of P2P Softwares

Keio University will not tolerate any act of sharing
copyrighted materials over the CNS network, in
accordance with the amendment of Japanese Copyright
Law in 2012. For educational and research purposes,
you may use P2P software if your registration form is

submitted to and accepted by Shonan Fujisawa ITC.

For detailed information detailed “Use of File Sharing
Software on Campus” and up-to-date information of
peer-to-peer software regulation, visit:

= https://www.sfc.itc keio.ac.jp/en/software_fileshare.html

160

03 Plagiarism

Copyright is a legal right that a creator has, given by
a country, on exclusive rights to use and distribution
of their production. All the reports, submissions by
students to professors or staff must be the result of
one's creation of his or her own. You may not write
words taken from others work as if these are originally
your thoughts and are expected to clearly credit the
source of the documents or references. Any of the
following acts is to be considered as infringement of

copyright.

Imitating or using the thoughts and language of
another creator.

Distributing music or movie files of other creators
to the general public online.

Exposing the records of TV programs or video-

taped clips without authorization of the creator.

Rules, policies, and notices produced by the
government and municipal bodies are not subjected to

copyright as they are documents of the general public.



O4Citation

The copyrighted work of others can be used without
permission in the form of a citation. To cite correctly,

the following conditions must be satisfied.

The source and the author's name are clearly
stated

The original text and the cited section can clearly
be distinguished

The cited work is necessary to prove your point
Your work must not simply duplicate or restate the
cited work

The cited work is published

05 Use of Open Content

Out of all the works that are exchanged over the
internet, there are somewhere the creators have left
the work to be shared. This kind of work is called "Open
Content" and can be used with comparatively few

restrictions.

Creators who permit their work to be used freely are
releasing a lot of open content. Amongst these works,
there are those being distributed under the kinds
of shared use agreements that you will see in the
following sections. Make the most of open content but
be sure that you understand and follow the terms of

use.

Appendix 8

O6Copyright of This Book

SFC-CNS is made possible in part by the many free
software, publicly-available documents, and public

domain software that is available openly online.

To fulfill social responsibility, the contents of the SFC
CNS Guide 2022 English Edition may be reused based
on the following policy. Copying, translating, altering,
modifying, quoting, printing, distributing, and selling
of contents within the CNS Guide 2022 English Edition
may be permissible within the regulations in the next

section.

O ; Regulations About Redistribution of This Book

Please refer to this book as the source and also state
that this book allows secondary modification when you
redistribute.

Questions are only accepted on-campus or via email.

You may read the web version of this book from the
URL below:
= https://cns-quide.sfc.keio.ac.jp/

161

SNJIAIUY

SI9AI9S SN

Ov4

>
©
o
D
S
o
X

Cco







