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Preface

SFC-CNS was created to provide the most advanced computing environment to all students, faculty,
and staff at SFC when this campus was established, at a time when most universities were not yet connected to
the internet. Since then, it has been evolving with state-of-the-art technology of the times, aiming to support

all the activities at SFC.

SFC-CNS is a distributed computing environment consisting of a wide range of devices incuding,
for example, UNIX/Mac/Windows computers, high-performance servers, and equipment for fabrication and
music. Leveraging them all for your activities will bring you wonderful results; otherwise you will get something
ordinary. This difference is similar to that between making something with hundreds of tools or with just a

knife. SFC students are meant to master various computing technologies. May their force be with you.

Before starting your first day at SFC, you should be well-familiarized with our spirit. Everyone on this
campus should contribute to the system to establish, improve, and improvise new services for every individual
on the network. Explore technology and make a difference. Such cooperation is only possible when campus
services are open to everyone. However, open often means insecure. Everyone has a responsibility to protect

their own data and equipment and must respect others on the network.

Please follow the following rules and enjoy your SFC life:

— Do notillegally duplicate software. You must observe copyright laws.

— Itis prohibited to access files or other information without permission from the author(s).

— Understand that SFC-CNS is a system exclusively for education and research purposes. Do not use

the services for other purposes (such as profit-making activities).

— Do not access computers without permission.

— Do not troll others on social networking services.

— Do not send emails with the intention of harming others.

— Do not send or forward chain emails.

— You must be aware that people all over the world can read the web pages that you create and
publish on this network. Be sure to observe copyright law, especially when you include pictures,
audio files, or movies.

— Do not cause trouble to others.



If you have any further questions, please feel free to visit the CNS Consultant Desk in the Media Center

or the Shonan Fujisawa Information Technology Center (ITC) at SFC.
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What is SFC-CNS ?

O 1 What is SFC-CNS?

SFC-CNS stands for Shonan Fujisawa Campus - Campus
Network System. A network is a web of interconnected
computers that share information resources, which
is an integral part of our society. CNS is the network
system that supports academic life of Shonan Fujisawa

Campus.

Network system resources available for your use are
delivered in different forms, including wireless network
access points, the Gakuji Web System (Academic
Affairs Web System), and many others. CNS is the
overall environment of all shared network resources for

students, faculty, and staff at SFC.

On campus, there are a number of computers
connected to CNS for research and educational
purposes. All students, faculty, and staff on campus
are free to use the shared resources through these
computers installed on campus or on your personal

computers.

O 2 What is an “Account”?

Many people at SFC use CNS. Those who use the system
are called "users," and their privileges to use CNS are

called "accounts."

Accounts on CNS are assigned to students, faculty,
and staff in the Faculty of Policy Management, Faculty
of Environment and Information Studies, Faculty of
Nursing and Medical Care and Graduate School of
Media and Governance, and Graduate School of Health
Management, according to the CNS Terms of Use (refer
to [p.150 : Terms of Use] ).

If you would like to obtain a CNS account but are not
a student, faculty, or staff of the five departments
listed above, you can view details about applying for
a CNS sub-account by viewing at the "Information
for Students at Other Campuses" page of the Shonan
Fujisawa Information Technology Center (ITC) website:

= https://secure.itc.keio.ac.jp/c/a/sfc/en/other
campus_sfc.html

*If you are only taking correspondence courses and
foreign language courses, you are not eligible to receive

a CNS account.

In order to identify users and manage the security
of CNS, all students on campus are provided with a
CNS account. A CNS account has a uniquely assigned
login name and a password. The login names of
undergraduate students contain the user's faculty,

enrollment year, and initials.



s 19xxx tk

faculty enrollment name initials
year

The example login name shown above belongs to a
student enrolled at the Faculty of Policy Management
in academic year 2019. Each user has an email address
in the form "[your CNS login name]@sfc.keio.ac.jp,"
which can be accessed by using a seperate password
from your CNS login password (refer to [p.48 : Using
Your CNS Mail Account] ).

03 Password Management

A CNS login password is used to confirm your identity

when accessing certain resources on CNS. You must

make a password that satisfies the following conditions:

«  Contains only alphanumeric characters and certain
special characters

. Contains 10 or more characters

«  Contains at least one uppercase character, one
lowercase character, and one number

The following password types should be avoided

completely because they can be easily guessed.

« Your name or any relative's name

« Common dictionary words

. Birthday, address, telephone number, or repeated
sequences of characters -e.g. Yukichi0110
(Combination of your name and birthday)

Your CNS login password must be changed at least

once every 180 days, or your CNS account may be

suspended. For help changing your password, please

refer to [p.138 : How to Change Account Passwords] .

If you forget your password, or if your account has been

suspended, please bring your student ID or campus

card to the CNS service desk at the Shonan Fujisawa
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Information Technology Center (refer to [p.148 : SFC-
CNS Technical Support Services] ).

Having your CNS account information stolen not
only puts your account at risk but the entire CNS
environment. In order to reduce the chances of having
your information stolen, please be careful with how you
handle your passwords. In particular, do not write them
down or tell them to anyone, including faculty, staff, or
friends.

Do not share your password, even in the following
occasions:

« When faculty or staff members ask for your

password.
« When you want your friends to do something for
you using your account.
If you suspect any suspicious activity involving your
CNS account, change your CNS login password
immediately and consult the CNS service desk at the
Shonan Fujisawa Information Technology Center (refer
to [p.148 : SFC-CNS Technical Support Services] ) . To
change your CNS login password, please refer to [p.138

:How to Change Account Passwords] .
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2

Websites You Can Use on Campus

SFC-SFS

[Engish | Japancse ]

@ sresesoamn whats SFC-SFS 2

vour araduston proiect
Communicaton for your thsis In raduate school

NEws
o) Website

and Syllabus. ‘Submission of GP2 result started (- July 30)

k) yavus
i are avaiabl, Eseminar Syabus
* 20193uk-1 (Won) - (Stud
Semester 2019) G Hentor on perod (20é round) started. Please
20k (F) Bt

g to the Fourth Year from Fall

Attis)

Plase answer by Jan-29 (Tue).
+ 2019:3une-27 (Thu) 915 - My-Timetabl(for Studen) and Enrolled sudent.

SFC-SFS

O 1 About SFC-SFS

SFC-SFS is the communication support system for
faculty members and students on campus. You will find
information about your registered classes. In order to
login, type your CNS login name in @ “CNS ACCOUNT”
and your CNS login password in @ “CNS PASSWORD.”
Then, click © “LOGIN.”

= https://vu.sfc.keio.ac.jp/sfc-sfs/index.cgi?+en

[KEIOTARO |71900000] Year1]
Environment and Information Studies
Login:201908.03 135522 L0GOU

Top selResut| [ TASA suvey  [cal [ Gokujwed
o o e
For AllStudents]

+ 2016-Apc15- MY Timetabe i switch fo the one based on your official enrolmen

SFC-SFS

P + You can see news for students on SFC official Website.

B|  + Moy 13 6 - Moy 23 (Mon) - SFC-5F Clas mprovement Survey. Resutwibe open fom une 1 (Wed) om fhe class poge and

N Survey sction

M [ COURSE ] AREA

v

N/ rcouse) You focu o o

Bl e . o Ciom Pk

R tothe course materiok and communicate with faculty members. Before the enrolment, you can add any classes fo your own MY-
Tmetate lenatve) fom (Sel€nty] page s ot you ricafonwih
perod.

1 Questons/Commn's | FAQ | Pivcy Potcy(iemol) |

[KEIO TARO | 71900000] Yeor-1]
Envionment and infomofion stuces Q)
Login:20190803 135522 LOgOUt

T0p MY-Tmetable Solniry SelResul TASA Suvey cal Gokuj Web

SFC-SFS

U | keloip, Gakuli Web (Academic Aflaks Web) Syslem and Various Applications
Y

| March 30 1630~ June 27 900 - Tne result of health checkup i not available uring this perod.

Kelojp
A « Inorder inthis page, “kelojp 10" s your
N entrance date (Apri It for the Spring semester , September 22nd for the Fall semester)
o kelo o' by using cl 1 and CNS Password

M
£ Keiojo TOP Activation (Only once)
N

Gakujl Various Applicali

i Web Sy confroms

You can NOT use "Back” nor Forward buttons of he browswer when you use “Gakuj Web Systerm” . I you encounter any kinds of

programs, ¥ 8 inclucing . then restart it again
Timetatie, . Syloous Search and
Start Gal Wi System Grade Reports
ic Gourses
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O 2 Use SFC-SFS

You can check your class schedule on @ “MY-Timetable.”
To view the class page, click the name of the class
you are taking. On this page, you can check detailed
information about classes, download lecture notes,
submit assignments, and request to stay overnight
to study. You can create your plan for next semester
and submit assignments for classes requiring pre-

registration on @ “Sel. Entry.”

03 Academic Affairs Web System

You have access to the @ “Gakuji Web (Academic
Affairs Web System)” through SFC-SFS. Services such as
“keio.jp Activation,” “Cancelled Class Information,” and

“Grade Reports” are also available here.



keio.jp

Keio University CALAMVS GLADIO FORTIOR

074 Yxi%/Loginto :
keio.jp7R— 4% JL / keio.jp Portal »

ID:

It keio@keio.jp |

Password:

O '76A/\‘Z 7— R&FIFY %/ Use One-Time Password

Guidezon | off

FAEAA R (User's Guide) H7R—b (Support Desk)
T894 LJIXRT—RIEDWT (About One-Time Password

(C) 2014, Keio University.

keio,jp
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keio.jp

O 1 What is keio.jp?

Keio.jp is the identity management platform used in
Keio University. The system can also be used to obtain

student software licenses.

= https://keio.jp/

You must set up and activate your keio.jp account on
the "Gakuji Web" page on SFC-SFS before you can use
it.

After activating your account, type your keio.jp ID in @
“ID" and your keio.jp password in @ “Password.” Then,
click © “Login.”

Since November 11, 2014, keio.jp can also be accessed
by logging in with your CNS account and CNS login
password. To login with your CNS account, type “[your
CNS login name]@sfc keio.ac.jp” in @ “ID" and your CNS
login password to @ “Password.” Then, click @ “Login.”

O 2 Use keio.jp

On keio.jp, you are free to download licenses for
software, and browse through various research journals

and publications.

The software licenses that students are allowed to use
are listed on [p.134 : Services that Require Pre-
registration] . To issue a license after accessing keio.
jp, please check STEP 01 ~ 08 of [p.93 : Installing

Antivirus Software on Your PC (Windows 10)] .

11
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Other Websites

SFC-GC service will be unavailable on March 6 (Tue) 14:00-17:00.
KEIO SFC on iTunes Uis launched in Aug 2010, Please check updates !

. Course Pick Up

face INTERNET MEASUREMENT AND DATA ANALYSIS 2013
ecturer : Kenjiro Cho

Al and Poicy
[Keiol ity

Informatics[’]
Region and Society (Asia-
Pacific)

[Keio]Mathematical Literacy
for Problem Finding and
5] OPEN CLASS PAGE

Sobving

Network Industries{”]
T Itbecomes possible to access a huge amount of diverse data through
the Internet. It allows us £o obtain new knowledge and create new.
services, leading to an innovation called “Big Data” or “Collective
Intelligence”. In order to understand such data and use it as a tool,
one needs to have a good of the technical background

Tuesday

Introduction to Student Build
Campus(SBC)

Registarat

Content for SFC students

Application for e-Course
(2018 Spring Semester)

LINKS

= 27 KEIO UNIVERSITY
E'@; SFC GLOBAL CAMPUS SFC Global Campus
I s oo

Global Campus.

For SFC students

This website is for sharing our courses globally with

e-Course.

students outside SFC. 500+ classes and 5000+ class videos

7Y eFESEEE
Qoo I

are open to the public for free.

= http://gc.sfc.keio.ac.jp/index.cgi?lang=e

2019 Spring Samester Nows

O 2 Wellness(Physical Education) System

5473 o0, BmmBRER, P
31900 _tamsanE)

H o
21OFTBFBARSACERLTLST, THcHL, WHSARES (BLSAES) EF0ST

@4no@m 13
KEARREY 55 7ORNANOPRIATY,

You can write notes, submit reports, and make

5316 PERLRBOROL R~ SERUREL. SEADEDEDII D TUELA. 41| BOSTHERRLET.

reservations for Physical Education 2-5 classes.

= https://wellness.sfc.keio.ac.jp/v3/index.php?newlang=en

» Keio University @ » SFC Website &
Keio University
Fontsize EILI

Ny =8 i 9
Shonan Fujisawa Media Center
nonn Cibrary)

| Faculty |

Find/Search Study Request/Ask a Librarian Login

How should | write a thesis and a report?

N~ WRITING & RESEARCH CONSULTANT
WRE 5450278095 39895

Useful links

B Floor Map

Services

Today's Opening Hours

2019.6.18 _(Tue)
9:15 ~ 23:

6

Alumni | External U

03 Shonan Fujisawa Media Center (Library)

Opening hours of the Media Center and library event

About us

news are available through this website. You can also
make a reservation for using the AV Hall, studios, and

so forth.
:00

Tags | FindEoumal  ContactUs  Help

Al materials E-Joumals Anicie(CING)

%) (that contain my query words ) (anywhers in the record ¢ In (Al Campuses &

Alftems

New Search/Clear  Advanced Search

E-book title search in KOSMOS (Jun 17, 2016)

With in it
Media Center is now trying to purchasing e-books more consciously.

In order for us to d

patrons, we have y

- Please nick

Hollo Guost @8 My Shelf My Library Display Setiings ~ Sign in
Having trouble Signing in?

turn books 30

= http://www.sfc.lib.keio.ac.jp/eng/

O4KOSMOS

KOSMOS allows you to search for books in the Keio

B%®

University libraries, reserve books, and check the status of
any currently checked-out books.
= http://kosmos.lib.keio.ac.jp/

KEIO SFC COURSE SUMMARY 2019
W e

I SEARCH (Undergraduste )

e e

Kelo University Shonzn Fujisawa Campus.

Faculty of Policy Management
Faculty of Environment and Information Studies
Course Summary 2019

2019.3.80pem

SFC

e Approsch

30 58C.Stdent Buld Camps

05 Class & Seminar Syllabus

The SFC syllabus has different pages for regular classes and
seminars. You can access each from the URL below:

Class syllabus = https://vu.sfc.keio.ac.jp/course_u/
data/2019/title14_en.html

Seminar syllabus = https://vu.sfc.keio.ac.jp/project/

12
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Access Content Only Available
on Campus from Outside

Browsing the Web Using the CNS Network over WebVPN

Several webpages are accessible only on campus due
to licensing restrictions. However, you can use these

websites from outside SFC if you have a CNS account.

SFC-CNS VPN Service

ficg

ne in *Name fled_and CNS Login Paseword i
4 [ s19x00xtk

SIS S ES VPN SERVICE o @ Avpication URL v é, 2 -
[

| coLum

SFC has several different methods for accessing restricted
content. Here, we will explain how to browse websites

with WebVPN.

01

Open a web browser and go to the following URL:

= https://vpn2.sfckeio.ac.jp/

Type your CNS login name in @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, click ® "LOG IN."

02

Type the URL of the webpage you want to browse in @
and click @ "GO.” You can browse the website almost

as if you were on campus.

About VPN

VPN stands for Virtual Private Network, which enables a computer to access and transmit data to a

private network as if it were connected directly. It extends a private network over a public network,

such as the internet. VPNs allow computers connected to the internet to work from remote places while

benefiting from the security and management systems of the private network. SFC has several different

methods for accessing content restricted to on-campus use. To get more details, see “VPN Service” on

the ITC website.

= http://www.sfc.itc.keio.ac.jp/en/network_cns_vpn2.html

13
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2 Wireless LAN

1

About the Wireless LAN Environment

on Campus

Wireless network access points are available across
campus for research and educational purposes. Wireless
local area networks (LAN) are networks which connect
devices using wireless radio signals. The wireless
network used by CNS uses a set of standards known as
IEEE 802.11 a/n/ac, which is supported by most modern
devices. Your access to CNS must be authenticated
via personal certificate using a method known as EAP-
TLS. Your certificate strengthens the security of your
connection and authenticates you and your devices to

the network.

Campus Network

Connect Using Personal Certificate

16

I
I
|
|
:
I
: SFC-CNS
|
I
|
I
|
I
|

In this section, we will explain how to access the
internet using a personal certificate using Windows,
macOS, i0S, and Android.

If any of your devices are not compatible with
EAP-TLS authentication, you should use EAP-
PEAP authentication instead, which is explained in
[p.44 : Connecting Your Drive to CNS by EAP-PEAP

Authentication] .

Connect Using
EAP-PEAP Authentication
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2

Connecting Your PC (Windows 10) to CNS

i) ControlPanel .. i O 1

dn ueig

Apps
¥ Intel(R) HD Graphics Control Pancl

@ setings ' ! f ] First connect to the wireless LAN used for setting up

Search the web

A control pa- se

network access on new devices. If you have a mobile

router or any other method of connecting to the

=
o
D
wn
n
—
=
=

internet, skip to STEP 08. On the bottom left of the

screen you will have to search @ "Control Panel" and

from the results open @ "Control Panel."

[ Control Panel - o
2 B > ControlPanel > <[] [ Seorch Control Pane »
Adjust your computer's settings Viewby: Category ¥ Z 3
‘ System and Security User Accounts W
Review your computer's status o .
ge account type ) ”
Sov backup copie ofyour s with File ® ) Click @ “Network and Internet. <
History ##) Appearance and Personalization
Backup and Restore (Windows 7) Change the theme Q
Find and fix problems < Adjust screen resolution _
‘. o ‘ Clock, Language, and Region
— Add 2 language
Croosshomegroupancdatming opions QP o ethods
7 Hardware and Sound Change date, time, or number formats
ﬁ' View devices and printers Ease of Access
Add s device Let Windows suggest settings
Adjust commonly used mobilty settings Opéai vicial diplay
<& Programs
¢ uninstoll 2 program
& Network and Internet - o 4
n
2 - - . o o network pd
System and Securty Vo ik cofopLnek v e Va
« Network and Internet
HomeGrou
Hardware and Sound LT3 P : u) : "
g Chossehemegroupsndhaing opsers Click @ “Network and Sharing Center. )
u Internet Options —
ser Accounts ~
7=] Change your homepage | Manage browser add-ons | Delete browsing history and cookies >S5
Appearance and
Personalization —
Clock, Language, and Region D
Ease of Access U')_‘
% Network and Sharing Center - o X | ey o
« « 4 A « Networkand Intemet > Network and Sharing Center v/ @] | Search Control Panel »
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Change advanced sharing Network Accesstype:  Intemet . " . ”
settings Publc network Comnections: § Ehemet Click @ “Set up a new connection or network.
Change your networking settings
Q)
= " Setup 2 broadband, dial-up, or VPN conne®ion; or set up a router o access point.
[ Troubleshoot problems
D d orget information.

17



2 Wireless LAN

W set Up a Connection or Network

Choose a connection option

o Connect to the Internet
& Set up a broadband or dial-up connection to the Internet

Ei;. Set up a new network
-2, SelUup anew router or access point.

[=Manually connect to a wireless network o
E=ailiConnect to a hidden network or create a new wireless profile.

l Connect to a workplace
- Set up a dial-up or VPN connection to your workplace.

o=

Cancel
- x
& ¥ Manually connect to a wireless network
Enter information for the wireless network you want to add
Network name: I 000000SFC o
Security type: No authentication (Open) - e
Encryption type: None
Security Key: Hide characters
9 [ 1 Start this connection automatically I
o Connect even if the network is not broadcasting |
‘Warning: If you select this option, your computer's privacy might be at risk.
Cancel

¥ Manually connect to a wireless network

Successfully added 000000SFC

—» Change connection settings
Open the connection properties so that | can change the settings.

or—

18

05

Select @ "Manually connect to a wireless network” and
click @ "Next.”

06

Type “000000SFC”" in @ “Network name” and select “No
authentication (Open)” from @ “Security type.” Make
sure that @ "Start this connection automatically" is
unchecked, and check @ “Connect even if the network is

not broadcasting.” Then, click @ “Next.”

0/

Click @ “Close.”



€IS Personal certificate /
Device registration
for CNS Wireless LAN

Purpose of this webpage:

nload/lvalidate your persona cetfcate
Fidentical information (MAC address)of your device

Please enter your CNS login name, [Eiest JJPicase Tput English single-byte characers.
Plesseenter your CNS login pasword. [ b ingis sinle-byte characers.

« 1 you we using iPhone/iPadiPod touch,
‘you can conligure mailand VPN as wellus wicless LAN,

URL: hpsfiesecure e keo.ac jpwlanlang—en

C1S Personal certificate /
Device registration
for CNS Wireless LAN

Issue of the personal certificate
(2]
Issue Issue the personal certificate

the device i

[Regisiaton of he doicd

SFCITC | SFCofficial website  Keio university SFC-ITC

C1S Personal certificate /
Device registration
for CNS Wireless LAN

This process will issue the personal certificate.

e ———
R g
I for 8 characters)

SECITCwebsite | SFCoffical website  Keio university SFC-ITC

Wireless LAN 2

08

Open a web browser and go to the URL:

= https://itcsecure.sfc keio.ac.jp/wlan/?lang=en

Type your CNS login name in @ and your CNS login
password in @ , then click © “Start the registration.”

09

If this is your first time creating a personal certificate,
select “Issue” in @ and click @ “Submit.”

If you have already issued your personal certificate, and
the certificate is still valid, select “Download” in @, click
@ “Submit,” and skip to STEP 11. If your certificate has
expired, select “Reissue” in @ and click @ “Submit.” If
you select “Reissue,” your previously issued certificate

will be invalidated.

10

Make a new passphrase for your personal certificate.
This password is necessary to protect your personal
certificate against unauthorized use and must contain
at least 8 characters. Type your passphrase in @ and
@ , then click © “Issue the personal certificate.” This
passphrase will be used in STEP 14 and will be required
when installing your certificate on any additional

devices.

19
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2 Wireless LAN

Download of the personal certificate

Toweddue | 201500209 133028
Ecpiion e | 202000312 133028

Download other items

Mac Wik profile

e

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

]

Local Machine

To continue, dick Next.

(2)

& . Certificate Import Wizard

File to Import
Specify the file you want to import,

File name:

OI ¥Users¥eio_SFCWDowrloads¥s 150 p1) )| somee..

Note: More than one certificate can be stored in a single file in the following formats

Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (,P7E)

Microsoft Serialized Certificate Store (.SST)

9' Next I Cancel

20

11

Your browser will prompt you to download the
certificate. If you are using Microsoft Edge, a dialog
box will appear at the bottom of the window. Click @
“Open.” If the download does not automatically begin,
click @ "Download."

The certificate will expire in 13 months after initially
issued. If the expiration date passes, you will not be
able to use the wireless LAN, so you will need to delete
and reissue your certificate. Please refer to the web site
below for instructions on deleting a previously installed
certificate.

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless_802_1x_renew.html

12

Open the file you just downloaded and wait for the

“Certificate Import Wizard” to appear. Check @ "Current
User," then click @ “Next.”

13

Make sure that the path to your downloaded certificate

is correctly entered in @ “File Name.” Then click @ “Next.”



&«

¥ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password,
Type the password for the private key.

Password:

(1]}

[Joisplay Password

Import options:

[C]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

D Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

9 Inciude all extended propertes}

Cancel

&«

£¥ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

‘Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate

(O Place all certificates in the following store

Browse...

Cancel

&«

£¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:
Automatically determined by the wizard
Content PFX
File Name C:¥Users¥Keio_SFC¥Downloads¥ s19xxxtk.p12

Cancel

Wireless LAN 2

14

Type your personal certificate passphrase from STEP
10 in @ "Password” and check @ “Include all extended

properties.” Then, click © “Next.”

15

Click @ “Next.”

16

Click @ "Finish.”

21
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2 Wireless LAN

You are about to install a certificate from a certification
authority (CA) claiming to represent:

KEIO SFC Root CA G2

Windows cannot validate that the certificate is actually from
"KEIO SFC Root CA G2, You should confirm its origin by
contacting "KEIO SFC Root CA G2°. The following number will
assist you in this process:

Thumbprint (shal): FB9009D1 F645EE9E B8218A09 E33FBO99
00580E63

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes™ you acknowledge this risk.

Do you want to install this certificate?

o= -

Certificate Import Wizard H

H Network and Sharing Center E—

« earw
Contol FanetHome

Change adaper sett

Change agvanced sharing

settings

> Control Panel > Network and Interet > Network and Sharing Center v O search Control Pane

View your basic network information and set up connections
View your active netwrks
ings
Acces ype:
HomeGroup:
Comectons: <7

000000SFC
Private network

Change your networking setrings.

B nection; o set up 3 fouter o access point.

(8 Troubtesnoor problems
Diagnose and rep: o

v X

W sety)

Choose

p a Connection or Network

a connection option

ey C
s

s

=3, 5

o€

"= JManally connect to a wireless network
- onnect to a hidden network or create a new wireless profile.

onnect to the Internet
et up a broadband or dial-up connection to the Internet.

et up a new network
et up a new router or access point.

onnect to a workplace
et up a dial-up or VPN connection to your workplace

Cancel

22

17

If a security warning shows up, click @ "Yes" after
confirming the thumbprint of the CNS root certification
authority (CA) matches the following value:
FB:90:09:D1:F6:45:EE:9B:B8:21:8A:09:E3:3F:B0:99:00
158:0E:63.

If the thumbprint does not match, you should stop and
contact ITC.

13

Click @ "OK.”

19

Go back to “Control Panel” and open “Network and
Sharing Center” from “Network and Internet.”

Then, click @ “Set up a new connection or network.”

20

Select @ "Manually connect to a wireless network" and
click @ "Next."



& ¥ Manually connect to a wireless network

Enter information for the wireless network you want to add
AES

Encryption type

Security Key: Hide characters

E i Start this connection automati(allyl

[ Connect even if the network is not broadcasting

Warning: If you select this option, your computer’s privacy might be at risk.

Cancel

¥ Manually connect to a wireless network

Successfully added CNS

—> Change connection settings
Open the connection properties s that | can change the settings

CNS Wireless Network Properties H

Connectmn

Name: CNS
SSID: CNS
Network type: Access point

Network availability:  All users

Connect automatically when this netwark is in range
[ Look for other wireless networks while connected to this network

Connect even if the network is not broadcasting its name (SSID)

Cancel

Wireless LAN 2

21

Type “CNS” in @ "Network name.” Select “"WPA2-
Enterprise” from @ "Security type” and check @ “Start

this connection automatically.” Then click @ "Next.”

22

Click @ “Change connection settings.”

23

Click the @ “Security” tab.

23
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2 Wireless LAN

CNS Wireless Network Properties

Connection  Security

Security type: WPAZ-Enterprise ~

Encryption type: AES b

o Choose a network authentication method:

I Microsoft: Smart Card or other certific: VII Settings Ie

Remember my credentials for this connection each
time I'm logged on

Smart Card or other Certificate Properties

When connecting

OUSE my stmart card Acdvaroed

@USE a certificate on this computer
o|:| Use simple certificate selection (Recommended)

Verify the server’s identity by validating the certificatel

DCannect to these servers (examplessrvlsrv®; *% srvd¥ com):

Trusted Root Certification Authorities:

[ LGIE Cuber Toah ﬁm&ioot ~

Iocalhost

|| Microsoft Root Authority

[ | Microsoft Root Certificate Authority

|| Microsoft Root Gertificate Authority 2010
: Microsoft Root Certificate Authority 2011

[ 1 Quaovadis Raot Certification Autharity

L4 >

<]

Wiew Certificate

DDDn’t prompt user to authorize new servers or trusted
certification authorities.

[Jus= a different user name for the connection

Oance'

24

24

Below “Choose a network authentication method,”
select @ “Microsoft: Smart Card or other certificate,”

and click @ “Settings.”

25

Check @ "Verify the server's identity by validating the
certificate.” Check @ "KEIO SFC Root CA G2" in the
"Trusted Root Certification Authorities." Then, click ©
"OK."



Wireless LAN 2

Choose a network authentication method:
Microsoft: Smart Card or other certifici
Remember my credentials for this connection each

time I'm logged on Click @ "OK."

dn ueig

Advanced settings

Cancel
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Secured

Click the internet access icon in the bottom right of the

screen. Select @ "[your CNS login name]@sfc.keio.ac.jp"

23
and then click @ "OK." %
Cancel <
Q
I Dd | " ‘ 2 8
If you want to make sure your device is connected, look
at the bottom left of your screen, click the @ Windows ) 4
icon, then click @ "Settings." %
-
=.
>
—
D
-
wv

29

Wi-Fi
@D on " " . s L WAL

Open "Network and Internet" in Settings, then click "Wi- ~ ————— -
(T Coneces, secues Fi." You will be able to check which LAN is connected

Show available networks

now. Once "Connected" is displayed, close "Network

Hardware properties

Manage known networks and Internet."
Random hardware addresses Instructions for connecting your windows 10 to wireless
Use random hardware addresses to make it harder for people to iS now com p|ete

track your location when you connect to different Wi-Fi networks.
This setting applies to new connections.

Use random hardware addresses

@D off

25



2 Wireless LAN

Connecting Your Mac (macQS) to CNS

Wi-Fi: Looking for Networks.
Turn Wi-Fi Off

CNS

GOmobilez

) Find and join a Wi-Fi network.

—> Enter the name and security type of the network you want to

L 4 join. o

Network Name:I 000000SFC

Security: = None

el Remember this network I

(3]

? Show Networks Cancel

CIS Personal certificate /
Device registration
for CNS Wireless LAN

Purpose oftis webpage:

r device.
1 1 T
i C— 96
9

CNS Personal certificate /
Device registration
for CNS Wireless LAN

Issue of the personal certificate
Issue Issue the personal certificate
Register/Delete the device information
Regisiration of the device

SFC-ITC | SFEC official web site | Keio university SFC-ITC

26

01

First, connect to the wireless LAN used for setting up
network access on new devices. If you have a mobile
router or any other method to connect to the internet,
skip to STEP 03. If not, click @ "Join Other Network..."
from the list of @ Wi-Fi icon.

02

Type "000000SFC”" in @ “Network Name.” Uncheck @

“Remember this network.” Then, click & “Join.”

03

Open a web browser and go to the following URL:

= https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

Type your CNS login name in @ and your CNS login
password in @ . Then, click © “Start the registration.”

04

If this is your first time creating a personal certificate,
select “Issue” in @ and click @ “Submit.”

If you have already issued your personal certificate and
the certificate is still valid, select “Download” in @, click
© “Submit,” and skip to STEP 06. If you don't remember
your certificate password, select “Reissue” in @ and
click @ “Submit.” If you select “Reissue,” your previous

certificate will be invalidated.



CNS Personal certificate /
Device registration
for CNS Wireless LAN

This process will issue the personal certificate.

Please enter the
‘You need your passphrase 1o install the personal certficate.

the passphrasefl .ov....
Please enter the passphrase again. confirmation)|

Ol

SECITC web site

orethan § characters)

Cancel the registration SFC official website  Keio university SFC-ITC

Download of the personal certificate

Download will start automatically.

1 Please click here if download will not start.

Information of the personal certificate

Login name s19xxxtk

Issued date 2019/02/09 13:30:28

Expiration date 2020/03/12 13:30:28

Download other items
Mac WiFi profile

Download profile

[ Add Certificates

. Do you want to add the certificate(s) from the file “s19xxxtk .p12"
to a keychain?

O]

View Certificates

Wireless LAN 2

05

Make a new passphrase for your personal certificate.
This password is necessary to protect your personal
certificate against unauthorized use and must contain
at least 8 characters. Enter your passphrase in @ and
® and click  © “Issue the personal certificate.” This
passphrase will be used in STEP 08.

The certificate will expire in 13 months after initially
issued. If the expiration date passes, you will not be
able to use the wireless LAN, so you will need to delete
and reissue your certificate. Please refer to the web site
below for instructions on deleting a previously installed
certificate.

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless_802_1x_renew.html

06

Your download will begin automatically. Once

completed, open the file you just downloaded. If
download does not begin, click @ "Download” to save

the file and open the certificate.

0/

Once the window “Add Certificates” appears, make
sure the selected keychain in @ is "login." Then click @
IIAdd'll

27
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2 Wireless LAN

N Enter the password for ” s19xxxtk .p12":

ﬁ Password: I-o--ou..oo-oo I

Show password 9

3 Tue 22:42 Q

Wi-Fi: Looking for Netw()rkso

Turn Wi-Fi Off
000SFC

keiomobile2

Join Other Network...
Create Network...
Open Network Preferences...

= The Wi-Fi network “CNS" requires WPA2

o . .
(/Q enterprise credentials.
) 4
Mode: | EAP-TLS ¢ I
Identity: | s19xxxtk @sfc.keio.ac.jp CI e
Username:

el\/ Remember this network I

? ]

Verify Certificate

N Authenticating to network "CNS"

Before authenticating to server "ns02.sfc.keio.ac.jp", you should examine the
server's certificate to ensure that it is appropriate for this network.

To view the certificate, click 'Show Certificate'.

? Show Certificate

28

08

Type your personal certificate passphrase in @
"Password” from STEP 05 and click @ “OK.”

09

Click the @ Wi-Fi icon to get the list of available wireless
networks. Then, select @ “CNS” from the list.

10

From @ "Mode," select “EAP-TLS.” From @ "ldentity,"
select “[your CNS login name]@sfc.keio.ac.jp” Make sure
to check ©® "Remember this network" and leave the

“Username” column blank. Then, click @ “Join.”

11

The dialog box shown on the left side will appear. Click

© "Continue.”



You are making changes to your Certificate Trust
Settings. Type your password to allow this.

Usernaﬁz
Password|

Keio Taro

Cancel

Always Allow

eapolclient wants to sign using key "privateKey"
in your keychain.

Do you want to allow access to this item?

Deny Allow

_~

eapolclient wants to change access permissions
of the “privateKey" item in your keychain.

Do you want to allow access to this item?

Deny

(1]

Wireless LAN 2

12

When asked to enter your password, type your macOS
account password in @ "Password.” Then, click @

“Update Settings.”

13

The dialog box shown on the left side will appear. Click

@ "Always Allow.”

14

Again, click @ “Allow” on the dialog box. From now on,
if you are on campus, your computer will connect to

CNS automatically.

Connecting Your Mac (macOS) to CNS is completed.

29
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2 Wireless LAN

4

Connecting Your iOS Device to CNS

01

On your home screen, tap @ "Safari.”

iBooks iTunes Store App Store  Newsstand

Health Settings

Q Search web or enter site name O 2

g Type the following URL in @ and go to the registration

' Allabaut Y _’ page or scan the following QR code :

= https://itcsecure.sfc keio.ac.jp/wlan/?lang=en

Apple Disney About Yahoo

30



C1S Personal certificate /
Device registration
for CNS Wireless LAN

Please try with Safari.
You can not download the certificate in Google

Chrome.
Wireless LAN configuration for iPhone:
e Issue of the private certificate

e Download of configuration profile for iPhone

——0

CNS login name

CNS login password

Keio university SFC-1T(

logout

Issue of the personal certificate
O=T—e

Issue Issue the personal certificate

Wireless LAN 2

03

Type your CNS login name in @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, tap © "start registration.”

04

If this is your first time creating a personal certificate,
select “Issue” in @ and tap @ “go.”

If you have already issued your personal certificate and
the certificate is still valid, select “Download” in @ ,
tap @ “Submit,” and skip to STEP 06. If your certificate
has expired, select “Reissue” in @ and tap @ “go.” If
you select “Reissue,” your previous certificate will be
invalidated.

The certificate will expire in 13 months after initially
issued. If the expiration date passes, you will not be
able to use the wireless LAN, so you will need to delete
and reissue your certificate. Please refer to the web site
below for instructions on deleting a previously installed
certificate.

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless_802_1x_renew.html

31
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2 Wireless LAN

CNS Personal certificate /
Device registration
for CNS Wireless LAN

logout

This process will issue the personal certificate.

Please enter the passphrase for the encryption of the personal certificate
You need your passphrase to install the personal certificate,

L
Please again.

—
o

Cancel the registration ~ SFC-ITC website ~ SFC official website ~ Keio
university SEC-ITC

Download of the SFC-CNS setting proflie
for iPhone

Profile(A) o

- Wireless LAN connection only

Profile(B)

= Wireless LAN connection + VPN setiing +
mail(IMAP) setting

Profile(C)

= Wireless LAN connection + mail(IMAP) setting

Notice

This website is trying to download a
configuration profile. Do you want to allow
this?

Igncn

Allow

32

05

Make a new passphrase for your personal certificate.
This password is necessary to protect your personal
certificate from unauthorized use. It must contain at
least 8 characters. Enter your passphrase in @ and
® and tap © “Issue the personal certificate.” This
passphrase will be used in STEP 18.

06

Now you'll be on a selecting site of Setting profile.
Tap @ "Download" next to "Profile(A)." If you select
"Profile(C)," you can set up both wireless LAN
connection and CNS mail at the same time. Also by
selecting "Profile(B)," you can add VPN settings at the
same time. To check VPN [p.13 : Access Content
Only Available] inside the colomns [About VPN] . If
you want to set up CNS mail, tap @ "Download" next
to "Profile(B)" or "Profile(C)." Then follow STEP 6~21 of
[p. 59 :Configuring Your CNS Mail on Your iOS Divice] .
Then follow STEP 21 and STEP 22 in this section to set

up your wireless LAN connection.

0/

The dialog box shown on the left side will appear. Tap
@ "Allow."



Wireless LAN 2

Profile Downloaded O 8

Review the profile in Settings app if Tap @ "Close.”
you want to install it.

dn ueig
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Close

p)

=
o
D
wn
n
—
=
=z

; ‘ On your home screen, tap @ "Settings."
iBooks iTunes Store = App Store  Newsstand

()

=

w

<

Q,

Phone Safari i Music

Taro Keio 2 4

Apple ID, iCloud, iTunes & App Store If @ "Profile Downloaded" is displayed, tap it and go on wn

to STEP 13. =~

o o)

—

@

Profile Downloaded b

=11

If "Profile Downloaded" is not displayed in Settings, tap
O "General."

General

Control Center

Display & Brightness

08 oe®

Wallpaper

33



2 Wireless LAN

iTunes Wi-Fi Sync 1 !
(1 Y

Not Connected

Tap @ "Profiles."

Profiles 2
Regulatory
QOWNLOADED PROFILE 1 3
SFC-CNS FIFRE The downloaded profile will be displayed. Tap the @
EfER2AMmBEERITC Profile

Cancel Install Profile Install 1 4
Tap @ "Install."
SFC-CNS FUR®RE
2 gEERITC

Sianed bv Not Sianed

Enter Passcode Cancel 1 5

Type in your iOS passcode.

Enter your passcode

34



Wireless LAN 2

Cancel Warning o Install 1 6

Tap @ "Install.”

dn ueig

UNSIGNED PROFILE

The profile is not signed.

p)
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Install
» Tap @ "Install.”
1

M
=
n
<
Y
Cancel Enter Password © | Next 'I 8 =
NTER THE PASSWORD FOR THE CERTIFICATE Type your personal certificate passphrase from STEP 05
LIXXXTK P12
in @ and tap @ "Next.”
000000000000
Required by the “SFC-CNS FIF&E" profile 7;_; -
24
n
S
é.
a D
Profile Installed ol Done 1 9 °

Tap @ "Done.”

SFC-CNS FIRRE
EERIMAEERITC

Signed by Not Signed

Description SFC-CNS OffE®%
- ERLAN

Contains  Wi-Fi Network
3 Certificates

35



2 Wireless LAN

Settings

a

dﬁi‘? Airplane Mode

Wi-Fi off
Bluetooth On
Cellular
{ Settings Wi-Fi
L
Wi-Fi ()

g)HOOSE ANETWORK... -,

CNS

9)

keiomobile2

Other...

9)

36

20

Go back to your home screen and tap @ “Settings.”

21

Tap @ "Wi-Fi."

22

Turn on @ "Wi-Fi."
Tap @ “CNS.” From now on, if you are on campus, your

device will connect to CNS automatically.

Connecting Your iOS Device to CNS is completed.



Wireless LAN 2

>

Connecting Your Android Device to CNS

{e}

Settings

Google Pay

<

(=

bearch or type web address

(1]

PUrpose 01 UlIS wWeppdge:

» Issue/Download/Invalidate your
personal certificate.

» Register of identical information (MAC
address) of your device.

Please enter your CNS login name. Input English single-byte

ration

e regis

 If you are using iPhone/iPad/iPod touch,
you can configure mail and VPN as well
as wireless LAN.

URL:

01

On your home screen, tap the @ Chrome icon.

The procedure for setting up an Android device depends
on the specific model. This explanation uses a Xperia Z3
Compact (S0-02G).

02

Type the following URL in @ and go to the registration
page or scan the following QR code :

= https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

03

Type your CNS login name in - @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, tap © "Start the registration.”

37
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2 Wireless LAN

for CNS Wireless LAN

ossue of the personal certificate
Issue Issue the personal certificate
Register/Delete the device information
Registration of the davice

SECITC SFC official web site Keio university SFC-ITC

This process will issue the personal
certificate.

Please enter the passphrase for the
encryption of the personal certificate.
You need your passphrase to install the
personal certificate. Q
ro™han 8

Please enter the

Please enter the
(confirmation)|

Cancel the registration = SFCITCwebsite ~ SFCofficialwebsite | Keio university SEC-ITC

38

04

If this is your first time creating a personal certificate,
select “Issue” in @ and tap @ “Submit.”

If you have already issued your personal certificate and
the certificate is still valid, select “Download” in @ , tap
© “Submit,” and skip to STEP 06. If your certificate has
expired, select “Reissue” in @ and tap @ “Submit.”
When "Reissue" has been selected, any previously

issued certificates will be revoked.

05

Make a new passphrase for your personal certificate.
This password is necessary to protect your personal
certificate from unauthorized use and must contain
at least 8 characters. Enter your passphrase in -~ @ and
® and tap O “Issue the personal certificate.” This
passphrase will be used in STEP 07.

The certificate will expire in 13 months after initially
issued. If the expiration date passes, you will not be
able to use the wireless LAN, so you will need to delete
and reissue your certificate. Please refer to the web site
below for instructions on deleting a previously installed
certificate.

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless_802_1x_renew.html




Wireless LAN 2

dn ueig

Download of the personal
certificate

Download will start automatically.
Please click here if download will not

start. Your download should begin automatically. If it does
not, ta Download.

Information of the personal PO

certificate When a dialog like the one shown at left appears, click

Login name 519tk

Issueddate  2019/06/19 13:22:40 e "Open."

Expiration

ate 2020/07/19 13:22:40

Download other items
Mac WiFi profile There are some models that cannot download personal

=2
ettt certificates properly. If you have any issues downloading =3
PEM format . i i D
Please click the following button if you or installing your personal certificate, please refer to D
ing PEM fi t. A
are using BEA forma [p. 44 :Connecting Your Device to CNS by EAP-PEAP  Scal
How to install/set the personal Authentication] . :‘Z>

certificate
Please refer to here

v s19xxxtk.p1 2. 124 X

()

Z 3
w
<
Q
Extract certificate O 7 o

o Type the password to extract the certificates.
Type your personal certificate passphrase from STEP 05
CANCEL | ok | |

24
w
X
é.
Name the certificate @
wv

@ Certificate name:

Type "CNS” in @ "Certificate name” and select "Wi-Fi” in
CNS @ "Credential use." Then, tap © "OK."

(2) o

The package contains:

one user key
one user certificate
2 CA certificates

(3)
CANCEL

39



2 Wireless LAN

S (g

Wireless & networks

(1) Tap @ "Wi-Fi" from the settings app.

© |wir

ﬂ! Bluetooth

10

Tap @ "CNS.”
=
& CNS
=
8 eduroam

CNS 1 1

EAP method
Change the settings on this screen to the following
TLS v
values:
CA certificate
CNS - TLS
CNS
User certificate
CNS
CNS M (your CNS login name)
Identity
Once entered correctly, tap @ "Connect.”
sT19xxxtk
Advanced options v * On some devices, you may be prompted to selected

o the connection type. If asked, select "802.1X EAP."

CANCEL | CONNECT

If "Connected” is shown below "CNS,” your device is

successfully configured.

= CNS
a8 Connected
Connecting Your Android Device to CNS is completed.
=




Wireless LAN 2

6

Connecting Your Device to Wireless LAN
Using "eduroam”

What is "eduroam"?

"eduroam” is an academic/research wireless LAN
roaming infrastructure developed by the GEANT
Association (formerly known as TERENA) in Europe. It
is a de facto standard for securely granting wireless
network access to visiting academics and researchers in

74 countries and regions around the world, including

Japan.
By using "eduroam," you can use the wi-fi not only
at Keio University campuses, but at other eduroam-

participating organizations in Japan and overseas.

Connecting to "eduroam”

-
CNS login name [

2

Shonan Fujisawa ITC, Keio Uni

 r— A

T DAR—TlE SFC-CNS DIKRLAND /S 27 — FIERASHIIET T,

‘You can create password for WiFi in SFC-CNS on this page.

01

Open a web browser and go to the following URL:

= https://itcsecure.sfc keio.ac.jp/form/wifi/

Type your CNS login name in @ and your CNS login
password in @ . Then, click ® “Login.”

* This procedure differs from the procedure of setting
up a connection to CNS.
* This explanation is based on macOS. For other OS,

please refer to this explanation to connect to eduroam.

02

Click @ " /XX 7 — K (Password)."
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2 Wireless LAN

SFC-CNS WiFi Setup

|SFC-CNS WiFi Password

2527 — FO )
(Create password)

SHRLANEIREI A2 7 — FizonT
o S LTV 3 DS EAP-TLSGEVIENZEEICAIE L TV ok EDIr, EAP.

PEAPHIACORIEL11 & & AfCF, ONS TH, 7 EAP-TLSIZHEZ Hlt
LTexd,

. ﬂ%ﬁLANLﬁﬁTEWKi PEARIC EAP-PEAP %, ID |2 CNSH 74 ¥ %, /%
—Fiz WE L7/ SAY — FZASIT % T & T SFC-CNS D iR
LAMEQI&KR! 5C t?)‘i.)Ki ¥o

¥, HAGEHEOABHRE b b BELT

Shonan Fujisawa ITC, Keio University]

Turn Wi-Fi Off

eduroam

kelomobile2

Join Other Network...
Create Network...
Open Network Preferences...

P The Wi-Fi network “eduroam"” requires WPA2
N enterprise credentials.
‘@

Mode:  Automatic [T

Userna s19xxxtk @sfc.keio.ac.jp

Passwa °

Show password
Remember this network

(3]

? Cancel

—1
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03

Click @ “Create.” Remember the password that is
displayed. This password will be used in STEP 05.

04

In this section, we will explain how to connect using

macOS. If you are using any other devices, go to the
following URL to get more details:

= https://www.sfc.itc.keio.ac.jp/en/network

information_eduroam.html

Click the @ Wi-Fi icon at the top of the screen and click

@ “eduroam.”

05

Type [your CNS login name]@sfc.keio.ac.jp in @
"Username” and your SFC-CNS Wi-Fi password from
STEP 03 in @ "Password.” Then, click @ "Join.”

Instructions for using "eduroam" to connect to wireless

LAN is now complete.



Wireless LAN 2

/

Connecting Your Device to Wireless LAN Using
"keiomobile2"

What is "keiomobile2"?

"keiomobile2" is a cross-campus wi-fi service offered
by Keio ITC. As a member of Keio University, you can
connect to Internet from any campus. "keiomobile2"

can only be set up inside campus.

I wireless LAN/WiFi Service (keiomobile2)

Premise

« Itis available to set up and use

only inside of

+ You must have kelo ID or ITC account (Ua******, ub******, aa******) to obtain the WI-Fi password for wifi connection.

Process to set up keiomoble2

1. Using keio ID issue or Using ITC act
Before go to step 2, make sure that your Wi-Fi password is issued.

2. Setup keiomobile2

Revising wireless LAN connection settings

In order for students, faculty and staff who have CNS
accounts to connect to "keiomobile2," you need
a keio.jp (Keio ID), or an ITC account and its PEAP

password.

In order to connect to" keiomobile2," you need a keio.
jp (Keio ID) or an ITC account (ua***x#*x* yp**x*xxx

aa¥*****¥) to issue a password for Wi-Fi connection.

For more information, please refer to the website below.
How to: connect to wireless LAN / Wi-fi Connection
Service (keiomobile2)

= https://www.mita.itc.keio.ac.jp/en/net_connect

keiomobile2 peap.html

* "keiomobile2" can also be joined using either SFC-

CNS personal certificate or PEAP password.
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2 Wireless LAN

3

Connecting Your Device to CNS
by EAP-PEAP Authentication

What is EAP-PEAP Authentication?

EAP-PEAP is one of the Extensible Authentication
Protocol methods, which authenticates devices using
PEAP (Protected EAP). Similar to EAP-TLS, which
authenticates clients using a certificate, devices using
EAP-PEAP authentication will send their credentials (e.g.
ID and password) using an encrypted communications
path. In EAP-TLS, both the client and authentication
server use certificates to prove their identities to each

other, which is known as mutual authentication.

Compared to EAP-TLS authentication, EAP-PEAP is
slightly less secure; however, since the client does
not need a certificate, devices that do not support
certificate-based authentication can send encrypted
communications easily. When you are connecting to the
CNS wireless LAN using devices that are incompatible
with EAP-TLS authentication, please use EAP-PEAP

authentication.

Connecting Your Drive to CNS by EAP-PEAP Authentication

Shonan Fujisawa ITC, Keio Universi

44

01

Open a web browser and go to the following URL:

= https://itcsecure.sfc.keio.ac.jp/form/wifi/

Type your CNS login name in @ and your CNS login
password in @ . Then, click © “Login.”

* This procedure differs from the procedure of setting
up a connection to CNS.
* This explanation is based on macOS. For other OS,

please refer to this explanation to connect to eduroam.



SFC-CNS WiFi Setup

L | About this page

o ZDR—T T SFC-CNS DIMRLAND /SR 7 — FIERAHETT,

You can create password for WiFi in SFC-CNS on this page.

|s¥c-CNs wiri Password

EBLANERENSZ 7 — FiconT

o G LTV 2848808 EAP-TLSGEWIENZRE I IS L Tu e ks Sy, EAP-
{E%P):;%:E@Eiﬁ&ﬁ 5 T EHTRETT. CNS T, A EAP-TLSIZE % HERE
& <

Turn Wi-Fi Off

CNS

eduroam

@iomu bile2

oin Other Netwo
Create Network...
Open Network Preferences...

Find and join a Wi-Fi network.

m
Y Enter the name and security t f the network t t
o y type of the network you want to
) 4 join.

Network Name: CNS3

Security: = WPA/WPA2 Enterprise

Mode:  Automatic

Username: s19xxxtk @sfc.keio.ac.jp

Password: .ooooooo.o.|

o Show password
I Remember this networkl
e OETH]

? Show Networks

Wireless LAN 2

02

Once logged in, click @ “ /N X7 — K (Password).”

03

Click @ “Create.” This password will be used in STEP 05.

04

In this section, we will explain how to connect using
macOS. If you are using any other devices, go to the
following URL to get more details:

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless_peap.html

Click @ Wi-Fi icon at the top of the screen and click @
“Join Other Network...."
Note: "CNS3" will not be displayed on the list as it is a

hidden network.

05

Network name CNS3
Security WPA/WPA2 Enterprise
Mode Automatic
Username your CNS login name
Password SFC-CNS Password

Once all settings are entered correctly, check @
® “Join."

Instructions for using EAP-PEAP authentication to join

“Remember this network” and click

Wireless LAN services is now complete.
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3 CNS Mail

1

Using Your CNS Mail Account

Technical Specifications of CNS Mail Servers

IMAP4

Receiving Server Port

Authentication Methods Password

imap.sfc.keio.acjp 993 (IMAP over SSL)

CRAM-MD5 Authentication

or LOGIN Authentication IMAP/SMTP-AUTH Password

587 (Submission Port)

SMTP
Sending Server Port Authentication Methods Password
465 (SMTP over SSL)
smtp.sfc.keio.acjp SMTP Authentication IMAP/SMTP-AUTH Password

O 1 What is IMAP?

IMAP stands for Internet Message Access Protocol,
which allows users to access emails stored on the mail
server. Today, the IMAP protocol is the most commonly
used protocol for accessing and retrieving emails
from mail servers. Emails sent to your CNS account
are accessible from CNS mail servers using IMAP. You
can view, organize, send, and receive emails from
almost anywhere. With IMAP, the mail server manages
all information, so any changes you make will be
synchronized to all your devices. However, you must be
connected to the internet in order to send and receive
emails. Depending on your email client, previously
read messages may be stored in a cache and could
be available even when you are not connected to the

internet.

O 2 Warning

If the amount of data in your CNS home directory
exceeds 80GB, you will be unable to use your CNS

email account. Please refrain from sending emails with

48

large attachments. Such emails can create delays or
other problems for both the CNS mail server and the
receiving mail server. If you need to send large files, you
should use a file-sharing service such as SFC-CNS Online

Storage.

03 Use Other E-Mail Clients

If you use your CNS mail account from anywhere other
than the on-campus computers, please set up your mail
client using the technical specifications of the CNS mail
servers listed above. If you need more details, please
visit the following URL:

= http://www.sfc.itc.keio.ac.jp/en/computer_email

cns_usage_config.html

O4Use SFC-CNS WebMail

By using the SFC-CNS WebMail system, you can access

your CNS email account in a web browser without
using an email client. Please visit the following URL and
login with your CNS login name and IMAP/SMTP-AUTH
password.

= https://webmail.sfc.keio.ac.jp/




CNS Mail 3

21
2 z
©
Checking Your CNS Mailbox
from On-Campus Computers
=2
3
Using Your CNS Mail from On-Campus Mac g
>
=z

01

The mail client for on-campus Mac computers is
Thunderbird. Login to an on-campus computer with
your CNS account, click @ "Thunderbird” in your dock
to open the software.

Enter the IMAP/SMTP-AUTH password you set up at the
beginning of your first year. If you forgot your password,
goto [p.138 : How to Change Account Passwords] ,

follow its instructions, and re-set the password.

Using Your CNS Mail from On-Campus Windows

01

The mail client for on-campus Windows PCs is

o

M
=
(V)
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Thunderbird. Login to an on-campus computer with
your CNS account, then double-click @ “Thunderbird”
on the desktop to open the software.

Enter the IMAP/SMTP-AUTH password you set up at the

beginning of your first year. If you forgot your password,
go to [p.138 : How to Change Account Passwords] ,

follow its instructions, and re-set the password.
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3 CNS Mail

Configuring Your CNS Mail
on Your PC (Windows 10)

THUNDERBRD  ADDONS  SUPPORT

G Thunderbird O 1

Software made to make email easier.

Thunderbird is a free email application that's easy to set up and
customise - and it's loaded with great features!

0 = https://www.mozilla.org/en-US/thunderbird/

Open a web browser and go to the following URL:

Click @ "Free Download.”

O Thunderbird. | ™ comnry | ssour mozilla~
Thanks for choosing THUNDERBIRD!
Your download should automatically begin n  fw seconds,but f n,click

Your download will begin automatically. Next, open the

file you just downloaded.

12y Mozilla Thunderbird Setup - X
Welcome to the Mozilla Thunderbird O ;
Setup Wizard

Click @ "Next >.”

This wizard will guide you through the installation of Mozilla
Thunderbird.

Itis recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue.

o= -
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CNS Mail 3

w 1
2 Mozills Thunderbird Setup - X &
Setup Type :O'
Choose setup options C
©
Choose the type of setup you prefer, then dick Next. . .
Confirm @ "Standard" is checked and click @ "Next >.”
underoird will be installed with the most common options.
(O custom
‘You may choose individual options to be installed. Recommended for experienced users.
[#1 Use Thunderbird as my default mail application n é 2
(%]
wv
>

(L) Morzilla Thunderbird Setup - X
Summary
Ready to start installing Thunderbird
Thunderbird will be installed to the following location: Cl |Ck o "I nstal | _"
C:\Program Files (x86)Mozilla Thunderbird |

Click Install to continue. n
< Back I Install u Cancel

N

'Ly Mozilla Thunderbird Setup

Completing the Mozilla Thunderbird O 6

Setup Wizard

M
=
w
o
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Installation of Thunderbird is now finished. You can now
Mozilla Thunderbird has been installed on your computer, . )
continue and setup access to your CNS mail account.
Check @ "Launch Mozilla Thunderbird now” and click

® "Finish.”

Click Finish to close this wizard.

IZI Launch Mozilla Thunderbird now I

< Back I Finish I Cancel
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3 CNS Mail

Your name: §| Taro Keio name, as shown to others

Email address: § s19xxxtk@sfc.keio.ac.jp
00000000000

Remember password

Password:

(wIny

Get a new account

Continue I Cancel

Mail Account Setup x

Mail Account Setup X

Your name: Your name, as shown to others
Email address: |s19xxxtk@sfc.keio.ac.jp

Remember password

Configuration found by trying common server names

@ IMAP (remote folders) () POP3 (keep mail on your computer)

Incoming:  IMAR imap.sfckeio.acjp, STARTTLS

Qutgoing: SMTP smtp.sfc.keio.ac.jp, STARTTLS

s19xxxtk

Get a new account I Manual configl

Username:

Done Cancel

52

0/

Type your full name in @"Your name” and

“lyour CNS login name]@sfc.keio.ac.jp” in @ "Email
address.” Type your IMAP/SMTP-AUTH password in
© "Password.” Confirm your information is entered

correctly and click @ "Continue.”

You can create and change your CNS IMAP password at
the following URL:

= https://itcsecure.sfc.keio.ac.jp/form/password/

08

Thunderbird will attempt to complete setup automatically
using the Mozilla database. Wait until it finishes, then

click @ "Manual config.”



CNS Mail 3

Mail Account Setup X E 1
Your name: | Taro Keio Your name, as shown to others Q
Email address: | s19xxxtk@sfc keio.acjp —
Password: DO0000000000 C
Remember password _O
T T O e T e Next, type the following incoming and outgoing mail
0 ST por sl P server information into the settings window as shown.
rncommg: IMAP  ~ [imapsfckeio.acjp [993 | SSL/ILS | Encrypted password . ..
Eulgomg: SMTP smtpsfckeioacjp | 465 v| ssiis ~ | |Encrypted password o |nC0m|ng (Rece“"ng) Server (IMAP)
Qmame: Incoming: [s1900ctk ] Outgoing 1900tk Server hostname imap.sfc.keio.ac.jp
Getanewaccount  Advanced config e I Re-test II Done. I: Cancel Port 993
Protocol SSL/TLS
Authentication Encrypted password § 2
-
D
© Outgoing (Sending) Server (SMTP) D
(%]
Server hostname smtp.sfc.keio.acjp <
—
Port 465 >
=
Protocol SSL/TLS
Authentication Encrypted password

Once you have entered all the settings, click © "Re-test."
After Thunderbird confirms the mail server information,
click @ "Done."

10

M 4
: =
System Integration X )
If such window shown in the image on the left appears, o
H H . S
Use Thunderbird as the default client for: click @ "Set as Default.” 5
E-Mai ~ N
=
wm

] Newsgroups

Feeds o Configuring Your CNS Mail on Your PC (Windows 10) is

L] Allow Windows Search to search messages completed.

Always perform th 1 heck when starting Thunderbird
Set as Default Cancel
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3 CNS Mail

4

Configuring Your CNS Mail
on Your Mac (macQOS)

ADD-ONS ~ SUPPORT

@ Thunderbird

Software made to make email easier.

Thunderbird is a free email application that's easy to set up and
customize - and it's loaded with great features!

Free Download

ece @ Downloads

$ =oelsJsJolo
Favorites

@ AirDrop =

@ Recents .

75: Applications

60.7.2.dmg

=] Desktop 51.3 MB

@ Documents

o Downloads
®Oe® '8 Thunderbird

oThunderbird

9.

01

Open a web browser and go to the following URL:

= https:.//www.mozilla.org/en-US/thunderbird/

Click @ "Free Download.”

02

Your download should begin automatically. Next, open

the file you just downloaded.

03

Drag and drop the @ "Thunderbird" icon onto @ the
Applications folder.



CNS Mail 3

w 1
0@ = Applications E)"
Z =mio B|e #v Q =
Favorites —t
E Al My Files i"‘
. R & =
i Notes Photo Booth Photos Preview
Open Finder and click @ "Applications," then double-
B Documerts Q U % @ click @ "Thunderbird."
0 Dowcacs QuickTime Player Reminders Safari ShareFile
£ shareFile 9
(© Remote Disc = ﬁ / @
Stickies System TextEdit Thunderbird
® LYk Preferences
i ~m =
=
®
D
wm
wm
—
p>3
=

“Thunderbird” is an application downloaded from the O ;
Internet. Are you sure you want to open it?

ﬁ Safari downloaded this file today at 14:44 from download-

installer.cdn.mozilla.net. A dialog box similar to the one shown on the left will

? C | Show Web P O .
Ll o TP g8 appear. Next, click @ "Open.”

N “Thunderbird” would like to access your O 6
4 - contacts.
ﬁ o Click @ "OK”

? Don’t Allow

N

M
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3 CNS Mail

(] Mail Account Setup
Your name: | Taro Keio eur name, as shown to others
Email address: fls19xxxtk@sfc.keio.ac jp 9
Password: flecesscceccee e
b

Remember password

(4]

Get a new account Cancel I Continue I
[ ) Mail Account Setup
Your name: Taro Keio Your name, as shown to others
Email address: s19xxxtk@sfc.keio.ac jp

Password:

Remember password

Configuration found by trying common server names

° IMAP (remote folders) POP3 (keep mail on your computer)

Incoming: IMAP, imap.sfc.keio.ac.jp, STARTTLS
Outgoing: SMTP, mail.sfc.keio.ac.jp, STARTTLS

Username: s19xxxtk

Get a new account Manual config

Cancel Done

56

0/

Type your full name in @ "Your name” and
"Iyour CNS login namel@sfc.keio.ac.jp” in @ "Email
address." Type your IMAP/SMTP-AUTH password
in © "Password." Check your information and click
O "Continue."

08

Thunderbird will attempt to configure itself automatically
using the Mozilla database. Once it finishes, click @

"Manual config.”



Mail Account Setup

Your name: ~ Taro Kelo Your name, as shown to others.

Email address: s19xxxtk@sfckeioacp

Password:  sesessseseas

Remember password

Configuration found by trying common server names

51900tk

CNS Mail 3

09

Next, type the following incoming and outgoing mail
server information into the settings window as shown.

@ Incoming (Receiving) Server (IMAP)

Getanewaccount Advanced config Cancel Re-test Done

Use Thunderbird as the default client for:
E-Mail

v Newsgroups

v Feeds

~ Allow Spotlight to search messages

(V] Always perform this check when starting
Thunderbird o

Skip Integration Set as Default |

Server hostname imap.sfc.keio.acjp
Port 993
Protocol SSL/TLS
Authentication Encrypted password

© Outgoing (Sending) Server (SMTP)

Server hostname smtp.sfc.keio.ac.jp
Port 465
Protocol SSL/TLS
Authentication Encrypted password

Once you have entered all the settings, click © "Re-test."
After Thunderbird confirms the mail server information,
click @ "Done."

10

If such window shown in the image on the left appears,
click @ "Set as Default."
Configuring Your CNS Mail on Your Mac (macQS) is

completed.
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3 CNS Mail

>

Configuring Your CNS Mail on
Your iOS Device

(© 01

On your home screen, tap @ "Safari.”

Health Settings

Safari

Q Search web or enter site hame O 2

o Type the following URL in @ and go to the registration

page or scan the following QR code :

s
' - Allabaut Y., = https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

Apple Disney About Yahoo

Wireless LAN configuration for iPhone: O 3

e Issue of the private certificate

Type your CNS login name in @ "CNS login name” and

e Download of configuration profile for iPhone X . .
your CNS login password in @ "CNS login password.”
CNS loginname (@) Then, tap © "start registration.”

CNS login password e
o=l

58



logout

Issue of the personal certificate
- Ol
Issue Issue the personal certificate

Keio university SFC-IT(

CNS Personal certificate /
Device registration
for CNS Wireless LAN

logout

This process will issue the personal certificate.

Please enter the passphrase for the encryption of the personal certificate.

You need your passphrase to install the personal certificate.

Please

Please enter the passphrase again.
tcontinsation)

(3]

Cancel the SFC-ITC website ~ SFC official web site | Keio

university SFC-ITC

Download of the SFC-CNS setting proflie
for iPhone

Profile(A)

= Wireless LAN connection only

Profile(B)

- Wireless LAN conncction + VPN setiing +
mail(IMAP) setting

Profile(C) (1)

- Wireless LAN connection + VPN setting

CNS Mail 3

04

If this is your first time creating a personal certificate,
select “Issue” in @ and tap @ “go.”

If you have already issued your personal certificate and
the certificate is still valid, select “Download” in @ ,
tap @ “Submit”, and skip to STEP 06. If your certificate
has expired, select “Reissue” in @ and tap @ “go.” If
you select “Reissue,” your previous certificate will be

invalidated.

05

Make a new passphrase for your personal certificate.
This password is necessary to protect your personal
certificate from unauthorized use. It must contain at
least 8 characters. Enter your passphrase to @ - @, and
tap © “Issue the personal certificate.” This passphrase
will be used in STEP 18.

06

Tap @ "Download” in Profile (C).
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3 CNS Mail

This website is trying to download a
configuration profile. Do you want to allow

this?
Ignore | Allow

Profile Downloaded

Review the profile in Settings app if
you want to install it.

Phone Safari

Taro Keio
Apple ID, iCloud, iTunes & App Store

(1]

Profile Downloaded

60

0/

The dialog box shown on the left side will appear. Tap
O "Allow."

08

Tap @ "Close."

09

On your home screen, tap @ "Settings."

10

If @ "Profile Downloaded" is displayed, tap it and go on
to STEP 13.



General 0

Control Center

Display & Brightness

Wallpaper

|
2X: 1) )

iTunes Wi-Fi Sync

dPN Not Connected
Profiles 2
Regulatory

QOWNLOADED PROFILE

SFC-CNS FIRRE
BEESBMIRREERITC

Cancel Install Profile Install

SFC-CNS #i &%
EREERBMEERITC

Signed by Not Signed

Description SFC-CNSOF| % E(ELRLAN,VPN,
X —]L(IMAP)

Contains Email Account
VPN Settings
Wi-Fi Network
3 Certificates

CNS Mail

11

3

If "Profile Downloaded" is not displayed in Settings, tap

O "General."

12

Tap © "Profiles."

13

The downloaded profile will be displayed. Tap the
Profile.

14

Tap @ "Install.”
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3 CNS Mail

Cancel Warning @] Install 1 5

VPN Tap @ “Install.”

The network traffic of your iPhone may
be secured, filtered, or monitored by a
VPN server.

UNSIGNED PROFILE

16

Install Tap @ "Install.”

1

Enter Passcode Cancel 1 7

Type your iOS passcode.

Enter your passcode

62



Cancel Next

Enter Password 9

ENTER THE PASSWORD FOR THE CERTIFICATE
QSI9XXXTKP‘|2”

Required by the “SFC-CNS FIF&E" profile

Cancel Enter Password

el Nextl

ENTER YOUR PASSWORD FOR THE INCOMING MAIL
OERVER “SFC-CNS IMAP”

Required by the “SFC-CNS FlFE&E" profile

Profile Installed ~ @|Done

{ SFC-CNS F sk E
RN T ERREEERITC

Signed by Not Signed

Description SFC-CNSOF| % E(ELELAN,VPN,
X —]L(IMAP)

Contains Email Account
VPN Settings
Wi-Fi Network
3 Certificates

|

“Health Settings

Phone Safari

CNS Mail 3

18

Type your personal certificate passphrase from STEP 05
in @ and tap @ "Next.”

19

Type your IMAP/SMTP-AUTH password in @ and tap @

"Next."

20

Tap © "Done.”

21

On your home screen, tap @ "Mail” and make sure a

new mailbox is added to your iOS device.

Configuring Your CNS Mail on Your iOS Device is

completed.
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3 CNS Mail

6

Configuring Your CNS Mail on
Your Android Device

™M 2 o |01

Google Gmail Maps VeIl Tap @ "Gmail" from the home page or the list of apps.

If an email address is not set up in Gmail, go to STEPO4.

‘ D> * The settings and procedure may vary from device to
device. However, the procedure for configuring a mail

Drive Play Music  Play Mowes & Hangouts server are the same.

e 93] 02

INBOX Tap the @ "account icon" shown on the search bar and

a list of accounts will be displayed.

2+ Add another account O 3

SZs Manage accounts on this device Tap @ "Add another account".

Privacy Policy + Terms of Service
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CNS Mail 3

2 1
Set up email O 4 =
_
©
-~ Tap @ "Other."
< Google
ﬂﬂ Outlook, Hotmail, and Live
Yahoo
=2
E Exchange and Office 365 %
wm
o %)
—
Other >
=

Add your email address
Type “[your CNS login name]@sfc.keio.ac.jp” in @ .

Then, tap @ “NEXT >.”

Enter your email

s19xxxtk@sfc keio.ac.jp

MANUAL SETUP

o

M
=
w
o
—_.
o]
—
(D
-
wn

< NEXT >
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3 CNS Mail

s19xxxtk@sfc.keio.ac.jp O 6

Tap @ "Personal (IMAP)" and tap @ “NEXT >.”

What type of account is this?

(O  Personal (POP3)

(1)
®  Personal (IMAP)
(O  Exchange
2]
< NEXT >

s 9XXth@SfC.kelo.aC.Jp Type your IMAP/SMTP-AUTH password in @ and tap

© “NEXT >
(1)

Password

............ | LN

< NEXT >

66
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AN
: : &
Incoming server settings O 8 =
c
©
Enter the following settings:
Username
s79xxxtk
Username your CNS login name
Password Password your IMAP/SMTP-AUTH password
............ Q . S
Server imap.sfc.keio.ac.jp
server o Once typed correctly, tap @ "NEXT >.” § 2
imap.sfc.keio.ac.jp =~
)
(%]
wv
—
>
=z
< NEXT >
Outgoing server settings O 9
o Next, type the information below if necessary.
Require signin ‘
Username (your CNS login name)
zje;la;etk Password (your IMAP/SMTP-AUTH password)
SMTP server smtp.sfc.keio.ac.jp
()
Password Q = 4
------------ X Check @ "Require signin.” Once entered correctly, tap L_Q
"NEXT >." =
o >
SMTP server (’-_Dr
smtp.sfc.keio.ac.jpl A

< NEXT >

6/
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CNS Mail

Account options

Sync frequency:

Every 15 minutes v

Notify me when email arrives

Sync email from this account

Automatically download
attachments when connected to
Wi-Fi

o

< NEXT >

Your account is set up

and email is on its way!

Give this account a name (optional)

o

CNS

Your name (displayed on outgoing
messages)

(2]

Taro Keio

NEXT >

68

10

You can modify your account options if you desire.

Once you finished choosing your options, tap @ “NEXT >.”

11

Type “CNS” (or any other name you can use to distinguish
from other mail accounts) in @ “Give this account a
name (optional)” and your full name in @ “Your name
(displayed on outgoing messages).” Then, tap © “NEXT

>" to finish.

Configuring Your CNS Mail on Your Android Device is

completed.
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/

Various Settings in CNS Mail

SFC-CNS mailsetup

CNS login name

CNS login password

Shonan Fujisawa

Open a web browser and go to the following URL:

= https://itcsecure.sfc.keio.ac.jp/form/mailsetup/

Type your CNS login name in @ and your CNS login
password in @ . Then, click © “Login.”

In SFC-CNS mailsetup, you can perform the following

actions:

. Changing your IMAP/SMTP-AUTH password
. Setting up mail forwarding

«  Configuring spam filtering

Setting Up Mail Forwarding

SFC-CNS mailsetup
AT TP AT paword IAbout this page

TIEA =BT B U T OBEDAETS
(TP-AUTH /S 27 — F OfERZ S

A=V
‘Mail forwarding
ASBRY S~
Spam policy

You can set email services in SFC-CNS on this page.
o Create or change IMAP/SMTP-AUTH passwor
* Mail forwarding

« Spam policy

SFC-CNS mailsetup
[ it forwarding

A= AR

Y o —r———r—"
ASBEY v o A— LR s

A VBRI E AT E K,

Mail forwarding is ot used.

R —NHER KD (Add Mail forwarding address)

O o

Shonan Fujisawa ITC, Keio Universit;

From the "mailsetup" menu, click @ "Mail forwarding."

02

Type your desired destination email address in @ "Add
Mail forwarding address" and click @ "Add."

Depending on the mail forwarding setting, emails may
not be sent properly. If so, check your email settings,
such as spam filters, to make sure that you can receive

emails properly.
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3 CNS Mail

TMAP/SMTP-

p ZHAEKIEML % L2,
jp has been successfully added.)

SFC-CN ilsetup
AP EMTPAUTH pmerd. IMail forwarding [ogour]

BUED A —)VIERBE (Current forwarding addresses)

%ljc-ch I2Jf {2 TD A — )1 SFC-ONS DA —L Ky 7 A LIRESKIC AR S g
Al e-mails will be sent to SFC-CNS mailbox and forwarding address.

Prm———
B

(2]

A —)VIERESE DM (Add Mail forwarding address)

Add

Shonan Fujisawa ITC, Keio Universit

03

Confirm that the email address you added is listed
under “Current forwarding addresses.”

If you want to stop mail forwarding, check the box
next to the email address that you want to delete in @
“forwarding mail address” and click @ “Delete.”

If you want to change the email address used in mail
forwarding, delete your previous mail forwarding
setting and add your new email address according to
STEP 01 ~ 02.

Configuring Spam Filter

SFC-CNS mailsetup

FTRA AT 2 FORED AT
IAP/SMTP-AUTH /32 7 — F O fF /AT

You can set email services in SFC-CNS on this page.
« Create or change IMAP/SMTP-AUTH password
* Mail forwarding

« Spam policy

Mt AUTH posswora ISpam policy L]
ANRLRY ¥ —BE
(Spam policy

Ky o—4

B
(Policy name) (Description)

[Current]

A/SB A —VZHEMER Y — NI S n kT

Spams mail will be quarantined.

57 ARBRA—WEY TP 27 PR, Ny Ty 7 Engy
(Tag) Spam mails will be tagged in Subject and mail header.
BE L e AR L TCZOE FRRENET

(No filtering) | Spam mails will be delivered without tagging.

e
(Quarantine)

AL HI5EIEHE(Spam threshold)
FEDXRY %2 v 7§ % E Normal & Strong 2RISR E
(T:: select criteria of spam is available with this button.)
X Strong 123 L ANLLHEINDEA—NDE B T,
(If you select strong, the mail judged as spam will be
increased.)

o=

[MTP-AUTH /327 — I
MTP-AUTH password

ISpam policy

ANRLRY ¥ —BE
(Spam policy

A2 —% B
(Policy name) (Description)

[Current]

A/SB A —VZHEMER Y — NI S n kT

Spams mail will be quarantined.

57 ARBRA—WEY TP 27 PR, Ny Ty 7 Engy
(Tag) Spam mails will be tagged in Subject and mail header.
BE L e AR L TCZOE FRRENET

(No filtering) | Spam mails will be delivered without tagging.

e
(Quarantine)

AL HI5EIEHE(Spam threshold)
FEDXRY %2 v 7§ % E Normal & Strong 2RISR E
o select criteria of spam is available with this button.)

Strong 1253 £ A/SALHTENSA—ADH R Y ET.
f you select strong, the mail judged as spam will be

increased.)
Change

o

/0

01

From the "mailsetup" menu, click @ "Spam policy."

02

Select which policy you wish to apply and click @
“Change.” In spam policy configuration, there are
three options: “Quarantine,” “Tag,” and “No filtering.”
In “Quarantine” mode, emails that are judged as spam
will be isolated on the mailserver you are using. In
“Tag” mode, any spam emails will be identified as spam
in the subject line and header. The default setting is

"Quarantine."

03

Make sure the policy that you selected is highlighted
with bold and tagged “[Current].”
By clicking @ , you may change the spam threshold to

either “Normal” or “Strong.”
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1

Using Printers at SFC

Location of the Printers

&
@ ©® O 6
a1ttt

B,
oC
;) =E
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Printing Charge (Points)

Printing Charges
Type
One Sided Two Sided
A4-Sized ¥ 5 / page A4-Sized ¥ 10/ page
Black and White

A3-Sized ¥ 5/ page A3-Sized ¥ 10/ page

A4-Sized ¥ 15/ page A4-Sized ¥ 30/ page
Color

A3-Sized ¥ 15/ page A3-Sized ¥ 30/ page

Your printing account is refilled with 2,500 yen each
year. If you exceed that initial balance, you must insert
your PASMO, Suica, or any other public transportation

payment cards at a printer to pay for any excess usage.

Be careful when selecting the printer type; for example,
when printing a black-and-white document with the
color printer setting, you will be charged the price for

color printing.

To prevent paper jams and other malfunctions, you are

not allowed to use your own paper.

The job will be suspended if the charge exceeds 2,500
yen while printing. If this occurs, please resend the job

from the beginning.

Operation of CNS Printers

RICOH Ridoc I0 Gate 0

English

BEZZ Yy FLTLEZEW,

Enter your ID.

s19xxxtk

afv]efre]v]u]
Qo [s[afr]efn]ifc]r]
anoooooosas

UPPER CASE o
4

lower case

o sz

01

The following section describes how to use the printer
after you send a printing job(s) from a computer.
On the terminal installed next to a printer, tap @

“English.”

02

Type your CNS login name and tap @ "Confirm.”

/3
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4 CNS Printers

User [D: s19xxxtk

Select the jobs to print.

) examp | e
19/08/09 17:44:10 148 156t (s) 1Page(s) Siplex Black & White

=

sostuasobs | 1)

NI e 1w et 5m

Printing Confirmation

Please deposit above 5M. o
Fare adjustment will start after printing.

o

(1)
P Yes

No

Printing

Print job name -
Keio University Shonan Fujisawa

1/ 1 Job(s)

User 10: s19xxxtk

Please pay the amount.
Smart Card

Be careful, leave your card behind.

Total: 10M
306

0N
I

Amount Paid:

Amount Due:

74

03

Tap the job(s) you want to print and tap @ "Print.” There
will be no charge up to 2,500 yen per year.

04

If you have exceeded your printing account balance,
insert your PASMO or Suica into the card reader next to
the printer, and tap @ "Yes.”

The printer job may be interrupted or cancelled if the

balance on your IC card is insufficient.

05

A screen similar to the one shown on the left will be

displayed while your job is printing.

06

If you are paying with PASMO or Suica, the payment
window shown on the left side will appear. Confirm the
amount and tap @ "Pay."

Please do not forget to take your IC card when finished.
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2

Printing from On-Campus Computers

Printing from On-Campus Macs

Proviell Fie [EGEPT Go Toos Window Fieip
. 1 ) sarope i (1 peoe)
@ [} 4

ol ala

]
B

sample

= sample.pdl (1 page) -

Muﬁw Go Tools Window_Help
°

o] @ | @ Open. %0 AN
Open Recent > |
Close Window ®W
Close Selected PDF Documen t 0RW
save #S
Duplicate %S

Rename.
Move To...

Export...

Export as PDF...

Revert To >

9 Take Screenshot »

anev._o

Copies: 1| = Two-Sided
pages: Al [

sample

Tof1
2 PoF [J  Show Details Cancel

01

No specific configuration is necessary when you are
printing your document(s) from on-campus computers.
In this section, the steps to print a PDF file will be

explained. Click @ "File” from the menu.

02

Click @ "Print..."” from the @ "File” menu.

Alternatively, you could also hit the Command key and

the P key as a shortcut.

03

In section @ , for black-and-white document(s), select
“monoprn.” For color document(s), select “colorprn.”
Then, click @ "Print.”

Your document(s) will be sent to CNS printers as
printing job(s). Go to a nearby CNS printer to print your
document(s).

Note that the color printing charge will be applied to

black-and-white document(s) if “colorprn” is selected.

/5
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4 CNS Printers

Printing from On-Campus Windows

01

No specific configuration is necessary when you are

printing your document(s) from on-campus computers.
In this section, the steps to print a PDF file will be

explained. Click @ "File” from the menu.

(S Jr

(& Send and Track Files Online.

[ Action Wizard.

Click @ "Print...” from the menu @ "File.”

LZA7DateCNs\Documents\example pd
22:7DataCNS Pictures\camplepd

it

Alternatively you could also press the Ctrl (Control) key

and the P key at the same time for a shortcut.

Brj =)
Copies: |1 =
Pages to Print Comments & Forms
ol Document snd Markups -
Current page.
—
pages [0

> More Options 8271169 Inches

In section @ , for black-and-white document(s), select

Page Sizing & Handling (&)

[ [E) size H B9 poster ” [E] Mutiple ” [E] Bookiet ]

Size Options:

"

“monoprn." For color document(s), select “colorprn.”

S Then, click @ "Print.”

@ Shrink oversized pages
[T Choose paper source by PDF page size
[T Print on both sides of paper

O Your document(s) will be sent to CNS printers as

© Auto portrait/landscape

. printing job(s). Go to a nearby CNS printer to print your
Want to print colors as gray & black? @ < >
(2 e document(s).
= Note that the color printing charge will be applied to

black-and-white document(s) if “colorprn” is selected.

/6
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L 1
—~
c
©
07
S e By using the IPP (Internet Printing Protocol), you can g 2
send printing jobs to CNS printers from your PC. First, %
Som P 0 R0 e open a web browser and go to the URL: a
—
= https://itcsecure.sfc.keio.ac.jp/form/password/ )Z>
Type your CNS login name in @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, click @ "Login.”
()
Z 3
W
<
=

SFC-CNS Passwords O : 2

- O&V‘/"L‘(:,S'FC'G;IS V)L}(’E'DI{XV* FOBEHTIMETT
SFC-CNS 12 ¥ RAT—F
-, : p "
" IMAPSMTP AUTH /27— ¥ Click @ "IPP Password.
* Web Database S 27 —
* ONS WIMAX] /$27 — F

You can set password in SFC-CNS on this page.
rd

« Web Database password
 CNS WiIMAX password

SFC-CNS Passwords
In)P Password [ogout]

———
o
(Confirm password)

N
Z
W
)
—.
-
—
M
-
(V2]

PR Create/Change ) Click @ "Confirm.
TPPHIIHIC V2T (About IPP printing)
2 B Remember the password you will see in the next page.

This password will be used in STEP 15.

04

Open a web browser and go to the URL:

= http://www.sfc.itc.keio.ac.jp/en/top_sfc.html

Click @ "Printer Information” from the @ "Computer”

menu.

77
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Printer Information

2. How to configure.
When you do IPP printing from your personal PC, firstly obtain PP printing password, then get printer driver and configure a authentication.

1f you configure a IPP printing for monochrome printer before March 25th 2010, please update printer driver

5P passrt prnter dver
« o essvot apsicaion
_

+ How (o 5et OS.

= Windows Vista.7 (Japanese article) (IPP printing s not available on Windows 7 Starter)
= MacOS X newer than 10.7.4, 10,6, 10.9. 10.10

= Ubuntu (v11.10

o >

Printer Driver

Printer Driver for SFC-CNS Printers

« Tris ssction is I downlosd e ariver of printers ieah SP G841 at CNS.

oathm e
o8

nstatar
Weindows 10(451)
Windows 8.1{54bit)
aoraseme
Windows. 8(6<bit)
Windows T{64bi)
Vrindows 10 (326t}
‘Windows 8.1 {32611
207458800
Wingows 8 [32b1)
Windaws 7 (32bit)
mac0S 1043
maOui O Biceh PS. Printars Vold DOW LI 3.000.mg
Mac 08 X 1041 CNSEFEARF T ELTLET

Mac 08 X 10.10 (Cusiomized for SFC.CHS)

Mac 08 X 109

« Colar Printer

08 instator

o

‘Windows 10{s<bit)
Windows B.1{65i1)
‘Windows 85451
Windows 7(64511)
Windows 10 {3251)
Windows B.1 (125
Wnoows 8 {32bit)
Windows 7 (32bit)
macOS 10.13

Frarere

01

mac0$ 10,12 Biet PS_Prlecs Vol DOM_LIO 30,0010

ONSHIIEN A TALLTIET

Mae 05 X 10.11

Mac 08 X 10.10 (Gustomized for SFGCNS)
Wec C8 X108
BB WinRAR self-extracting archive — <
(Software Name) [?777777] ~

RPCS Basic?7??

7) Ver.3.1.5.0

(08) [7705]
Windows 10 (64777)
Windows 8.1 (64727)
Windows 8 (64777)
Windows 7 (64777)
Windows Vista (64777)

Destination folder
c\Users\Keio_SFC\Downloads

I Browse.. I

Estraction progress

Cancel

/8

05

Click @ "Printing procedure.”

06

Scroll down to the middle part of the page and click

@ "Printer driver.”

0/

Download the appropriate driver for your operating
system and desired printer. For black-and-white
documents, choose @ “Monochrome Printer.” For color

documents, choose @ “Color Printer.”

The following procedure will be for the black-and-white
printer (monoprn), but if you would like to use the color
printer (colorprn) as well, set the monoprn printer first,
then follow STEP 07~22 again with @ "Color Printer."

Please refer to [p.147 : How to Check a PC's Operating
System] in case you do not know your PC's operating

system.

08

Open the installer you just downloaded. The window

shown on the left will appear. Then, click @ "Browse...."
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I C € \
Browse For Folder X O ;
A

elect destination folder

[ Desktop I

a IEUser

3 This PC
Libraries

¥ Network v

dn ueis

Select @ "Desktop” and click @ "OK.”

Browse...

Make New Folder Cancel

Extract Cancel

2 WInRAR self-extracting archive — X
(Software Name) [?777777] ~

RPCS Basic??7??2(?77?7) Ver.3.1.5.0

(08) [7708] Click @ "Extract.”
Windows 10 (64777)

NV SS9[S4M

Destination folder

[ cAUsers\Keio_SFC\Downloads v [ Browse

Extraction progress

ITEIN SND

I Extract I Cancel

[ Control Panel - o X
2 B> ControlPanel > «|®| [[sesrch Control Pane »
Adjust your computer's settings Viewby: Category

System and Security a User Accounts . .
's iieddocidibins AN & © crongeoccomt e After installation, open “Control Panel” from "All Apps.”
Bacp s e

and Personalization
e et Then, click @ "Hardware and Sound.”

Network and Internet < Clock, Language, and Region
«;

o Add a language
input methods
Change date, time, or number formats

n

=N

#) Hardware and Sound - O X
« © 4 > Control Panel > Hardware and Sound > v &/ | Search Control Panel
ers

vanced printersetup | Mouse | @ Device Manager
.. o Go sartup options

#  Face of Acce

©

()
=
W
—
=h
>
=
()
L
wn

System and Security

Network and Internet

5 Wabiaesnass 7 Autoplay ick@"” ice
o B arse oo, | Click @ "Add a device,
Sound

Adjust system volume | Change system sounds | Manage audio devices

W Adda device
Choose a device or printer to add to this PC 1 3

No devi und

User Accounts

Click @ "The printer that | want isn't listed.”

The printer that | w

Next Cancel

/9
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= Add Printer

Find a printer by other options

oo My printer is a lttle older. Help me find it.

@ Select

a shared printer by na

Ihttps:«'/:nsipp.slc‘keic‘ac,jp/monopm

Example: \\computername\printername or
hittp://computername/printers/printername/. printer

OAdda
OAdda
OAdda

printer using a TCP/IP address or hostname
Bluetooth, wireless or network discoverable printer

local printer or network printer with manual settings

(3]

|| erowse.

Cancel

Enter Network Password

e

Printer Name

User Namo
Password 9

519xxxtk

[[7) Ta access this printer, you must enter a user name and passward

https://cnzipp sfc keio.ac jp/monoprn

9 I O I Caneel

==

Add Printer Wizard

?

>

Select the manufacturer and model of your printer. i your printer came with
an installation disk, click Have Disk. if your printer is not listed. consult your

printer documentation for a compatible printer.

Brother
Canon
Dell

Manufacturer o

Factman Kndak Camnam: ¥

Printers

[=] Renther Generic .Inan

[ Brother Color Leg Type1 Class Driver
[=] Brother Color Type3 Class Driver

[=] Brother Color Type4 Class Driver

[=]] Brother Generic Jpeg Type1 Class Driver

=1 This driver is digitally signed.
Tell me why driver signing is important

Windowe Up

naa (Clacs Nriver hd
I Have Di I

Cancel

H
-~

Install From Disk

Insert the manufacturer’s installation disk, and then
make sure that the comect drive is selected below.

Copy manufacturer’s files from:

x

Cancel

B

(1]
v|| Browss... I

*
=

Desktop

Libraries
This PC

[ 2

Lookin: |

Quick access

Network

i Locate File

disk1

v“;?

2] oemsetup.inf

el = H—I
8/9/2019 9:06 AM  Setup In

File name: oemsetup.inf

Files of type: Setup Information (" inf)

Cancel

80

14

Confirm @ "Select a shared printer by name” is selected
and type one of the printer addresses below in @ .
Then, click @ "Next.”

Black and White Printer (Monochrome):

= https://cnsipp.sfc.keio.ac.jp/monoprn

Color Printer:

= https://cnsipp.sfc.keio.ac.jp/colorprn

15

Type your CNS login name in @ "User Name” and your CNS
IPP password from STEP 03 in @ "Password.” Then, click ©
"OK.”

16

After the connection is established, "Add Printer Wizard”

will appear. Click @ "Have Disk...."

17

Click @ "Browse...."

18

Open "disk1” from the folder in which you extracted
printer drivers during installation in STEP 10. Select the
O file in that folder and click @ "Open.”
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w 1
—t
Install From Disk x Q)
—
—t
[m] Insert the manufacturer’s installation disk, and then o oK C
(- make sure that the comect drive is selected below.
Cancel ©
Click @ "OK."
Copy manufacturer’s files from:
c:\Users\IEUser\Downloads\ 184255 disk 1 ~ ‘ I Browse... I
Add Printer Wizard ? X é 2
- Select the manufacturer and model of your printer. if your printer came with a
=7 an installation disk, click Have Disk. f your printer is nat listed, consult your -~
printer documentation for a compatible printer. D
(%]
If you chose “Monochrome Printer," select @ "RICOH w
—
o RPCS Basic BW.” >
=
If you chose “Color Printer”, select "RICOH IPSiO SP C841
RPCS.”
5] This driver is digitally signed. ST "
Tell me why driver signing is importarit Wherdow="pd ot ‘ Have Dde: ‘ Then, click 9 "OK” to proceed.
I 0K I Cancel |
() 3
=
(V)
x Q

= Add Printer 2 1

You've successfully added RGate IPP Printer on https://cnsipp.sfckeio.acjp

) . " "
Printer name: RGate IPP Printer on https://cnsipp.sfc.keio.acjp Click o Next.

This printer has been installed with the RICOH RPCS Basic BW driver.

n

I Next I Cancel

@)
Z
W
)
=
)
==
(@)
=
(%2

X

= Add Printer 2 2

You've successfully added RGate IPP Printer on https://cnsipp.sfckeio.acjp

Click @ "Print a test page.” Check that the job has been

To check f your printer is working properly, or to see troubleshooting information for the printer, print a

test page. sent successfully by using the terminal next to one

mo of the CNS printers. Confirm that your test page has

printed correctly. Then, click @ "Finish.”

Printing from Your PC (Windows 10) is completed.

eI Finish I Cancel

81
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Printing from Your Mac (macOS)

SFC-CNS Passwords . o
By using the IPP (Internet Printing Protocol), you can

T m— | send printing jobs to the CNS printers from your Mac.

First, open a web browser and go to the URL:

Shonn v 1TC, Keo Unverin] = Wittps://itcsecure.sfc.keio.ac.jp/form/password

Type your CNS login name in @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, click @ "Login.”

SFC-CNS Passwords
| About this page

LTt —
COR—F Tk SFC-CNS DU T D/32 7 — FOFEH AR T
. sFC-(iIS\lS ny4y N?;‘Z;k y-;.
o IMAP/SMTP-AUTH /S 2.7 —
PPAAY — F : " "
o a2 7— ¥ Click @ "IPP Password.
CNS WiMAXT] S A7 — F

You can set password in SFC-CNS on this page.
o SFC-CNS Login password
MTP-AUTH password

» Web Databasc password
 CNS WiMAX password

SFC-CNS Passwords O 3
I]PPPasswurd 5|

1
—F ] -
Ry [ conim hfll
I Create/Change I

‘_‘"’:;f:f”““‘""““"’""“““" Remember the password you will see in the next page.
This password will be used in STEP 33.

04

Open a web browser and go to the URL:

Click @ "Confirm.”

7SR — F ORI
(Create/Chagne password)

st Sepiemoer 2015). (wn 29, 2018)
) i o it (520, 12). (Jun 29, 2018)
o380 0.0 o “webmus s kio.as . (un 2, 016)

14a120). (May 20,2015)
e Tyohoon Oy 12). (May 12.2018)
(ho. (e 20,2015)

= http://www.sfc.itc.keio.ac.jp/en/top_sfc.html

Oparionis

Click @ "Printer Information” from the menu @ "Computer.”
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Top >Computer >

I Printer Information

o Printer locations on campus
* Monochrome printer information
e Color printer information

inting

=3 0

Applications

o |IPP password, printer driver

= |IPP password application
= {Printer

o How to set OS

= Windows Vista,7 (Japanese article) (IPP printing is not available on Windows 7 Si
= Mac OS X newer than 10.7.4, 10.8, 10.9, 10.10
= Ubuntu (v11.10)

| printer Driver

Printer Driver for SFC-CNS Printers

atoNs.
Windows 7 Starter does not support IPP printing.

« Monochrome Printer

os Instaler
Windows 10(64511)
Windows 8.1(54bi1)

Windows 8(64511)

Windows 7(64511)

Windows 10 (326it)
Windows 8.1 (326i1)
Windows 8 (32bit)
Windows 7 (32bit)
mac05 1013

207458.0x0

macos 1012 — ]

Mac 05 X 10.11

Mac 08 X 10.10
Mac 0S X 109

(Customized for SFC-CNS)

oce

Macosxueapmem

| /Volumes/Ricoh_PS_Printers_Vol4_DOM_LI0_3.0.0.0

A d

Ricoh_PS_Printers Vola_Df
M_LI0 3.0.0.0.

o "Ricoh_PS_Printers_Vol4_DOM_LI0_3.0.0.0.p
kg"” can’t be opened because it is from an
unidentified developer.

Your security preferences allow installation of only
apps from the App Store and identified developers.

“Ricoh_PS_Printers_Vol4_DOM_LIO_3.0.0.0.pkg” is on
the disk image
“Ricoh_PS_Printers_Vol4_DOM_LI0_3.0.0.0.dmg".
Safari downloaded this disk image today at 10:40 AM
from secure.itc.keio.ac.jp.

: o

CNS Printers 4

05

Click @ "Printing procedure.”

06

Scroll down to the middle of the page and click @ "Printer

driver.”

0/

Click the @ installer for Mac. Your download will begin.

08

Open the file you just downloaded. Then, double click

@ to launch the installer.

09

The dialog like the image on the left will appear.
Click @ "OK."
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4 CNS Printers

System Preferences,

B QO

= B o

General Desktop & Dock Mission Language Security Spotlight Notifications
Screen Saver Control & Region & Privacy
= N &
v = - (N | ]
Displays Energy Keyboard Mouse Trackpad Printers & Sound Startup
Saver Scanners Disk

¢ @ @ W w @
iCloud Internet Software Network Bluetooth Extensions Sharing
Accounts Update
® < Security & Privacy Q
Filevault Firewall Privacy

Alogin password has been set for this user  Change Password...

Require password 5 minutes | after sleep or screen saver begins

Show a message when the screen is locked

Allow apps downloaded from:
App Store
© App Store and identified developers

Open Anyway

“Ricoh_PS_P....0.0.0.pkg" was blocked from opening because it is not
from an identified developer.

lick the lock to prevent further changes. Advanced... ?

[] ' Install Ricoh_PS_Printers_Vol4_DOM_LIO Driver

Welcome to the Ricoh_PS_Printers_Vol4_DOM_LIO Driver Installer

This installer installs the following printer driver.
S

Introduction - RICOH SP C841 JPN P

License
Destination Select
Installation Type
Installation

Summary

I Continue I

[ ] ‘& Install Ricoh_PS_Printers_Vol4_DOM_LIO Driver
Software License Agreement

English

Introduction g o
License

SOFTWARE LICENSE AGREEMENT
Destination Select
IMPORTANT NOTICE: PLEASE READ THIS AGREEMENT (the
“Agreement”) CAREFULLY BEFORE INSTALLING OR USING THIS
SOFTWARE (the "Software").

Installation Type

Installation
This Agreement is a legal agreement between you ("Licensee” or "you')
and us andlor our “Affiliates” (as defined below) (collectively, "Licensor").
Licensor is willing to license the Software, which includes the associated
media, and printed or electronic documentation, if any
("Documentation"), only upon the condition that you accept all of the
terms contained in this Agreement. For the purposes of this Agreement,
“Affiliate’ means any entity that, from time to time during the term of this
Agreement, Controls, is Controlled by, or is under common Control with
us. “Control’ means the power, whether directly or indirectly (by
ownership of stock, share capital, the possession of voting power,
contract or otherwise) to appoint and/or remove the majority of the
members of the governing body of Licensor, or otherwise exercise control

over Licensor’s affairs and policies.
Go Back I Continue I

Summary

Print... Save...

384

10

Click @ "Security & Privacy.”

11

Click @ icon and type your macOS account password.

Then, check @ "Open Anyway.”

12

Click @ "Continue.”

13

Click @ "Continue.”



CNS Printers 4

‘e Install Ricoh_PS_Printers_Vol4_DOM_LIO Driver
To continue installing the software you must agree to the terms of
the software license agreement.

dn ueig

Int Click Agree to continue or click Disagree to cancel the installation and
Li quit the Installer.
oe Read the software license agreement carefully and click
q . (the
(| Read License Disagrel [HIS MA " f d d h d d :
Ing o gree” It you un erstana the terms and conditions
sy This Agreement is a legal agreement between you ("Licensee” or "you")
and us and/or our “Affiliates” (as defined below) (collectively, "Licensor”). H
Licensor is willing to license the Software, which includes the associated a nd ag ree. If you do nOt’ you may nOt use th IS SOftWa re.
media, and printed or electronic documentation, if any
("Documentation”), only upon the condition that you accept all of the
terms contained in this Agreement. For the purposes of this Agreement,
“Affiliate” means any entity that, from time to time during the term of this
Agreement, Controls, is Controlled by, or is under common Control with
us. “Control’ means the power, whether directly or indirectly (by
ownership of stock, share capital, the possession of voting power,
contract or otherwise) to appoint and/or remove the majority of the
members of the governing body of Licensor, or otherwise exercise control
over Licensor’s affairs and policies. é 2
Print... Save... Go Back Continue a
wn
G Install Ricoh_PS_Printers_Vol4_DOM_LIO Driver wn
Standard Install on “Macintosh HD"” )
N This will take 50.8 MB of space on your computer. e
License Click Install to perform a standard installation of this software
on the disk “Macintosh HD". H " "
Destination Select Click o Install.
Installation Type
Installation
Summary

Change Install Location...

GoBaﬂ!I Install I

)
pd
w
=
=2

~ Installer is trying to install new software. Type 1 6

your password to allow this.

When the window prompts you to type in your password,

Username: | Taro Kelo type your macOS account password in @ "Password.” 9
Password:| eeeccces . %
I I Then, click @ "Install Software.” —
=.
Cancel )
—t
]
=
w
‘& Install Ricoh_PS_Printers_Vol3_DOM_LIO Driver
The it ion was
Introduction
License X X X X X X
Destination Select When the driver installation is finished, click @ "Close."
Installation Type
Installation The installation was successful.
Summary

The software was installed.

o=
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4 CNS Printers

© e System Preferences Qsearch |
= 2 B a @ 1 8

General Desktop & Dock Mission Language Security Spotlight Notifications
Screen Saver Control & Region & Privacy
Open "System Preferences” and click @ "Printers &

‘i' ‘Q - Scanners.”

Printers & Sound Startup
Scanners Di

Displays Energy Keyboard Mouse Trackpad
Saver

* @ ® @ 0O e The next procedure will be for the black-and-white
iCloud Internet Software Network Bluetooth Extensions Sharing . . .
Accounts  Update printer (monoprn), but if you would like to use the

) color printer (colorprn) as well, set the monoprn printer

n ®»® O

X
(O]

first, then follow STEP19~34 again; this time choose

"colorprn” instead of “monoprn.”

[ ] < i Printers & Scanners Q | 9

Click @ "+.
No printers are available.
Click Add (+) to set up a printer.

Default printer:  Last Printer Used u
Default paper size: A4 o ?
[ JON ] o Add 2
Default IP Windows Search
Name ~ Kind Hold the control key and click the @ blank space at the
top of the window.
If you are using a trackpad and do not know how
to right click, open “System Preference” and select
“Trackpad.” Then click “Secondary Click” from “Point &
Name:
Location: Click” tab to configure your right click settings.
Use: <

o Add

8¢ = :
7 v Icon and Text

Default 1P Windows Icon Only Fearch

Text Only i )
Name " Hide Toolbar ~ Kind Click @ "Customize Toolbar..."

o Use Small Size
Customize Toolbar...

86



A =
L8 e = a
‘Dedault IP Windows Search

Drag your favorite items into the toolbar...

@ 8 « [ [

|Advanced 1P Default Search Space Flexible Space

Windows

... or drag the default set into the toolbar.

2@ = a ‘

Default IP Windows Search
Show  Icon and Text & Use small size 9 one
-
Use: <

Add

8@ - o 2

Default IP  Windows Advanced Search
Type v EPSON FAX 3
y Fax
Device |nternet Printing Protocol i
UR Ssln

(1]

Jetdirect =
LPD/LPR Host or Printer
Windows printer via spoolss

Name:

Location:

Use: Choose a Driver...

@ @ Add

8@ & O 2

Default IP Windows Advanced Search

Type: Internet Printing Protocol (https)

Device: Another Device

URL: | https://cnsipp.sfc.keio.ac.jp/monoprn?waitjob=false

o

Name: [ monoprn ]

Location:

Use: Choose a Driver... B

Name: monoprd

Location:

Use ‘

Generic PostScript Printer
Seneric P Printe
Select Software...

o

Other...

CNS Printers 4

22

Drag and drop the @ "Advanced” icon onto the menu
at the top of the window. Click @ "Done” and click the

"Advanced” icon you just added.

23

Select @ "Internet Printing Protocol (https)” from
Type.”

24

Type one of the printer addresses as below in @ "URL.”

Black-and-White Printer (Monochrome):

= https://cnsipp.sfc.keio.ac.jp/monoprn?waitjob=false

Color Printer:

= https://cnsipp.sfc.keio.ac.jp/colorprn?waitjob=false

Type name in @ "Name.” If you are setting up the black-
and-white printer, type "monoprn.” If you are setting up

for the color printer, type "colorprn.”

25

Select @ "Select Software...” from "Use.”
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4 CNS Printers

Printer Software

4

Ia

EPSON FAX A3

HP DeskJet Series

HP LaserJet Series PCL 4/5
Intellitech IntelliBar Label Printer, 2.1
Oki 24-Pin Series

Q)ki 9-Pin Series

RICOH SP C841 JPN PS
RICOH SP C841 JPN PS mono

ebra CPCL Label Printer
Zebra EPL1 Label Printer
Zebra EPL2 Label Printer

uG Open Location... L

Close Window DBW
| SEARCH ( Close All Windows 038w

prguage usedin  gavg As,., 38S
surse Name
Share
immar
Export as PDF... L
lamily
sping | ss_Day

Import Bookmarks...
Faculty of Export Bookmarks...
Faculty of Studies

1. _Research Seminars

Type: Internet Printing Protocol (https) E
Device: Another Device s
URL: https://cnsipp.sfc.keio.ac.jp/monoprn?waitjob=false
Name: | monoprn| |
Location:
Use: | RICOH SP C841 JPN PS mono K
Add
== monoprn —im o
Idle, Last Used f— Open Print Queue...
Options & Supplies...
Location:
Kind: RICOH SP C841 JPN PS mono
Status: Idle
Share this printer on the network Sharing Preferences...
F=
Default printer: ~ Last Printer Used <]
Default paper size: A4 B =~
® S d Edit View History Bookmarks Window Help
) | New Window &N Not sd
| New Private Window  {+3N |
EIO SFC  New Tab #®T 9
Open File... #0

88

26

If you are setting up the black-and-white printer, select
@ "RICOH SP C841 PS mono” from the list. If you are
setting up for the color printer, select @ "RICOH SP
(841 PS color.” Then, click © "OK.”

You can find the printer software easily by typing
“RICOH" in @ "Filter” column.

27

Click @ "Add."

238

Printer setup is completed.
However, it is highly recommended that you automate

the authentication process CNS printers require before

printing. Follow the instructions below.

29

Print any kind of file or webpage (As an example, the

SFC website is used).

Click @ "Print...” from the menu @ "File.”



Primer:l manugm I‘ '
Copies: [1__| ¢ Two-Sided

Pages: All

nan Fujisawa Camp

cy Management
: and Information S{
nmary 2019

3.8 open

—

C
IIVERSITY
o1 English |

Studies

in Past School Year

rs
L2 9 0142013 | 2012 | Before 2011 |

2 POF | Show Details Cancel m urriculum

sty Mambar List b henact

= monoprn - 1 Job

Pause Settings

E ~-  KEIO SFC COURSE SUMMARY 2019

Hold for Authentication - ‘Filter’ failed, 2 pages

Enter your name and password for the printer

— “monoprn”.
Nao | s19xxxtk 1
Passwe I.o.-.--- I

e I Remember this password in my keychain I

-0

% monoprn

Pause Settings

CNS Printers 4

30

The print menu will be displayed. Select "monoprn” for
black-and-white documents, or "colorprn" for colored

documents in @ . Then, click & "Print.”

31

Click the bouncing icon in the dock @ "monoprn.”

32

Click @ the refresh icon.

33

Type your CNS login name in @ "Name” and your CNS
IPP password from STEP 03 in @ "Password.” Check
© "Remember this password in my keychain” and click
O "OK”

34

Once the job is cleared from the window, the printing

job has been sent successfully to the printer.

Printing from Your Mac (macOS) is completed.
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Protecting Your Computers from Security Threats « + = ¢ « ¢« = ¢ e ¢ ¢ e e e o o o Q)

Installing Antivirus Software on Your PC (Windows 10) + « « + = ¢ « ¢« e ¢« =« « « O3
Installing Antivirus Software on Your Mac (macQS) '+ « « « = ¢ « ¢+ = ¢« = ¢« =« . 08

How to Update Your Windows / macOS System = « « « « e o ¢ ¢« e e o o o o o o« 106

Are Software Updates Important? ................................... 106
Updating Your Windows System (Windows 10) = « = = = ¢+ e e e e e oo oo e e oot 0 0000 e e 106
Updating Your Mac System (mMacOS) '« « + + = = = & ¢ ¢+ o o o oottt e bt et e e 107



5 Antivirus

Protecting Your Computers from Security
Threats

O 1 Damage Caused by Computer Viruses

Once your computer is connected to the internet, there
is a risk that your computer could be infected with
viruses or other malicious software designed to exploit
flaws in your computer. If infected, any of the following

could occur without your knowledge:

«  Theft of personal information

. Emails with spam or viruses are sent to people in
your address book

. Your computer participates in attacks against

other computers or networks

Computers infected with viruses or malware will
generally try to spread and infect other computers on
the network. In order to prevent the spread of malware,
ITC reserves the right to, without any prior notification,
restrict internet access for devices possibly infected

with malware.

92

O 2 Antivirus Software

In order to minimize the risk of computer malware,
you should ensure your computer is updated regularly
(please refer to [p.106 : How to Update Your Windows
/ macOS System] ) and install antivirus software to help

detect and remove any viruses on your computer.

03 Using ESET Smart Security

Keio University provides every student, faculty, and staff
member with a license to use "ESET Smart Security" for
Windows or macOS (on one computer). The following

pages describe how to obtain and install this software.

Please note that antivirus software often does not
function properly if you install two or more antivirus
software programs on your computer (such as another
program or a trial edition). If you have any other
antivirus software installed on your computer, you

should uninstall them before proceeding.



Installing Antivirus Software on Your PC
(Windows 10)

Antivirus 5

U1

>
>
=5
=
=
C
wn

2

keio.jp

Keio University CALAMVS GLADIO FORTIOR

Login to keio.jp/R—#%JL / keio.jp Portal »

D-

t.keio@keio.jp

Password:

°EE

Guide:on | off

()
W
W
Open a browser and go to the URL: @
= http://keio.jp/ (‘<D
A
Type your keio.jp ID (or “[your CNS login name]@sfc.
keio.ac.jp”) in @ “ID” and your keio.jp password (or “your
CNS login password”) in @ “Password.” Then, click ©
“Login.”
-
> /
@)

keiojp - )

Application
a0

Information

02 z8

Click @ “English” at the top of the page.

xipuaddy

03

Click @ “Software Licensing Center” from the @

"Service” menu.

93



5 Antivirus

Y7 b9 THRI A € AR
Softwara Liconsing Contor-

Y7 b9z THAT A€y ARB
~Software Licensing Center-

10 Lot

7740:7HRI (€730
Software Liensing Conter

ESETLicanse for 2018 acadomic yoar) (Agrond]

94

04

Click @ "Detail" in the "ESET" row to read the EULA
(End-User License Agreements).

Doing so does not mean that you have agreed to the
EULA for ESET yet.

05

If you agree to the EULA (End-User License Agreements)
and the Rules and Policy, click @ "Agree."

If you don't agree to the EULA or Rules and Policy, then

you may not use ESET and should not continue.

06

Go back to the license list.
Then, click @ "Detail."

0/

You can check your @ License Key for ESET on this
page.
You will use the @ License Key in STEP 14.



Y7 b9z THAT A€y ARB
~Software Licensing Center-

10 ot

Information

ks BEESAFACINT

Avaiable List

Sotar Uoatsan

Cranons GoromRNS 1330 P,

ESETcnsa 2018 st o). [LNS———
Sk et QOO 120 Ao peEin
s 2
VamenscatorSusrs (O3 23) Aoneroragiin
O Aot raiin
) Aot acin

ET UEAFIFAT 7 18 US, E5RY, SZ7 030 W3 7S TS EE U T UT I T T ETAw

RHTT .

DESETT 045 AlR#TEDCanonITY U1 —>3 > XD A M5 0—-RUET. U0~
3B/ (—S 3V DEAESIIHULET.

BatF1UT HRER - Integrated Security Products -

PRIES 2 o BAER [ English
Product Name 32bit [ 64bit 32bit 64bit
o> O0-—R
Ja-Sas f
ESET Internet || Canonl TV ’i;?msgwﬂ ™82 | bownioad | Download
Security (AR ERE RO onEERLT< || G2OMB) | (57.6M8)
&
Fo>O0-—K
N CanonITVY U1 —33 > XDESETOHYA kY Download
ESET Cyl;:]rsecunty Mac MEFY. (Up to macOS Mojave)
(AARGERECAROES) OBFEERUT (127MB)
.
7 >F D+ VRS - Anti-Virus Products -
Stare_view
v T Newitem ~ — open - | EBselectat
X = B S0 MR S
2 G | BT | 0 Propertes o bistory | BBert seection
oard organise New open seea
lo > This PC > Downloads V[0 [ search Downlo
o | @ e Date modified: 2/06/2019 0851
Type: Application Size: 549MB

»
»
*
*

SECURITY

Install ESET Internet Security

Enjoy using your computer as you work, play and connect - protected by Qg @
ESET. 4

A newer version of this product is available online and can be automatically
downloaded and installed instead of included one.

install r\ewerv“n

INTERNET SECURITY

End-user license agreement

IMPORTANT: Please read the terms and conditions of product application set out below carefully prior to
download, installation, copy or use. THROUGH DOWNLOADING, INSTALLING, COPYING OR USING THE
SOFTWARE YOU ARE EXPRESSING YOUR CONSENT TO THESE TERMS AND CONDITIONS.

Software End User License Agreement

Under the terms of this Software End User License Agreement (hereinafter referred to as "Agreement”) executed

by and between ESET, spol. s . 0., having its registered office at Einsteinova 24, 851 01 Bratislava, Slovak

Republic, registered in the Commercial Register administered by Bratislava | District Court, Section Sro, Entry

No 3586/B, Business Registration Number 31 333 535 (hereinafter referred to as "ESET" or "Provider”) and you,

a physical person or legal entity (hereinafter referred to as "You" or *End User"), You are entitled to use the

Software defined in Article 1 of this Agreement. The Software defined in Article 1 of this Agreement can be

ed on a data carrier, sent via electronic mail, downloaded from the Internet, downloaded from the

a\der‘sewers or obtained from other sources, subject to the terms and conditions specified below. v

: Rt

Print Save

Antivirus 5

08

Go back to “license list,” and click @ "download.”
Certification from keio.jp is required, so login

referencing STEP 01.

09

Choose the installer that is compatible with your
Operation System.

Click @ "Download" to download the installer.

10

Open the @ download installer.

11

Click @ "Continue."

12

Click @ “I Accept.”

95

uy
Ul

<
=
e
wn

(o)}

SI9AI9S SN

Ov4
~

xipuaddy



5 Antivirus

(esfER) SECURITY

Choose an activation option

p W% purchase

Use a license you purchased online or in a store.

Test this product for FREE for a limited time. You
only need an email address.

Manager N

Login to my.eset.com and activate with a license BB Purchase license
you have added to your License Manager. Purchase a new license for this or other ESET
preducts.
(es) SecurimY
Use a purchased License Key
INTERNET SECURITY
ESET Internet Security will be installed

(1)

There is power in numbers. Get the maximum level of protection.

ESET LveGria® feedback system allows us o collectstatstics and nformaion about suspicious Gbjects which we proces automatically to
et detection mechanisms n our cou system. We then immegiately apply tes to ensure that our customers ha

protection.

ne maximum level of

® feedback system

Detection of Potentially Unwanted Applications
ESET can detect o
pose securty risk

lons and ask for confirmation before they instal. Potentially unwanted applications might not

.y can affect computers Jerm*r‘a'\rﬁem reliability, or cause changes in behavior. They usually require user's

[ cetecrion of potentaty o sporeatons ]
Tisable aetecton of poterialy urvare3 spPICTons

i 3

SECURITY B

96

13

Next, you will need to activate the software in order to
use it.

Click @ "Use a purchased License Key."

14

Enter your License Key from STEP 07 in @ , then click @

"Continue."

15

Click @ "Continue."

16

We recommend you check @ and @ , then click ©

"Continue."



@s[D) SECURITY

icipate in Customer Program

uld like to collect anonymous information about how this product is used. The collected data will help us improve the experience for
will never be shared with third parties. What information do we collect?

[(e e Tviant o participate in the program Gecommendea)

»

No, | dont want to participate in the program

=

Change installation folder

INTERNET SECURITY'

Installation successful

ESET Internet Security has been successfully installed on your computer.
Your computer will be continuously checked for viruses and malware.

Click Done to complete the product setup and begin activation process.

Learn about security: ESET Knowledgebase

Connect with ESET: f Facebook ¥ Twitter Youtube

INTERNET SECURITY

Home

«
O, Computer scan V

You are protecte
® Gt
& Tools
#* Setup a
@ Help and support

Scan your computer Banking & Payment
[E——— protection
maware now ect onal dat

Less than a minute ago
1:4/30/2019

Connected Home
Monitor
Check the security of your

Antivirus 5

17

Check @ "Yes", then click @ "install." This will enable all
the features provided by ESET.

18

Click @ "Done" to complete the installation process.

19

It is strongly recommended that you scan your
computer regularly and click “Computer scan” after

finishing.

Installing Antivirus Software on Your PC (Windows 10) is

completed.
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5 Antivirus

Installing Antivirus Software
on Your Mac (macQOS)

keio.jp

Keio University CALAMVS GLADIO FORTIOR

Login to keio.jp/R—#%JL / keio.jp Portal >

D-

© | t-keio@keio.jp

Password:

°EE

Guide:on | off

pres PHRACK  WRNER alyhmn wns17
keio.jp o

Application Message osasom @@ B :owwes
scmpnang vt i) e 72 O
¢ awEMsRFA | e (ME] 2018FIAFR - BT HGSUCRPEOPERR ESIRH (8- 9A%) D, C
o axn i sarin coot omwa L. (e
 rosuosyimy B =
. ) ORI 73N E7EOTA =

S,
e ormation
g 271y [§RT mmA v-¥z BR 14

sotaor2 koo ) Notica for students vountary leawing Kelo Uniersty n Soptamber 2019

Y7 b9z THAT A€ ARH
~Software Licensing Center-

01

Open a web browser and go to the URL:
= http://keio.jp/

Type your keio.jp ID (or “[your CNS login name]@sfc.
keio.ac.jp”) in @ “ID” and your keio.jp password (or “your

CNS login password”) in @ “Password.” Then, click ©

“Login.”

02

Click @ “English” on the top of the page.

03

Click @ “Software Licensing Center” from the @

"Service" menu.

04

Click @ “Agree" in the "ESET" row to read the EULA

(End-User License Agreements).
Doing so does not mean that you have agreed to the

EULA for ESET yet.



You must agree 1o the EULA o use this software or tool

NPORTANT:Paas uad e trms 920 condions o product apotcaon s ot bl carotly o 19 downoad nsaaton,cpy or e THROUGH
o

DONNLOADING, NSTALLING, COPYING OR USING THE SOFTWARE YOU ARE EXPRESSING YOUR CONSENT"
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05

If you agree to the EULA (End-User License Agreements)
and Rules and Policy, click @ "Agree."

If you don't agree to the EULA or Rules and Policy, then

you may not use ESET and should not continue.

06

Go back to the license list.
Click @ "Detail."

07/

You can check your @ License Key for ESET on this
page.

You will use @ License Key in STEP 32 so don't close the

page until the download is complete.

08

Go back to the license list and click @ "Download."

09

Click @ "Download" to download the installer.
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ivirus

] ESET Cyber Security Pro

(es[z) CYBER SECURITY PRO

Compress “Install ESET Cyber Security Pro”

e Open
L\ Show Original

Get Info

Make Alias
Quick Look “Install ESET Cyber Security Pro”
Share >

Copy “Install ESET Cyber Security Pro”

10

Open the file you just downloaded. Then double-click
the @ icon. Right-click “install,” then click & "Show

[ XoX' ) _ /Volumes/ESET Cyber Security Pro/Resources
Install.pkg Installer.pkg Uninstaller

app” is an licati d from the

Internet. Are you sure you want to open it?
“Installer.app” is on the disk image “eset_cybersecurity_pro_en.dmg".
Firefox.app downloaded this disk image today at 11:48.

~ Don't warn me when opening applications oes disk image

Cancel Show Disk Image

Install ESET Cyber Security Pro

D

This package will run a program to

. determine if the software can be installed. i
To keep your computer secure, you should only run

programs or install software from a trusted source. If
you're not sure about this software's source, click
Cancel to stop the program and the installation.

Cancel

@ Introduction
Read Me
License
Version Check
Setup
Destination Select
Installation Type
Installation

Summary

(&) Install ESET Cyber Security Pro

Welcome to the ESET Cyber Security Pro Installer

The Setup Wizard will install ESET Cyber Security Pro on your computer.
Warning!

To avoid serious conflicts, it is critical that you uninstall any other
security applications such as antivirus or anti-spyware programs before
continuing installation.

IMPORTANT:

Your software is not activated yet. Please follow these simple steps
to complete activation:

Go through the installation process
e "ESET Activation™ will appear on your screen after successful
installation

e Follow instructions to activate the snﬁwarb

Go Back

100

Original.” Then double-click “Install.pkg.”

Double click @ "Installer.pkg."

12

Click @ "Open."

13

Click @ "Continue."

14

Click @ "Continue."



®0 0 _ (€) Install ESET Cyber Security Pro )

Important Information

Introduction
® Read Me

System requirements

Mac computer with an Intel processor
Processor architecture: Intel 64-bit
mac0s: 10.9 - 10.14

Memory: 300 MB

Disk space: 200 MB

e e e

Print... Save...

® () Install ESET Cyber Security Pro

Software License Agreement
English

IMPORTANT: Please read the terms and conditions of product
application set out below carefully prior to download, installation, copy or
use. THROUGH DOWNLOADING, INSTALLING, COPYING OR
USING THE SOFTWARE YOU ARE EXPRESSING YOUR
: CONSENT TO THESE TERMS AND CONDITIONS AND YOU
i ACKNOWLEDGE PRIVACY POLICY.

Introduction
Read Me

@ License

Software End User License Agreement

Under the terms of this Software End User License Agreement (hereinafter
referred to as "Agreement") exccuted by and between ESET, spol. s . o.,
having its registered office at Einsteinova 24, 851 01 Bratislava, Slovak
Republic, registered in the Commercial Register administered by
Bratislava I District Court, Scction Sro, Entry No 3586/B, Business
Registration Number 31 333 535 (hereinafter referred jgngs "ESET" or

"Provider”) and van a nhvsical nersan o leaal entity (Hils Slfter referred

Go Back

Print... Save...

B

@ Install ESET Cyber Security Pro

To continue installing the software you must agree to the terms of the
software license agreement.

Intl click Agree to continue or click Disagree to cancel the installation and quit
Rei thelnstaller. duct

o=
el IUR
Se|

Read License

estination Select

e End User License Agreement

@ (€) Install ESET Cyber Security Pro a

Version Check

New version of ESET Cyber Security Pro found! For maximum
protection and product stability, please install the latest version.

Introduction
Read Me

License
Recent version is 6.7.876.0
@ Version Check
y List of new features:
Version 6.7.876.0
Added: ESET Cyber Security Pro is notarized by Apple and
recognized by Gatekeeper
Improved: Stability and performance of scanning
Fixed: ESET background service restarts under certain
circumstances

Download and install new version I

2/

€) Install ESET Cyber Security Pro
Choose destination to save new installation package

© lIntroduction Save As: eset_cybersecurity_pro_en_.dmg v
© Read Me Tags:
o License Where: [ Documents o

Version Check

Setup

Cancel

Destination Sell

Tune

3]

Antivirus 5

15

Click @ "Continue."

16

Read the EULA (End-User License Agreement) carefully.
If you agree, click @ "Continue." If not, you may not use
ESET.

17

Click @ "Agree."

18

Make sure @ "Download and install new version" is
checked. Then, click @ "Continue."

19

Click @ "Save."
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5 Antivirus

This package will run a program to

i determine if the software can be installed.

- To keep your computer secure, you should only run
programs or install software from a trusted source. If

you're not sure about this software’s source, click
installation.

Cancel to stop the program anﬁ
Cance

Potentially Unwanted Applications

Potentially unwanted applications are programs that usually
require the user's consent before installation. They might not
Read Me pose any security risk, however, they can affect your
Thso computer's performance, speed and reliability as well as
change its behavior.

Introduction

Version Check
® Setup

Enable detection of potenti

ly unwanted appl|

(esfl} Go Back

(€) Install ESET Cyber Security Pro a
Installation Mode
Introduction Pleqse ch:x?se wheﬁhfzr to install ESET Cyber Securi}y Pro with
Typical settings (provides the best balance of security and
Read Me speed) or select Custom for additional configuration options.
License
Version Check
Setup
Destination Select
Installation Type
Installation
Summary o Installation mode
Custom
(esf Go Back Co
) (€) Install ESET Cyber Security Pro -
ESET LiveGrid®
Introduction ESET LiveGrid® feedback system allows us to collect statistics
and information about suspicious objects, which we process
Read Me ically to create detecti isms in our cloud
Terse system. We then immediately apply these to ensure that our
have the i level of i
Version Check
o Setup
I Enable ESET LiveGrid® feedback system (recommended) a
(esfl Go BQI Continue I
(] @ Install ESET Cyber Security Pro )

102

20

Click @ "Continue."

21

Make sure that @ "Typical (recommended)" is selected

for installation mode. Then click @ “Continue.”

22

Make sure that @ “Enable ESET LiveGrid (recommended)”

is checked. Then, click @ “Continue.”

23

If you want to use the function shown on the window,
select @ "Enable detection of potentially unwanted
applications." If not, select "Disable detection of
potentially unwanted applications." Then, click @

“Continue.”



Antivirus 5

® (&) Install ESET Cyber Security Pro e 5 5
Standard Install on “Macintosh HD" =
e ducton This will take 144.4 MB of space on your computer. E
Read Me Click Install to perform a standard installation of this software w
izense on the disk “Macintosh HD".

Click @ "Install."

© Version Check
© Setup
© Destination Select

o Installation Type

Change Install Location...

1
- -9

M
=
(V)
[Va)
(D
=
<
(D
=
wv

~ Installer is trying to install new software. Type ; 4

your password to allow this.

=
[
LE When the window prompts you to type in your
Usern: : | Keio_SFC
assword, type your macOS account password in
Password: fesesss | p , type y: o] (1)
"Password." Then, click @ "Install Software." -
Canc? Install Software 5 7
@ (&) Install ESET Cyber Security Pro a
Thei ion was
© Introduction
© Read Me . .
L - You have successfully installed ESET Cyber Security Pro
© Version Check . . on your MaC.
o Setup The installation was successful. |~
«© Destination Select Th ft installed. Click "CIOSG."
. . e software was installec o > 8
© |Installation %
o S
ummary (_D
>
Q.
(1) .
= =

System Extension Blocked 2 6

S H A program tried to load new system extension(s)
signed by “ESET, spol. s r.0.". If you want to enable
these extensions, open Security & Privacy System Click o "OK."
Preferences. é

Open Security Preferences ﬁ

103



5 Antivirus

> System Preferences Q
: 2 B S ;
General Desktop & Dock Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy
From "System prefereneces" click @ "Security & Privacy.
: - 8
Displays Energy Keyboard Mouse Trackpad Printers & Sound Startup
Saver Scanners Disk
7D D -
» ©@ @ @ 0 u ®
iCloud Internet Software Network Bluetooth Extensions Sharing
Accounts Update

° < Security & Privacy Q
FileVauh  Firewall Privacy

A login password has been set for this user  Change Password..

Require password immediately [ after sleep or screen saver begins Click o icon and type your macOS account password
: Then, check @ "Allow.”

Allow apps downloaded from:

System software from developer "ESET, spol. s r.0." was blocke|
from loading.

E Click the lock to prevent further changes ?

°® < Security & Privacy o Q
General Filevault  Firewall

B o
Allow the apps below to access data like Mail,
T\ cotendars A e N e ; : : :
g% for sl users on i Vac: From @ "Privacy” click @ "Full Disk Access." Then, click
. )

[ | Reminders
& Photos

(@) camera
m Microphone

@) Accessibility

Full Disk Access n e

)¢ Automation
kL

o"+"

Bl Click the lock to prevent further changes

Applications 2 Q
B Adobe Bridgecc 2018

B Adobe llustrator CC 2018 »
[ Adobe inDesign CC 2018 >
[ Adobe Media...der CC 2018 »
[ Desktop B Adobe Photoshop CC 2018 »

B omemers 5 Click @ "Application” -> @ "ESET" -> @ "Open."

# Automator

© Downloads @ Books.
o W calculator
@} cnsguide

o 2 Calendar

Locations. 3. Chess
& iCloud Drive
e ESET Cybe.. 2
© remote Dis

Tags. B Font Book Tags
O wots # GarageBand Creatod Today 10:44

o Modied Todoy 10:44

Last openod Today 10:44

o H
& image Capture
Cancel ﬁ

ESET Cyber Security Pro

O ESET Cyber Security Pro Application - 143.1MB




© o | @ CYBER SECURITY PRO

@ Computer scan

e T
Security risk

» Try o fixallissues.
1 Mors Information

Disable Real-time File System Protection

I have a License Key

@ Update Disable Network Traffic iltering
i I Enale Slockingof Al Tfic
3 sowp ! Preferences...
- Log files

X Tools Computer Firowl ot
@ Help

Detection engine s out-of-date
° CYBER SECURITY PRO

I don't have a license yet

clean the latest malware.

License Key @ Free trial license
B Test this product for free for a imited time. You only
need an email address.
b’ Purchase license
GO purchase a fulllicense for this product from your

local ESET distributor.

Where can | find the License Key? Activate later

1 have a Username and Password, what do | do? Your device will not be fully protected until you
activate this product.

5
[ | @SB CYBER SECURITY PRO

Activation was successful

ESET Cyber Security Pro can now receive regular updates to find and

Computer name: net93-dhcp-55sfckeioacjp

Antivirus 5

31

Open Finder and click "Applications," then double-click
"ESET." Look at the top right of window, click the @

icon, then click @ "Product activation."

32

Windows are shown as a result of activation.

Enter your License Key from STEP 07 in @ "License Key.'
Then, click @ "Activate.”

33

Click @ “Done” after the activation.

Installing Antivirus Software on Your Mac (macOS) is

completed.

Threats on the Web

The internet is one of the most notable inventions in the field of computer science. It has become

so essential to our daily lives that millions of machines around the world are connected and able to

communicate. However, "essential" does not necessarily mean "secure;" all devices on the internet are at

risk of attack.

For example, malicious attackers can create websites designed to trick users and install malware and

other unauthorized software, resulting in data theft, vandalism, or other harm. You must be careful when

using the internet and should avoid nonreputable websites that could harm your computer.
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5 Antivirus

4

How to Update Your Windows / macQOS System

Are Software Updates Important?

When a bug or vulnerability is discovered in a piece
of software, a software publisher will often release an
update to fix any problems. For example, Windows
Update (on Windows PCs) and Software Update
(on macOS) regularly receive updates designed to
keep users safe. Many other software vendors have
similar ways to provide users with updates. Software
updates fix bugs and are crucial for information

security. Malicious hackers will often attempt to exploit

vulnerabilities before users are able to update their
computers, so users should apply software updates
as soon as possible. Please ensure all your software
is up to date to help keep your computer safe on the
internet. The following pages describe how to install
operating system updates (on Windows and macQS)
and configure your computer to check for updates

automatically.

Updating Your Windows System (Windows 10)

3|3 AUODE FIIOLOSTIOP Lo 2U 10

@ Alarms & Clock
B s

l Autodesk

1]

B eeciy ver2

Windows Settings

[Ercowng 5]
0 sstem B evees o @ newon pp—
Ei/j nalisation E Q LLLLLLLL (A,.,
® comin a IO 0 ey

Windows Update

2
-

up to date

106

01

Click the Windows icon in the lower left corner of your

screen, then click @ "Settings.”

02

On the left screen, click @ “Update & Security."

03

The Windows Update will be displayed. Click @ "Check
for updates" and check to see if you need to update the

Install Program or not.



€ settngs - o x

€53 UPDATE & SECURITY [ Find a setting

Windows Update Windows Update

Windows Defender Updates are available

« Security Update for Adobe Flash Player for Windows 10

acae Version 1511 for x64-based Systems (KB3163207).
e - Windows Malicious Software Removal Tool for Windows 8,
tecovery 81,10 and Windows Server 2012, 2012 R2 x64 Edition - May
2016 (KBB90830).
Activation

« Cumulative Update for Windows 10 Version 1511 for x64-
based Systems (KB3156421).

For developers Details

We'll automatically install updates when you aren't using your
device, or you can install them now it you want.

Looking for info on the latest updates?

© vome Windows Update

Update settings

may appi).
Windows

Have a question?

Antivirus 5

04

Select any updates that appear, then click @ “Install

"

now.

05

Depending on the type of updates that are installed,
you may need to restart your computer in order for all
the updates to install properly. If necessary, save your

work and reboot your computer.

Instructions for updating your software is now

complete.

Updating Your Mac System (macOS)

Safari File
About This Mac

Edit View History Book

System Preferences... 1 update

App Store...

5 updates
Recent Items »

Force Quit Safari

p T System Preferences Q
= ' Q) g
=
General  Desktop & Dock Mission Language  Security Spotlight  Notification|
Screen Saver Control &Region & Privacy
-, . i ‘! ]
Displays Energy Keyboard Mouse Trackpad Printers & Sound Startup
Scanners Disk

"o
» @O|®|@ O

- ®

iCloud Internet Software Network  Bluetooth  Extensions  Sharing
Accounts Update
L] <[> Software Update Qs
Updates are available for your Mac o Update Now
+Mac0S 10.14.5 Update
« iTunes Device Support Update
More info..
Software Update Use of this software is subject to the original license agreement that

accompanied the software being updated.

Automatically keep my Mac up to date Advanced... 2

01

From the Apple menu bar at the top of the screen click

the @ "System Prefereneces..."

02

Click @ "Software Update."

03

If there are any new update messages displayed, click
@ "Update Now."
Updating your Mac system (macOS) is completed.
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6 CNS Servers

1

Using CNS Servers

What are CNS Servers ?

O 1 What are Servers?

Servers are computers or software that provide services
and data to other computers on networks. CNS mail
and other CNS services are hosted on internal CNS
servers. This section provides details about personal

storage available on CNS.

O 2 Storage Assigned to You

Every student at SFC is assigned 80GB of storage on the
CNS network. The storage is used by your e-mail and
can also be used for personal purposes, such as storing
reports, photos, backups, etc. However, if your storage
is fully used, your e-mail will no longer work properly.
Be sure to leave some space for e-mails in your storage.
Please refer to the list below to find the path of your
home directory, depending on the operating system of

the CNS computer you will use.

03 Upload Using SSH

You have direct access to your CNS storage from
on-campus computers. However, if using your own
computer, you must use SSH (Secure Shell) to upload
files onto the CNS servers. Instructions for this are given

in [p.111 : Remote Access to CNS Servers] .

O4Up|oad Using SCP/SFTP

You can upload files to the CNS servers using SCP or
SFTP. Instructions on how to use WinSCP on Windows,

and Cyberduck on macOS will be given in this section.

Directory

Path on CNS Servers

macOS Home directory

/home/ [your CNS login name]/CNSiMac

Windows 10 Document directory

\home\ [your CNS login name]\10DataCNS\Documents

110
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Remote Access to CNS Servers

6

What is Remote Access ?

Even if you cannot access on-campus computers  In this section, instructions for remote access on

N
Z
v
2
ay
<
D)
A

physically, you can still access CNS servers remotely ~ Windows 10 and macOS are provided. For more
using the SSH protocol. information about CNS servers, please refer to the
following URL:

= https://secure.itc.keio.ac.jp/c/a/sfc/en/computer

server.html

Ov4

Access Remotely from Your PC (Windows 10)

SFC-CNS Passwords O 'I

First, you will need to create a public and private key tolog ~ ——————~

in to CNS servers remotely. Navigate to the following page,

Shonan Fujisawa ITC, Keio University

then enter your CNS login name at @ , and password at @ .
Then click ® “Login.”
= https://itcsecure.sfc.keio.ac.jp/form/password/

xipuaddy

SFC-CNS Passwords

| st Key
B0 AR Pabic ey )

— Public key List Select @ "CNS SSH Key.”

CNE S Ee ¥ =7 DEMR(Generate key pair)
1. 2827 L —X#% AF LT ¢ 723 W (Enter passphrase)
o - "3

2. FTOESY V&2 Y v 2 