SFC CNS GUIDE 2018

-English Edition-

Shonan Fujisawa Information Technology Center

Keio University



Preface

SFC-CNS was created to provide the most advanced computing environment to all students, faculty,
and staff at SFC when this campus was established, at a time when most universities were not yet connected to
the internet. Since then, it has been evolving with state-of-the-art technology of the times, aiming to support all

the activities at SFC.

SFC-CNS is a distributed computing environment consisting of a wide range of devices incuding,
for example, UNIX/Mac/Windows computers, high-performance servers, and equipment for fabrication and
music. Leveraging them all for your activities will bring you wonderful results; otherwise you will get something
ordinary. This difference is similar to that between making something with hundreds of tools or with just a knife.

SFC students are meant to master various computing technologies. May their force be with you.

Before starting your first day at SFC, you should be well-familiarized with our spirit. Everyone on this
campus should contribute to the system to establish, improve, and improvise new services for every individual
on the network. Explore technology and make a difference. Such cooperation is only possible when campus
services are open to everyone. However, open often means insecure. Everyone has a responsibility to protect

their own data and equipment and must respect others on the network.

Please follow the following rules and enjoy your SFC life:

— Do not illegally duplicate software. You must observe copyright laws.

— Itis prohibited to access files or other information without permission from the author(s).

— Understand that SFC-CNS is a system exclusively for education and research purposes. Do not use

the services for other purposes (such as profit-making activities).

— Do not access computers without permission.

— Do not troll others on social networking services.

— Do not send emails with the intention of harming others.

— Do not send or forward chain emails.

— You must be aware that people all over the world can read the web pages that you create and
publish on this network. Be sure to observe copyright law, especially when you include pictures,
audio files, or movies.

— Do not cause trouble to others.



If you have any further questions, please feel free to visit the CNS Consultant Desk in the Media Center

or the Shonan Fujisawa Information Technology Center (ITC) at SFC.
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O /I What is SFC-CNS?

SFC-CNS stands for Shonan Fujisawa Campus - Campus
Network System. A network is a web of interconnected
computers that share information resources, which is an
integral part of our society. CNS is the network system

that supports academic life of Shonan Fujisawa Campus.

Network system resources available for your use are
delivered in different forms, including wireless network
access points, the Gakuji Web System (Academic
Affairs Web System), and many others. CNS is the
overall environment of all shared network resources for

students, faculty, and staff at SFC.

On campus, there are a number of computers
connected to CNS for research and educational
purposes. All students, faculty, and staff on campus
are free to use the shared resources through these
computers installed on campus or on your personal

computers.

O ? What is an “Account”?

Many people at SFC use CNS. Those who use the system
are called "users," and their privileges to use CNS are

called "accounts."

Accounts on CNS are assigned to students, faculty,
and staff in the Faculty of Policy Management, Faculty
of Environment and Information Studies, Faculty of
Nursing and Medical Care and Graduate School of
Media and Governance, and Graduate School of Health
Management, according to the CNS Terms of Use (refer

to [p.150: Terms of Use] ).

If you would like to obtain a CNS account but are not a
student, faculty, or staff of the five departments listed
above, you can view details about applying for a CNS
sub-account by viewing at the "Information for Students
at Other Campuses" page of the Shonan Fujisawa
Information Technology Center (ITC) website:

= https://secure.itc.keio.ac.jp/c/a/sfc/en/other

campus_sfc.html

*If you are only taking correspondence courses and
foreign language courses, you are not eligible to receive

a CNS account.

In order to identify users and manage the security
of CNS, all students on campus are provided with a
CNS account. A CNS account has a uniquely assigned
login name and a password. The login names of
undergraduate students contain the user's faculty,

enrollment year, and initials.
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faculty enrollment name initials
year

The example login name shown above belongs to a
student enrolled at the Faculty of Policy Management
in academic year 2018. Each user has an email address
in the form "[your CNS login name]@sfc.keio.ac.jp,"
which can be accessed by using a seperate password
from your CNS login password (refer to [p.138 : How to

Change Account Passwords] ).

03 Password Management

A CNS login password is used to confirm your identity
when accessing certain resources on CNS. You must
make a password that satisfies the following conditions:
Contains only alphanumeric characters and certain
special characters
Contains 10 or more characters
Contains at least one uppercase character, one
lowercase character, and one number
The following password types should be avoided
completely because they can be easily guessed.
Your name or any relative's name
Common dictionary words
Birthday, address, telephone number, or repeated
sequences of characters -e.g. Yukichi0110
(Combination of your name and birthday)
Your CNS login password must be changed at least
once every 180 days, or your CNS account may be
suspended. For help changing your password, please
refer to [p.138 : How to Change Account Passwords] .
If you forget your password, or if your account has been
suspended, please bring your student ID or campus card

to the CNS/ERNS service desk at the Shonan Fujisawa

Start Up 1

Information Technology Center (refer to [p.148 : SFC-
CNS Technical Support Services] ).

Having your CNS account information stolen not
only puts your account at risk but the entire CNS
environment. In order to reduce the chances of having
your information stolen, please be careful with how you
handle your passwords. In particular, do not write them
down or tell them to anyone, including faculty, staff, or
friends.
Do not share your password, even in the following
occasions:

When faculty or staff members ask for your

password.

When you want your friends to do something for

you using your account.
If you suspect any suspicious activity involving your CNS
account, change your CNS login password immediately
and consult the CNS/ERNS service desk at the Shonan
Fujisawa Information Technology Center. To change
your CNS login password, please refer to [p.138 : How

to Change Account Passwords] .
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Websites You Can Use on Campus
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1|1 Goku Web (Academic Afairs Web) System and Various Applications

SFC-SFS

O ] About SFC-SFS?

SFC-SFS is the communication support system for
faculty members and students on campus. You will find
information about your registered classes. In order to
login, type your CNS login name in - @ “CNS ACCOUNT”
and your CNS login password in @ “CNS PASSWORD.”
Then, click @ "LOGIN."

= https://vu.sfc.keio.ac.jp/sfc-sfs/index.cgi?+en

O ? Use SFC-SFS

You can check your class scheduled on @ "MY-

Timetable.” To view the class page, click the name
of the class you are taking. On this page, you can
check detailed information about classes, download
lecture notes, submit assignments, and request to stay
overnight to study. You can create your plan for next
semester and submit assignments for classes requiring

pre-registration on @ “Sel. Entry.”

03 Academic Affairs Web System

You have access to the @ “Gakuji Web (Academic Affairs
Web System)” through SFC-SFS. Services such as “keio.
jp Activation,” “Cancelled Class Information,” and “Grade

Reports” are also available here.



Start Up 1

keio.jp

O 1 What is keio.jp?
keio jp
Kolo University CALANVS GLADIO FORTIOR Keio.jp is the identity management platform used in
Keio University. The system can also be used to obtain
044 vitR/Lloginto é 2
kelojprfi=2 L / keioip Portal 7 student software licenses. =
-
ID: .. (‘D
" — = http: Jp. —
|t keio@keio.jp | http://keio jp/ @
Password: w
[oeeccecceces | You must set up and activate your keio.jp account on >
- 76“”’““”'ﬁ”/”se"”e““"‘”mw°” the "Gakuji Web" page on SFC-SFS before you can use it. <
Logi N . .
After activating your account, type your keio.jp ID in @
Guideon ot “ID" and your keio.jp password in @ “Password.” Then,
click ® “Login.”
FEAZEHA R (User's Guide) H7R—b (Support Desk)
D284 1SR T —RIZDWT (About One-Time Password m
(C) 2014, Keio University. ) o = 3
Since November 11, 2014, keio.jp can also be accessed wn
by logging in with your CNS account and CNS login QZ)
password. To login with your CNS account, type “[your =
CNS login name]@sfc.keio.acjp” in @ “ID" and your CNS
login password to @ “Password.” Then, click & “Login.”
()
24
(V]
. . -
keiojp Use keio.jp 5
o —
Application Information (D
a

1 intormation of tem

On keio.jp, you are free to download licenses for

software, and browse through various research journals

 Annual Health Checkup Sarvico Suspension Infor.. o and pu blications.

1 Resuts of the 2015 A

Health Checkup o

1l Academic Atfairs Web System Daily Maitenance ot

The software licenses that students are allowed to

(©)2014, Ko Unersty.

use are listed on [p.134 : Services that Require Pre-
registration] . To issue a license after accessing keio.
jp, please check STEP 01 ~ 10 of [p.93 : Installing
Antivirus Software on Your PC (Windows 10)] .
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Other Websites

&= KEIO UNIVERSITY

% SFC GLOBAL CAMPUS
WS

[ 20105y encser | T8

SFC-GC service will be unavailable on March 6 (Tue) 14:00-17:00.
KEIO SFC on iTunes U is launched in Aug 2010. Please check updates !

. Course Pick Up

face INTERNET MEASUREMENT AND DATA ANALYSIS 2013
ecturer : Kenjiro Cho

SFC.GCTOP | FAQ | CONTACT | JAPANESE

ABOUT US

About SFC Global Campus.
Registaration

Al and Potc
(Keio)Community For SFC students

Informatics{']

Region and Society (Asia-
Pacific)

[Keio]Mathematical Literacy
for Problem Finding and

A e-Course
| @B

Application for e-Course
(2018 Spring Semester)

obving 5] OPEN CLASS PAGE
Network Industries{']

It becomes possible to access a huge amount of diverse data through
the Internet. It allows us to obtain new knowledge and create new
senvices, leading to an innovation called "Big Data” or “Collective
Intelligence”. In order to understand such data and use it as a tool,
one needs to have a good understanding of the technical backeround LINKS.

Tuesday

Introduction to Student Build
Campus(SBC)
Hhannn

Keio University

(=] Shonan Fujisawa Media Center
(Library)

O:0s

Alumni | External Users |

fontsize NI Coosle coe

| Faculy |

|
Request/Ask a Librarian

I
Find/Search |

I
A i}

Study Login Services Aboutus

TPTAR-2R

_-peiE - =

Useful links KOSMOS Today's Opening Hours
a 2016.8.4 (Thurs)
& fr s =3 5115~ 1800

- Prease pick up/return books 30
minutet before lbrary dosing time.

- The AV Counter closes 30 minutes
before ibrary closing time.

» KOSMOS Top®s » KOSMOS Advanced Searchs » Help®

Hollo Guost @ My Shelf My Library Display Setings  Sign in
Having trouble Signing in?

atrrxr KOSMOS
Tags = FindE-Joumal  ContactUs = Help BEE
| faso ]

New Search/Clear  Advanced Search

E-book title search in KOSMOS (Jun 17, 2016)

With in
Media Center is now trying to purchasing e-books more consciously.

In order for our patrons’, we

Kelo University Shonan Fufisawa Campus

Faculty of Policy Management
Faculty of Environment and information Studies
Course Summary 2018
12014 curriculumn |

SFC

SFC Global Campus

This website is for sharing our courses globally with
students outside SFC. 500+ classes and 5000+ class
videos are open to the public for free.

= http://gc.sfc.keio.ac.jp/index.cgi?lang=e

O ? Wellness(Physical Education) System

You can write notes, submit reports, and make

reservations for Physical Education 2-5 classes.
= https://wellness.sfc.keio.ac.jp/v3/index.
php?newlang=en

OB Shonan Fujisawa Media Center (Library)

Opening hours of the Media Center and library

event news are available through this website. You
can also make a reservation for using the AV Hall,
studios, and so forth.

= http://www.sfc.lib.keio.ac.jp/eng/

O4Kosmos

KOSMOS allows you to search for books in the Keio

University libraries, reserve books, and check the status
of any currently checked-out books.

= http://kosmos.lib.keio.ac.jp/

OS Class & Seminar Syllabus

The SFC syllabus has different pages for regular classes and

seminars. You can access each from the URL below:
Class syllabus = https://vu.sfc.keio.ac.jp/course u/
data/2018/title14_en.html

Seminar syllabus = https://vu.sfc.keio.ac.jp/project/
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Access Content Only Available
on Campus from Outside

Browsing the Web Using the CNS Network over WebVPN

Several webpages are accessible only on campus due
to licensing restrictions. However, you can use these

websites from outside SFC if you have a CNS account.

SFC-CNS VPN Service

Please type your CNS Login Name in *Name* filed, and CNS Login Password in *Password" filed.

Name [ s18xxxtk

Password

VPN SERVICE QnopliatonURLY & GobaotectAgent & s18oot

o—T1e

| coLumn v

SFC has several different methods for accessing restricted
content. Here, we will explain how to browse websites
with WebVPN.

01

Open a web browser and go to the following URL:

= https://vpn2.sfc.keio.ac.jp/

Type your CNS login name in @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, click © "LOG IN."

0”2

Type the URL of the webpage you want to browse in @
and click @ "GO." You can browse the website almost as

if you were on campus.

About VPN

VPN stands for Virtual Private Network, which enables a computer to access and transmit data to a

private network as if it were connected directly. It extends a private network over a public network,

such as the internet. VPNs allow computers connected to the internet to work from remote places while

benefiting from the security and management systems of the private network. SFC has several different

methods for accessing content restricted to on-campus use. To get more details, see “VPN Service” on the

ITC website.

= http://www.sfc.itc.keio.ac.jp/en/network cns_vpn2.html
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1

About the Wireless LAN Environment

on Campus

Wireless network access points are widely available
across campus for research and educational purposes.
Wireless local area networks (LAN) are networks which
connect devices using wireless radio signals. The
wireless network used by CNS uses a set of standards
known as IEEE 802.11 a/n/ac, which is supported by
most modern devices. Your access to CNS must be
authenticated via personal certificate using a method
known as EAP-TLS. Your certificate strengthens the

security of your connection and authenticates you and

your devices to the network.

In this section, we will explain how to access the internet
using a personal certificate using Windows, macQS, iOS,
and Android.

If any of your devices is not compatible with EAP-TLS
authentication, you should use EAP-PEAP authentication
instead, which is explained in [p.44 : Connecting Your
Device to CNS by EAP-PEAP Authentication] .

SFC-CNS

Campus Network

Connect Using Personal Certificate Connect Using EAP-PEAP Authentication
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Connecting Your PC (Windows 10) to CNS

4 [E > Control Panel > vo

Search Control Panel
Adjust your computer’s settings Viewby: Category ¥

User Accounts

System and Security
Review your computer's status
Save backup copies of your files with File

History
Backup and Restore (Windows 7)
Find and fix problems

@ Change account type

Appearance and Personalization
Change the theme
Adjustscreen resolution

Network and Internet Clock, Language, and Region
Add 2 language

Change input methods

Change date, time, or number formats

Choose homegroup and sharing options

7 Hardware and Sound
ﬁ! View devices and printers
Add a device

Adjust commonly used mobility settings

Ease of Access

® GaR

Programs

Uninstall a program

]

a8
«

Network and Internet. - o x

© 4 @ > ControlPanel »

Network and Intemet > vo

Search Control Panel P

Control Panel Home

System and Securit
" Y View network computers and devices

Network and Internet
Hardware and Sound o HomeGroup

Choose homegroup and sharing opions
Programs
Ui Accounts & Internet Options

Z=] changeyour homepage | Manage browser add-ons | Delete browsing history and cookies
Appearance and

Personalization

Clock, Language, and Region

Ease of Access

<

Network and Sharing Center - o x
© 4 5 « Networkand Intemet > Network and Sharing Center v/ | Search Control Panel »

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings
Change advanced sharing Network Accesstype:  Intemet
settings Public network Connections: [ Ethernet

Change your networking settings
Sl set up 2 new connection or network| 9
T T Ponnecion; or set up a fouter or access point.
[S] Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

First, connect to the wireless LAN used for setting up
network access on new devices. If you have a mobile
router or any other method of connecting to the
internet, skip to STEP 08. If not, right-click the Windows

menu icon and click @ “Control Panel."

02

Click @ “Network and Internet.”

03

Click @ "Network and Sharing Center."

04

Click @ “Set up a new connection or network.”

dn ueig
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4 Set Up a Connection or Network

Choose a connection option

¢ Connect to the Intemet
o Set up a broadband or dial-up connection to the Internet

Ly Setup a new network
<= Set up a new router or access point

h’. [Manually connect to a wireless network
s onnect to a hidden network or create a new wireless profile.

l‘b Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

2]

Cancel
- X
<« E¥ Manually connect to a wireless network
Enter information for the wireless network you want to add
Network name: I 000000SFC o
Security type: No authentication (Open) v 9
Encryption type: None
Security Key: Hide characters
9 J O start this connection automatically ||
Connect even if the network is not broadcasting |
Warning: If you select this option, your computer’s privacy might be at risk.
Cancel

&¥ Manually connect to a wireless network

Successfully added 000000SFC

= Change connection settings
Open the connection properties so that | can change the settings

0|—|J

CNS Personal certificate /
Device registration
for CNS Wireless LAN

 your device.

Please enter your ONS login name. e =1 n.gmu Englsh single byt haracters.
E——

Pless e your NS login prssward. ﬂeﬁuli‘h;iu]r»byzﬂum

©

URL: hipsiicsecun

18

05

Select @ "Manually connect to a wireless network” and

click @ "Next.”

06

Type “000000SFC”" in @ “Network name” and select “No
authentication (Open)” from @ "Security type.” Make
sure that @ "Start this connection automatically” is
unchecked, and check @ “Connect even if the network

is not broadcasting.” Then, click @ “Next.”"

0/

Click @ “Close.”

03

Open a web browser and go to the URL:

= https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

Type your CNS login name in @ and your CNS login
password in @, then click @ “Start the registration.”



CIS Personal certificate /
Device registration
for CNS Wireless LAN

Issue of the perggaal certificate
o=

Issue Issue the personal certificate

lete the device i

Fogiiraton of he davcs

SECITC | SFCofficial website | Keio university SFC-ITC

CIS Personal certificate /
Device registration
for CNS Wireless LAN

‘T'his process will issue the personal certificate.
Plcas cate the passphrae for e cncrypion o the personal crtifcate
Yo nesd you pasphrase o install he personal certifcate

-l.—j forc than & ch
Pleas ente the passphrase agin (confimation) [eeseasss )

Please passph

Cancel the registration | SFCATCwebsile | SFCofficial website | Kelo university SFCITC

Download of the personal certificate

lmeddnie | 20180209 133038

i dele | 201903012 133028

Download other ltems

Mac WiFt proe

g bt i you s g PEM Bt 0

Tlow to installiset the Pef Do . vt o prcr e sttt o esresickioscs? soo_ ||| com

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by 2 certification authority, is  confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location
(@ Current User
(O Local Machine

To continue, dick Next.

Cancel

Wireless LAN 2

09

If this is your first time creating a personal certificate,
select “Issue” in @ and click @ "Submit.”

If you have already issued your personal certificate, and
the certificate is still valid, select “Download” in @, click
® "Submit,” and skip to STEP 11. If your certificate has
expired, select “Reissue” in @ and click @ "Submit.” If you
select “Reissue,” your previous issued certificate will be

invalidated.

Make a new passphrase for your personal certificate.
This password is necessary to protect your personal
certificate against unauthorized use and must contain
O and

@ ; then click @ “Issue the personal certificate.” This

at least 8 characters. Type your passphrase in

passphrase will be used in STEP 14 and will be required
when installing your certificate on any additional

devices.

Your browser will prompt you to download the
certificate. If you are using Microsoft Edge, a dialog box
will appear at the bottom of the window. Click @ “Open.”
If the download does not automatically begin, click @

"Download."

Open the file you just downloaded and wait for the
“Certificate Import Wizard” to appear. Then click @
“Next.”

dn ueig
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2 Wireless LAN

€ .+ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptoaraphic Message Syntax Standard- PKCS =7 Certificates (.P78)
Microsoft Serialized Certificate Store (.SST)

9 Cancel

€ £ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:
o= ]
[Jpisplay Password
Import options:

[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

D Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

9 [ Include all extended properties

Cancel

€ 2¥ Centificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(® Automatically select the certificate store based on the type of certficate

(O Place all certificates in the following store

Browse. ..

Cancel

20

Make sure that the path to your downloaded certificate

is correctly entered in @ “File Name.” Then click @ “Next.”

Type your personal certificate passphrase from STEP
10 in @ "Password” and check @ “Include all extended

properties.” Then, click @ “Next.”

Click @ “Next.”
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& 2 Centificate Import Wizard

dn ueig

Completing the Certificate Import Wizard

Click @ “Finish.”

The certificate will be imported after you click Finish.

You have spedified the following settings:
Automatically determined by the wizard
Content PFX
File Name C:¥Users¥Keio_SFC¥Downloads¥s 16xxxtk.p12

Cancel

=
@
()
wn
(V)
—
P
=

You are about to install a certificate from a certification
! authority (CA) claiming to represent:

If a security warning shows up, click @ "Yes" after () 3
KEIO SFC Root CA G2 =
Windows cannot validate that the certificate is actually from Conﬁrmmg the thumbp”nt of the CNS root certification
"KEIO SFC Root CA G2". You should confirm its origin by . . Z
contacting "KEIO SFC Root CA G2, The following number will authority (CA) matches the following value: )
assist you in this process: f——
7 FB:90:09:D1:F6:45:EE:9B:B8:21:8A:109:E3:3F:B0:99:0
Thumbprint (shal): FB9009D1 FE645EE9E B8218A09 E33FB099
ooseoees 0:58:0E:63.
Warning:
If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk, If you click |f the thumbprint does not match you ShOU|d StOp and
“Yes” you acknowledge this risk. !
Do you want to install this certificate? contact ITC.
1 = 0 4
=
w
O
.
>
Certificate Import Wizard S
—=
wn

Click @ "OK"
0 The import was successful. °
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B Networkand Sharing Centr —

« ~ 4 B> Contiol Panel > Network and Internet > Network and Sharing Center v[©] [ search con

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adaper sttings

Accesstype:  Internet
HomeGroup:  Ready 1o create
Connections: @ {7

Change advanced sharing 000000sFC
settings Prvate network

Change your networking settings

B 1eclon; or set up a router or access point

i repait netiwork problems,or get troubleshooting information.

HomeGroup
Intemet Options

Windows Firewall

‘@' Set Up a Connection or Network

Choose a connection option

243 Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

EEI Setup a new network
2. SElUp a new router or access point.

[*=Janually connect to 2 wireless network o
-8 Connect to a hidden network or create a new wireless profile,

\}' Connect to a workplace
S et up a dial-up or VPN connection to your workplace.

o

Cancel
< ¥ Manually connect to a wireless network
Enter information for the wireless network you want to add
eekpeme o
Security type: WPA2-Enterprise o) 9
Encryption type: AES
Security Key: Hide characters
I Start this connection aummall(allyl
[[] Connect even if the network is not broadcasting
‘Warning: If you select this option, your computer’s privacy might be at risk.
Next Cancel

22

Go back to “Control Panel” and open “Network and
Sharing Center” from “Network and Internet.”

Then, click @ “Set up a new connection or network.”

20

Select @ "Manually connect to a wireless network" and
click @ "Next."

Type “CNS” in @ "Network name.” Select “WPA2-
Enterprise” from @ "Security type” and check ® “Start

this connection automatically.” Then click @ "Next."
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- X
®F Manually connect to a wireless network ? ?

Successfully added CNS

dn ueig

Click @ “Change connection settings.”

— Change connection settings
Open the connection properties 5o that | can change the settings.

=
@
()
wn
(V)
—
P
=

M 3
Z
(V]
=
CNS Wireless Network Properties n ? 3
1
1
Connection
Click @ "Security” tab.
Name: CNS
ss: s
Network type: Access point 2 4
Netwaork availability: Al users w
O
.
Connect automatically when this network is in range 3
[ Look for other wireless networks while connected to this network D
—=
wn

Connect even if the network is not broadcasting its name (SSID)

0K | | Cancel

23
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CNS Wireless Network Properties

Connection  Security

Security type: WPA2-Enterprise b

Encryption type: AES A

0 Choose a network authentication method:

| Microsoft: Smart Card or other certifice \fII Settings Ie

[]Remember my credentials for this connection each
time I'm logged on

Advanced settings

Smart Card or other Certificate Properties

When connecting:
(OUse rmy srmart card
@Use a certificate on this computer

ol:‘ Use simple certificate selection (Recommended)

Advanced

Verify the server’s identity by validating the certificatel

DCDnnect to these servers (examplesisrv] srvd; ¥¥ sred¥ com)

Trusted Root Certification Authorities:

oot ~

ocalhos
|| Microzoft Root Authority

[N ]

Microzsoft Root Certificate Autharity

|| Microsoft Root Certificate Authority 2010

|| Microsoft Root Certificate Authority 2011

[ 1 Quavadis Raot Cartification Autharity he

~

>

Wiew Certificate

DDon‘t prompt user to authorize new servers or trusted
certification authorities.

[Juse a different user name for the connection

Gance|

24

24

Below “Choose a network authentication method,”
select @ "Microsoft: Smart Card or other certificate,” and
click @ "Settings.”

23

Check @ "Verify the server's identity by validating the
certificate.” Check @ "KEIO SFC Root CA G2" in the
"Trusted Root Certification Authorities." Then, click @
"OK."
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A
CNS Wireless Network Properties X Q
s
Connection Security (e
©
Click @ "OK."
Security type: |WPA2*Enterpri5e b |
Encryptiontype: | AES |

Choose a network authentication method:

|Microsoft: Smart Card or other certificc ~ | | Settings

Remember my credentials for this connection each
time I'm logged on

=
@
()
wn
(V)
—
P
=

()

Z 3

(V]

<

Q
Click the internet access icon in the bottom right of the
screen. Select @ "[your CNS login namel@sfckeioacjp”
and then click @ "OK." 2 4

Cancel %)

s

=

—

(D

«»

28

@D on
s If "Connected" is displayed, close "Network and Internet."
1% Connected, secured

Instructions for connecting your Windows 10 to wireless

Show available networks
Hardware properties LAN is now complete.

Manage known networks

Random hardware addresses

Use random hardware addresses to make it harder for people to
track your location when you connect to different Wi-Fi networks.

This setting applies to new connections.

Use random hardware addresses

@D off

25
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Connecting Your Mac (macQS) to CNS

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

CNS

- eomobilez

in Other Network.

— Find and join a Wi-Fi network.

D
~

join. o

Enter the name and security type of the network you want to

Network Namel 000000SFC

Security:  None

el ~ Remember this network I

? Show Networks

(3]

Cancel

r

€IS Personal certificate /
Device registration
for CNS Wireless LAN

CINS Personal certificate /
Device registration
for CNS Wireless LAN

Issue of the personal certificate

=E
Issue Tssue the personal certificate
Register/Delete the device information
Registration of the davice

SFCITC  SFCofficial website | Keio university SFC-ITC

26

First, connect to the wireless LAN used for setting up
network access on new devices. If you have a mobile
router or any other method to connect to the internet,
skip to STEP 03. If not, click @ "Join Other Network..." from
the list of @ Wi-Fiicon.

02

Type "000000SFC" in @ “Network Name.” Uncheck @

“Remember this network.” Then, click & “Join.”

03

Open a web browser and go to the following URL:

= https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

Type your CNS login name in @ and your CNS login
password in @ . Then, click @ “Start the registration.”

04

If this is your first time creating a personal certificate,
select “Issue” in @ and click @ "Submit.”

If you have already issued your personal certificate and
the certificate is still valid, select “Download” in @, click
® "Submit,” and skip to STEP 06. If you don't remember
your certificate password, select “Reissue” in @ and
click @ “Submit.” If you select “Reissue,” your previous

certificate will be invalidated.



CIS Personal certificate /
Device registration
for CNS Wireless LAN

‘This process will issue the personal certificate.

Please enter the passpt the
You need your passphrase to install the personal certificate.

Keio university SFC-ITC

Download of the personal certificate

Download will start automatically.

Please click here if download will not start.

Information of the personal certificate

Login name s18xxxtk

Issued date 2018/02/09 13:30:28

Expiration date 2019/03/12 13:30:28

Download other items
Mac WiFi profile

Download profile

[) Add Certificates

Do you want to add the certificate(s) from the file
to a keychain?

Keychain: login

View Certificates Cancel

q Enter the password for “s18xxxtk .p12":
|

% Password: Iooooooooooooo| I

~ | Show password 9

| = Tue22:42 Q =
Wi-Fi: Looking for NetworksY
Turn Wi-Fi Off

v/ 000000SFC

Join Other Network...
Create Network....
Open Network Preferences...

Wireless LAN 2

05

Make a new passphrase for your personal certificate.
This password is necessary to protect your personal
certificate against unauthorized use and must contain
9 and

© “Issue the personal certificate.” This

at least 8 characters. Enter your passphrase in
@ ; then click
passphrase will be used in STEP 08.

06

Your download will begin automatically. Once
completed, open the file you just downloaded. If
download does not begin, click @ "Download” to save

the file and open the certificate.

0/

Once the window “Add Certificates” appears, click @
“Add.”

03

Type your personal certificate passphrase in @
"Password” from STEP 05 and click @ “OK."

09

Click the @ Wi-Fi icon to get the list of available wireless
networks. Then, select @ "CNS” from the list.

2/

dn ueig
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2 Wireless LAN

o The Wi-Fi network “CNS" requires WPA2

//\,\’ enterprise credentials.
L o
L 4
Mode: | EAP-TLS ¢
Identity: | s18xxxtk@sfc.keio.ac.jp CI 9
Username:

el v| Remember this network I

? cree®

Verify Certificate

= Authenticating to network "CNS"

Before authenticating to server "ns02.sfc.keio.ac.jp", you should examine the

E “—  server's certificate to ensure that it is appropriate for this network.
To view the certificate, click ‘Show Certificate'.
? Show Certificate Cancel @

You are making changes to your Certificate Trust
Settings. Type your password to allow this.

s

Username: Keio Taro

Passwo d:I cened I

et [

eapolclient wants to sign using key “privateKey"
in your keychain.

Do you want to allow access to this item?

Deny Allow

? Always Allow

eapolclient wants to change access permissions
of the “privateKey"” item in your keychain.

Do you want to allow access to this item?

(1]

? Deny

28

From @ "Mode," select "EAP-TLS.” From @ "ldentity,"
select “[your CNS login name]@sfc.keio.acjp.” Make sure
to check ®@ "Remember this network" and leave the

“Username” column blank. Then, click @ “Join.”

The dialog box shown on the left side will appear. Click
@ "Continue.”

When asked to enter your password, type your macOS
account password in @ "Password.” Then, click @

“Update Settings.”

The dialog box shown on the left side will appear. Click
@ "Always Allow.”

Again, click @ "Allow” on the dialog box. From now on,
if you are on campus, your computer will connect to

CNS automatically.

Connecting Your Mac (macOS) to CNS is completed.



Wireless LAN

4

Connecting Your iOS Device to CNS

O

On your home screen, tap @ "Safari.”

iBooks iTunes Store App Store Newsstand

Health Settings

Q. Search web or enter site name O 2

(1]

g
. l_b I Allabaut Y’ page:

= https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

Apple Disney About Yahoo

2

Type the following URL in @ and go to the registration

29
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2 Wireless LAN

C1S Personal certificate /
Device registration
for CNS Wireless LAN

Please try with Safari.
You can not download the certificate in Google
Chrome.
Wireless LAN configuration for iPhone:
o Issue of the private certificate
e Download of configuration profile for iPhone
essignnn: 1O
CNS login password e

e start registration

Keio university SFC-ITC

logout

Issue of the personal certificate
OL.-T=1e

Issue Issue the personal certificate

CNS Personal certificate /
Device registration
for CNS Wireless LAN

logout

This process will issue the personal certificate.

Please enter the passphrase for the encryption of the personal certificate,
“You need your passphrase to install the personal certificate.

Please enter the passphrase| in § characiers)

Please enter the vhe )
{lnﬁm{lwlg

Cancel the registrati SFC-ITC web site ~ SFC official web site = Keio
university SFC-ITC

30

03

Type your CNS login name in @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, tap © "start registration.”

04

If this is your first time creating a personal certificate,
select “Issue” in @ and tap @ “go.”

If you have already issued your personal certificate and
the certificate is still valid, select “Download” in @ ,
tap @ “Submit,” and skip to STEP 06. If your certificate
has expired, select “Reissue” in @ and tap @ “go.” I
you select “Reissue,” your previous certificate will be

invalidated.

05

Make a new passphrase for your personal certificate.
This password is necessary to protect your personal
certificate from unauthorized use. It must contain at
least 8 characters. Enter your passphrase in @ and
@ and tap O “Issue the personal certificate.” This
passphrase will be used in STEP 11.
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=1
' Download of the SFC-CNS setting proflie —~
; c
for iPhone ©
o Tap @ "Download” in "Profile(A)."
Profile(A)
= Wireless LAN connection only
If you select "Profile(B)," you can set up both wireless
Profile(B) . . .
P T e LAN connection and CNS mail at the same time. Tap
mail(IMAP) setting “Download” in "Profile(B)" and follow STEP 07 to STEP 15
at [p.58 : Configuring CNS Mail on Your iOS Device] .
Profile(C)
- Wireless LAN connection + VPN setting Then, follow STEP 14 and STEP 15 in this section to set g 2
()
up your wireless LAN connection. D
a
=
=
=z
Cancel Install Profile @ install O 7
Tap @ "Install.”
23
= =
SFC-CNS flIFE n
EREZBREERITC =
Q,
Signed by Not Signed
Description SFC-CNS OFIABRE
- #ERLAN
Contains  Wi-Fi Network
3 Certificates
More Details o
0 4
=
wn
X
=
—
D
«»

Enter Passcode Cancel O 8

Type in your iOS passcode.

Enter your passcode




2 Wireless LAN

Cancel Warning o Install 09

Tap @ "Install.”

UNSIGNED PROFILE

The profile is not signed.

Install
Tap @ "Install.”
_

Cancel

Cancel Enter Password 9 Next ] ]

oENTER THE PASSWORD FOR THE CERTIFICATE Type your personal certificate password from STEP 05 in
'S18XXXTK.P12"
- @ and tap @ "Next.”

Required by the "SFC-CNS FIHERE" profile

Profile Installed ol Done ] 2

Tap @ "Done.”

SFC-CNS FIFRE
EEEZBEEGRITC

Signed by Not Signed

Description SFC-CNS DOF|H:%
- R LAN

Contains  Wi-Fi Network
3 Certificates

32
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13

Go back to your home screen and tap @ "Settings.”

dn ueig

iBooks iTunes Store App Store  Newsstand

Health

N

Phone Safari i Music

=
@
()
wn
(V)
—
P
=

Settings /I 4
Tap @ "Wi-Fi." 2 3
(V)
Airplane M
‘ﬂ plane Mode \_ gz)
al Wi-Fi Off
>4 Bluetooth On
Cellular
24
(V)
s
< Settings Wi-Fi /I 5 %
a
(1) Turn on @ "Wi-Fi."
Wi-Fi O Tap @ "CNS.” From now on, if you are on campus, your

device will connect to CNS automatically.

G;HOOSE AHERNOEE ) Connecting Your iOS Device to CNS is completed.

1))
©

CNS a

c))
©

keiomobile2 8

Other...

33
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Connecting Your Android Device to CNS

=

On your home screen, tap the @ Chrome icon.

Play Store

Search or type URL : O 2
(1]

Type the following URL in @ and go to the registration
page:

= https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

CNS Personal certificate /

Device registration
for CNS Wireless LAN
Purpose of this webpage:
« Issue/Download/Invalidate your personal certificate.
 Register of identical information (MAC address) of
your device.

Please enter your CNS login name. Se input English single-byte
Please enter your CNS login pasérl_ %Qﬁe input English single-byte

Start the registation|

Type your CNS login name in @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, tap © "Start the registration.”

« If you are using iPhone/iPad/iPod touch,

you can configure mail and VPN as well as wireless
LAN.

URL: https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

[l G H

34



CIS Personal certificate /
Device registration
for CNS Wireless LAN

Issue of the personal certificate

oe

Issue Issue the personal certificate
Register/Delete the device information
Registraton o the device

SECITC SEC official web site Keio university SFC-ITC

C1S Personal certificate /
Device registration
for CNS Wireless LAN
logout
This process will issue the personal
certificate.

Please enter the passphrase for the
encryption of the personal certificate.
You need your passphrase to install the

personal certificate.
Please enter the. I _ﬁ h -

(confirmation) I—I

Issue the personal certficate

CNS Personal certificate /
Device registration
for CNS Wireless LAN

logout

Download of the personal certificate

Download will start automatically.
Please ﬁ here if download will not start.

Information of the personal certificate
Loginname  s18xxxtk
Issued date | 2018/07/17 18:30:36
Expiration 30:
&3 2019/08/17 18:30:36

Download other items
Mac WiFi profile
Download prafie]

PEM format
Please click the following button if you are using PEM
format.

Wireless LAN 2

04

If this is your first time creating a personal certificate,
select “Issue” in @ and tap @ "Submit.”

If you have already issued your personal certificate and
the certificate is still valid, select “Download” in @ , tap
@ "Submit,” and skip to STEP 06. If your certificate has
expired, select “Reissue” in @ and tap @ “Submit.” If you
select “Reissue,” your previous issued certificate will be

invalidated.

05

Make a new passphrase for your personal certificate.
This password is necessary to protect your personal
certificate from unauthorized use and must contain
at least 8 characters. Enter your passphrase in @ and
@ and tap O “Issue the personal certificate.” This
passphrase will be used in STEP 09.

06

Your download should begin automatically. If it does

not, tap @ "Download.”

There are some models that cannot download personal
certificates properly. If you have any issues downloading
or installing your personal certificate, please refer to
[p.44 : Connecting Your Device to CNS by EAP-PEAP

Authentication] .

35

dn ueig

N

=
@
M
wn
(V)
—
P
=

ITEIN SND



2 Wireless LAN

S [

Downloads

s18xxxtk.p12

12:25 PM 6.34 KB https://itc...

Extract certificate

oType the password to extract the certificates.

(2]

Name the certificate

(1) Certificate name:

CNS

O Credential use:

The package contains:

one user key
one user certificate
2 CA certificates

(3]

36

0/

Tap @ to open the certificate file “[ your CNS login name
1p12”

03

Type your personal certificate passphrase from STEP 05
in @ and tap @ "OK”

09

Type "CNS" in @ "Certificate name” and select "Wi-Fi" in

@ "Credential use." Then, tap © "OK."
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A
BALd &
=
: C
Settings e
Wireless & networks II O
(1) Tap @ "Wi-Fi.
Y  WiFi

3 Bluetooth

() Datausage

=
@
M
w
wv
—
P
=

()
1 1 Z 3
(V]
<
Q
Tap @ "CNS” -
' CNS
“ Connected
'; eduroam
()
z 4
CNS -
EAP method 5
TLS - Change the settings on this screen to the following T
values: %
CA certificate
CNS v
EAP method TLS
User certificate CA certificate NS
CNS - User certificate cNs
Identity Identity your CNS login name
s18xxxtk
Once entered correctly, tap @ "Connect.”
Advanced options v
CANCEL ] CONNECT

37/
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13

If "Connected” is shown below "CNS,” your device is

successfully configured.

CNS
V.

Connected

Connecting Your Android Device to CNS is completed.

'; eduroam

38
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6

Connecting Your Device to Wireless LAN
Using Eduroam

dn ueig

N

What is Eduroam?

Eduroam is an academic/research wireless LAN roaming

infrastructure developed by the GEANT Association

=
@
()
wn
(V)
—
P
=

(formerly known as TERENA) in Europe. It is a de facto
standard for securely granting wireless network access
to visiting academics and researchers in 74 countries

and regions around the world, including Japan.

By using eduroam, you can use the wi-fi not only at
Keio University campuses, but at other eduroam-

participating organizations in Japan and overseas.

ITEIN SND

Connecting to Eduroam

M
=z
w
o
SFC-CNS WiFi Setup %
—
(D
)
wn

Open a web browser and go to the following URL:

Shonan Fujisawa ITC, Keio Uriversit = https://itcsecure.sfc.keio.ac.jp/form/wifi/

Type your CNS login name in @ and your CNS login

password in @ . Then, click ® “Login.”

SFC-CNS WiFi Setup
[P — IAbout this page

T D= Tt SFC-CNS DFHRLAND /S A7 — FIERAAIMET T,

You can create password for WiFi in SFC-CNS on this page. Click a "INAT— R (Password)."

39
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SFC-CNS WiFi Setup

SFC-CNS WiFi Password

MRRLANZRUN 2 7 —
o WA LTY 2 B85 EAP-TLSEEVIENIRIEIHIE L T 2 ik EOBifr, EAP-
PLL_?P/Q{;’ME(UEHJ 9 EHAIMETT, ONS TIE, % EAP-TLSRZIE % HE5E
Vi

iA4C EAP-PEAP %, ID {2 CNST /4 ¥4, /%
2SR — K& AJIT % T & T SFC-CNS Dfi
*.

ATY, WMAGEHEOHAMEE D b

Shonan Fujisawa ITC, Keio University

28«@

Turn Wi-Fi Off

CNS

eduroam

elomobile

Join Other Network...
Create Network...
Open Network Preferences...

P The Wi-Fi network “eduroam” requires WPA2

N enterprise credentials.
L o d
L 4
Mode: Automatic [T
Usernai s18xxxtk@sfc.keio.ac.jp

Passwe eecccccccce

Show password
Remember this network

13
? Cancel

40

03

Click @ “Create.” Remember the password that is

displayed. This password will be used in STEP 05.

04

In this section, we will explain how to connect using
macOS. If you are using any other devices, go to the
following URL to get more details:

= http://www.sfc.itc.keio.ac.jp/en/network

information_eduroam.html

Click the @ Wi-Fi icon at the top of the screen and click

@ “eduroam.”

05

Type [your CNS login name]@sfc.keio.ac.jp in @
"Username” and your SFC-CNS Wi-Fi password from
STEP 03 in @ "Password.” Then, click ® "Join.”

Instructions for using eduroam to connect to wireless

LAN is now complete.
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/

Connecting Your Device to Wireless LAN Using
keiomobile2

What is keiomobile2?

Keio ITC provides a wireless LAN service named
"keiomobile2" for access within all Keio campuses.
Students, faculty, and staff may access from any Keio
campus, but the connection can only be set up while

on campus.

If you wish to access keiomobile2 at other Keio
campuses, you may do so by using the same

certification you use for CNS wireless LAN.

In case it is necessary for students and faculty staff to
access keiomobile2 at other Keio campuses, they can do
so by using CNS wireless LAN certification. In such case
you cannot access keiomobile2 at SFC so please use

CNS service instead.

Connecting to CNS by EAP-PEAP Authentication

P34~

an>=X0I>D

P.20L

O

In order to connect to keiomobile2 you can use the
same personal certificate used to connect to the CNS
wireless LAN. For details connecting to the CNS wireless
LAN service, please refer to
[Windows — p.17 macOS — p.26

i0S — p.29 Android — p.34]

In this section, we will explain how to connect using

macOS. For Android and other operating systems please

setup according to these instructions.
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2 Wireless LAN

® System Preferences Q Search
i @ B E O g @
on
General Desktop & Dock Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy
= o= N
Displays Energy Keyboard Mouse Trackpad Printers & Sound Startup
Saver Scanners Disk
. >
*» @ @|@|0 w
© o e
iCloud Internet App Store Network Bluetooth  Extensions Sharing
Accounts
° <[> Network
Location: Automatic <]
. Wi-Fi e
® Connected Status: Connected Turn Wi-Fi Off

Wi-Fi is connected to CNS and has the IP
@ Bluetooth PAN address 133.27.43.137.

Not Connected

@)

@ Thunde...thernet
Not Connected

Network Name: | CNS H

Ask to join new networks

G-

N

@ Thunde...t Bridge

Not Connected % 7
Known networks will be joined automatically. If
no known networks are avallable, you wil have
to manually select a network.

802.1X: Default

Authenticated via EAP-TLS
Connect Time: 00:23:31

Disconnect

:

Show Wi-Fi status in menu bar

+— g

Assist Me...

Network

= WicFi
(QEEN TCPIP DNS  WINS

Preferred Networks:

802.1X  Proxies  Hardware

Network Name Security

CNS WPA/WPA2 Enterprise

Remember networks this computer has joined

Drag networks into the order you prefer.

Require administrator authorization to:
Create computer-to-computer networks
Change networks
Turn Wi-Fi on or off

Wi-Fi Address: 14:10:9f:ce:ae:8d

2 Cancel oK

47

0”2

Once you have finished installing your personal
certificate, open system preferences and open @

“Network.”

03

Click @ "Advanced...

04

Click @ "+



=

) 4

Add a Wi-Fi network profile.

Enter the name and security type of the profile you want to
add.

Network Narel keiomobile2

secul® [ wraWwPA2 Enterprise
mo@| eap-Tis ®
Iden@ s18xxxtk@sfc.keio.ac.jp v |

Username:

Show Networks

cre® (]

A8 @ D %

Turn Wi-Fi Off

+ keiomobile2

eduroam
CNS

Join Other Network...
Create Network...
Open Network Preferences...

Wireless LAN

05

2

Type "keiomobile2” in the @ "Network name" section.

Then, select "WPA2 Enterprise” in the @ "Security"
section and “EAP-TLS" in the @ “Mode” section. In the

@ ‘Identity” section, select the personal certificate you

installed in STEP 1. Lastly, click @ "OK”

06

Instructions for using keiomobile2 to connect to

wireless LAN is now complete.
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2 Wireless LAN

3

Connecting Your Device to CNS
oy EAP-PEAP Authentication

What is EAP-PEAP Authentication?

EAP-PEAP is one of the Extensible Authentical Protocol
methods, which authenticates devices using PEAP
(Protected EAP). Similar to EAP-TLS, which authenticates
clients using a certificate, devices using EAP-PEAP
authentication will send their credentials (e.g. ID and
password) using an encrypted communications path. In
EAP-TLS, both the client and authentication server use
certificates to prove their identities to each other, which

is known as mutual authentication.

Compared to EAP-TLS authentication, EAP-PEAP is
slightly less secure; however, since the client does
not need a certificate, devices that do not support
certificate-based authentication can send encrypted
communications easily. When you are connecting to the
CNS wireless LAN using devices that are incompatible
with EAP-TLS authentication, please use EAP-PEAP

authentication.

Connecting to CNS by EAP-PEAP Authentication

SFC-CNS WiFi Setup

‘Shonan Fujisawa ITC, Keio Universit

SFC-CNS WiFi Setup
7527 = F (Password)

IAbout this page
ZDR—T Tl SFC-ONS DIRLAND S 2 7 — FIERATIETT,

You can create password for WiFi in SFC-CNS on this page.

44

01

Open a web browser and go to the following URL:

= https://itcsecure.sfc.keio.ac.jp/form/wifi/

Type your CNS login name in @ and your CNS login
password in @ . Then, click @ “Login.”

0”2

Once logged in, click @ * /YA 7 — K (Password).”



Wireless LAN 2

03

Click @ “Create.” This password will be used in STEP 05.

|sFC-CNS WiFi Password =
1)

SRRLANTRUT 2 7 —

o WA LTV 2 880 EAPTLSGEWIENRIEI G L To kbl S0 By
iﬂ_??b.{%‘l‘ﬂ);’dnlﬁh'r Z EHAMETT. ONS THE, ¥ EAP- TLS.&EEQNEQ
VET,

dn ueig

. mﬂuw »tim*awx i mxt EAP-PEAP %, ID [2 CNST /4 ¥4,
A7 = FiEZDR— ART = FEANT BT k-mpccmvmmﬁ
LANBURIC et S 5 = tﬂ Hiok 5,

67 AT, MAGEHEOHLMRE ) blE < BELT

‘Shonan Fujisawa ITC, Keio University|

A 8@ D

=
@
M
w
wv
—
P
=

Turn Wi-Fi Off

04

In this section, we will explain how to connect using

CNS

eduroam

eiumobilez

macOS. If you are using any other devices, go to the

oI O er TEtWorke: following URL to get more details:
Create Network...

Open Network Preferences... = https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless peap.html

ITEIN SND

Click @ Wi-Fi icon at the top of the screen and click @

“Join Other Network...”
Note: "CNS3" will not be displayed on the list as it is a

hidden network.

M
=z
(V2
=
—
(D

K

Find and join a Wi-Fi network.

D
Q Enter the name and security type of the network you want to
L 4 join.
Network Name: CNS3 Network name CNS3
Security:  WPA/WPA2 Enterprise u Security WPA/WPA2 Enterprise
Mode: Automatic [T} .
Mode Automatic

Username: s18xxxtk@sfc.keio.ac.jp N
Username your CNS login name

Password: oouooooooo-|
Password SFC-CNS Password

© oo o]
(2

Cancel oin

Once all settings are entered correctly, check
@ "Join."

Instructions for using EAP-PEAP authentication to join

? Show Networks

@ "Remember this network” and click

Wireless LAN services is now complete.
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3 CNS Mail

1

Using Your CNS Mail Account

Technical Specifications of CNS Mail Servers

IMAP4
Receiving Server Port Authentication Methods Password
. o CRAM-MD5 Authentication
imap.sfckeio.acjp 993 (IMAP over SSL) or LOGIN Authentication IMAP/SMTP-AUTH Password
SMTP
Sending Server Port Authentication Methods Password
465 (SMTP over SSL)
smtp.sfckeio.acjp SMTP Authentication IMAP/SMTP-AUTH Password
587 (Submission Port)

O 1 What is IMAP?

IMAP stands for Internet Message Access Protocol,
which allows users to access emails stored on the mail
server. Today, the IMAP protocol is the most commonly
used protocol for accessing and retrieving emails
from mail servers. Emails sent to your CNS account
are accessible from CNS mail servers using IMAP. You
can view, organize, send, and receive emails from
almost anywhere. With IMAP, the mail server manages
all information, so any changes you make will be
synchronized to all your devices. However, you must be
connected to the internet in order to send and receive
emails. Depending on your email client, previously
read messages may be stored in a cache and could
be available even when you are not connected to the

internet.

O ? Warning

If the amount of data in your CNS home directory
exceeds 80GB, you will be unable to use your CNS

email account. Please refrain from sending emails with

43

large attachments. Such emails can create delays or
other problems for both the CNS mail server and the
receiving mail server. If you need to send large files, you
should use a file-sharing service such as SFC-CNS Online

Storage.

03 Use Other E-Mail Clients

If you use your CNS mail account from anywhere other
than the on-campus computers, please set up your mail
client using the technical specifications of the CNS mail
servers listed above. If you need more details, please
visit the following URL:

= http://www.sfc.itc.keio.ac.jp/en/computer_email

cns_usage_config.html

O4Use SFC-CNS WebMail

By using the SFC-CNS WebMail system, you can access

your CNS email account in a web browser without
using an email client. Please visit the following URL and
login with your CNS login name and IMAP/SMTP-AUTH
password.

= https://webmail.sfc.keio.ac.jp/




CNS Mail 3

£ 1
2 -
©
Checking Your CNS Mailbox
from On-Campus Computers
=2
o
Using Your CNS Mail from On-Campus Mac 2
>
=z

O

The mail client for on-campus Mac computers is
Thunderbird. Login to an on-campus computer with
your CNS account, click @ "Thunderbird” in your dock to

open the software.

Using Your CNS Mail from On-Campus Windows

01

The mail client for on-campus Windows PCs is

4
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Thunderbird. Login to an on-campus computer with
your CNS account, then double-click @ "Thunderbird”

on the desktop to open the software.
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3 CNS Mail

Configuring Your CNS Mail
on Your PC (Windows 10)

© Thunderbird — Softwar X =

¢« >0

@9 thunderbird

Software made to make email easier.

Thunderbird is a free email application that's easy to set up and
customise - and it's loaded with great features!

n Free Download

THUNDERBIRD  ADDONS  SUPPORT

- o
@ Mozilla Foundation [US) - mozilla.org/en-G8/thunderbird/# Y = & -

@ Thunderbing | rwomee [ron oo oo ar mozilla
Thanks for choosing THUNDERBIRD!

butfnot click

L) Mozilla Thunderbird Setup - X

Welcome to the Mozilla Thunderbird
Setup Wizard

This wizard will guide you through the installation of Mozilla
Thunderbird.

Itis recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue.

O =]

50

Open a web browser and go to the following URL:

= https://www.mozilla.org/en-US/thunderbird/

Click @ "Free Download.”

02

Your download will begin automatically. Next, open the

file you just downloaded.

03

Click @ "Next >."



‘2 Mozilla Thunderbird Setup - X

Setup Type
Choose setup options

G\oose the type of setup you prefer, then dick Next.

(@) Standard
oird will be installed with the most common options.

(O Custom
You may choose individual options to be installed. Recommended for experienced users.

[ Use Thunderbird as my default mail application

o [ ]

2 Mozilla Thunderbird Setup - X

Summary
Ready to start installing Thunderbird

Thunderbird will be installed to the following location:
C:\Program Files (x86)Mozilla Thunderbird |

Click Install to continue.

Bl

‘1Y Mozilla Thunderbird Setup
r

Completing the Mozilla Thunderbird
Setup Wizard

Mozilla Thunderbird has been installed on your computer.

Click Finish to dose this wizard.

IE| Launch Mozilla Thunderbird now I

Cancel

CNS Mail 3

04

Confirm @ "Standard" is checked and click @ "Next >."

05

Click @ "Install.”

06

Installation of Thunderbird is now finished. You can now
continue and setup access to your CNS mail account.
Check @ "Launch Mozilla Thunderbird now” and click @

"Finish.”

21
~
-
©
=2
o
()
wn
wv
-
>
z

o

M
=z
(V2
o
—_.
)]
—
(D
=
wn



3 CNS Mail

[E2liE}
e |v @B Chat & AddressBook | % Tag ~ QuickFilter  Search <Ctri+K> p = | be
Thunderbird
Email (& Chat < Newsgroups [ Feeds o
ol
[T Create a new calendar u
System Integration x
Use Thunderbird as the default client for:
Email ~
[ Newsgroups
Feeds v
[ Allow Windows Search to search messages
[ Always perform this check when starting Thunderbird
o BN (s o: oetaut [ skip incegration
Gt W ine |- W Gt & AddesBonk | 9 g~ T Guekfie S G 7=

Thunderbird

Would you like a new email address?

Tero Heio

Search

In sertee
ans et

IR gandinet

Mail Account Setup

Your name: | Taro Keio

o name, as shown to others

Email address:

s18xxxtk@sfckeio.acjp

Password:| 00000000000

Remember password

cance

Get a new account

52

0/

Click @ "Set as Default.”

03

When Thunderbird is launched for the first time, a
wizard shown on the left side will appear. Click @ "Skip

|u

this and use my existing emai

09

Type your full name in @ "Your name” and
"lyour CNS login name]@sfc.keio.acjp” in @ "Email
address.” Type your IMAP/SMTP-AUTH password in
© "Password.” Confirm your information is entered

correctly and click @ "Continue.”

You can create and change your CNS IMAP password at
the following URL:

= https://itcsecure.sfc.keio.ac.jp/form/password/




Mail Account Setup X

Your name: Your name, as shown to others
Email address: | s18xxxtk@sfc.keio.acjp

Remember password

Configuration found by trying common server names

@ IMAP (remote folders) () POP3 (keep mail on your computer)

Incoming:  IMAP imap.sfckeio.acjp, STARTTLS
Qutgoing:  SMTR smtp.sfckeio.ac.jp, STARTTLS

Username:  s18xxtk

Get a new account

Done Cancel

Your name: | Taro Keio Your name, as shown to others
Email address: | s18xxctk@sfckeio.acjp

Password:

Remember password

The following settings were found by probing the given server

Mail Account Setup X

Server hostname Port SSL Authentication
incoming: |IMAP | |imapsfckeio.acjp 993 | |SSL/ILS ~ | Encrypted password

CNS Mail 3

Thunderbird will attempt to complete setup
automatically using the Mozilla database. Wait until it

finishes, then click @ "Manual config.”

Next, type the following incoming and outgoing mail
server information into the settings window as shown.
@ Incoming Server (IMAP)

Server hostname imap.sfc.keio.acjp
6@0.@ SMTP smtp.sfckeio.acjp | 465 | SSL/TLS | Encrypted password Port 993
mame: Incoming: | s18xuxtk Outgoing: s18watk
9 Protocol SSL/TLS
Getanew account | Advanced config I Re-test I Done Cancel . .
Authentication Encrypted password

© Outgoing Server (SMTP)

Server hostname smtp.sfc.keio.acjp
Port 465
Protocol SSL/TLS
Authentication Encrypted password

Once you have entered all the settings, click @ "Re-test."
After Thunderbird confirms the mail server information,

click @ "Done."

Configuring Your CNS Mail on Your PC (Windows 10) is

completed.
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3 CNS Mail

4

Configuring Your CNS Mall
on Your Mac (macO5)

@ Thunderbird O 1

Software made to make email easier.
Thunderbird is a free email application that's easy to set up and
customize - and it’s loaded with great features! = https://www.mozilla.org/en-US/thunderbird/

Free Download
Systems & Languages | Whats New | Privacy

Open a web browser and go to the following URL:

Click @ "Free Download.”

L4 - Inbox @8 Colendar -] Tasks. Ll Chat x m e
ot vosacne | - Zwite |+ Mot 2 psswmstook o [V Guckrae] Q Search... <KK> = ) ¥

49 Tie <o
OThunderbird THUNDERBRD | ADD.ONS | SUPPORT | COMMUMTY | ABOUT mozilla v
Thanks for choosing THUNDERBIRD!
i in i , butif not, click
here.
LT

Your download should begin automatically. Next, open

the file you just downloaded.

03

Drag and drop the @ "Thunderbird" icon onto @ the
Applications folder.

o4



ece ) Applications
< Bl=ow =) % Q
Favorites
- =3 =
B All My Files ol o\ ‘ %
[Yocs orve = ol
Lu/ AirDrop Notes Photo Booth Photos. Preview

) Deskiop

[ Documents

© Downloads

[ ShareFile
Devices

© Remote Disc

Tags

QuickTime Player Reminders Safari 9 ShareFile

(e

. Stickies System TextEdit Thunderbird
® Lyk Preferences
® ALYy
P a\ N3

“Thunderbird” is an application downloaded from the
Internet. Are you sure you want to open it?

Safari downloaded this file today at 14:44 from download-
installer.cdn.mozilla.net.

Cancel Show Web Page

“Thunderbird” would like to access your

contacts.
Don’t Allow

CNS Mail 3

=1
4 2
(-
©
Open Finder and click @ "Applications," then double-
click @ "Thunderbird."
=2
@
(@)
wm
wm
—
D
pd

05

A dialog box similar to the one shown on the left will

appear. Next, click @ "Open.”

06

Click @ "OK"
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3 CNS Mail

Home \

Use Thunderbird as the defauit client for: .
te|~ Mchat 2 AddressBool gy K> =
| EN—————— | ———————
7 Nevarocss 22
Thunderbird 2 Fosds
® Emal Allow Spotiight to search messages 1 03
Always perform this o en starting 51
- Thunderbird v %8
Li | maaLyy S — > mE
Skip Integrat ot
» &R

Would you like a new email address?

Taro Keio ‘ Search

In partnership with several providers, Thunderbird can offer you a new email account. Just fill
in your first and last name, or any other words you'd like, in the fields above to get started.

gandi.net

The search terms used are sent to Mozilla (Privacy Policy) and to 3rd party email providers
iandl.ne\ (Privacy Policy, Terms of Service) to find available email addresses.

Email address: fs18xxxtk@sfc.keio.ac.jp 9

Password: fJecsccccccccs e

Remember password

(4]

I Skip this and use my existing email I I think Il configure my account later.
@ Mail Account Setup
Your name: [ Taro Keio Our name, as shown to others

Get a new account Cancel I Continue I

56

0/

Click @ "Set as Default.”

03

When Thunderbird is launched for the first time, a
wizard will appear. Click @ "Skip this and use my existing
email,” then move to next step to configure your CNS

mail account.

09

Type your full name in @ "Your name” and
"lyour CNS login name]@sfc.keio.acjp” in @ "Email
address." Type your IMAP/SMTP-AUTH password
in © "Password." Check your information and click

O '"Continue."



@ Mail Account Setup

Your name: Taro Keio

Email address:  s18xxxtk@sfc.keio.ac.jp

Password:

Remember password

Configuration found by trying common server names

° IMAP (remote folders) " POP3 (keep mail on your computer)

Incoming: IMAP, imap.sfc.keio.ac.jp, STARTTLS
Outgoing: SMTP, mail.sfc.keio.ac.jp, STARTTLS

Username: s18xxxtk

(1]

Get a new account Manual con Cancel Done

Your name, as shown to others

Your name: ~ Taro Keio Your name, as shown to others

Email agdress:  s18xuxtk@sfe.keio.acp
PassWOrd:  sseesessaens

Remember password

Configuration found by trying common server names

o

Mail Account Setup

Incoming: _ IMAP imap.sfc keio.acp

Outgoing: SMTP smip.sic keio.acp

503 SsUTLS Encrypted password

B sl & ssms Encryptes passwora

eumlml' Incoming S1Bxutk

—
Outgoing: E st
Cancel I Re-test I Done I

CNS Mail 3

Thunderbird will attempt to configure itself
automatically using the Mozilla database. Once it

finishes, click @ "Manual config.”

Next, type the following incoming and outgoing mail
server information into the settings window as shown.

@ Incoming Server (IMAP)

e e sccoun J Aeneescony Server hostname imap.sfc.keio.acjp
Port 993
Protocol SSL/TLS
Authentication Encrypted password

© Outgoing Server (SMTP)

Server hostname smtp.sfc.keio.acjp
Port 465
Protocol SSL/TLS
Authentication Encrypted password

Once you have entered all the settings, click @ "Re-test."
After Thunderbird confirms the mail server information,

click @ "Done."

Configuring Your CNS Mail on Your Mac (macOS) is

completed.

5/

dn ueig

NV SSO[S4M

M
=z
w
o
—_.
)]
—
(D
)
wn



3 CNS Mail

>

Configuring Your CNS Mail on
Your iOS Device

. 1

Notes 2 Reminders Stocks Passbook

". . @ i On your home screen, tap @ "Safari.”

iBooks iTunes Store App Store Newsstand

Health Settings

Q Search web or enter site name O 2

Type the following URL in @ and go to the registration

’
. I I Allabaut Y_I bage:

= https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

Apple Disney About Yahoo

58



CS Personal certificate /
Device registration
for CNS Wireless LAN

Please try with Safari.
You can not download the certificate in Google
Chrome.

Wireless LAN configuration for iPhone:
e Issue of the private certificate

e Download of configuration profile for iPhone

exs ognname @)
CNS login password e _]

9 start registration

Keio university SFC-ITC

logout

Issue of the personal certificate
e 1

Issue

Issue the personal certificate

Keio university SFC-ITC

CNS Personal certificate /
Device registration
for CNS Wireless LAN

logout

This process will issue the personal certificate.

Please enter the passphrase for the encryption of the personal certificate.

You need your passphrase to install the personal certificate.
P I'—]Ion & characters)
(confirmation)|

SFC official website = Keio

SEC-ITC web site

Cancel the
university SEC-ITC

CNS Mail 3

03

Type your CNS login name in @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, tap © "start registration.”

04

If this is your first time creating a personal certificate,
select “Issue” in @ and tap @ “go.”

If you have already issued your personal certificate and
the certificate is still valid, select “Download” in @ ,
tap @ “Submit”, and skip to STEP 06. If your certificate
has expired, select “Reissue” in @ and tap @ “go.” If
you select “Reissue,” your previous certificate will be

invalidated.

05

Make a new passphrase for your personal certificate.
This password is necessary to protect your personal
certificate from unauthorized use. It must contain at
least 8 characters. Enter your passphrase to @ - @, and
tap @ "Issue the personal certificate.” This passphrase
will be used in STEP 11.
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3 CNS Mail

Download of the SFC-CNS setting proflie
for iPhone

Profile(A)

= Wireless LAN connection only

Profile(B) o
- Wircless LAN connection + VPN setiing +

mail(IMAP) setting

Profile(C)
= Wireless LAN connection + VPN setting
Cancel Install Profile o Install

SFC-CNS FI =% E
ERERZMmEPERITC

Signed by Not Signed

Description SFC-CNSOF| L E (FEARLAN, VPN,
A —]L(IMAP)

Contains Email Account
VPN Settings
Wi-Fi Network
3 Certificates

More Details

Accounts 1

Enter Passcode Cancel

Enter your passcode

60

06

Tap @ "Download” in Profile (B).

0/

Tap @ "Install”

08

Type your iOS passcode.



CNS Mail 3

— 5 g 1
Cancel Warning Install O 9 3
C
©
o Tap @ "Install.
The network traffic of your iPhone may
be secured, filtered, or monitored by a
VPN server.
=2
UNSIGNED PROFILE =
i ; )
The profile is not signed. A
—
>
=z

Install Tap @ "Install.”
1

Cancel

Cancel Enter Password 9 Next 1 1

Type your personal certificate password from STEP 05 in
@ and tap @ "Next.”

ENTER THE PASSWORD FOR THE CERTIFICATE
Q 1S18XXXTK.P12"

o

Required by the “SFC-CNS Ff&E" profile
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Cancel Enter Password o Next ’I 2

ENTER YOUR PASSWORD FOR THE VPN ACCOUNT
"S18XXXTK"

Type your CNS login password in @ and tap @ "Next.”

Requested by the “SFC-CNS FfE%E" profile




3 CNS Mail

Cancel Enter Password 9 Next

NTER YOUR PASSWORD FOR THE INCOMING MAIL
ERVER "SFC-CNS IMAP"

Required by the “SFC-CNS FIIFREE" profile

Profile Installed (1] Done

o

' SFC-CNS i FI
(%

B REERBHERRITC

Signed by Not Signed

Description SFC-CNSODF| R E(HEAELAN, VPN,
A= ]L(IMAP)

Contains Email Account
VPN Settings
Wi-Fi Network
3 Certificates

More Details

Accounts 1

Y )

IBooks . ilunes Store = App Store  Newsstand

Health Settings

1]

Phone

13

Type your IMAP/SMTP-AUTH password in @ and tap @

"Next."

14

Tap @ "Done.”

15

On your home screen, tap @ "Mail” and make sure a

new mailbox is added to your iOS device.

Configuring Your CNS Mail on Your iOS Device is

completed.



CNS Mail 3

L 1
6 -
©
Confhguring Your CNS Mail on
Your Android Device
O] =2
3
a On your home screen, tap @ icon to open the list of g
Play Store apps. ;
=z

=
®OoB

> B B2

Play Books  Play Gameb Play Movies..  Play Music

Tap @ “Settings.”

F 7 @ Settings for the following steps may be different

Play Newsst..  Play Store Settings Sheets between models, but the settings for the incoming mail

server and the outgoing mail server are the same for all

M
y | u models. = 4
w
o
Slides YouTube =.

>
—t
(D
a

Settings Qo O 3

Personal

Tap @ "Accounts.”

9 Location

ﬂ Security

B | Accounts

63



3 CNS Mail

TR (-

T ‘P | (IMAP
M Exchange ap @ "Persona 3

Add your email address O 5
Type “lyour CNS login name]@sfc.keio.acjp” in @ .
o Enter your email Then, tap @ “NEXT >."

s18xxxtk@sfc.keio.ac.jp

Manual setup

NEXT >

64



s18xxxtk@sfc.keio.ac.jp

o

rd

[C] Show password

< NEXT >

CNS Mail 3

06

Type your IMAP/SMTP-AUTH password in @ and tap
@ "NEXT >

Incoming server settings O 7

USERNAME

s18xxxtk

AUTHENTICATION

Password eeeceeccce X

[ Show password

SERVER

imap.sfc.keio.ac.jp

PORT
993

SECURITY TYPE

SSL/TLS v

< ‘1 NEXT >

Enter the following settings:

your CNS login name

your IMAP/SMTP-AUTH password

imap.sfckeio.acjp

993

SSL/TLS

Once typed correctly, tap @ "NEXT >."

05
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3 CNS Mail

Outgoing server settings

SMTP SERVER

smtp.sfc.keio.ac.jp

PORT
465

SECURITY TYPE

SSL/TLS

o

I Require signin I

USERNAME
s18xxxtk

AUTHENTICATION
Password eeseescese e

<

NEXT >

660

08

Next, type the information below if necessary.

smtp.sfckeio.acjp
465
SSL/TLS
your CNS login name
your IMAP/SMTP-AUTH password

Check @ "Require signin.” Once entered correctly, tap
@ "NEXT >




Account options

Sync frequency:

Every 15 minutes \/

Notify me when email arrives

Sync email from this account

Automatically download
attachments when connected to
Wi-Fi

o

< NEXT >

Your account is set up

and email is on its way!

o Give this account a name (optional)
CNS

Your name (displayed on outgoing
e messages)

Taro Keio

NEXT >

CNS Mail 3

09

You can modify your account options if you desire. Once

you are finished choosing your options, tap @ “NEXT >."

10

Type “CNS” (or any other name you can use to
distinguish from other mail accounts) in @ “Give this
account a name (optional)” and your full name in @
“Your name (displayed on outgoing messages).” Then,
tap © "NEXT >" to finish.

Configuring Your CNS Mail on Your Android Device is

completed.

6/
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3 CNS Mail

Various Settings in CNS Mall

SFC-CNS mailsetup

CNS login name
CNS login password i ] rZ

3] =

s18x0xtk

Shonan Fujisawa

Open a web browser and go to the following URL:

= https://itcsecure.sfc.keio.ac.jp/form/mailsetup/

Type your CNS login name in @ and your CNS login
password in @ . Then, click ® “Login.”

In SFC-CNS mailsetup, you can perform the following

actions:

« Changing your IMAP/SMTP-AUTH password
. Setting up mail forwarding

- Configuring spam filtering

Setting Up Mail Forwarding

SFC-CNS mailsetup

IAbout this page

CDOR=STIEA—VIHT BT OREH AT
* IMAP/SMTP-AUTH /827 — F O fE /&S
o A —VEERBE

ASLKY ¥ —HE

fou can set emil services in SFC-CNS on this page.
» Create or change IMAP/SMTP-AUTH password
 Mail forwarding

+ Spam policy

SFC-CNS mailsetup
| at forwaring =

A=t
Ty T —
AALEY v o A-VERBHESNTOEEA,
AR

A =)VHERE KD (Add Mail forwarding address)

O o

‘Shonan Fujisawa ITC, Keio Universit

68

1

From the "mailsetup” menu, click @ "Mail forwarding."

0./

Type your desired destination email address in @ "Add
Mail forwarding address" and click @ "Add."

Depending on the mail forwarding setting, emails may
not be sent properly. If so, check your email settings,
such as spam filters, to make sure that you can receive

emails properly.



SFC-CNS mailsetup
| it forwarding i
thelo@kelo jp ZEAITUML % L.
(tkeio@keiojp has been successfully added.)
Spam policy BUED A —UHEREILE (Current forwarding addresses)

ATD A=) SFC-ONS DA =1Ly 7 A LGRS g
Aﬁ e-mails will be sent to SFC-CNS mailbox and forwarding address.

ol

A —)VAERSE D3N (Add Mail forwarding address)

Add

Shonan Fujisawa ITC, Keio University

CNS Mail 3

03

Confirm that the email address you added is listed under
“Current forwarding addresses.”

If you want to stop mail forwarding, check the box
next to the email address that you want to delete in @
“forwarding mail address” and click @ “Delete.”

If you want to change the email address used in mail
forwarding, delete your previous mail forwarding setting
and add your new email address according to STEPO1 ~
02.

Configuring Spam Filter

SFC-CNS mailsetup

o i

132 —M.M‘?‘ BT OREIAIMETT
\UTH 782 7 — F DR
z»u.:(

set email services in SFC-CNS on this page,
te or change IMAP/SMTP-AUTH password
‘» Mail forwarding

« Spam policy

SFC-CNS mailsetup

1]’

[spam oty

A= RS

Mail forwarding, ARBRY o=

ALY o (Spam policy configuration)

‘Spam policy
RY2—% L)
(Policy name) (Description)

3 B Ak SRR RS T
(Quarantine) | Spams mail will be quarantined.
CEE4 [Curren)
. ZASBIHYTI 2 VBU, o FES IR ENET
(Teg) ‘Spam mails will be tagged in Subject and mail heade
%o | ALY MLTZOE FRASNET
(No filering) | Spam mails will be delivered without agging.

A28 P HE R (Spam threshhold)
KEDRY V=YY 7 75 & Nomal & smgtmnmxif

(T ulm  rtria of pam s available wih
s 8 e SN R A LB 2 2,

(1 you et strong,the oaljuged as spam will b ncreased )

SFC-CNS mailsetup
[spam poticy -

Vi topeaviing
Zranys
Spam palicy.

ANBRY ¥ —BE
(Spam policy configuration)

Y ¥—%
(Policy name)

L2
(Description)

ORI oo ST — bR — S R

rant ‘Spams mail will be quarantined.

77 AABA—NET TV 27 RO, ~y VI TR EOET
(Tag) ‘Spam mails will be tagged in Subject and mail header.

WL | A/ALRFIMLCEDE ERESNET

(No filtering) | Spam mails will be delivered without tagging.

A7 BRI IERA(Spam threshhold)
o FOX5 %) 775 % & Normal & Strong %MUIKE T,

H x:l:cl et of pam s sralable wid tisbton)
Tbt LHUEENZA—ADH YT,

I y\7u e trong, e |||dgd as spam will be increased.)

From the "mailsetup” menu, click @ "Spam policy."

0”2

Select which policy you wish to apply and click @
“Change.” In spam policy configuration, there are
three options: “Quarantine,” “Tag,” and “No filtering.”
In “Quarantine” mode, emails that are judged as spam
will be isolated on the mailserver you are using. In “Tag”
mode, such emails will be tagged as spam in the subject

line and header. The default setting is "Tag."

03

Make sure the policy that you selected is highlighted
with bold and tagged “[Current].”
By clicking @ , you may change the spam threshhold to

either “Normal” or “Strong.”

69
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4 CNS Printers

1

Using Printers at SFC

Location of the Printers

/2



CNS Printers 4

Printing Charge (Points)

A4-Sized ¥ 5/ page A4-Sized ¥ 10/ page
Black and White
A3-Sized ¥ 5/ page A3-Sized ¥ 10/ page
A4-Sized ¥ 15/ page A4-Sized ¥ 30/ page
Color

A3-Sized ¥ 15/ page

A3-Sized ¥ 30/ page

Your printing account is refilled with 2,500 yen each
year. If you exceed that initial balance, you must insert
your PASMO, Suica, or any other public transportation

payment cards at a printer to pay for any excess usage.

Be careful when selecting the printer type; for example,
when printing a black-and-white document with the
color printer setting, you will be charged the price for

color printing.

To prevent paper jams and other malfunctions, you are

not allowed to use your own paper.

The job will be suspended if the charge exceeds 2,500
yen while printing. If this occurs, please resend the job

from the beginning.

Operation of CNS Printers

RICOH Ridoc 10 Gate ©

English |

BEZ2 v FLTIEEL,

Enter your ID. @
s18xxxtk
2880002000
ooononoonn
[a]sJafr]efn]ifk]r]
anoooooaas

UPPER CASE  lower case o

01

The following section describes how to use the printer
after you send a printing job(s) from a computer.
On the terminal installed next to a printer, tap @

"English.”

0”2

Type your CNS login name and tap @ "Confirm.”

/3
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4 CNS Printers

User 1D: s18xxxtk
Select the jobs to print. @
e ——

examp e
2018/08/04 17:44:10 148 186t (5) 1Paga(s) Simplex Black & White

[ Esta

soctod e 1 st

s T estimte LY Delete

Printing Confirmation

Please deposit above 5.
Fare adjustment will start after printing.

(e
_—
No

Yes

Printing

Print job name
Keio University Shonan Fujisawa

1/ 1 Job(s)

User 10: s18xxxtk

Please pay the amount.
Smart Card

Be careful, leave your card behind.

Total: 10Fq
3064

Amount Due: 0 Fq
(1]

Amount Paid:

/4

03

Tap the job(s) you want to print and tap @ "Print.” There
will be no charge up to 2,500 yen per year.

04

If you have exceeded your printing account balance,
insert your PASMO or Suica into the card reader next to
the printer, and tap @ "Yes."

The printer job may be interrupted or cancelled if the

balance on your IC card is insufficient.

05

A screen similar to the one shown on the left will be

displayed while your job is printing.

06

If you are paying with PASMO or Suica, the payment
window shown on the left side will appear. Confirm the
amount and tap @ "Pay."

Please do not forget to take your IC card when finished.



CNS Printers 4

2

Printing from On-Campus Computers

Printing from On-Campus Macs

ol a @

p—
& previewll File W Go Tools Window Help
oo e = sample.pdf (1 page) -

5] ran &

sample

1

(2)

& Previ dt View Go Tools Window Help

000 = sample.pdf (1 page) -

o) @ | a Open %0 - o]a
Open Recent >

Close Window W
Close Selected PDF Document  0-%W.
Save #S

Duplicate %S

Rename...

Move To..

Export...

Export as POF...

Revert To >

Take Screenshot >

Print... (3

10f1

2. poF [§  Show Details Cancel

01

No specific configuration is necessary when you are
printing your document(s) from on-campus computers.
In this section, the steps to print a PDF file will be

explained. Click @ "File” from the menu.

0./

Click @ "Print.."” from the @ "File” menu.

Alternatively, you could also press the Command key

and the P key as a shortcut.

03

In section @ , for black-and-white document(s), select
“monoprn.” For color document(s), select “colorprn.”
Then, click @ "Print.”

Your document(s) will be sent to CNS printers as
printing job(s). Go to a nearby CNS printer to print your
document(s).

Note that the color printing charge will be applied to

black-and-white document(s) if “colorprn” is selected.

/5
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4 CNS Printers

Printing from On-Campus Windows

| 1 od| ez DR
[n N |© @] HBD

No specific configuration is necessary when you are
printing your document(s) from on-campus computers.
In this section, the steps to print a PDF file will be

explained. Click @ "File” from the menu.

(2 Send and Track Files Online.
Attachto Email..

[ Action Wizar

Click @ "Print.." from the menu @ "File.”

| 12:70ataCNS\Documents\exemple pd
22703t CNS\Pictures\ eamplepf

Bt

Alternatively you could also hit the Ctrl (Control) key and
the P key for a shortcut.

[
]

Copies: |1

Pages to Print Comments & Forms
© Al Document and Markups v
Curtent page

=
Pages

> More Options 827 x1169Tnches

In section @ |, for black-and-white document(s), select
Page Sizing & Handling (2

afisee, ]| Bronw ][ Ewunei |[ Do | “monoprn." For color document(s), select “colorprn.”

Size Options:

© Fit

Actu e Then, click @ "Print.”

@ Shrink oversized pages
[T Choose paper source by PDF page size
[T Print on both sides of paper

ST Your document(s) will be sent to CNS printers as

® Auto portrait/landscape

Portrait

printing job(s). Go to a nearby CNS printer to print your

© Landscape

Wantto print colors as gray & black? @) < N
(2 T document(s).
] g - Note that the color printing charge will be applied to

black-and-white document(s) if "colorprn” is selected.

/6



CNS Printers 4

=1
3
c
©
=2
c,\—s..,:':::m m'k By using the IPP (Internet Printing Protocol), you can ('1
(D
send printing jobs to CNS printers from your PC. First, A
Somn P IO R0 open a web browser and go to the URL: ;
= https://itcsecure.sfc.keio.ac.jp/form/password/ =
Type your CNS login name in @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, click @ "Login.” )
Z 3
(V)
<
=

SFC-CNS Passwords O »

| About this page [Eosou]

IMAP/SMTP-AUTH Password

&wy'cu?spc-ch DUT DAY — FOBESTETT
FC.CNS 1 74 ¥ AR — K f " "
IMAP/SMTP-AUTH /<27 — I Click o IPP Password.
Database Al
o PP/SAT— .
; « Web Database /A 7 — I
* NS WAR 57— i
You can st password in SFC-CNS on this page.
SEC-CNS Login password
© IMAP/SMTP-AUTH password
« IPP Password

« Web Database password
+ CNS WiMAX password

SFC-CNS Passwords
IIPP Password -

1
Confirm I -

Lo
(Confirm password)

I Create/Change I
TPPAIEIIZ 2T (About IPP printing)

N

Click @ "Confirm.”

M
=
w
e
=
>
—
(D
-
wn

2527 — FOMEREE
)

Remember the password you will see in the next page.
This password will be used in STEP 15.

Shonan Fujisawa Information Technology Center Fi rYv O 4
Keio Univerity Rk

Open a web browser and go to the URL:

21,2015
15 07C Acco

o HAFH
« English

= http://www.sfc.itc.keio.ac.jp/en/top_sfc.html

Click @ "Printer Information” from the @ "Computer”

menu.

/7



4 CNS Printers

o
e

Shonan Fujisawa Information Technology Center
Kelo Univensiy

g

M

| Printer Information

LastModifed: une 11, 2013

2. Howto configure
When you do IPP printing from your personal PC, firstly obtain [P printing password, then get printer driver and configure a authentication.

Hyoucontgre PP pningfrmonochrome pinterbeore March 252010, lase pdete piter e
(R —
[

- How to set OS.

* Windows Vista.7 (Japanese article) (IPP printing is not available on Windows 7 Starter)
= Mac OS X newer then 10.7.4, 10.8. 10.9. 10.10
= Ubuntu (v11.10)

o >

I Printer Driver

Printer Driver for SFC-CNS Printers

= This sectian s o downlad the criver o priniers Ricoh SP CB41 at CNS.

ounm Prve
o8 nstater

Windows 10{E451)
‘Wiindows B.A{4T)
Windaws 8(64011)
Windows 7(6451)
‘Windows 10 {326l
Wndows 8.1 (32011
Windows § (12bit)
Wingows 7 (325l
mac0S 10.13

207458 xe

mec0s 10.12 Bicoh PS_Prinlers Vot DOM LID 3.00.0simg

Mac 05 X 10.11 CHSENTIZ DAY T KLTHET
Mac 05X 18.10 {Custormized for SFC-GNS)

Mac 05 X109

os natatir
Windows 10(64b1)
Windows B.1(5bi1)

Ql’

208882 850

Wrdows 85451
Windows 7(6461)
Windows 10 (32bit)
Windows 8.1 {3260
Windows 3 (200
‘Windows 7 (32bit)
mac0S 1043

208853 850

e 0 16 13 Bih PS_Priers. Yois DOM LIQ_30.0.0mg

Mac 08 X 10.11 CHSAIHIENZY T ZLTLET
Mac 08 X 18.10 (Customized for SFC-CNS)

Mac 08 X 108

Windows XP (6477

BB WInRAR self-extracting archive - X
(Software Name) [?" ~
RPCS Basic??
(0S) [770S]
Windows 10 (64777)
Windows 8.1 (64777)
Windows Vista (64777) >

Destination folder
I Il Eowse. |

Extraction progress

| oo

/8

05

Click @ "Printing procedure.”

06

Scroll down to the middle part of the page and click
@ "Printer driver.”

0/

Download the appropriate driver for your operating
system and desired printer. For black-and-white
documents, choose @ “Monochrome Printer.” For color

documents, choose @ "Color Printer.”

The following procedure will be for the black-and-white
printer (monoprn), but if you would like to use the color
printer (colorprn) as well, set the monoprn printer first,
then follow STEP 07~22 again instead choosing @

"Color Printer."

Please refer to [p.147: How to check a PC's Operating
System] in case you do not know your PC's operating

system.

03

Open the installer you just downloaded. The window

shown on the left will appear. Then, click @ "Browse..."



CNS Printers 4

: self-extracting archive - X
Browse For Folder X
A

elect destination folder

dn ueig

Select @ "Desktop” and click @ "OK.”

> B IEUser
» [ ThisPC
> Libraries
> ¥ Network v

Make New Folder

NV SSO[S4M

(08) [7708] Click @ "Extract.”
Windows 10 (64777)
Windows 8.1 (64777)
Windows 8 (64777)
Windows 7 (64777)
Windows Vista (64777)

Windows XP (64777) b 3
Destination folder
[WUsers\Keio_SFC\Downloads v| [ Browse.. |

Estraction progress

ITEIN SND

I Extract I Cancel

[EH Control Panel - o
2 [ > Control Panel > v © |[search Control Panel »
Adjust your computer’s settings Viewby: Category ~
fis‘:imcin:gfeuf;”g i User Accounts f . ” . " | Iu f " ” "
© Crange sccount e After installation, open “Control Panel” from "All Apps.

History
Backup and Restore (Windows 7)
Find and fix problems

@ Networkand Internet
\ network status and tosks

homegroup and shari

Appearance and Personalization
Then, click @ "Hardware and Sound.”

Clock, Language, and Region
Adda language

Change input methods

Change date, time, or number formats

) & M8
I

Fase of Acce:

) Hardware and Sound - o

<« © 4 ddy > Control Panel > Hardware and Sound » ~|®| | Search Control Panel »

M
=
(T2}
-
=h
>
=
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wn

Control Panel Home
ers

Advanced printer setup | Mouse | @ Device Manager

System and Security e
ws To Go startup options

Network and Internet e
< esmasoons )BT e ycosoane e sy Click @ "Add a device:

User Accounts 9 Sound

Adjust system volume | Change system sounds | Manage audio devices

W Add 3 device

Choose a device or printer to add to this PC

No devices found

Click @ "The printer that | want isn't listed.”

The printer that | want

Next Cancel

/9



4 CNS Printers

= Add Printer

Find a printer by other options

oo My printer is  little older. Help me find it.
(@ Select a shared printer by nal

Ihttps://mslpp.sf(‘kelu‘a(.Jp/monnpm I Browse...

Example: \\computername\printername or
http://computername/printers/printername/.printer

(O Add a printer using a TCP/IP address or hostname
(O Add a Bluetooth, wireless or network discoverable printer

(O Add a local printer or network printer with manual settings

(3]

Cancel

Enter Network Password

{2 Toassess this printer, you must enter = wser name and password

Printer Naif

User Name

18tk
F'asswnrde 1

O =1 —

https:/ /ensipp.ste keio ac jp/monoprn

Add Printer Wizard 7 >

Select the manufacturer and model of your printer. i your printer came with
an installation disk, click Have Disk. f your printer is not listed, consult your
printer documentation for a compatible printer.

==

Manufacturer ~ || Printers ()
Brother rother Color Leg Type 1 Class Driver

Canon rother Color Type3 Class Driver

Dell [=] Brother Color Type4 Class Driver

Fastman Kndale Camn=m ¥ | | [5] Brother Generic Jpeg Type1 Class Driver

= 2 [=] Brrther Generie nen Zase? Class Driver e
= This driver is digitally signed. Whindmue Upg I e I

Tell me why driver signing is important

|

Cancel

Install From Disk X

= Insert the manufacturer's installation disk, and then
- make sure that the comect drive is selected below.

‘ Cancel ‘

(1]
,ﬁ v|I‘ Browse... I

Copy manufacturer's files from:

W Locate File x

V] @ @ e @

3/11/2015%:06 AM  Setup In]

Lookin: [ | | disk1

Quick access

5] oemsetup.inf

Desktop
Libraries
This PC
" Ry
Network 2
Flle name oemsetup inf ~] A oeen |
Files of type: Setup Information (*inf) Cancel

80

Confirm @ "Select a shared printer by name” is selected
and type one of the printer addresses below in @. Then,
click © "Next."

Black and White Printer (Monochrome):

= https://cnsipp.sfc.keio.ac.jp/monoprn

Color Printer:

= https://cnsipp.sfc.keio.ac.jp/colorprn

Type your CNS login name in @ "User Name” and your CNS IPP
password from STEP 03 in @ "Password.” Then, click @ "OK.”

After the connection is established, "Add Printer Wizard”

will appear. Click @ "Have Disk...."

Click @ "Browse..."

Open "disk1” from the folder in which you extracted
printer drivers during installation in STEP 10. Select the
@ file in that folder and click @ "Open.”



Install From Disk

x
=] Insert the manufacturer’s installation disk. and then o |
. make sure that the comect drive is selected below.

Copy manufacturer’s files from:
ci\Users\[EUsen\Downloads\  184255\disk 1 v| [ Browss... |
Add Printer Wizard ? >

Select the manufacturer and model of your printer. i your printer came with
3 an installation disk. click Have Disk. If your printer is not listed. consult your
printer documentation for a compatible printer.

e —
RICOH RPCS Basic BW

This driver is digitally signed. [ Wind "
Tell me why driver signing is important R M hiavelDec
I OK I Cancel

X

= Add Printer

You've successfully added RGate IPP Printer on https://cnsipp.sfckeio.acjp

Printer name: RGate IPP Printer on https://cnsipp.sfc.keio.acjp

This printer has been installed with the RICOH RPCS Basic BW driver.

(1)

X

@ Add Printer

You've successfully added RGate IPP Printer on https://cnsipp.sfckeio.acjp

To check if your printer is working properly, or to see troubleshooting information for the printer, print a
test page.

) (1)

9'\ Finish I\ Cencel |

CNS Printers 4

Click @ "OK”"

20

If you chose “Monochrome Printer”, select @ "RICOH
RPCS Basic BW."

If you chose “Color Printer”, select "RICOH IPSiO SP C841
RPCS.”

Then, click @ "OK” to proceed.

Click @ "Next.”

27

Click @ "Print a test page.” Check that the job has been
sent successfully by using the terminal next to one
of the CNS printers. Confirm that your test page has
printed correctly. Then, click @ "Finish.”

Printing from Your PC (Windows 10) is completed.

dn ueig
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4 CNS Printers

Printing from Your Mac (macOS)

SFC-CNS Passwords ) o
By using the IPP (Internet Printing Protocol), you can

send printing jobs to the CNS printers from your Mac.

First, open a web browser and go to the URL:

shonsn Evjis 1C. Keio Universin] - = ittps://itcsecure.sfc.keio.ac.jp/form/password

Type your CNS login name in @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, click ® "Login.”

SFC-CNS Passwords
| About this page

—
D= TlE SFC-CNS V)JATVJHZV FoRELHETT
SFC-CNS 1 /4 n‘< ]_
IMAP/SMTP-AUTH /S 27 — . " "
PP /SR —
ommwm . Click @ "IPP Password.
CNS WiMAXJH /27— F

CNS WIMAX Password

You can set password in SFC-CNS on this page.
 SFC-CNS Login password

o IMAP/SMTP-AUTH password

« IPP Password

« Web Database password

 CNS WiMAX password

SFC-CNS Passwords
PP Password [Eeeer]
1
= = ic onfirm.
raketsiettAl Create/Change
TPPHIEIZ 2\ T(About IPP printing)
e Remember the password you will see in the next page.

o English

This password will be used in STEP 33.

Shonan s Infomaton Technlogy Center 3 O 4
Kelo Univenis :

g s ot o A (k10,2019
D — Y

3 Open a web browser and go to the URL:
sl : = http://www.sfc.itc.keio.ac.jp/en/top_sfc.html

Click® "Printer Information” from the menu @ "Computer.”
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B8 [ ian | - Moslosio ©FAQ St map

Shonan Fujisawa Information Technology Center O ;

Top >Computer >

dn ueig

| Printer information

Click @ "Printing procedure.”

« Printe locations on campus
 Monochrome printer information
« Color printr information

- Pining srocecurs o

LastModifed: June 11, 2013

2 g g 3
z
3
]
F

The content ends at this positon.

2. How to configure
When you do IPP printing from your personal PC, firsty obtain uther
If you configure a IPP printing for monochrome printer before March 25th 2010, please update printer diver.
o IPP password, printer driver

NV SSO[S4M

poicaien Scroll down to the middle of the page and click
.
e errrreea———— © "Printer driver”

| Printer Driver
Printer Driver for SFC-CNS Printers
 Tris socions o dowriaad the drver for printers Ricoh SP CB41 at CN.

Windows 7 Starter does not support IPP printng

+ Menoronn P Click the @ installer for Mac. Your download will begin.

os Installer
Windows 10(645it)
Windows 8.1(64511)
Windows 8(64bit)
Windows 7(54bit)

ITEIN SND

207459.00

Windows 10 (32b1t)
Windows 8.1 (32bit)

Windows 8 (32b1)
Windows 7 (32bit)
macos 10.13

macos 1042 loh PS_Prinirs Vol4 DOM LI0 30.00.4m9
Mac 05 X 10.11

Mac 08 X 10.10 (Customized for SFC-CNS)
Mac 05 X 109

ece /Volumes/Ricoh_PS_Printers Vol4_DOM_LI0_3.0.0.0

MIcOSXReIﬂe.tx\ Ricoh_PS_Printers_Vol4_D
M_LI0_3.0.0.0.p!

Open the file you just downloaded. Then, double click

M
=
(T2}
-
=
>
—
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wn

@ to launch the installer.

“Ricoh_PS_Printers_Vol4_DOM_LI10_3.0.0.0.p O ;

kg" can’t be opened because it is from an

unidentified developer. The dialog like the image on the left will appear.
Your security preferences allow installation of only ) " "
apps from the App Store and identified developers. C||Ck o OK

“Ricoh_PS_Printers_Vol4_DOM_LIO_3.0.0.0.pkg" is on
the disk image
“Ricoh_PS_Printers_Vol4_DOM_LIO_3.0.0.0.dmg".
Safari downloaded this disk image today at 10:40 AM
from secure.itc.keio.ac.jp.

? o
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4 CNS Printers

[ ) System Preferences Q| )
2 Mm@ uUle
General Desktop & Dock Mission Language Security Spotlight  Notifications.
Screen Saver Control & Region & Privacy

Click @ "Security & Privacy.”

el
e

= v =
Displays Energy  Keyboard Mouse  Trackpad  Printers&  Sound
Saver Scanners

» @ w @ 0 ®+

iCloud Internet Extensions Network Bluetooth Sharing
Accounts
7\ a = O

Security & Privacy

[LLE Filevault  Firewall  Privacy
Click @ icon and type your macOS account password.

A login password has been set for this user | Change Password...

Require password | 5 minutes & after sleep or screen saver begins Then, check @ ”Open Anyvvay "
, .

Show a message when the screen is locked

Allow apps downloaded from:

App Store 9
© App Store and identified developers

“Ricoh_PS_P...0.0.0.pkg" was blocked from opening because it is not
from an identified developer.

lick the lock to prevent further changes. Advanced...

) ‘« Install Ricoh_PS_Printers_Vol4_DOM_LIO Driver

Welcome to the Ricoh_PS_Printers_Vol4_DOM_LIO Driver Installer

This installer installs the following printer driver.
- RICO] PS

Introduction H SP C841 JPN

License

Destination Select
Installation Type Click @ "Continue.”
Installation

Summary

I Continue I

[ ] ‘& Install Ricoh_PS_Printers_Vol4_DOM_LIO Driver

Software License Agreement

English
» Introduction u

License
SOFTWARE LICENSE AGREEMENT

Destination Select

R IMPORTANT NOTICE: PLEASE READ THIS AGREEMENT (the H " i "

Installation Type “Agreement") CAREFULLY BEFORE INSTALLING OR USING THIS Click @ "Continue.
SOFTWARE (the "Software").

Installation

SuiTERy This Agreement is a legal agreement between you ("Licensee” or "you")

and us and/or our “Affiliates” (as defined below) (collectively, "Licensor").
Licensor is willing to license the Software, which includes the associated
media, and printed or electronic documentation, if any
("Documentation"), only upon the condition that you accept all of the
terms contained in this Agreement. For the purposes of this Agreement,
“Affiliate’ means any entity that, from time to time during the term of this
Agreement, Controls, is Controlled by, or is under common Control with
us. “Control’ means the power, whether directly or indirectly (by
ownership of stock, share capital, the possession of voting power,
contract or otherwise) to appoint and/or remove the majority of the
members of the governing body of Licensor, or otherwise exercise control

over Licensor's affairs and policies. o
Go Back I Continue I

Print

Save
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(T2 1
‘& Install Ricoh_PS_Printers_Vol4_DOM_LIO Driver 1
=
To continue installing the software you must agree to the terms of —t
the software license agreement. C
® Ingl Click Agree to continue or click Disagree to cancel the installation and —O
o Lic quit the Installer.
D¢ Read the software license agreement carefully and click
q ' the
Ing Read License Disagret pis o " " f d d h d d B
d Agree” if you understand the terms and conditions
s This Agreement is a legal agreement between you (“Licensee” or "you")
and us andJor our “Affiliates” (as defined below) (collectively, "Licensor”). i
Licensor is willing to license the Software, which includes the associated a nd ag ree. |f you do HOt' you may nOt use th IS SOftwa re.
media, and printed or electronic documentation, if any
("Documentation”), only upon the condition that you accept all of the
terms contained in this Agreement. For the purposes of this Agreement,
“Affiliate” means any entity that, from time to time during the term of this
Agreement, Controls, is Controlled by, or is under common Control with
us. “Control’ means the power, whether directly or indirectly (by
ownership of stock, share capital, the possession of voting power,
contract or otherwise) to appoint andior remove the majority of the
members of the governing body of Licensor, or otherwise exercise control
over Licensor’s affairs and policies. é 2
Print... Save... Go Back Continue %
wn
0 @ Install Ricoh_PS_Printers Vol4_DOM_LIO Driver W
Standard Install on “Macintosh HD" )
O it This will take 50.8 MB of space on your computer. Z
» License Click Install to perform a standard installation of this software
on the disk “Macintosh HD". B " "
© Destination Select Click a Install.
© Installation Type
Installation
Summary
(V]
Change Install Location... g
‘! Q
Go Ba I Install I -
) Installer is trying to install new software. Type

your password to allow this.

Q When the window prompts you to type in your

: Taro Kei ; O
SEnenl Taro Keio password, type your macOS account password in @ = 4
Password:| eeccecee " " . P " (92)
I I Password.” Then, click @ "Install Software. —
=.
Cancel r:_)'_
D
)
wn
[ ] ‘& Install Ricoh_PS_Printers_Vol3_DOM_LIO Driver
The it ion was
@ Introduction
o License
© Destination Select veri | | | | .
When the driver installation is finished, click @ "Close."
o Installation Type
@ Installation The installation was successful.
- G The software was installed.
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( T
New -

General Desktop &
Screen Saver

= L

Displays Energy
Saver

S ©)
iCloud Internet

Accounts

n ®

Dock

=

Keyboard

[_{,q

Extensions

@

System Preferences.

8 o

Mission  Language
Control & Region

CIEER—)

a o

Security  Spotlight  Notifications
& Privacy

Mouse Trackpad

@ 0

Network  Bluetooth

\Q\ &

Printers & | Sound
Scanners
Sharing

= © @

Name

Default IP  Windows

n Customize Toolbal

Users & Parental  AppStore  Dictation  Date & Time  Startup Time  Accessibility
Groups Controls & Speech Disk Machine
) < Printers & Scanners Q
No printers are available.
Click Add (+) to set up a printer.
Default printer: | Last Printer Used
Default paper size: A4 B ?
000 o Add
e 2
Default IP  Windows Search
Name ~ Kind
Name:
Location:
Use: <
00 Add

v Icon and Text

Icon Only
Text Only
Hide Toolbar

Use Small Size

Esamh

~ Kind

86

Open "System Preferences” and click @ "Printers &

Scanners.”

The next procedure will be for the black-and-white
printer (monoprn), but if you would like to use the color
printer (colorprn) as well, set the monoprn printer first,
then follow STEP19~35 again; this time choose"colorprn”

instead of “monoprn.”

Click @ "+

20

Hold the control key and click the @ blank space at the

top of the window.

If you are using a trackpad and do not know how
to right click, open “System Preference” and select
“Trackpad.” Then click “Secondary Click” from “Point &

Click” tab to configure your right click settings.

Click @ "Customize Toolbar..."



Default 1P Windows Search

ges -

Drag your favorite items into the toolbar...

le & <« [

Advanced P Default Search Space

Windows

... or drag the default set into the toolbar.

Flexible Space

L@ & @

Default IP Windows Search

Show Icon and Text ~ Use small size

e

Add

[ ) [ )

. S
2@ & U a
Default P Windows Advanced Search

Type v EPSON FAX
Fax

inting Protocol (https)
nternet Printing Protocol (IPpPS)
Jetdirect

LPD/LPR Host or Printer
Windows printer via spoolss

Name:
Location:
Use: Choose a Driver...
[ RO Add
M
S @& o a
Default IP Windows Advanced Search
Type: Internet Printing Protocol (https)
Device: Another Device
—

URL:§ https://cnsipp.sfc.keio.ac.jp/monoprn?waitj

o

(2]

Name:l monoprn

CNS Printers 4

27

Drag and drop the @ "Advanced” icon onto the menu
at the top of the window. Click @ "Done” and click the

"Advanced” icon you just added.

23

Select @ "Internet Printing Protocol (https)” from "Type.”

24

Type one of the printer addresses as below in @ "URL.”

Black-and-White Printer (Monochrome):

= https://cnsipp.sfc.keio.ac.jp/monoprn?waitjob=false

Color Printer:

= https://cnsipp.sfc.keio.ac.jp/colorprn?waitjob=false

Location:

Use: Choose a Driver...

(o)

Name: monoprrl

Location:

UST
o

Generic PostScript Printer

Select Software...

Other...

Type name in @ "Name." If you are setting up the black-
and-white printer, type "monoprn.” If you are setting up

for the color printer, type "colorprn.”

23

Select @ "Select Software..” from "Use.”

3/

dn ueig

NV SSO[S4M

ITEIN SND

M
=
(T2}
-
=
>
=
(D
-
wn

N




4 CNS Printers

@ Printer Software

o|\Q|

EPSON Remote Print

HP DeskJet Series

HP LaserJet Series PCL 4/5
Intellitech IntelliBar Label Printer, 2.1

Oki 24-Pin Series
€.)k| 9-Pin Series

RICOH IPSiO SP C841 PS color
———

RICOH IPSiO SP C841 PS mono

Gebra CPCL Label Printer
Zebra EPL1 Label Printer

Zebra EPL2 Label Printer

Zebra ZPL Label Printer

3]

Cancel

Type: Internet Printing Protocol (https)

Device: = Another Device

Name: | monoprr|

Location:

URL: https://cnsipp.sfc.keio.ac.jp/monoprn?waitjob=false

Use: RICOH IPSiO SP C841 PS mono

o Add

Printers

Printers & Scanners Q|

<= monoprn
L Idle, Last Used \
CHE

Location:

monoprn
Open Print Queue...

Options & Supplies...

Kind: RICOH IPSIO SP C841PS mono

Status: Idle

Share this printer on the network

Default printer: = Last Printer Used

Default paper size: = Ad

Sharing Preferences...

New Tab
KEIO SFC Open File...

Open Location...

Undergraduag  Glose Window
Close All Windows
I SEARCH (
Save As...
Language used i
Share

Export as PDF...

Family

S
Pring Export Bookmarks...

Studies
2014 Curriculum

Open in Dashboard...

Import Bookmarks...

3 Safanliﬂu\few Hlstory Bookmarks Window Help
lew’

New Private Window {}SGN

®T
80 5
®L
0BW {uate
X OBw
?)
03S Keio
se Name
= Faculty
Grad

Facu lty

1. Research Seminars

vuB.sfo.keio.ac.jf

88

20

If you are setting up the black-and-white printer, select
@ 'RICOH IPSIO SP €841 PS mono” from the list. If you
are setting up for the color printer, select @ "RICOH
IPSIO SP C841 PS color.” Then, click @ "OK.”

You can find the printer software easily by typing
“RICOH" in @ “Filter” column.

2/

Click @ "Add."

28

Printer setup is completed.
However, it is highly recommended that you automate

the authentication process CNS printers require before

printing. Follow the instructions below.

29

Print any kind of file or webpage (As an example, the

SFC website is used).

Click @ "Print.." from the menu @ "File.”
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w 1
&
T | — ) )
Copies: |1 2 Two-Sided
" — pages: Al [ C
(Undergraduate[14]) o
ujisawa Campus
. B The print menu will be displayed. Select "monoprn" for
inagement
me Information Studies . " "
and Governance black-and-white documents, or "colorprn" for colored
o ey y 2016 ) ) )
T umn ] documents in @ . Then, click @ "Print.”
n
lof Policy Management.
fof Environment and Information
o e -
!nlmduclory o ? PDF Show Details Cancel -.: . u é 2
=
@
(@)
wm
wm
. . . . " " ’_
Click the bouncing icon in your dock @ "monoprn. jZ>
[ 3
=
wn
[ NON ] = monoprn - 1 Job z
W ¥ =5
Pause Settings

KEIO SFC COURSE SUMMARY 2018

D Click @ the refresh icon.

Hold for Authentication - ‘Filter” failed, 2 pages

33

- Enter your name and password for the printer

M
=
(T2}
-
=
>
=
(D
-
wn

L— | “monopm” Type your CNS login name in @ "Name” and your CNS
¥ 1 | e I | 1PP password from STEP 03 in @ "Password.” Check
passul@ [ceees ] | © "Remember this password in my keychain” and click

9 I Remember this password in my keychain I

[ BON ] 1= monoprn : ; 1
Pause Settings

Once the job is cleared from the window, the printing

@ o

job has been sent successfully to the printer.

Printing from Your Mac (macOS) is completed.
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5 Antivirus

Protecting Your Computers from Security Threats

ll Damage Caused by Computer

Viruses

Once your computer is connected to the internet, there
is a risk that your computer could be infected with
viruses or other malicious software designed to exploit
flaws in your computer. If infected, any of the following

could occur without your knowledge.

. Theft of personal information

. Emails with spam or viruses are sent to people in
your address book

. Your computer participates in attacks against other

computers or networks

Computers infected with viruses or malware will
generally try to spread and infect other computers on
the network. In order to prevent the spread of malware,
ITC reserves the right to, without any prior notification,
restrict internet access for devices possibly infected with

malware.

92

O ? Antivirus Software

In order to minimize the risk of computer malware,
you should ensure your computer is updated regularly
(please refer to [p.105: How to Update Your Windows /
macOS System] ) and install antivirus software to help

detect and remove any viruses on your computer.

03 Using ESET Smart Security

Keio University provides every student, faculty, and staff
member with a license to use "ESET Smart Security" for
Windows or macOS (on one computer). The following

pages describe how to obtain and install this software.

Please note that antivirus software often does not
function properly if you install two or more antivirus
software programs on your computer (such as another
program or a trial edition). If you have any other
antivirus software installed on your computer, you

should uninstall them before proceeding.
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U1

=
)
=g
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Installing Antivirus Software
on Your PC (Windows 10)

- .
keio.jp 26
Keio University CALAMVS GLADIO FORTIOR w
w
20147F11811H&Dkelo.jp DRBRNBOET s il Open a browser and go to the URL: ™D
keio.jp renewal on November 11, 2014 Detail 2
= http://keio.jp/ D
«»
O 2345/ Log in to :
keio.jp7R—%)L / keio.jp Portal 7 Type your keio,jp ID (or “lyour CNS login namel@sfc.keio.
ID: s P I u
- — acjp”) in @ “ID" and your keio.jp password (or “your CNS
t.keio@keio.jp . N e , e
login password”) in @ “Password.” Then, click @ “Login.
Password:
-
XYY YYYYYYY) > 7
@)

O: 9> s)RT— E%ZFIFAT S/ Use One-Time Password

° =]

HMAEH A X (User's Guide) H7R—b (Support Desk)
A )R T— BIZDWT (About One-Time Password)

0”2 zs

Application Information —— g
o o
)

Q

<

scaonzmn

e Click @ "English” at the top of the page.

(©)2014 Ko Urversty.

03

Click @ "Software Licensing Center” from the @

"Service” menu.
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Y7 b9 TR A€ AR
“Softw Conter

Y7 b9 THAT A €2 ARW
“Software Licensing Center-

Y7492 7HRS (€2 2RR
censing Conter

Y7 b9z THAT A €2 AR\
Software L Center-

10 L

94

04

Click @ "Agree" in the "ESET" row to read the EULA (End-
User License Agreements).

Doing so does not mean that you have agreed to the
EULA for ESET yet.

05

If you agree to the EULA (End-User License Agreements)

and the Rules and Policy, click @ "Agree."

If you don't agree to the EULA or Rules and Policy, then

you may not use ESET and should not continue.

06

Go back to the license list.
Then, Click @ "Detail."

0/

You can check your @ License Key for ESET on this page.
You will use the @ License Key in STEP 14,

03

Go back to “license list,” and click @ "download.”
Certification from keio.jp is required, so login referencing
STEP O1.



AV Zb=NTOY S A #90—RR— - Install Program Download Page -
VAN RAERT —IR— ATy 7 TF—PLTHICBHOODEBAL TZEL,
[EAFIARIF]

% ESET(EAFIARMIDIZ 0S, B3R, 32/64bit DFRTOBBEBL T, DEYITDOE 1 S/ ADH DR
°7.

BEEFLT RS - Security Products -
VIO T EH 0s BEER English
Product Name 32bit | 64bit 32bit 64bit
ESET Internet Security V11 5(?7/1 ';"4;)" z"""ﬂ
Soa—f Download
ESET Cybersecurity Pro V6.x| Mac  ((macOS High SierraT#4/5)|(Up to macOS High Sierra)
(149MB) (109MB)
7> F94)vABE - Anti-Virus Products -
VINITT & o5 EEST English
Product Name 32bit | 64bit 32bit | 64bit
tind. Sorn—k Download
R — 5 X
share  view 9|
1 I QB | Bt

) B
i O | Qs L G sectnone

ptitory (i men secion

© v [l ThSRC > Downioads > A-H

ame

s+ Quekaceess

n Deskton

(© eset internet secuity lve instaler Application

 Downioats
3 Documents

@ Oneprive

»ouonnln

o pictues

@ OneDrve

INTERNET SECURITY

Install ESET Internet Security

All
Enjoy using your computer as you work, play and connect - protected by

ESET Internet Security. The solution combines antimalware protection with
antispam, personal firewall and parental control

-One Internet Security

B cgiisn v

(es[R) INTERNETSECURITY

End-user license agreement

IMPORTANT: Please read the terms and conditions of product application set out below carefully prior to
download, installation, copy or use. THROUGH DOWNLOADING, INSTALLING, COPYING OR USING THE
SOFTWARE YOU ARE EXPRESSING YOUR CONSENT TO THESE TERMS AND CONDITIONS.

Software End User License Agreement

Under the terms of this Software End User License Agreement (hereinafter referred to as "Agreement’) executed

by and between ESET, spol. s 1. 0., having its registered office at Einsteinova 24, 851 01 Bratislava, Slovak

Republic, registered in the Commercial Register administered by Bratislava | District Court, Section Sro, Entry

No 3586/8, Business Registration Number 31333 535 (hereinafter referred to as "ESET" or "Provider’) and you,

a physical person o legal entity (hereinafter referred to as "You" or “End User"), You are entitled to use the

Software defined in Article 1 of this Agreement. The Software defined in Article 1 of this Agreement can be

red on a data carrier, sent via electronic mail, downloaded from the Internet, downloaded from the

Gvider‘sewers or obtained from other sources, subject to the terms and conditions specified below. v

1Do Not Accept Print Save

Antivirus 5

09

Choose the installer that is compatible with your
Operation System.

Click @ "Download" to download the installer.

Open the @ download installer.

Click @ "Continue."

Click @ "I Accept.
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5 Antivirus

INTERNET SECURITY

I have a license I don't have a license yet

@ Free trial

se you purchased online or in astore. | Test this product for FR
only need an email add:

«lrmey a License Key

Useall for a limited time. Yo

cense

license

icense for this or o

INTERNET SECURITY h
Enter a License Key

I
INTERNET SECURITY N
ESET Internet Security will be installed

ind connect - protected by ESE]

INTERNET SECURITY

There is power in numbers. Get the maximum level of protection.

The ESET LiveGrid® feedback system allows us to collect information about suspicious objects, which we process automatically to create
detection mechanisms in our cloud system. We then immediately apply these to ensure that our customers have the maximum level of
protection.

[ Enabe ESET LiveGrid® feedback system (recommended]

Detection of ially

ESET can detect potentially unwanted applicat
pose security risk but they can affect computer's performance, speed and reliability, or cause changes in behavior. They usually require user's
consent before installation.

 and ask for confirmation before they install. Potentially unwanted applications might not

o) Enable detection of potentially unwanted applications

Disable detection of potentially unwanted applications

3

Change installation folder

96

Next, you will need to activate the software in order to
use it.

Click @ "Enter a License Key."

Enter your License Key from STEP 07 in @, then click @

"Continue."

Click @ "Continue."

We recommend you check @ and @ , then click ©
"Install." This will enable all the features provided by
ESET.
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INTERNET SECURITY

Installation successful

=
)
=g
<
=.
e
)

ESET Internet Security has been successfully installed on your computer.
Your computer will be continuously checked for viruses and malware.

Click @ "Done" to complete the installation process.

Click Done to complete the product setup and begin activation process.

Learn about security: ESET Knowledgebase

Connect with ESET: £ Facebook ¥ Twitter &Youtube

(@s[E) INTERNETSECURITY

Vv You are protected

Home

SI9AI9S SN

Computer scan
et It is strongly recommended that you scan your

Tools

Setup a

computer regularly and click “Computer scan” after

@ B Q O »

Help and support

finishing.

S you computer Banking & Paymrt Connected Home Installing Antivirus Software on Your PC (Windows 10) is

completed.

ate: Less than a minute ago.
alidity: 4/30/2019

97/



5 Antivirus

Installing Antivirus Software
on Your Mac (macQO5)

keio.j
eiojp
Keio University CALAMVS GLADIO FORTIOR

201411118 & Dkeio.jp DEERHH D E 9,
keio.jp renewal on November 11, 2014 Detail

0741 v3HR/Loginto :
keio.jp7R—#%JL / keio.jp Portal 3

1D
ol t.keio@keio.jp

Password:

175 A LISRAT— R%EF|FAYT B/ Use One-Time Password

[ -eron Jromncxsaiao-ram acraz

Application Information secan
cmpnann 5939 << AR 9-vA A7 eres
@ BHEXEUATL I v SRFLAYFFYROBMSE L]

- *m JATA - PRAME - WMUAT AR, J—/~X> T AORDT
© BR-MRXRA7L | KOSMOS* —E Rk (7/26 13:00 -7/27 8:00) DHEASE e

ST —CARMEWELRT, BN 07A20(8) 1300 ~ 27E(N)0.

e

e

e
Ll FROWMBUBIERLLTEDETOT, PRI AT LENRT SZEHTEREA,  BE TH
@ WEX-L7RLARR

3 kelojp

Application Message

Open a web browser and go to the URL:
= http://keio.jp/

Type your keio,jp ID (or “[your CNS login name]@sfc keio.

acjp”) in @ “ID” and your keio.jp password (or “your CNS

login password”) in @ “Password.” Then, click @ “Login.”

0”2

Click @ "English” on the top of the page.

03

Click @ "Software Licensing Center” from the @

"Service" menu.
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U1
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Y7 b9 THRI A€ AR
~Software Licensing Conter- 1

Click @ "Agree" in the "ESET" row to read the EULA (End-

User License Agreements).

Doing so does not mean that you have agreed to the
EULA for ESET yet.

M 6
=z
wn
w
- D
agree to the. to use this software or tool. -
OLOADNG. MOTALLAG. oG OR VNG T SoFTAARE YO0 ARE EXPREON G YU SONBENT 10 TS TS A CONDITIONS <
Bt @
B e o e s B S, . wn
e S e e e If you agree to the EULA (End-User License Agreements)
e and Rules and Policy, click @ "Agree."
s
If you don't agree to the EULA or Rules and Policy, then
you may not use ESET and should not continue.
R e o T
> /
o S e
e
RELEEYL L ERES2S | O 6
-Software Licensing Center-
Go back to the license list.
Click @ "Detail.”
> 8
- — ©
ey e = ©
s (D
B PR, == >
= - Q
R e >

V7 b2 7HAT A €Y 2RiE

-Software Licensing Center-

You can check your @ User Name, @ Password, and

ESETiLicense for 2016 fiscal year) [Agreed]

© License Key for ESET on this page.

to the details on the following Information.

g§ You will use @ License Key in STEP 26 so don't close the
wen O/ page until the download is complete.

T EseT( 2
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Y7 b9 2THA? (€2 ARH
~Software Licensing Center-

10 tat

Binformation

i6oes @R ASATACINT

s

UIIEPRCHRA IR ETOT. W

wn

T T TreTY
W Avalable List
S oo e

s
e ‘6

[rp——— Jomrenia
e T——— f - ot
ok et (OO0 omreran ot
Maartcar St (OS2 Ao orens N O Ol
5795 24 OIS 125 Aamermmeia T
Aron 24 0 BRRRS 13 2) Ameommeia Nwe Do oot

ESET products
AV AN=NT OS5 b ¥ 0—KR— - Install Program Download Page -
VANRAERET —FR—RT YT TP TRICBRHObOEBAL TS,
[BAFIAAT]

XESET(AFIAMIF)IX0S, B3R, 32/64bitDF RTOMBEBLT—A1 51 RORHTT,

BELFUTHEER - Security Products -
VIrILT R 0s B&FER English
Product Name 32bit | 64bit 32bit 64bit
ooy | Tk | o
ESET Smart Security V9 (Windows| (Wlndo(\fllss17(:4§)‘t’ﬁ=jm Windows10) Windows10)
(100MB) (104MB)
ESET Cybersecurity Pro (Snow L Capitan Download
4 Mac " P (Snow Leopard - El Capitan)
Ve i) (83.4MB)
(129MB) i,
7>F 94V AW - Anti-Virus Products -
VI ‘ & | EE T English
Praduct Name [T 2ohie T aakr | ET T Adhir

[E] ESET Cyber Security Pro

(es[) CYBER SECURITY PRO

Get Info
Compress “Install ESET Cyber Security Pro”
Make Alias

Quick Look “Install ESET Cyber Security Pro”
Share >

Copy “Install ESET Cyber Security Pro”

A app” is an
Internet. Are you sure you want to open it?

d from the

“Installer.app” is on the disk image “eset_cybersecurity_pro_en.dmg".
Firefox.app downloaded this disk image today at 11:48.

| Don’t warn me when opening applications oos disk image

I Open I

? Cancel Show Disk Image

03

Go back to the license list and click @ "Download.”

09

Click @ "Download" to download the installer.

Open the file you just downloaded. Then double-click
the @ icon. Right-click “install,” then click @ "Show
Original.” Then double-click “Install.pkg.”

Click @ "Open."



Install ESET Cyber Security Pro

This package will run a program to
determine if the software can be installed.
To keep your computer secure, you should only run
programs or install software from a trusted source. If
you're not sure about this software's source, click
Cancel to stop the program and the installation.

Cancel

Go Back Continue

@ Install ESET Cyber Security Pro

=]

© Introduction
Read Me
License
Version Check
Setup
Destination Select
Installation Type
Installation

Summary

Welcome to the ESET Cyber Security Pro Installer

‘The Setup Wizard will install ESET Cyber Security Pro on your computer.

Warning!

To avoid serious conflicts, it is critical that you uninstall any other
security applications such as antivirus or anti-spyware programs before
continuing installation.

IMPORTANT:

Your software is not activated yet. Please follow these simple steps
to complete activation:

e Go through the installation process

o "ESET Activation" will appear on your screen after successful
installation

e Follow instructions to activate the software o

Continue

© Introduction

© Read Me
License
Version Check
Setup
Destination Select
Installation Type
Installation

Summary

(©) Install ESET Cyber Security Pro

Important Information

System requirements

« Mac computer with an Intel processor

« Processor architecture: Intel 32-bit, 64-bit

e MacOSX:10.6 - 10.11

«  Memory: 300 MB

* Disk space: 200 MB

Print... Save... Go Back

@ Introduction

© Read Me

© License
Version Check
Setup
Destination Select
Installation Type
Installation

Summary

(&) Install ESET Cyber Security Pro

Software License Agreement
English

IMPORTANT NOTICE: Prior to download, installation, copy or
use please read the below terms of the product application.
BY DOWNLOAD, INSTALLATION, COPY OR USE OF THE
PRODUCT YOU EXPRESS YOUR CONSENT TO THESE TERMS
AND CONDITIONS.

End User License Agreement for Software Use.

This agreement on software use (the “Agreement”) executed
by and between ESET, spol. s r. 0., with its seat at Einsteinova
24, 851 01 Bratislava, registered in the Commercial Register
of the District Court Bratislava |. Section Sro, Insertion No
3586/B, BIN: 31 333 535 (the “Provider”) and you, a physical
or legal person, (the “End User”) entitles you to use the
Software defined in Article 1 hereof. The Software defined in
Article 1 hereof may be stored on a CD-ROM o

madium cant via alactranic mail _downlnadad

Print... Save... Go Back

Antivirus 5

Click @ "Continue."

Click @ "Continue."

Click @ "Continue."

Read the EULA (End-User License Agreement) carefully.
If you agree, click @ "Continue." If not, you may not use
ESET.
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5 Antivirus

To continue installing the software you must agree to the terms of
the software license agreement.

g 0| Click Agree to continue or click Disagree to cancel the installation and
© Rei quit the Installer. ror
|4
@
\MS
R | Read License Disagree
Se|

Destination Select .

End User License Agreement for Software Use.
Installation Type
This agreement on software use (the “Agreement”) executed
by and between ESET, spol. s r. 0., with its seat at Einsteinova
24, 851 01 Bratislava, registered in the Commercial Register
of the District Court Bratislava I. Section Sro, Insertion No
3586/B, BIN: 31 333 535 (the “Provider”) and you, a physical
or legal person, (the “End User”) entitles you to use the
Software defined in Article 1 hereof. The Software defined in
Article 1 hereof may be stored on a CD-ROM or DVD

maditum_cant via alactranic mail_downlnadad fram tha

Installation

Summary

Print... Save... Go Back Continue

(&) Install ESET Cyber Security Pro a

[ ) (&) Install ESET Cyber Security Pro

D

Version Check

New version of ESET Cyber Security Pro found! For maximum
protection and product stability, please install the latest version.

@ Introduction
© Read Me

Li .
® Recent version is 6.2.6.0
\Sxion Check List of new features:
SRR Version 6.2.6.1
Destination Select
Fixed: Version check displayed correctly if changelog contains non-

Installation Type ASCII characters

¢ ixed: Kemnel panic in Uninstall during high load
Installation Fixed: "Shut down computer after scan" functionality causes shut
s down at every system startup
Ll Fixed: GUI crash caused by enabling removable media blocking
Eivck: Madin Cantenl e hianle antn. in caan taraste shan
I Download and install new version I
et cogack || Coninue ]

€] Install ESET Cyber Security Pro
Choose destination to save new installation package

L3

o lntroducton Save As: eset_cybersecurity_pro_en_.dmg v
© Read Me TEEE
© License Where: Documents

-2 5

Version Check
Destination Self
Installation Type
Installation

Summary

Go Back

This package will run a program to
determine if the software can be installed.
To keep your computer secure, you should only run
programs or install software from a trusted source. If
you're not sure about this software’s source, click

Cancel to stop the program anwga\\aliom
Cancel

Go Back Continue

Click @ "Agree."

Make sure @ "Download and install new version"

checked. Then, click @ "Continue."

Click @ "Save."

Click @ "Continue."

S



Introduction

.
© Read Me
© License
.

Version Check

Setup
Destination Select

Installation Type
Installation

Summary

) (€) Install ESET Cyber Security Pro
Installation Mode
o Introduction Plea.se chogse whe(h.er to install ESET Cyber Securi.ty Pro with
Typical settings (provides the best balance of security and
© Read Me speed) or select Custom for additional configuration options.
© License
© Version Check
© Setup
Destination Select
Installation Type
Installation
Summary o Installation mode
Custom
(esl} Go Back
(] (&) Install ESET Cyber Security Pro
ESET LiveGrid®
RS Ther_e is power in numberﬁ, ESET Live_Grici‘3 gives you the
maximum level of protection and provides faster scanning
© Read Me using the latest intelligence collected from millions of ESET
o License customers from all over the world.
© Version Check (% Enable ESET LiveGrid® (recommended) I
© Setup
Setup...
Destination Select
Installation Type
Installation
Summary
(es
®cC (€) Install ESET Cyber Security Pro
Potentially Unwanted Applications
o B con Potentially unwanted applications are programs that usually
require the user's consent before installation. They might not
® Read Me pose any security risk, however, they can affect your
o T computer's performance, speed and reliability as well as
change its behavior.
© Version Check
© Setup
Destination Select
Installation Type
Installation
Enable detection of potentially unwanted applications
Summary 9
i5akle Geleclion of polenually Unwanied applications.
(esCh Go EacE
® (€) Install ESET Cyber Security Pro

Standard Install on “Macintosh HD"
This will take 125.6 MB of space on your computer.

Click Install to perform a standard installation of this software
on the disk “Macintosh HD".

Change Install Location...

Go Back

Antivirus 5

U1

20

Make sure that @ "Typical (recommended)" is selected

=
)
=g
=
c
)

for installation mode. Then click @ “Continue.”

SI9AI9S SN

Make sure that @ “Enable ESET LiveGrid (recommended)”
is checked. Then, click @ “Continue.”

Ov4
~

27

If you want to use the function shown on the window,
select @ "Enable detection of potentially unwanted | _ o
applications." If not, select @ "Disable detection of
potentially unwanted applications." Then, click ©@

“Continue.”

xipuaddy

23

Click @ "Install."
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- Installer is trying to install new software. Type

. your password to allow this.

Usern Keio_SFC
Password: fessses |
Cancel nstall Software
[ ) (©) Install ESET Cyber Security Pro a
The i lion was
Introduction
Read Me

» License
Version Check

S The installation was successful.
Jie=ticton select The software was installed.
Installation Type
Installation

Summary

(esfld ose

° CYBER SECURITY PRO

I have a License Key I don't have a license yet

sl o Free trial license

Test this product for free for a limited time. You only
need an email address.

> Purchase license

GG purchase a full license for this product from your
local ESET distributor.

Where can I find the License Key? Activate later

Your device will not be fuly protected until you

z :

1 have a Username and Password, what do | do?

° | CYBER SECURITY PRO

Activation was successful

ESET Cyber Security Pro can now receive regular updates to find and
clean the latest malware.

Computer name: net93-dhcp-55sfckeioacip

24

When the window prompts you to type in your

password, type your macOS account password in @

"Password." Then, click @ "Install Software."

23

You have successfully installed ESET Cyber Security Pro

on your Mac.

Click @ "Close."

20

Windows are shown as a result of activation.

Enter your License Key from STEP 07 in @ "License Key."
Then, click @ "Activate."

2/

Click @ “Done” after the activation.

Installing Antivirus Software on Your Mac (macOS) is

completed.
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How to Update Your Windows / macQOS System

Are Software Updates Important? % 6
oY
When a bug or vulnerability is discovered in a piece  before users are able to update their computers, so (-<_|;
of software, a software publisher will often release an  users should apply software updates as soon as possible. \
update to fix any problems. For example, Windows  Please ensure all your software is up to date to help
Update (on Windows PCs) and Software Update (on  keep your computer safe on the internet. The following
macOS) regularly receive updates designed to keep  pages describe how to install operating system updates
users safe. Many other software vendors have similar ~ (on Windows and macOS) and configure your computer -
ways to provide users with updates. Software updates fix ~ to check for updates automatically. 5 7
bugs and are crucial for information security. Malicious
hackers will often attempt to exploit vulnerabilities
Updating Your Windows System (Windows 10)
K| agobemegabncocercczors = |
Adobe Photoshop CC 2018 O > 8
) s coo ] S
N - 2
e Click the Windows icon in the lower left corner of your g>_3_

screen, then click @ "Settings.”

B eecover2

Windows Seftings O
i - 2

On the left screen, click @ “"Update & security."
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< setting:
@ UPDATE & SECURITY
Windows Update

Windows Defender

Backup

Recovery

Activation

For developers

[[Finasatiing

Windows Update

Updates are available.
- Security Update for Adobe Flash Player for Windows 10
Version 1511 for x64-based Systems (KB3163207).

« Windows Malicious Software Removal Tool for Windows 8,
8.1, 10 and Windows Server 2012, 2012 R2 x64 Edition - May
2016 (KB890830).

« Cumulative Update for Windows 10 Version 1511 for x64-
based Systems (KB3156421).

Details

We'll automatically install updates when you aren't using your
device, or you can install them now if you want.

Looking for info on the latest updates?

Learn more

Advanced options

© Windows Defender
7 sadup

2 Toubleshoot

D Recowery

© Adhation

& sindmy deuce

B or developers

8 Windows insidr Program

Windows Update

Update status.

JRov——
20 07364 37108 Widons 0 esion 70 4327 073
Pt

Looking for info o the st
updates?

- Microsoft Office 2016 (KBA022214) 64 M DEIT07500
Relted ks

Update settings

Windows runeing smoothy.

03

Select any updates that appear, then click @ “Install

"

now.

04

Depending on the type of updates that are installed,
you may need to restart your computer in order for all
the updates to install properly. If necessary, save your

work and reboot your computer.

Instructions for updating your software is now complete.
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Updating Your Mac System (macOS)

[ICH Finder File Edit View Go Window Help O /I

From the Apple menu on the menu bar at the top of the

>
S
=g
=.
=
c
(92]

screen, click @ "App Store..."

If you use a macOS version prior to macOS Mavericks, O 6
Log Out Taro Keio... +3%Q =
the menu bar will say "Software Update" instead of "App w
w
Store" in the Apple menu. @
<
D
A
-
O 2 = /
. . @)
The App Store will launch. If you see any update(s), click
@ "UPDATE ALL" or @ "UPDATE."

Updating Your Mac System (macQOS) is completed.

COLUMN vol.2
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1

Using CNS Servers

What are CNS Servers ?

O II What are Servers?

Servers are computers or software that provide services
and data to other computers on networks. CNS mail and
other CNS services are hosted on internal CNS servers.
This section provides details about personal storage

available on CNS.

O ? Storage Assigned to You

Every student at SFC is assigned 80GB of storage on the
CNS network. The storage is used by your e-mail and
can also be used for personal purposes, such as storing
reports, photos, backups, etc. However, if your storage is
fully used, your e-mail will no longer work properly. Be
sure to leave some space for e-mails in your storage.

Please refer to the list below to find the path of your
home directory, depending on the operating system of

the CNS computer you will use.

03 Upload Using SSH

You have direct access to your CNS storage from
on-campus computers. However, if using your own
computer, you must use SSH (Secure Shell) to upload
files onto the CNS servers. Instructions for this are given

in [p.111: Remote Access to CNS Servers] .

O4Upload Using SCP/SFTP

You can upload files to the CNS servers using SCP or
SFTP. Instructions on how to use WinSCP on Windows,

and Cyberduck on macOS will be given in this section.

Directory

Path on CNS Servers

macOS Home directory

/home/ [your CNS login name]/CNSiMac

Windows 10 Desktop directory

/home/ [your CNS login name]/10DataCNS/CNSDESKTOP

Windows 10 Document directory

/home/ [your CNS login name]/10DataCNS/Documents
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U1

2

Remote Access to CNS Servers

SNJIAIUY

What is Remote Access ? % 6
w
Even if you cannot access on-campus computers  In this section, instructions for remote access on ;—2
physically, you can still access CNS servers remotely ~ Windows 10 and macOS are provided. For more g
using the SSH protocol. information about CNS servers, please refer to the
following URL:

= http://www.sfc.itc.keio.ac.jp/en/top_sfc.html

-
> /
®;
Access Remotely from Your PC (Windows 10)
SFC-CNS Passwords O ’I
CNS login name || sioo o
CNS login passwordfl e 9
:mz First, you will need to create a public and private key tolog
Shonan Fujsana 6. ko Unversy | 1N 10 CNS servers remotely. Navigate to the following page, %)> 8
then enter your CNS login name at @ , and password at @ . _(QD
Then click ® “Login.” 8_
=

= https:/itcsecure.sfc keio.ac.jp/form/password/

SFC-CNS Passwords

| NS SSH Key
BRSO T ey )
Database Password m m N ’
U= Public key List Select @ "CNS SSH Key."

NS S ey ¥ — X7 DIk (Generate key pair)

1. SR7 3 T { 72 & \a(Enter passphrase)

2. FTORY &2 Y v 7 LTL & (Click this button)

Generate key pair
PR A DA B D B i(Add public key)
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|CNS SSH Key
BEEHDARBOIESE (Public key list)

Public key List

ﬁ&?@(’ﬁﬁ‘i(Generate key pair)

TSR 7L —ZEAD| T oo

W\ (Enter passphrase)

I-[fmgm #7310 0/ 7L—X ]

lick this button)

Generate key pair

|CNS SSH Key

F—RFHMERSTNE LT,
(Key palr has been generated successfuly.)
— RARBShE

WEBR (Private key)
« ¥ v0O—RESEDHAAETT (You can download only this time)

« Mac, Linux¥TfIF Y 3188 1¢ chmod 600 Zxhd'Ic
(If you use on Mac/Linux, Please chmod 600 this key.)

(Downlaod wnII be started automaticaly)

+ireabai

jlly0TasJ

5yeHzq0
T WTYIL

LIMxKgr

SoFF/y-

aMxhf

rrrrr END RSA PRIVATE KEY---—— 4

B3 pownload PuTTY - a frec X | +

€ > 0

| puryors

Download PuTTY

PuTTY is an SSH and telnet client, developed originall
by a group of valunteers.

T]0

You can download Pu

Below suggestions are independen

Bitvise SSH Client

Bitvise SSH Client is an SSH and SFTP client for Winds
supported by PuTTY, as well as the following:

+ graphical SFTP file transfer;

Download PuTTY: latest release (0.7

Package files

You probably want one of these. They include al the PUTTY utilities.

ot sure whether ¢ 32-bit or the 64-bit version? Read the FAQ entry.)

F1P)
FIP)

0.70.cax 2z (orby FTP) (signature)

il provide all of these (except PUTTYel), bur you can download them one by one if you prefer

64-bit version? Read the FAQ eatry.)

(or by FTIP) (signatue)

03

Next, you will be directed to the page which requires
you to set a password for your keys. Enter your passphrase
in @ and click @ "Generate key pair." This passphrase wiil
be used in STEP 13.

04

Click @ "Download." Download your secret key and save

it to any location on your computer.

05

Windows does not have a SSH client preinstalled. You
must install dedicated software. We will use "PuTTY”
as an example. Access the below link, and click
O "here"

= https://www.putty.org/

06

Click @ "putty-64bit-0.70-installer.msi" and save it to any
location. If your operating system is 32-bit, click the link

for 32-bit and download the installer file.



@3 PUTTY release 0.70 (64-bit) Setup —

Welcome to the PUTTY release 0.70
(64-bit) Setup Wizard

The Setup Wizard will install PUTTY release 0.70 (64-bit) on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

[ PUTTY release 0.70 (64-bit) Setup -

Product Features

Select the way you vant features to be installed.

s X_v| Add shortcut to PUTTY on the Desktop
_=3-| Put install directory on the PATH for command prompts
=3~ | Associate PPK files with PuTT¥gen and Pageant

This feature requires 3713K8 on your hard drive. o

| sk | ©nsal

1 ==

PuTTY release 0.70 (64-bit) Setup -

Completed the PuTTY release 0.70
(64-bit) Setup Wizard

Click the Finish button to exit the Setup Wizard.

[“] View README file

N e

CNS Servers 6

0/

Open the file you just downloaded.

Click @ "Next."

03

Confirm that “Install PuTTY files” is selected, then click @

"Install.”

09

Click @ "Finish."

Open "PuTTYgen" from Start menu.

SNJIAIUY
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& PUTTY Key Generator
File Key Conversions Help

Key
Mo key

Actions

Generate a public/private key pair
Load an existing private key file
Save the generated key

Parareters

Type of key to generats:

Gienerate

o——

Save public key

Saue private key

The secret key you downloaded in STEP 04 is stored in

OpenSSH format, so we are going to convert to a format

usable by PUTTY.
Click @ "Load."

@ RsA DS O EcDSA O ED25519 ) 55H-1 (RSA)
Number of bits in a generated key
B Load private key: X
-« ~ 4 2> ThisPC > Documents + |0 | search Documents P
Organize =  New folder - m @
~ Name Date modified Type Size
X Downiosts oter SERUTIOSIN el Click @ and change to "All Files(**)."
Do Then, choose the file you downloaded in STEP 04 and
s click @ "Open."
8 videos
Q G

PuTTYgen: Enter Passphrase x

Enter passphrase for key
¥ssh_key
- |

Type the passphrase you typed in STEP 03.
Then, click @ "OK."

PuTTYgen Notice

Successfully imported foreign key

(OpenSSH SSH-2 private key (old PEM format)).
To use this key with PuTTY, you need to

use the “"Save private key” command to

save it in PuTTY's own format.

Click @ "OK""




E PUTTY Key Generator ? X

File Key Conversions Help

Key
Public key for pasting into OpenSH authorized keys file

ssh-rsa A
AAAABINZZC1 yc2EAAAADARNABAAACAGICHT 1 SLEWJd0KhGIPd 1kzRAhIN2Ad:finiEF 4
SmijfxFncCmokU2ewWChy T CuOfOATERSH2IF |

gy JTHLITFBrAHCDM:08hgeCYS THpERKF ne Th/ 1 UvexL FySxTeSREqubup72ton
HuNOS/ 16 HinDWEECaZ6koR08hkgzX

‘ssh—rsa 4056 6b:68:fd 02:e0:0e:ad B2:25:93 b1 :2:85.28:32:18

Key fingerprint

‘ imported-openssh—key
®
e

Kew camment:

Key passphrase: [®

Confirm passphrase. ‘.

Actions

Generate

Generate a public/private key pair
Load an existing private key file

Save the generated key

Save public key I Save private key

Parameters

) 58H-1 (R=8)

2048

DSA ) ECDSA ) ED25519

Mumber of bits in a generated key!

Type of key to zenerate
@ RzA

P Save private key a5 x
4 1@ > ThisPC > Documents v O »
Organize > New folder
& OneDrive A Name N Date modified Type size
R other 2/2017306PM  File folde
I Desktop
[ Documents
's Downloads
 Music
 pictures
8 Videos
. Local Disk (C)
W Nanwnrk B B
File names [ B
Save as type: | PuTTY Private Key Files (*ppk) ﬂ B
A Hide Folders Save Cancel
PuTTY
Desktop app
ﬁ PuTTY Configuration X
Category
A | Oprichs contrallng S5H suthentication

1| Displsy pre-av thent ication banner (SSH-2 onk)
LI Byaass autrentication entirzlv (SEH-2 anly}

Appearance

Authenticaticn nethods
1 at-empt authenticat on using Pazeant
LI &tzempt TIS er CrypzoCa-dauth (35-4-1)
b4 At-empt “kevbosrd-interactivs” auth (3SH-2]

Belection
- Colours

Authenticaicn Jarameters

LI &llaw agent forvarding

LI &liaw a-terroted chanzes of usernamn‘SSH—Q

Privats key file for auchencicaton

' I Browse. . I
~x1
-~ Tunnzls
- Bues
- Mare bugs i
Abot Cancel

CNS Servers 6

Click @ "Save private key."

Type any File name to save the secret key.

Then, click @ "Save."

Open "PuTTY" from the Start menu.

Click @ "Connection" -> @ "SSH"-> @ "Auth"-> @

"Browse."

U1
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B Select private key file

EEEEE

Organize > New folder
) Music ~

B Videos

Name

Bidsa

% OneDrive other

= This °C
i Desktop
[5 Documents
 Downloads
d Music
& Pictures
B Videos

& Local Disk (C)

v o<

File name: |id_rsa

& > ThisPC > Documents

ch Documents

Date modified Type

8/2/20173:11PM  PuTTY Private Key
8/2/2017306PM  File folder

| PuTTY Private Key Files (*ppk)

(1 Y et

Cancel

Click the secret key you saved in STEP 16.

Then, click @ "Open."

@ PUTTY Configuration

Categary
satures
- Window
: Appearance
- Behaviour
- Translation
Selection
| Colours
- Connection
Data
- Prosy
Telnet
Ricgin
=-88H
ke
Host keys
- Gipher
[ Auth
-~ GEEAPT
~TTY
X1
- Tunnels

Options controlling S5H authentication

1| Display pre—authentication banner (SSH-2 onky)

LI Bypass authentication entirely (SSH-2 anly)
Authentication methods

L] Attempt authentication using Pageant

LI attempt TIS or CryptoCard auth (S2H-1)

L] Attempt “kevboard-interactive” auth (SSH-2)
Authentication parameters

LI Allow agent forwardine

LI Allow atteropted changes of ussrname in S5H-2
Frivate key file for authentication

|C¥Users¥kein SFC¥Documents¥id rea | | Browse...

-~ Bugs

About Help

0o —1

Cancel

20

Click @ "Open."

ﬁ PuTTY Configuration

Catezory.

[£-Session

- Loggine

=l Terminal

i e Keyboard
Bell

Basic options for your PUTTY session
Specily the destination you want ta cannect ta

Paort

cox02 stc keio 22

ipl

| Features
- Window
: Appearance

- Behawiour
- Tranzlation
- Belection
i - Colours
[=-Connection
-~ Data
Proxy
Telnet
Riogin
[=-335H
~Kex
-Host keys
- Cipher
[=-Auth

About

Help

Connection type:
O Raw O Telnet O Rlcgin @ s34

Load, save or delete a stored session

) Serial

Saved Sessions

Default Settings

Load
Save

Delste

Glose window on exit:

O aways O Never ® Only on clean exit

Open

Cancel

Type your host name in @ “Host Name.” We are using
“ccx02.sfc.keio.acjp” as an example. Click @ "Open."
For more information regarding CNS server, refer to the

following URL:

= https://secure.itc.keio.ac.jp/c/a/sfc/en/computer
serverhtml
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PuTTY Security Alert X f ?

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you

SNJIAIUY

If you have never connected to a CNS server before, an

think it is.
The server's rsa2 key fingerprint is: | Fe :

rt similar to the one shown on the left will r.
ssh-rsa 1024 00:16:fa:fc12:06:41:45:bf.86:7e:42:b4:55:22:e9 alerts artothe one sho onthe left appea
If you trust this host, hit Yes to add the key to Click o "EO (Y)” or "Yes" to continue.

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

Q| nw ) Frotl

2 025 Tckeio.acjp - PUTTY O = ? ;

Type your CNS login name in "login as" then type enter

()
Z
wn
w
©)
(L
<
™
L
(%2

key. Then type the passphrase you made in STEP 03 in

m

Ov4
~

"Passphrase for key 'imported-openssh-key." Then press
the enter key. Be aware that the cursor won't move

while passphrase is being typed.

&P co02sickeivacip - PUTTY U = 2 1

If you see the screen shown on the left, remote access is

oo

completed.

xipuaddy
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Access Remotely from Your Mac (macOS)

| NON" ] 12y tarokeio — -bash —

Last login: Mon Feb 22 16:11:34 on ttys@oeo
Taro-KEIO:~ tarokeio$ ssh-keygen -b 2048.

[ NONC) ©) tarokeio — ssh-keygen -b 2048 — 80x24

[Taro-KEIO:~ tarokeio$ ssh-keygen -b 2048
Generating public/private rsa key pair.
Enter file in which to save the key (/Users/tarokeio/.ssh/id_rsa): [l

@® @ tarokeio — ssh-keygen -b 2048 — 80x24

Taro-KEIO:~ tarokeio$ ssh-keygen -b 2048

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/tarokeio/.ssh/id_rsa):
Created directory '/Users/tarokeio/.ssh'.

Enter passphrase (empty for no passphrase): [}

o @® ) tarokeio — -bash — 80x24

[Taro-KEIO:~ tarokeio$ ssh-keygen -b 2048

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/tarokeio/.ssh/id_rsa):
Created directory '/Users/tarokeio/.ssh'.

[Enter passphrase (empty for no passphrase):

[Enter same passphrase again:

Your identification has been saved in /Users/tarokeio/.ssh/id_rsa.
Your public key has been saved in /Users/tarokeio/.ssh/id_rsa.pub.
The key fingerprint is:

SHA256: X3pMOd5MumBuY fYMTxwAS+yR7fIXY91Qh/vcXh+zgcg tarokeio@Taro-KEIO. loc:
The key's randomart image is:

+-——[RSA 2048]-———+

| .0+ 00|

|

|

| ..
| S .
|

|

|

|
4= [SHA256] —————+
Taro-KEIO:~ tarokeio$ [

118

First, start Terminal.app from the Applications folder.
On your Mac, we will use the ssh-keygen command to
create private and public key. Type in

$ ssh-keygen -b 2048
and hit the Return key.

0”2

The next page will ask you where you want to save your
keys. Hit the Return key. By default, keys are saved to

"/Users/[your username]/.ssh/id_rsa."

03

Next, you will be asked to create a passphrase for your
private key. Type your passphrase twice. Be aware that
the cursor will not move while the passphrase is being

typed.

04

Once you reach this page, you have finished generating

your SSH keys.



[ NON ] ) tarokeio — -bash — 80x24

|Taro-KEIO:~ tarokeio$ ssh-keygen -b 2048

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/tarokeio/.ssh/id_
Created directory '/Users/tarokeio/.ssh'.

[Enter passphrase (empty for no passphrase):

[Enter same passphrase again:

Your identification has been saved in /Users/tarokeio/.ssh/id_
Your public key has been saved in /Users/tarokeio/.ssh/id_rsa
The key fingerprint is:

SHA256: X3pMOd5Mum8uY fYMTxwAS+yR7fIXY91Qh/vcXh+zgcg tarokeio@T:
The key's randomart image is:

+-——[RSA 2048]-———+

| .0+ 00]

| «+.0 0 .
| a0 .+
| 0 ..% 0]
| S .0%00%. |
| . ExB++=|
| 00=00.B|
| . .0

|
+-———[SHA256]
Taro-KEIO:~ tarokeio$ cat ~/.ssh/id_rsa.pub |pbcopy I

SFC-CNS Passwords

CNS login name \ [E

CNS login password | - =
Login

Shonan Fujisawa ITC, Keio University|

SFC-CNS Passwords

|CNs SSH Key
5RO ey )
Database Password m m
y— Public key List
CNS SSH Key F— P DG te key pair)
1. 7827 L —R% AFI LT K 72 & u3(Enter passphrase)

2. FToRy &% Y v 2 LTL 72 &a(Click this button)

Generate key pair

PERRHE A DA BB D B (Add public key)
1. ZRBHEEE il D 443 T < 72 X v (Paste your public key)

[ 722 W\(Paste your pubiic key)

SFC-CNS Passwords
ot ogin Proemord |CNS SSH Key -

ErT—
BRFAHOLMROBE(Public key list)
Ere

[ o [ PUDICKOY DS

=7 OffR(Generate key pair)
1. /SR 7 L—XEAN L TS K& W Enter passphrase)

2 FOME 85 55 LT EEL(Click this button)

Generate key pair
oanumm-mww public key)

)

Add Public key

CNS Servers 6

05

Copy the public key to the clipboard. To copy to the
clipboard, type this command.

$ cat ~/.ssh/id_rsa.pub | pbcopy

06

Before you can login using your new SSH key, you must
first register it. Access the CNS SSH Public key page and
login using your CNS login.

= https:/itcsecure.sfc keio.ac.jp/form/password/

0/

Select @ "CNS SSH Key."

03

Paste your public key copied in STEP 05 in @ and click
@ 'Add Public Key."

Make sure there are no extra spaces after the key.

SNJIAIUY
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[ JoX ) 4 cns-consultant — -bash — 80x24.

Last login: Fri Jul 13 10:25:00 on ttys000
net93-dhcp-55:~ cns—consultant$ ssh s18xxxtk@ccx@2.sfc.keio.ac.jpll

[ ] @ ' cns-consultant — ssh s18xxxtk@ccx02.sfc.keio.ac.jp — 80x24

Last login: Fri Jul 13 10:28:57 on ttyseol

[net93-dhcp-55:~ cns-consultant$ ssh s18xxxtk@ccx02.sfc.keio.ac.jp
|[Enter passphrase for key '/Users/cns-consultant/.ssh/id_rsa':
Welcome to Ubuntu 16.04.3 LTS (GNU/Linux 4.4.0-101-generic x86_64)

Last login: Fri Jul 13 10:29:49 2018 from 2001:200:1c0:2035:bca@:bfd1:ea66:9d61
%1

09

Open "Terminal.app" from the Applications folder.
Typein

$ ssh [your CNS login name]@[login server]

For example,
login name = s18xxxtk

login server = ccx02.sfc.keio.acjp

Type in your CNS login password.
If you see "%" on the bottom of the terminal window,

you have successfully logged in.
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Transferring Files to CNS from Your PC
(Windows 10) with WinSCP

WiIinSCP 5.13 Download

rtisement Advertis
WinSCP 5.13 is a major application update. New features and enhancements include:
* Amazon S3 protocol support.
* SHA-256 host key fingerprints are used.

» stalled connection attempts can be canceled promptly.

* Improvements to .NET assembly and scripting

28,688 downloads to date

Select Setup Language X

$

Select the language to use during the
installation:

‘Engiish v |

o I (04 I Cancel

B, Setup - WinSCP - X

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

You can also review this license and further details online at: "
http: /fwinscp.net/ena/docs license

A. GNU General Public License
B. License of WinSCP Icon Set
C. Privacy Policy

A. GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

(Copyright {C) 2007 Free Software Foundation, Inc. <http://fsf.ora/>
Everyone is permitted to copy and distribute verbaﬁpies of this license v

‘ < Back IAccept) Il Cancel

This section explains how to use the file transfer
software "WinSCP."
Open a web browser and go to the following URL:

= https://winscp.net/eng/download.php

Click @ "DOWNLOAD WINSCP."

0”2

Open the file you just downloaded. Click @ "OK."

03

Read through the license agreement carefully. If you
agree, click @ "Accept >." If not, you may not use this

software.

U1
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6 CNS Servers

B, Setup - WinSCP

Setup type
What type of setup do you want?

D F@Typql installation {recommended) I

-installs to default destination
- installs all components, but no translations
- enables most typical features

() Custom installation

- allows full selection of destination, components and features

(2)

Help

Cancel

< Back I Next > I

B, Setup - WinSCP - X

Initial user settings
Please, select your preferred user interface options.

0 User interface style

(O Explorer

- two panels (left for local directory, right for remote
directory)

- keyboard shortcuts like in Norton Commander (and other
similar programs as Total Commander, Midnight
Commander...)

- drag &drop to/from both panels

- only remote directory

- keyboard shortcuts like in Windows Explorer
-drag &drop

(2]

B, Setup - WinSCP

- X
Ready to Install
Setup is now ready to begin installing WinSCP on your computer.
Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: ~
C:\Program Files (x86)\WinSCP

Setup type:
Typical installation

Selected components:
WinSCP application
Drag & drop shell extension (gllows direct downloads, may require restart)
Pageant (S5H authentication agent)
PuTTYgen {key generator)
Translations
English v

< Back I Install I Cancel

04

Make sure @ "Typical Installation (recommended)” is
selected. Then click @ "Next >."

05

Next, select your preferred user interface style.
“Commander interface style” will be used as an example
for the instructions in this book. You can change the
interface style after completing setup if you desire. Make
sure that @ “Commander” is selected. Then, click @

“Next >."

06

Click @ "Install.”



B, Setup - WinSCP

Help

Completing the WinSCP Setup
Wizard

Setup has finished installing WinSCP on your computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.

Launch WinSCP
[ Open Getting started page

Please consider donating to support WinSCP development.

Donate §9 S

Donate $13 PayPal

Donate §29 e —
= s 2 030 e

About donations o

.

"8, Login - X
& vewste Session
TP o B
Host name Port numbel
com2.sfc.keio.ac.jp 22
User name Password:
S18x0xxtk | [ ]
sae  |v Advanced... |v
Tools v Manage v [Etogn  |+] Close. Help

Advanced Site Settings

Environment
- Directories
Recycle bin
- SFTP
Shell
Connection
Proxy
- Tunnel
SSH

.. Key exchange
Authenticatio o
~BUgs

Note

Private kex file

[]Bypass authentication entirely
Authentication options
[+ Attempt authentication using Pageant
[/] Attempt *keyboard-interactive' authentication
Respond with password to the first prompt

Attempt TIS or CryptoCard authentication (SSH-1)

Authentication parameters

[CJAllow agent forwarding

GSSAPI
Attempt GSSAPI authentication

[C] Allow GSSAPI credential delegation

CNS Servers

0/

6

Installation for WinSCP is completed. Click @ “Finish”

and close the installation wizard.

03

After installation, a shortcut to WinSCP is created on

your desktop. Double click @ "WinSCP" to launch.

09

Select "SFTP” from @ "File protocol” and type "ccx02.sfc.

keio.acjp” in @ "Host name,” "22" in & "Port number,”

your CNS login name in @ "User Name.”
Then click @ "Login."

The screen to the left will appear. Select @
"Authentication." Then enter the file path to the private
key you downloaded. For @ private key generation

please refer to STEP 01~04 of [p.111: Access Remotely

from Your PC (Windows 10)] .
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Warning ? X

Continue connecting to an unknown server and add its
host key to a cache?

The server's host key was not found in the cache. You have no guarantee

that the server is the computer you think it is.

The server's rsa key fingerprint is:
ssh-rsa 1024 00:16:fa:fc:12:b6:41:45:bf:86: Te:d2:b4:55:22:€9

If you trust this host, press Yes, To connect without adding host key to the
cache, press No. To abandon the connection press Cancel.

I Yes I‘ No ‘ ‘ Cancel ‘ ‘ Copy Key ‘ ‘ Help
7R Docamens - s7ok@cot2sickeoacp - Wkch [
Local Motk iles Commands Session Optons Remor Help
02 syevonse | BUP T @ Qe - TonserStings Dot - @
B sToaugeotzscioscp G Newss
Euydoanens < (3T s <3

Momestit

Name Changed Name
i a0 stt10mM 1
8202017 30835 M
017 31107
22017 24347 M

oer
i rsapok
= sy

$AppCNS
XeDan

08ofGomzin0ars “nidcen 08708in0cH0 Sridgen

8 s 00009

Click @ "Yes."

Transferring Files to CNS from Your PC (Windows 10)
with WinSCP is completed. If connected properly, your

screen should look like the image on the left.

Your local computer’s files are shown on the left side,
and the remote computer’s (CNS server's) files are
shown on the right side of the screen. You can upload

files easily by dragging and dropping from your local

files to the remote file window.
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Transferring Files to CNS from Your Mac
(macOS) with Cypberduck

D) k) Cyberduck is a libre server and cloud
storage browser for Mac and Windows with
support for FTP, SFTP, WebDAV, Amazon
$3, OpenStack Swift, Backblaze B2,

- Microsoft Azure & OneDrive, Google
- Drive and Dropbox.
—
Download ™
Cyberduck for Windows,

i Getiton
= Windows 10

Download X
Cyberduck for Mac.

1

This section explains how to use the file transfer
software “Cyberduck.”

Open a web browser and go to the following URL:

= https://cyberduck.io/

Click @ "Download.” = 7
° “Cyberduck” is an application downloaded from the O ;
= Internet. Are you sure you want to open it?
m Safari downloaded this file today at 13:56 from ﬁrduck.ch.
Open the file you just downloaded and run the
? Cancel Show Web Page I Open I
Cyberduck application. Click @ "Open” if you see the
window shown on the leftside.
> 8
©
©
U W 1 i© T ) D
Open Connection Quick Connect Action Refresh  Edit Discongest o
= @ @] <« » Sl A [ Qsearch | <

Click @ "Open Connection.”

U1
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@ Cyberduck [ Unregister]

& O ED 9V A

Open Coroun Quick Connect Action Refresh Edit Discon
= | I[\ SFTP (SSH File Transfer Protocol)

se Jecxo2.sfc.keio.acjp

b
1 Pon:e

URL: sftp://ccx02.sfc.keio.ac.ip

Username: f§ s18xxxtk

Password:

SSH Private Key: [[~/.ssh/id_rsa

Add to Keychain

& v % G| 7 [ ]
Open Connection Quick Connect Action Refresh Edit Stop
L ; ! B
.,‘ Unknown fingerprint
& The fingerprint for the ECDSA256 key sent by the
" server is e4:30:d8:23:fe:80:76:f5:ae:ff:7c:f3:2a:
Tac8:d6.
o]
? Deny
) ) £ s18xxxtk@ccx02.sfc.keio.ac.jp - SFTP [Unregistered ]
& w7 A
Open Connection Quick Connect Action Refresh  Edit Disconnect
Bl o ¥ <« » /home/s18xxxtk a A Q
Filename ~ Size Modified
> [ Mail -- 2018/01/12 11:18
»> [ Maildir -- Today 9:53
» [ public_html -- 2018/01/12 11:18
> [ Wnng -- 2018/01/12 11:18

04

Select "SFTP” from the @ list and type "ccx02.sfc keio.
acjp” in @ "Server,” "22" in @ "Port,” your CNS login
name in @ "Username” and the file path to the private
key you downloaded in @ "SSH Private Key." Then click
@ "Connect." For private key generation please refer to
STEP 01~04 of [p.118: Access Remotely from Your Mac
(macOS)] .

05

When the screen to the left is displayed click @ "Always,"
and click @ "Allow."

06

Transferring Files to CNS from Your Mac (macOS) with
Cyberduck is completed. If connected properly, your

screen should look like the image on the left.

In this screen, you can see your files stored on CNS. You
can upload files easily by dragging and dropping local

files onto the remote file screen.
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>

Publishing Files on the Web

You can publish your files to the web by uploading them
to the directory specified on the CNS servers (“public_
html” under home directory) in three ways: from on-
campus computers, by remotely accessing via SSH, or
with any file transfer software. Files in this directory will
be made publicly accessible on the internet unless either

of the following options are set:

Limiting access with Basic Authentication or Digest
Authentication
No read, write, and execute permission on “other”

class of files.

You can access files published from your public_html
directory by visiting:
http://web.sfc.keio.ac.jp/~[ your CNS login name ]/

[ relative path from public_html to the file ]

If you need more details, please refer to [p.130 :

Correlation between URL and File Location] .

Instructions for publishing files from on-campus
computers, using file transfer software on computers,
and remotely accessing CNS via command line
interface (please refer to [p.111 : Remote Access to CNS

Servers] ) will be given in this section.

Publishing Files on the Web from On-Campus Mac (macOS)

8 0o [ public_htm!

L] = om) (a__ i )
FAVORITES

EL All My Files — =

@ AirDrop [ B~ |um |

example index.html

DEVICES

Work

01

Open @ “public_html” from the desktop.

0./

By dragging and dropping your files into the “public_

htm!” directly, you can publish them to the web.
If you want to know the URL of the uploaded file, please

refer to [p.130 : Correlation between URL and File

Location] .

127
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Publishing Files on the Web from On-Campus PC (Windows 10)

vlo [rosns

@ R ATE
~

[EEE

enpocts
Dacns

Bvideos

Wt )

< MWSO2 1 1]
st (s

o 4019

O]

Click @ "PC" from the desktop.

02

Click @ “[ your CNS login name ](Z:)" under “Network

Location.”

03

By dragging and dropping your files into @ “public_

html,” you can publish them to the web.

If you want to know the URL of the uploaded file, please
refer to [p.130 : Correlation between URL and File

Location] .
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>
e
Publishing Files on the Web from Your PC with WinSCP (Windows 10) =
c
wn
B 160tk - sT6eoti@ccdl stckeioacip - WinsCP -0 x
o MO B (8|8 B teiamvis - (8- ]
@ s16otk@cadl sfckeicacip G New Session
M0eskop CE@ e ISR -AES et < (@ - 60 0 | Wrndies | %
X BhiEES 3 Download (i X o [ Propertes | £ [§) | 5] ¥
e K T g e Launch WinSCP and connect to your CNS home
S " s 3555315;333’”0 = directory. Please refer to [p.121 : Transferring Files to
s o woew - CNS from Your PC (Windows 10) with WinSCP] for )
instructions to install WinSCP. %
Drag and drop the file or the directory that you want to %
— o com— = publish on the web from local files (on the left side) to (_<_;
A swa 00045
@ “public_html” directory (on the right side). »

B

Local Mark Fles Commands Sesson Options Remote Help

B85 (3 Symchvonze | B P | @ | % (59 e - | TonsfrSektings Deact BT E

& sT6mek@cadl fckeoacip @ NewsSession

EOesktop. ~E@ie- a2 % sGootk =1 B0 R Weindfles T

5 Uplosd (51 | (17 E9t X o (3 Properis | £ (& (8] E] 9 8 Downlosd [ K b s Properies | £ (3 B B &)
o R a— R P T o i “OK." T
Hie . T e Click @ "OK. > 7
g g T @)
SR [
e 1 = Publishing Files on the Web from Your PC with WinSCP
e 9
= ' '
(Windows 10) is completed. If you want to know the URL
of the uploaded file, please refer to [p.130 : Correlation
between URL and File Location] .
Publishing Files on the Web from Your Mac with Cyberduck (macOS) > 8
©
o0 @ & s16xxxtk@ccx01.sfc.keio.ac.jp - SFTP L S _(QD
e =B 9 A >
Open Connection Quick Connect Action Refresh Edit Disconnect 9_'
[0 [ 4 > || P9 fhome/stBxxxtk | & a ] <
Filename ~ Size Modified
» [ 7Datachs - 12516, 9115 PM Launch Cyberduck and connect to your CNS home
¥ [ 10DataCNS -- 5/27/16, 9:47 PM
» B ChSittae = 5/27/16, 5:58 PM directory. Please refer to [p.125 : Transferring Files to
o » [0 Mail - 12424/15, 1:05 PM
R Ty 1 CNS from Your Mac (macOS) with Cyberduck] for
arerile == ) Ot
» [ Wnne = 12024115, 1:05 PM instructions to install Cyberduck.
» [17] XPApPCNS - 1/25[16, 9:14 PM
> [ XPDa1:CNS == 112516, 814 PM Drag and drop the file or the directory that you want to
publish on the web from your computer to @ “public_
html” directory.
Publishing Files on the Web from Your Mac with
10 Files &

Cyberduck (macOS) is completed. If you want to
know the URL of the uploaded file, please refer to

[p.130 : Correlation between URL and File Location] .

129
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Correlation between URL and File Location

Here you can see the relationship between a file placed
in "public_html" in your home directory on one of the
CNS servers and the URL used to access the file from the
internet. After uploading files, you can access the files
on the web by launching a browser and typing the URL
shown below:

http://web.sfc.keio.ac.jp/~[ your CNS login name]/

[relative path from public_html to the file]

3 O testhmi

FAVORITES (] 7DataCNS Ol ™ example

) Al My Files @ Csiac "

" £ Mail .

o B 3 Maildir -

[ Desktop (] public_htm| >

CNSiMac [ ShareFile >

@ o 2 wnng >

#\ Applications & XPAPPCNS N

[ Documents (2 XPDataCNs >
J Music

(@ Pictures

DEviCEs
Work.

EEERKZ

SF MEBRF v/

KEID UNIVERSITY

SFCIZD VT

Za-R-7-h17

FyYYRZ547

A relative path is a way to specify the location of a

directory relative to the current directory.

For example, when there is a file “testhtml” under the
directory “example” that is located under the directory
“public_html,” the relative path to “test.html” from

|u

“public_htm

01

When a user, who has a CNS login name “s18xxxtk,” makes

will be “example/test.html."

a directory “example” under “public_html” that is located
on home directory, then creates a file “testhtml” in there,
the directory structure should look like the image on the
left.

0./

When you access the files on the web, open a web
browser and type the URL into @ “the address bar” to
access. The format of the URL is as below:

= http://web.sfc.keio.ac.jp/~[your CNS login name]/

[relative path from public_html to the file]

In this example, since the CNS login name is “s18xxxtk”
and the relative path from public_html to the file is
“example/test.html/*, the URL should be as follows:

http://web.sfc.keio.ac.jp/~s18xxxtk/example/test.html
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U1

If you cannot access the files on the web, please check

the following:

SNJIAIUY

|u

The file is placed under “public_html” in your home

directory.

The URL is typed correctly (Especially whether
is typed exactly before your CNS login name).
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Services that Require Pre-registration

CNS Services that Require Pre-registration =+ « ¢ ¢« =« o v e oo e e e e e e e e e e e e

Software Licensing CENTEr + = = + + =+ + o o o o ot o ot e ettt e e e

Using Microsoft Office 365 ProPlus = « « = o+ e e o e e e 0o 000 0 v v 0

How to Change Account Passwords -
Checking and Changing SFC-CNS Passwords + + « « ¢ e e e e e e oo e e e e e e e e e e e e e e e e e
Changing Login Password of keiojp ACCOUNT + + + + ¢ e e e e e e e e e e e e e e e e e e e e e e e
Have You Forgotten YOUr Password ? = ¢ ¢ ¢ o o o o o e e e e 4 e e e e e e e s e e e e e 0 e e e oo

Troubleshootlng e o o o o o o o o o o o o o o o o e e o o s s s s s s e o o o o

Problems with Wireless LAN CONNECtion =« =+ = o o o e o e e e e e e e e e e e e e e e e e e e e e
Problems with CNS Printers = « + ¢ o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o

Problems with Sending / ReCeiVing Mail = ¢ ¢ o o e e e e e e e e e e e e e e e e e e e e e e e e e e

Troubleshooting of On-Campus Macs

QUICk FiX With CNSTOOI = = = =+ ¢ o o o o o o e e v ittt e e e et e o e e o e e e e e
Unable to Launch Firefox or Thunderbird — « =+ @ e 0 e e e e e e e e e e e e e e e e e e e e e e e

Resetting Your CNS Personal Space + + + « ¢+ = ¢ s ¢ s v o v e b e et et e e

How to Check a PC's Operating System
SFC-CNS Technical Support Services -
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Services that Require Pre-registration

CNS Services that Require Pre-registration

Certain network resources require an application to use.

Access the Applications page of Shonan Fujisawa ITC

from the following URL:

= http://www.sfc.itc.keio.ac.jp/en/application_sfc.html

Select the service you wish to use and download the

corresponding application form. Fill in the required

items and turn it in at the Shonan Fujisawa ITC counter.

Some applications can be submitted online.

Services that require an application are listed below:

Name of Service

Eligible Users

Description

Registration for using P2P File Sharing

Students, Faculty

You can use file sharing software inside the university

Conference System

Software and Staff campus for research purposes.
Y t iling list for "Circle” activiti
Registration for CNS Mailing Lists Faculty and Staff ou can 'crea' € a matling IS, 'or feie activities
(university clubs and societies) and lectures.
Registration for CNS Shared Workspaces Faculty and Staff You can use a shared workspace on CNS.
Registration for renting Remote el T You can use the video meeting system for having

discussions with people from remote locations.

Registration for connecting devices to CNS

Full-time Faculty
and Staff

You can connect devices to CNS with static hostnames
and IP addresses.

Registration for Sub-Domains

Full-time Faculty
and Staff

You can obtain sub-domains for laboratories.

Registration for Sub-Networks

Full-time Faculty
and Staff

You can obtain sub-networks for laboratories.

Cloud Computing

Students, Faculty,
and Staff

You can use VPS services.




Software Licensing Center

Site-Licensed software is software that Keio has
purchased for faculty, staff, and/or students to use. Some
software can be installed on your personal computer
and used for research or educational purposes while a
user is a student, faculty, or staff member at Keio. Some
programs can be downloaded online; however, some

programs must be installed by Shonan Fujisawa ITC

after completing a paper applicaton form. For the latest

information, please check the Site-Licensed Software

detail/application page on the ITC website:

= https://secure.itc.keio.ac.jp/c/a/sfc/en/software

license_sfc.html

As of September 2018, the following software is

available:

SNJIAIUY
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Using Microsoft Office 365 ProPlus

keio.jp

y CALAMVS GLADIO

FORTIOR

044 V58: keio.jpR—% L / keio.jp Portal 7

I Lkeio@keio.jp Io

Password:

TYIALIRT— KENET S

i 3

Guideron | off

REEAA K $R—h

(2]

1 A1 online services of Media Center wil be unavalable
@ Calendar On "
& s I =8r (B®) -Fx=m
Wirloss LAN cornecton setng 1l e Resut of Annual Hoalth Chockup Senvice Suspension Information
Gagory [ Fesuts of the 2018 Annual Health Checkup.

KeiolD rlated tools

Gakusaionpo
RS & Floportofinfocious Dissaso.

e

YIh2ZI T ANBLORE

Available List

Sofware Uconse usago

CromOfice. (2018451 2) Agrs totho EULA
ESET(Ucons for 2018 academicyea) Agro o ho EULA
Bockyt tamet Ml (2018427351 2>/%) Agrs tothe EULA
Mictoso Offcs 365 Propis (#4578 20845 1 %) REEETHEL TSN
Mathomatcafor Studets (2019251 22/%) Agrs tothe EULA
O ) Agro totho EULA
Amos 24 OISR 1 22%) Agrs tothe EULA
PS50 (0IBEERS TR Agrs tothe EULA
Amos 23 (2016 2 7) Agro totho EULA
595525 UIBHRRS 122 A) Agrs oo EULA
Amos 25 (01653 A 22/%) Agra totho EULA
ATLAS (01851 3) Agro totho EULA

AGIS YK~ b4 b (20185 Agree o the EULA

Exraton
oate

Notagree
Notagree
Nt agree
2190331
Not agree
Notagree
Notagree
Notagree
Notagree
Not gres
Notagrea
Notagree

Notagree

Media

Detsis

Downioad

Dourioad

Detais

Detls

Douniosd

Dounioas

Douniosd

Douniosd

Downioss

oo

Downiosd

Detals

Detai

Detai

Detai

Detai

Detail

Detai

Detai
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Open your web browser and type in the following URL:

= http://keio.jp/

In the @ "ID" section type in either your user ID for
"keio.jp" or “[Your CNS login name]@sfc.keio.ac.jp.” For
@ "Password” section type in password for either your
keio.jp password or CNS login password. Then click
© "Login.

0”2

Look at the left section of your screen. From @ "Service”

4

select @ "Software Licensing Center.”

03

When “Available List” is displayed, click @ "Detail”
button next to the “Microsoft Office 365 ProPlus” item.



1. Offce 365 ProPlus THIBTIHEAMEE 1 YA h—LT SFATO/YAVEDIUT, Y7 I 2754 LY ARAYAF AL THRENTUS Microsoft O]
ProPlusERITEEN, £ 2RI S > TR 1LY ROBFEUERASRIARE LD ETOT, HHTRB LS,
2 ke

e T .
3. Offco 365 ProPUus TS 111 YA h—L L L MEE, BEORHE NS EXET SRBLUATRET 5T LRTEE LA, RESOUBCLD, 4
=3 rEw,

LAVAR—ARS T3V Ty TS EERERRE, EETHSTIREN,
5,452 h—JLOMD 3 FEDNTIEL BRE0ICY

V27 Ko7 TEESTHS

Restriction

Elighe computers
+ Ouned by Eligble Porsons

sinaiigiie computers
+ Ouned or Managed by Kelo
 Maintained with Extomal Funds and Not Owned by Keio

Duplicating a license without permission is considered a breach of contract.

. at Kelo after retirement or

refer to the details on the following information.

Rule and Policy

7 Confirmation x| TACTRREN "
- BOETOT, +4 <H
1 agreo to the EULA, Rule, Policy and Restricton to use this softwaro or (00

Microsoft Office 365 ProPlus 51tV AFIBBRHEZIFMF L Uico  saris «

ly-sle@info2.keio.ac.jp>

lc@info2 keio.ac.jp ply

To B4 [+
FROLS LT ANAEHEBI T E LT,

- V7 kY74 : Microsoft Office 365 ProPlus (4:F8 20184 A5 1 £ R)
- #i o e »
- g El s I 13:17:05.03

%, HIMEE T Office365 (https://portal.office.com) ADH 1 > VA AIREIKZD £ T,
(B> THHA VA YHTERVWERE, UTOSHAEEETTEELEE W, )

Buabes : help@keiojp

P ZOR—LE BAFADA LT RLABSEESN TV, EERBHEBDET,

1 Office 365
B¥ Microsoft
Y114
BT e
cic-taro@kciofp 1
| |
O AIEZTE
A P2 P4

PIIMIT DEATEINEE

keio.jp

Keio Universit

OJ4 V3R keio.jpi—4 )L / keio.jp Portal 3

I ‘-c.keio@keio"g Io
Password:
= 2]

TYIALIRT— KENET S

i 3

Guideron | off

FAQ 7/

04

Next, after reading through the license agreement,
warnings, and usage limitations, click @ “Agree.” If you

do not agree, you should not use the software.

05

Once the confirmation message appears, click

@ 'Agree”

06

An email like the one shown on the left will be sent to
your keio.jp email account. Office 365 (https://portal.
office.com) will be available for you to use within a few

days after your request.

0/

On the login page for Office 365 ProPlus enter your Keio
ID. You may see one of two different login screens, but

you can login from either one.

03

On the Keio.jp login page, type in your Keio.jp ID in
@ "ID" section. type in your password in @ "Password”
section(or your CNS login password). & Click “Login.”
You should now be able to use Microsoft Office
applications. Instructions for using Microsoft Office 365

ProPlus is now complete.
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How to Change Account Passwords

Checking and Changing SFC-CNS Passwords

SFC-CNS Passwords O /I

CNS login name
ons togin passworcfle ) €N
4

" Login

Open a web browser and go to the following URL:

Lo ¥onan Fujisawa ITC, Keio University

= http://itcsecure.sfc.keio.ac.jp/form/password/

You can change the following passwords here:
- CNS Login Password

- IMAP/SMTP-AUTH Password

- IPP Password

+ Web Database Password

- CNS WiMAX Password

Type your CNS login name in @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, click @ "Login.”

If you have lost your current CNS login password, you
must bring your student ID card or campus card to the
“CNS/ERNS Service Counter” of Shonan Fujisawa ITC in
order to reset your password. (Please refer to [p.148 :
SFC-CNS Technical Support Services] ).

SFC-CNS Passwords
IAbout this page
[ urmerravm s |

S DAR=FTIE SFCONS DT D/ SA Y = FORGEDS AT
« SFCCNS 1 74 ¥ A2 7= F
© IMAP/SMTP-AUTH /$2 7 — F

W Due You will see the list of passwords you can change on the

© Web Database /S 7 —
* ONS WiMAXJIl /827 = I

TR oot " P left side menu @ . Click the one you want to change.
 IMAP/SMTP-AUTH password

© Weo Dotabase password
* CNS WiMAX password




FAQ 7/

=5
SFC-CNS Passwords =
|CNS Login Password oot Changing CNS Login Password <
=
R i e 14 S
et ] ® , ) <
8 WIMAX Pasrord o= 9 Type your current CNS login password in @ "Current
ion password [
e drengh o Password” and your new CNS login password in @ - @ .
W7~ VR FOATHETT Then, click @ "Submit” to save your changes.
o 10 TP EORE
o WLF KX, WFEaU L
SFC-CNS Passwords ) M 6
. Changing IMAP/SMTP-AUTH Password =
| IMAP/SMTP-AUTH Password [Eogmr] V)
e (1] o
.
— —10 Type your new IMAP/SMTP-AUTH password in @ + @ 2
and click & "Submit.” IMAP/SMTP-AUTH password must ®
WONRT— FEEBRDIC . . w
ATy b W BHERET D be longer than 10 letters, including lower and uppercase
o KF, ALFERETS RS0
o CNSu 74 YA LAULFARBAL Eu T EE W
letters and numbers, and it must be different from your
CNS login password.
SIHCAONS L i Checking IPP Password
[iegst ]
(1]
PN e 9 Click @ "Confirm” to check IPP Password.
Tt R Click @ "create/ change” to change your IPP password.
« English

8

LA RIS OéChecking Web Database Password

|Web DB Password [Cogour]

>
©
°
D
S
Q.
X

EEC | o, e ] 0
(CromeRChagne pasmwor) 9 Click @ "Confirm” to check your Web Database

AN Web¥ —/Si220"C(About Web Service)

Password.

o OAH
« English

Click @ "create/change” to chage your Web Database

Password.
SFC-CNS Passwords O ; Confirm CNS WiMAX Password
|CNS WiMAXJH 32— K
UQ WIMAX2+ 2 Fli T 21213 UQa S a ==y a v X L ORI e
SSAT — F O/ W . .
o To change or confirm password for CNS WiMAX, click @
S WIMAX Pessword UQ WIMAX 2+ {221 C (About UQ WIMAX 2+ serivee)
o SEC-ONSHI#MIWIMAXH — ¥ % (e 21T “Create/Change.“

A separate contract with UQ Communications is needed
to use UQ WiIMAX2+.
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Changing Login Password of keio.jp Account

keio,j
€10.Jp
Keio University CALAMVS GLADIO FORTIOR

2014F11A11B & Dkeio.jp DEERHMH D £, £l
keio.jp renewal on November 11, 2014 Detail

074 V3tgR/Loginto
keio.jp/R— 4% JL / keio.jp Portal 3

o 1D
t.keio@keio.jp

Rassvord,

() 729 LIXRT7— R%ZFIAY 3/ Use One-Time Password

FIREAHAC R (User's Guide) HR— b (Support Desk)
TV HALIKRT— RIZDWT (About One-Time Password)

keiojp

Application

1 A1 onine services of M

1 Notice o Students Graduating In September, 2015 o

wBack  ?UserGudo m Logol

ITC Account

[ |

SFC-CNS

Mail soft/Smartphone apps

Feature phone Keio Mail EX

mBack & Back io Change Password menu 7 User Guide @ Logofl

kelojp

How o decide a password

Example | JB2H1515Y0

140

Open a web browser and go to the following URL:

= http://keio.jp/
Type your keiojp ID (or “[your CNS login name]@sfc.keio.

acjp”) in @ “ID" and your keio.jp password (or “your CNS

login password") in @ “Password.” Then, click @ “Login.”

0”2

Click @ "Change Each Password” at the top of the page.

03

Click @ "keio.jp.”

04

Type your current keio.jp password in @ "Current
password” and your new keio jp password in @ - @ . Then,

click @ "OK" to apply changes.
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%5
Have You Forgotten Your Password ? gf
»
If you have forgotten your CNS login password, you must  Counter and fill out the appropriate form.
bring your student ID to the CNS/ERNS Service Counter
[p.148 : SFC-CNS Technical Support Services] to  Starting on November 11, 2014, you can log in to keio.jp
change your password. using your CNS account. Visit http://keio.jo/ and type [CNS
login namel@sfc.keio.acjp in “ID” and your CNS password A 6
If you have forgotten your IMAP/SMTP-AUTH password,  in the password field. %
please refer to [p.138 : Checking and Changing SFC- %
CNS Passwords] to set a new email password. (_<_;
wv

If you have forgotten your ID and/or password for keio.

jp, please bring your student ID to the CNS/ERNS Service

Tips for Creating a Stronger,
More Secure Passwords

Currently, you must make and remember passwords to protect your digital information. The steps below

are designed to help you make more secure passwords.

Step 01: Decide the basic string for your password

Refrain from using your telephone number, name, birthday, or any other words that could be easily

obtained by a third party. You should also refrain from using words available in a dictionary.

8

Step 02: Replace letters with special characters and numbers

Replacing letters with characters and numbers can strengthen the security of a password (e.g. word >

>
©
°
D
S
Q.
X

wOrd, Internet > Internet, queen > 9ueen)

Step 03: Do not use the same password more than once

Using the same password for multiple websites makes it easier for an attacker to steal your password and
impersonate you. You should make a different passwords for each service you use. However, remembering
several unique passwords can be difficult, so you may be able to combine existing passwords and use
similar expressions to make new ones (e.g. wOrd > cwOrdns [CNS Password], Internet > malnternetil [mail

password]).

There are also several resources available online for generating stronger and more secure passwords.

Enjoy a more secure internet life using your strong, original password.
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Troubleshooting

Problems with Wireless LAN Connection

O 1 Check Your Physical Switch

Your computer may have a physical switch for
controlling wireless adapters. Please look for a Wi-
Fi switch on your computer and access the system
configuration on your computer to ensure that your

wireless adapter is turned on.

O ? Reconfigure Wireless Network

In some cases, your wireless network setting might not
have been configured correctly. Please reconfigure the

device; refer to [p.15 : Wireless LAN] .

Problems with CNS Printers

O ] Check Wireless LAN Connectivity

Printing requires internet connectivity; please check

your network connectivity and try again.

O ? Check File Size of Printing Jobs

Reduce the size of the file you are trying to print. If your
file is too big, it may take a while to be sent to the CNS

printers.

Changing file format may also help make the file smaller.

03 Check Printer Status

Occasionally, printers may show errors if they run out
of toner or paper. If CNS printers display any errors,
please contact Shonan Fujisawa Campus ITC or the CNS

Consultants immediately.

O4Check Setting for Printers

Your computer might not be properly configured if you
are having problems with printing. Please setup the
printer profile again by following the instructions on

[p.71:CNS Printers] .
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Problems with Sending / Receiving Mail

3 File Edit View Go Message FE&ToDo Window Help
e — Files %)
poe . aye
@  sBokestokeioacip I
Activity Manager
3. Get Messages | - I Wite| - Chat & Address Book R 1ag - [V
© -~ B Goatstoue >
. . Join Chat...
¥ % Inbox (1) Thunderbird Mail - s18xxxtk@sfc.
s Message Filters
] Sent Email Run Filters on Folder ‘
© Deleted Run Filters on Message
4 a=hn7 28 =
UF o Read messages Run Junk Mail Controls on Folder
B Gt Delete Mail Marked as Junk in Folder
ol FAvE=a-2 A wiie anew message IMpOrt...
Developer Tools >
Clear Recent History...
Accounts ‘
Account Settings
View setting account p
(T Createanew account
©Email () Chat [ Newsgrowps [ Feeds ) Movemail
Server Type:  IMAP Mail Server
er Name: | imap.sfc.keio.ac.jp Port: 993 I Default: 993
Composition & Addressing lameiy a18ootk
Junk Settings . .
Synchronisation & Storage Security Settings
Return Receipts Connection security:  SSL/TLS B
Security
v E o-hn7Any Authentication method: _Encrypted password
Junk Settings
Disc Space Server Settings
v B 7Rye=a-z
Disc Space Check for new messages at startup
@ outgoing Server (SMTP) (@ Check for new messagesevery 10 5 minutes
‘Allow immediate server notifications when new messages arrive
When | delete a message:
(© Moveit to this folder: | (11 Choose Folder... [
~ Just mark it as deleted
Remove it immediately
Advanced...
1 Message Storage

keio.ac.jp

v O sboonesicisoacin
ServerSettngs
Copies & Foders

utgoing Sver (SMTP), o you can Use the default server rom this st b saecting “Use
Detaut Server”.

s ElFesds

S

Socurty
v o-nhzny

K Settings =

Synchronisston & Storage
Return Roceipts

Oescription: <ot specods
ServerNome: smipfc keio.c o

UserNome: 8180k
At Encryptod password
Comnection Securty: SSLITLS

3%

prrye—

Cancel

If you cannot send emails even though your sending
and receiving email addresses are correct, your email

client configuration might need to be updated.

Please refer to [p.50 : Configuring Your CNS Mail on
Your PC (Windows 10)] and setup your mail client again.
To change the settings in Thunderbird, click @ "Account

Settings” from @ "Tools.”

O ? Incoming Servers

Click @ "Server Settings” to check the current setting of

incoming servers.

OB Outgoing Servers

Click @ "Outgoing Server (SMTP)" to check sending
server settings.

If you encounter any strange error messages or have
difficulties solving an issue by yourself, please visit the

ITC office or the CNS consultant booth.

SNJIAIUY
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>

Troubleshooting of On-Campus Macs

Quick Fix with CNS Tool

1
sowow«mﬁs--ﬁm?ln-&w o O 1

The CNS Tool will help you change your CNS login

password, reset all the configurations and file system of

your personal CNS space, and delete any locked files.

You can open @ "CNS Tool” folder from the @

"Applications” folder in your dock.

] @@.Mﬂé l

KE@&-“/ mi‘f"t‘r.ﬁﬂﬁw B oo
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Unable to Launch Firefox or Thunderbird

XEEFEY uTHABRR &0 Do

You are about to delete lock files for Firefox and Thunderbird.

Are you sure?
o

Which application you want t:ﬁlete?
I Firefox | I_Thunderbird |h

The lock file for Thunderbird has been deleted.

O

O

If Firefox or Thunderbird cannot be launched and
shows the error "already activating and cannot be

launched", you can fix this problem with “Unlock Firefox

Thunderbird.app.”

Click @ "Unlock Firefox Thunderbird.app” in the “CNS_

Tool” folder.

0”2

Click @ "OK”

03

Click @ "Firefox”, @ “Thunderbird”, or © “Both.”

04

Click @ "OK”

SNJIAIUY
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Resetting Your CNS Personal Space

You are about to initialize CNSiMac(settings for

Mac)
(1]

Yes || Quit

Your settings will be initialized at next login.
Old settings will be moved on Desktop.

o

[ oK

01

If you encounter serious problems with your CNS
personal space while using on-campus Mac computers,
you may reset your entire CNS personal space to fix any

problems.

This will delete all the files listed below:
Files on Desktop
Files in Documents folder
Files in Music folder
Files in Pictures folder

Bookmarks on Firefox and Safari

Your CNSiMac directory will be backed up and stored in
a new folder "Previous_CNSiMac.” However, this folder
can only store one backup at a time. Please make a
backup of the folder if necessary. If you understand the
risks and wish to proceed, click @ "Renew CNSiMac.app”
from the "CNS_Tool” folder.

0./

Read the warning in STEP 01, and, if you have no

objections, click @ "Yes.”

03

Click @ "OK." Your personal CNS space will be reset the

next time you login.
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How to Check a PC's Operating System

Network Connections
Disk Management
Computer Management

Command Prompt

Command Prompt (Admin)

Task Manager 9

File Explorer

Search

Control Panel

+

63( your computer's settings

System and Security

> Control Panel >

History
Backup and Restore (Windows 7)
Find and fix problems

Network and Internet
View network status and tasks
Choose homegroup and

t

7 Hardware and Sound
Vi devices and printers

Save backup copies of your files with File

ring options

v|®| | Search Control Panel

Viewby:  Category

User Accounts
@ Change account type
Appearance and Personalization

Change the theme
Adjust screen resolution

Clock, Language, and Region
Add 2 language

Change input methods

Change date, time, or number formats

) & &R

c v

@, System and Security

Control Panel Home

.

System and Security

Network and Internet

Hardware and Sound
Programs
User Accounts

Appearance and
Personalization

Clock Language, and Region ]

Ease of Access

<« « 4 '@ » Control Panel > System and Security > v

Search Control

Y Security and Maintenance
\  Review your computer's status and resolve issues
&) Change User Account Control settings

Windows Firewall
Check firewall status

Launch remote as:

Allow an app through Windows Firewall

of RAM and processor speed | &) Allow remote access

nce | See the name of this computer

Power Options
Change battery settings
Change what the power buttons do

Require a password when the computer wakes
Change when the computer sleeps

Troubleshoot common comput

Pal

A 5 Control Panel > System and Security > System

v O

Search Control Panel v

d system settings tights reserved.

System
Processor:
Installed memory (RAM):
System type:

Pen and Touch:

'omputer name, domain, an

Computer name:
Full computer name:
Computer description:

Workgroup:

© 2015 Microsoft Corporation. All ..

anel Home . . .

View basic information about your computer
lanager Windows edition
ettings Windows 10 Enterprise Evaluation --
rotection

Windows 10

Intel(R) Core(TM) i5-4258U CPU @ 2.40GHz 2.40 GHz
200GB

64-bit Operating System, x64-based processor

No Pen or Touch Input is available for this Display

WOTKGTOUp SeTngs.
MSEDGEWIN10
MSEDGEWIN10

@ Change settings

WORKGROUP

On the lower left corner of the desktop, right click @
"Windows key” then click @ "Control Panel."

0”2

Click @ "System and Security."

03

Click @ "System."

04

You can check your computer configuration, such as
Windows version, processor, installed memory (RAM),

and system type (32-bit or 64-bit).

Uy
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/

SFC-CNS Technical Support Services

Please send any questions you have about SFC-CNS to

Shonan Fujisawa ITC or CNS Consultants. You can also

check our website for further up-to-date information:

= http://www.sfc.itc.keio.ac.jp/en/top_sfc.html

Shonan Fujisawa ITC (Information Technology Center)

Location

Media Center North First Floor CNS/ERNS Service Desk

E-mail Address

cns-request@sfc.keio.ac.jp

Website

http://www.sfc.itc.keio.ac.jp/en/top_sfc.html

Opening hours

9:15-17:00
(Closed on Saturdays, Sundays, public holidays, and holidays set by Keio.)

' 9:15 - 22:50 (Spring/Fall semester) Tel. :
Hotline (Weekdays) ) ) -
9:15 - 17:50 (Summer/Winter break period) 0466-49-3423
9:15 - 18:50 (Spring/Fall semester) Extension :
Hotline (Saturday) 9:15 - 15:50 (Summer/Winter break period) 52512
(Sundays, public holidays are closed.)

CNS Consultant Desk

Location

Media Center First Floor CNS Consultant Desk

E-mail Address

cns-consultant@sfc.keio.ac.jp

Tel. 0466-49-3425
Extension 52519
Websites http://cnscon.sfc.keio.ac.jp/en/

Opening Hours

9:20 - 22:30
(Closed on Saturdays, Sundays, public holidays, and holidays set by Keio.)
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1

Terms of Use

To Users of CNS and ERNS

Shonan Fujisawa Campus
Shonan Fujisawa Campus - Campus Network System Terms of Service

The following rules shall be observed by all users of the Shonan Fujisawa Campus - Campus Network System
(hereinafter referred to as “SFC-CNS”).

I SFC-CNS users acknowledge that the SFC-CNS is a network for academic purposes.

I Individuals using the network for non-educational or non-research purposes, such as
any examples listed below, may have their SFC-CNS accounts terminated or temporarily
suspended. Users should understand that such termination or suspension could result

in inability to earn course credits or other significant disadvantages.

a. Profit making activities

b. Actions or activities that violate public order and decency

d Actions or activities that invade the privacy of others

d. Actions or activities that interfere with the normal operation of the network

e. Actions or activities that infringe on copyrights or other intellectual property rights
f. Actions or activities which could damage the reputation of Keio University

g. Other actions or activities that violate laws and regulations or rules of Keio University

. Individuals found to be operating devices that could interfere with the normal
operation of the network may have their access to SFC-CNS terminated.

V. These rules may be revised at any time. Revised rules shall take precedence over
previous versions.

V. The Shonan Fujisawa Campus shall issue SFC-CNS accounts only to persons agreeing to

abide by these rules.

Established: 3 September 2003
Enforced: 3 September 2003
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8 Appendix

Who are CNS Consultants ?

O ] CNS Consultants

The CNS Consultant Desk is a resource intended to
provide students, faculty, and staff with information,
technical support, and on-campus service regarding
CNS. The purpose of the CNS Consultant Desk is
to troubleshoot problems and loan out devices for
temporary use (such as laptops and USB DVD drive
readers).

Support Hours: 9:20 ~22:30 (weekdays only)

Location: First floor of the Media Center, near the AV

Consultant Desk

In case of a natural disaster, event, or holiday, support
hours may change. Please refer to the following URL for
uptodate information:

= http://cnscon.sfc.keio.ac.jp/en/

For more information about the Media Center’s
operating hours, please refer to the following URL:

= http://www.sfc.lib.keio.ac.jp/eng/

O ? Rules and Fines

There are several rules and guidelines you must follow in

order to borrow equipment from the CNS Consultant Desk.
These rules are the same regardless of the equipment type
(Windows laptop, MacBook Pro, or DVD/Blu-ray Drive,
Adapter, USB Charger) and also dictate penalties if you fail

to return any equipment in good, working order.

Important notices for using loanable equipment:

- You must show your student ID in order to borrow
equipment using a lending form. Obtain and complete
an application form from the CNS Consultant Desk. A
CNS Consultant will review the application form and
rules with you. Please be sure to read the rules on the
application form carefully.

- Loanable equipment must be returned by closing time
on the day after you borrowed the equipment, unless
the CNS Consultant Desk is not open the next day. For
example, if you borrow a laptop on Monday, you must
return it by closing time on Tuesday, but if you borrow a
laptop on Friday, you must return it by closing time on
Friday (since the CNS Consultant Desk is not open on
Saturdays).

+ If you fail to comply with any points of the loaning
agreement, you may be restricted from borrowing
equipment for up to six months or incur other penalties

or restrictions.

Equipment for Rental Model

Note

TOSHIBA Dynabook Satellite B65/A

CD / DVD-ROM Readable
CD / DVD-R / DVD-RW Writable

Laptop

Apple MacBook Pro Retina 15inch N/A

USB2.0 & Type-C/A Compatible

External DVD Drive BUFFALO BRXL-CSPI6U2 CD / DVD-ROM / BD Readable
CD / DVD-R/ DVD-RW / BD Writable
700-NAC026 For Windows

For MacBook Pro

AC Adapter

85W MagSafe 2 Power Adapter

30W USB-C Charge Cable & Power Adapter

For MacBook

85W USB-C Charge Cable & Power Adapter

For MacBook Pro
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Rules of Using On-Campus Computers

O /I Introduction 03 Fair Use ) 6

=

wn
You may not use CNS for inappropriate purposes and  Because a limited number of computers are available %
should respect other network users at all times. You  for public use, the demand for equipment exceeds <

D
must abide by the following rules and should refrain  availability. You are asked to be respectful and sensitive A

from abusing campus resources. For the full CNS terms

of use, refer to [p.150: Terms of Use] .

O ? Do Not Drink or Eat

Liquid and food can cause severe damage to computer

equipment. No beverages and wet objects (with

to the needs of others at all times and limit your use

during times of heavy demand.

O4Log Out When Finished

Make sure to log out when you are finished. If you do

not, a third party may exploit your account for illegal

Ov4

exception of bottled drinks) are allowed to be placed  means and put the CNS network at risk.

near computer equipment.

Cco

What is “ 3% %8 " (zanryu)?

Staying on campus overnight is referred to as “zanryu” in Japanese. Zanryu occurs from 23:00 to 8:00

>
©
o
D
S
o
X

the following morning. Many students lose track of time and may “accidentally” do zanryu during their
college life at SFC. Zanryu must be done for academic purposes; any club activities may not be conducted

overnight at SFC.

Some students frequently stay overnight and enjoy the vacant campus in the morning, with the rising sun

congratulating them for the hard work done the previous night.

Staying overnight may help you finish your work; however, it also has the potential to harm your
health and well-being. As a college student, you are free to make your own decisions, but Keio does not

recommend the act.

In order to stay overnight, you must submit an online application (through SFC-SFS) or complete a paper
form when a night watchman (zanryu ojisan) asks you. The link to submit an application online is available
at the top of each class page on SFC-SFS; look for the button marked “Report for Overnight Stay” (%> >
A VEHED ).
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List of Centers on Campus

O /I Equipment at Media Center

Computers which have audio-visual equipment
installed, allow you to make a copy of VHS and edit
video materials. Service Hours are from 9:15 to 23:00 on
weekdays, from 9:15 to 19:00 on Saturdays. On Sundays
and National holidays, the center is closed. To enter into

the Media Center, your Student ID card is required. You

O ? Equipment at PC Rooms

PC Rooms are available to use 24 hours a day unless
a lecture is conducted in the room. On New Years’
holidays and summer holidays, the rooms will be closed.
To enter the room, your Student ID card is required. You
have to submit a “Zanryu-Todoke" through SFC-SFS to

stay overnight in the room.

may refer to the website for further information:

= http://www.sfc.lib.keio.ac.jp/eng/

Location Use Type Model/OS Quantity Host Name
Walk-by HQ Compagq Pro 6300 (Windows 10) 1 mcsupcO1
Scaning HQ Compagq Pro 6300 (Windows 10) 4 mcvspc01-04
) » iMac Pro (OS X 10.13) 6 mchdmac01-06
Video Editing = =
iMac 27 inch (OS X 10.13) 2 mchdmac80,81
Open Area Music Composition iMac 27 inch (OS X 10.13) 4 mcdamac01-04
— (First Floor) HP Z440 (Windows 10) 2 mcws01-02
it General Use DELL Precision T3420 (Windows 10) 7 mcwin01-07
iMac 27 inch (OS X 10.13) 4 mczmac01-04
iMac 27 inch (OS X 10.13) 6 mcmac01-06
Printer RICOH IPSiO SP C841 PS 4 -
Multimedia Multilingual . .
General Use Dell Precision T3420 (Windows 10) 2 mmlswpc01-02
Room (Second Floor)
ITC Entrance Printer RICOH IPSiO SP C841 PS 2 -
K 18 General Use iMac 21.5 inch (OS X 10.13) 40 zmac000-039
Printer RICOH IPSiO SP C841 PS 1 -
€17 General Use iMac 21.5 inch (OS X 10.13) 40 zmac040-079
Printer RICOH IPSiO SP C841 PS 1 -
. 18 General Use iMac 21.5 inch (OS X 10.13) 40 zmac080-119
Printer RICOH IPSiO SP C841 PS 1 -
PC 017 General Use iMac 21.5inch (OS X 10.13) 40 zmac120-159
Rooms Printer RICOH IPSiO SP C841 PS 1 -
A1 CG/CAD/ HP Z440 Workstation (Windows 10) 45 ws00-44
Statistical analysis RICOH IPSiO SP C841 PS 1 -
. » iMac 27 inch (OS X 10.13) 40 hdmac00-39
A8 Video Editing RICOH IPSIO SP C841 PS 1 -
. . iMac 27 inch (OS X 10.13) 40 damac00-39
A 21 Music Composing -
RICOH IPSiO SP C841 PS 1 -

(As of Sep. 2018)
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About Keio ID and Keio Apps ID

Besides a CNS account for students and faculty members at SFC, a Keio ID will
be distributed to all students and faculty members at Keio University. In the case
when it is issued over, Keio ID should be formatted as follows. This will also apply
to Keio Apps ID mentioned below.

[ The character string you set in activation ] @ keio.jp

By authenticating “keio.jp” with a Keio ID, you can use the various services
provided by Keio University. For example, you can use licensed software and
KOSMOS My Library, and browse a database, electronic journals, grade reports,
and official information of class cancellations and make up classes.

Also, for those who have a Keio ID already, please login to keio.jp and check for
your Keio Apps ID. Your Keio Apps ID should be formatted in default as follows (It is
displayed on the upper right of the screen after “Keio Mail” is launched).

[ your Keio ID ] @ keio.jp

By using a Keio Apps ID, you can make better use of the services of G Suite for
Education. These services will be usable in collaboration with other members; for
example, “Drive,” “Group,” “Calendar,” etc. You can also use Gmail by using your
Keio Apps ID as an e-mail address.

"o

Keio Apps ID can be used as a Google account, which means that you
can download apps and digital content in Google Play. It is, however, not
recommended. If your Keio Apps ID expires after graduating while you're using
your Google account to pay for apps, your payment or settlement will be invalid.
Keio University will not provide a guarantee against such a loss.

8
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8 Appendix

6

Copyright Rules and Claims

O II Copyright

Redistributing someone else’s copyrighted materials
such as music, movies, and software without prior
consent or legal agreement often results in infringement
of copyrights. Those who have acted against the law will

be disciplined by the University and face consequences.

O ? Restriction on Use of P2P Softwares

Keio University will not tolerate any act of sharing
copyrighted materials over the CNS network, in
accordance with the amendment of Japanese Copyright
Law in 2012. For educational and research purposes,
you may use P2P softwares if your registration form is

given to and accepted by Shonan Fujisawa ITC.

For in-detailed information of “Use of File Sharing
Software on Campus” and up-to-date information of
peer-to-peer software regulation, visit:

= http://www.sfc.itc.keio.ac.jp/en/software_fileshare.html

03 Plagiarism

Copyright is a legal right that a creator has, given by
the country, on exclusive rights to use and distribution
of their production. All the reports, submissions by
students to professors or staff must be the result of
one's creation of his or her own. You may not write
words taken from others work as if these are originally
your thoughts and are expected to clearly credit the
source of the documents or references. Any of the
following acts is to be considered as infringement of

copyright.

. Imitating or using the thoughts and language of
another creator.

- Distributing music or movie files of other creators
to the general public online.

. Exposing the records of TV programs or video-

taped clips without authorization of the creator.

Rules, policies, and notices produced by the
government and municipal bodies are not subjected to

copyright as they are documents of the general public.



O4Citation

The copyrighted work of others can be used without
permission in the form of a citation. To cite correctly, the

following conditions must be satisfied.

Source and the author's name are clearly stated
Original text and the cited section can clearly be
distinguished

The cited work is necessary to prove your pont
Your work must not simply duplicate or restate the
cited work

The cited work is published

OS Use of Open Content

Out of all the works that are exchanged over the
internet, there are some where the creators has left the
work to be shared. This kind of work is called "Open
Content" and can be used with comparatively few

restrictions.

Creators who permit their work to be used freely are
releasing a lot of open content. Amongst these works
there are those being distributed under the kinds of
shared use agreements that you will see in the following
sections. Make the most of open content but be sure

that you understand and follow the tems of use.

O6Copyright of This Book

SFC-CNS is made possible in part by the many free
software, publicly-available documents, and public

domain software that is available openly online.

To fulfill social responsibility, the contents of the SFC
CNS Guide 2018 English Edition may be reused based
on the following policy. Copying, translation, altering,

modifying, quoting, printing, distributing, and selling

Appendix 8

of contents within the CNS Guide 2018 English Edition
may be permissible within the regulations in the next

section.

O ; Regulations About Redistribution of This Book

Please refer to this book as the source and also state
that this book allows secondary modification when you
redistribute.

Questions are only accepted on-campus, and the

authors will not respond to questions from third parties.

You may read the web version of this book from the
URL below:
= http://cns-quide.sfc.keio.ac.jp/
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