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Preface

The Shonan Fujisawa Information Technology Center continuously has put tremendous effort into
providing the most advanced technology to all students, faculty, and staff at SFC since the establishment of
this campus. This guide will walk through some of the most common techniques to use our cutting-edge
technologies and methods to make the best use of the services to enhance students' learning experiences and

be academically successful.

This book consists of three sections: introduction, basic use, and advanced use of the Shonan Fujisawa

Campus - Campus Network System (SFC-CNS.)

Before starting your first day at SFC, you should be well-familiarized with our spirit. Everyone on this
campus should contribute to the system to establish, improve and improvise new services for every individual

on the network. Explore technology and make a difference.

Such cooperation is only possible when campus services are open to everyone. However, open often
means insecure. Everyone has a responsibility to protect their own data and equipment and must respect others

on the network.

Follow the rules written below and enjoy your college life:

— Do not illegally duplicate software. You must observe copyright laws.

— Itis prohibited to access files or other information without permission from the author(s).

— Understand SFC-CNS is a system exclusively for education and research purposes. Do not use the
services for other purposes (such as profit-making activities.)

— Do not access computers without permission.

— Do not troll others on social networking services.

— Do not send emails with the intention of harming others.

— Do not send or forward chain emails.

— You must be aware that people all over the world can read the webpages you create and publish
on this network. Be sure to observe copyright law, especially when you include pictures, audio files,
or movies.

— Do not cause trouble to others.



If you have any further questions, please feel free to visit the CNS Consultant Desk in the Media Center

or the Shonan Fujisawa Information Technology Center (ITC) at SFC.
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Whatis SFC-CNS 7

O /I What is SFC-CNS ?

SFC-CNS stands for Shonan Fujisawa Campus — Campus
Network System. A network is a web of interconnected
computers that share information resources, which is an
integral part of our society. CNS is the network system

that supports academic life of Shonan Fujisawa Campus.

Network system resources available for your use are
delivered in different forms, including wireless network
access points, the Gakuji Web System (Academic
Affairs Web System), and many others. CNS is the
overall environment of all shared network resources for

students, faculty, and staff at SFC.

On campus, there are a number of computers
connected to CNS for research and educational
purposes. All students, faculty, and staff on the campus
are free to use the shared resources through these
computers installed on campus or on your personal

computers.

O ? What is an “Account”?

Many people at SFC use CNS. Those who use the system
are called "users" and their privileges to use CNS are

called "accounts".

Accounts on CNS are assigned to students, faculty,
and staff in the Faculty of Policy Management, Faculty
of Environment and Information Studies, Faculty of
Nursing and Medical Care and Graduate School of
Media and Governance, and Graduate School of Health
Management, according to the CNS Terms of Use (refer

to [p.136: Terms of Use.] ).

If you would like to obtain a CNS account but are not a
student, faculty, or staff of the five departments listed
above, you can do so at the "Information for Students
at Other Campuses" section of the Shonan Fujisawa
Information Technology Center (ITC) website:

= http//www.sfc.itc keio.ac.jp/en/top_sfc.html

*If you are only taking correspondence courses and
foreign language courses, you are not eligible to receive

a CNS account.

In order to identify users and manage the security
of CNS, all students on campus are provided with a
CNS account. A CNS account has a uniquely assigned
login name and a password. The login names of
undergraduate students contain the user's faculty,

enrollment year, and initials.
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faculty enrollment
year

name initials

The example login name shown above belongs to a
student enrolled at the Faculty of Policy Management
in academic year 2016. Each user has an email address
in the form "[your CNS login name]@sfc.keio.ac.jp",
which can be accessed by using a seperate password
from your CNS login password (refer to <page for IMAP/
SMTP-auth password.)

Start Up 1

03 Password Management

A CNS login password is used to confirm your identity
when accessing certain resources on CNS. You must

make a password that satisfies the following conditions:

Contain only alphanumeric characters and certain
special characters

Contains 10 or more characters

Contains at least one uppercase characters and

lowercase characters and one number

The following password types should be avoided
completely because they can be easily guessed.

Your name or any relative's name

Common dictionary words

Birthday, address, telephone number, or repeated

sequences of characters

Your CNS login password must be changed at least once
every 180 days, or your CNS account will be suspended.
For help changing your password, please refer to [p.124
: Checking and Changing SFC-CNS Passwords.] If you
forget your password, or if your account has been
suspended, please bring your student ID or campus card
to the CNS/ERNS service desk at the Shonan Fujisawa
Information Technology Center (refer to [p.134 : SFC-
CNS Technical Support Services] ).

If you suspect any suspicious activity involving your CNS
account, change your CNS login password immediately
and consult the CNS/ERNS service desk at the Shonan
Fujisawa Information Technology Center. To change
your CNS login password, please refer to [p.124 :
Checking and Changing SFC-CNS Passwords.]

2

=
@
()
wm
wm
—
>
=Z

ITEIN SND



1 Start Up

2

Websites You Can Use on Campus

SFC-SFS

@ srcsmsioom what's SFC-SFS 2

[Englsn | Jopanese ]

Facullyand

'CNS ACCOUNT St

207
communications:

=g

1. Communication n your closies

> Forgot CNS possword? 3
2 Communication for your plonning

SFC-SFS

About SFC-SFS?

SFC-SFS is the communication support system for
faculty members and students on campus. You will find

information about your registered classes. In order to

SR e . login, type your CNS login name in - @ "CNS ACCOUNT”
e and your CNS login password in @ “CNS PASSWORD.”
Q‘;ﬂm?mﬂhJlm.ﬂthuy.Jvn.nA:Np,m,, Then, C||Ck 9 “LOG'N.”
e = https://vu.sfckeio.ac.jp/sfc-sfs/index.cgi?+en
SFC-SFS et (O
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kelo p, Gakuji Web (Academic Affairs Web) System and Various Applications

Morch 30 1630~ June 27 900

Kelojp

« Inorder
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entrance date (ApAl

keiojp TOP

“eoio o by ) and CNS Password

Actvation (Only once)

‘Gakuji Web (Academic Affairs Web) System and Various Applications
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il Web System:
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Timetoble,

Start Gk Wob Systom Grade Raports

ic Gourses
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O ? Use SFC-SFS

You can check your class scheduled on @ "MY-
Timetable.” To view the class page, click the name
of the class you are taking. On this page, you can
check detailed information about classes, download
lecture notes, submit assignments, and request to stay
overnight to study. You can create your plan for next
semester and submit assignments for classes requiring

pre-registration on @ “Sel. Entry.”

OB Academic Affairs Web System

You have access to the @ “Gakuji Web (Academic Affairs
Web System)” through SFC-SFS. Services such as “keio.
jp Activation,” “Cancelled Class Information,” and “Grade

Reports” are also available here.
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keio.jp

O 1 What is keio.jp?

Keio.jp is the identity management platform used in
Keio University. The system can also be used to obtain

student software licenses.

= http://keio.jp/

You must set up and activate your keio.jp account on
SFC-SFS Gakuji Web before the first use.

After activating your account, type your keio.jp ID in @
“ID" and your keio.jp password in @ “Password.” Then,

click ® “Login.”

Since November 11, 2014, keio.jp can also be accessed
by logging in with your CNS account and CNS login
password. To login with your CNS account, type “[your
CNS login name]@sfc.keio.acjp” in @ “ID" and your CNS
login password to @ “Password.” Then, click & “Login.”

O 2 Use keio.jp

On keio.jp, you are free to download licenses for
software, and browse through various research journals

and publications.

The software licenses that students are allowed to
use are listed on [p.122 : Services that Require Pre-
registration.] Also, to issue license after accessing keio.
jp, please check STEP 01 ~ 10 of [p.87 : Installing
Antivirus Software On Your PC]
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Other Websites

Wellness System Ver.3

20ie/e/2 | Weliness System
150457
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Keio University

- Shonan Fuj(lsawa rw?edla Center

Faculty | Aumni | ExtematUsers |

;
Find/Search Study | Request/Aska Librarian | Login Services Aboutus

You can write notes, submit reports, and make
reservations for physical education 2-5 classes.

= https//wellness.sfc keio.ac jp/v3/pc.php?newlang=en

O ? Shonan Fujisawa Media Center (Library)

Opening hours of Media Center and library event

news are on this website. You can also make a
reservation for using the AV Hall, studios, and so
forth.

= http://www.sfc.lib.keio.ac.jp/eng/

Useful links KOSMOS Today's Opening Hours
. 2016.8.4 (Thurs)
8 erap =3 9115 ~ 1800
+ Plase pick up/return books 30
» KOSMOS Top s » KOSMOS Advanced Searchits » Helpis minuted bford lbrary ciosng tme.
Counter closes 30 mnutes
" before ibrary closng time.
News »Newslist £} Calendar /
M= ] Umportant] Library Temporary Closing (August 20) (2016.07.28) oe @& August -]

on

I Notice of long-term loan for summer holidays (2016.06.21)

Hollo Guost B My Shelf My Library Display Setings Sign in

Having trouble Signing in?

aexrrr KOSMOS

Tags | Find Eoumal = ContactUs | Help B8
All materials E-Jounals Article(CIN)
Al tems %) (that contain my avery words #) (anywhere in the record %) In (All Campuses )

New Search/Clear  Advanced Search

E-book title search in KOSMOS (Jun 17, 2016)

With in
Media Center is now trying to purchasing e-books more consciously.

In order for our patrons’, we

KEIO SFC COURSE SUMMARY 2016
1 SEARCH (Underraduatel 1)

Keio University Shonan Fujisawa Campus
Lange o el

ot Faculty of Policy Management
I . T3 Faculty of Environment and Information Studies
| B =3 Graduate School of Media and Governance
o Biin B moee B oo Course Summary 2016
Faculty o PoicyMar [ 2014 curriculumn ]
Faculty ofEnvironmant and information Studies
2014 Coricum 2016311 open
1. Research Seminars
2 Fundamental Sjects
< ntroductory
= Lanuage Communieaton
© ota Sctnce KEIQ UNIVERSITY
- ouasces o
ta Science 2 ‘ -
. mw;um Technology w31 o1
iness
Interdisciinary i

3 Adv-wedSqum s s by At Pty e Us e

Folicy Mar
e of Eviomment s omation
4 over st

Ssm-n Suvecs
Specialized Subjects in Teacher Training

03 cosmos

KOSMOS allows you to search for books in the Keio
University libraries, reserve books, and check the status
of any currently checked-out books.

= http://kosmos.lib.keio.ac.jp/

O4CIass & Seminar Syllabus

The SFC syllabus has different pages for regular classes and

seminars. You can access each from the URL below:

Class syllabus

= https://vu.sfckeio.ac.jp/course_u/data/2016/title14

en.html
Seminar syllabus

= https://vu.sfc.keio.ac.jp/project/
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Access Content Only Available
on Campus from Outside

Browsing the Web Using the CNS Network over WebVPN

Several webpages are accessible only on campus due
to licensing restrictions. However, you can use these

websites from outside SFC if you have a CNS account.

:RJ BA4J4 > : Login
CNSOOJA V% - A4 VINRT—REAHLTTE
W

(Please enter your CNS login name and CNS login
password.)

e (1)
CNS login password: e

ez P

CNS login name:

ey 1) [2)

I.\. o B |m|
1) Aetaome) < || web Bookmaris
J l)’ SECAIC
9J Wb 777~ 3/ (Web Applications) -, | & SEC Web Pace
# SEC Media Cenier

[em— 3

3) Amcoes »

| coLumn v

SFC has several different methods for accessing restricted
content. Here, we will explain how to browse websites
with WebVPN.

01

Open a web browser and go to the following URL:

= https://vpn1.sfc.keio.ac.jp/

Type your CNS login name in @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, click @ " @41 > (Login)."

0”2

Type the URL of the webpage you want to browse in
@ and click @ " £ B (Reference).” You can browse the

website almost as if you were on campus.

About VPN

VPN stands for Virtual Private Network, which enables a computer to access and transmit data to a

private network as if it were connected directly. It extends a private network over public network, such as

the internet. VPNs allow computers connected to the internet to work from remote places while benefiting

from the security and management systems of the private network. SFC has several different methods for

accessing content restricted to on-campus use. To get more details, see “VPN Service” on the ITC website.

= http://www.sfc.itc.keio.ac jp/en/network cns vpn.html
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2 Wireless LAN

1

About the Wireless LAN Environment

on Campus

Wireless network access points are widely available on  the Internet using a personal certificate using Windows
campus for research and educational purposes. Wireless 10, Mac OS X, iOS, or Android.

LAN is a network connected over wireless signals.  If your device is not compatible with EAP-TLS
Wireless LAN of CNS uses IEEE 802.11 a/b/g/n. Your  authentication, EAP-PEAP certification is recommended.
access must be authenticated via personal certificate,

EAP-PEAP. Your certificate strengthens the security of

your connection and confirms your identity on the

network.

In this section, we are going to explain how to access

Campus Network

I
I
I
I
I
: SFC-CNS
I
I
I
I
|

Connect Using Personal Certificate Connect Using EAP-PEAP Authentication
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dn ueig

Connecting Your PC (Windows 10) to CNS

First, connect to the wireless LAN temporarily for
network configuration. If you have a mobile router or
any other method of connecting to the Internet, skip to
STEP 08. If not, right-click the Windows key and click @

“Control Panel”.

4 [E > Control Panel > v ©| | search Control Panel
Adjust your computer’s settings Viewby: Category ¥
System and Security User Accounts

Save backup copies of your files with File

History %j_‘ Appearance and Personalization

=
@
M
w
wv
—
P
=

Click @ “Network and Internet.”

ITEIN SND

Backup and Restore (Windows 7) Change the theme
Find and fix problems

Network and Internet
° Add a language

Change input methods

Change date, time, or number formats

= i sereen resoluton
o :* Clock, Language, and Region
Choose homegroup and sharing options 0t
7 Hardware and Sound
View devcaz and pAnkirs S
Add a deice
A Commeily S Ry S5S . 2
= Programs
Bl uninstetia program

B Network and Intemet o0 x
« © 2 @ > ControlPanel > Network and Intemet > v|®] [ search Control Panel »
Control Panel Home o

Y
A

System and Security
* Network and Interet

Hardware and Sound o lomeGroup H " . .,,
§ Lo Click @ “Network and Sharing Center

Choose homegroup and sharing options

Programs
B ACERinS % Internet Options

17=] Change your homepage | Manage browser add-ons | Delete browsing history and cookies
Appearance and

Personalization
Clock, Language, and Region

w
View network computers and deices mv)
=
)]
—
D
=
wv

Ease of Access

&£ Network and Sharing Center - 0o X
« v 4 % « NetworkandIntemet > Network and Sharing Center v & | Search Control Panel Vs
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Change advanced sharing Network Accesstype:  Intemet

etings pernisP Connections: § Ethemet Click @ “Set up a new connection or network.”

Change your networking settings

Set up 2 new connection of network

" nnegn; o set up a router or access point.

orget

[ Troubleshoot problems
td
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¥ Set Up a Connection or Network

Choose a connection option

¢ Connect to the Intemet
Set up a broadband or dial-up connection to the Internet

Ly Setup a new network
<= Set up a new router or access point

‘. [Manually connect to a wireless network
s 2lConnect to 2 hidden network or create a new wireless profile.

l‘h Connect to a workplace

Set up a dial-up or VPN connection to your workplace.

Cancel
- X
« ¥ Manually connect to a wireless network
Enter information for the wireless network you want to add
Network name: I 000000SFC o
Security type: No authentication (Open) v 9
Encryption type: None
Security Key: Hide characters
9 JC start this connection automatically ||
Connect even if the network is not broadcasting |
Warning: If you select this option, your computer’s privacy might be at risk.
Cancel

&¥ Manually connect to a wireless network

Successfully added 000000SFC

= Change connection settings
Open the connection properties so that | can change the settings

0|—|J

€IS Personal certificate /
Device registration
for CNS Wireless LAN

Purpose

* Tesue Doy date your personal certfcate
* Register of identical information (MAC address) ofyous device

Please eater your CNS login name. llv e ) wa-nqu-b,mh-um

e

05

Select @ "Manually connect to a wireless network” and

click @ "Next.”

06

Type “000000SFC”" in @ “Network name” and select “No
authentication (Open)” from @ "Security type.” Make
sure that @ "Start this connection automatically” is
unchecked, and check @ “Connect even if the network

is not broadcasting.” Then, click @ “Next.”"

0/

Click @ “Close.”

03

Open a web browser and go to the URL:

= https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

Type your CNS login name in @ and your CNS login
password in @, then click @ “Start the registration.”
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CINS Personal certificate / &
. . . S
Device registration —+
for CNS Wireless LAN -
©
If this is your first time creating a personal certificate,
Issue of the pergggal certificate " Yo . " _
o select “Issue” in @ and click @ “Submit.
e e If you have already issued your personal certificate
Register/Delete the device information
e v and the certificate is still valid, select “"download” in
SFCAITC SFC official website | Keio university SFC-ITC

O |, click ® “submit,” and skip to STEP 11. If not valid,

select “Reissue” in @ and click @ “Submit.” If you select
"Reissue,” your previously issued certificate will be

invalidated.

€IS Personal certificate /

=
@
M
wn
wn
—
P
=

Device registration
for CNS Wireless LAN

Make a new passphrase for your personal certificate.

This process will issue the personal certificate.

oonat e e sl e o Q This password is necessary to protect your personal
o 8 characters)

certificate against unauthorized use and must contain at

()
e T T e least 8 characters. Enter your passphrase in @ - @, and % 3
click @ “Issue the personal certificate.” This passphrase =
will be used in STEP 14 and will be required when Q—_)
installing your certificate on any additional devices.
Download of the personal certificate
e
i s Your browser will prompt you with a download 7;_; 77777
e e notification. On Microsoft Edge, a dialogue box will % 4
. (1) appear at the bottom of the window. Click @ “Open.” -
nnw---nmw«mn{ FE——— I o | oo viowdouios x =
>
—
D
)
wm

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store. . . .
Open the file you just downloaded and wait for

A certificate, which is issued by tificati ithority, nfirmation of Wentity |,
and conians formation used ta protec data or to estabich secure netiack “Certificate Import Wizard” to appear. Then click @

connections, A certificate store is the system area where certificates are kept.
" "
Store Location NeXt'
(@ Current User

(O Local Machine

To continue, dick Next.

Cancel
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€«

2 Certificate Import Wizard

File to Import
Spedify the file you want to import.

o File name:

Browe...

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)

Microsoft Serialized Certificate Store (.SST)

Cancel

& Certificate Import Wizard

Private key protection

To maintain security, the private key was protected with a password,

Type the password for the private key.

Password:

(1] 7 ]

[Joisplay Password

Import options:

[]Enable strong private key protection. You will be prompted every time the

private key is used by an application if you enable this option.

D Mark this key as exportable. This will allow you to back up or transport your

keys at a later time.

9 [ Include all extended propertes|

Cancel

&«

Z¥ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

the certificate.

(@ Automatically select the certificate store based on the type of certificate

(O Place all certificates in the following store

Cancel

20

Make sure that the path to your downloaded certificate

is correctly entered in @ “File Name.” Then click @ “Next.”

Type your personal certificate passphrase from STEP 10
in @ "Password,” and check @ “Include all extended

properties.” Then, click @ “Next.”

Click @ “Next.”



€ 2 Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:

POt R Automatically determined by the wizard
Content PFX
File Name C:¥Users¥Keio_SFC¥Downloads¥s 16xxxtk.p12

Cancel |
. - x
Certificate Import Wizard -
0 The import was successful.
EE Network and Sharing Center - o x
« ~ 1 & > Control Panel > Network and Intemet > Network and Sharing Center v U | Search Control Panel P

Control Pane Home View your basic network information and set up connections

View your active networks
Change agapter settings

Accesstyper Intemet
HomeGroup:  Ready 10 create
Comections: 7 {7y}

Change advanced sharing 000000FC
settings Private network

Change your networking settings.

ReENon: or Set up a router or access point.

[ Troubteshoot problems

Diagnose and rep: orget

Seealso
HomeGroup.
Internet Options

Windows Firewall

"'E' Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

ﬁ, Set up a new network
<=2, Setup a new router or access point.

ﬁw [Manually connect to a wireless network o

-2 Connect o a hidden netwark or create a new wireless profile.
Connect to a workplace

- Set up a dial-up or VPN connection to your workplace.

o

Wireless LAN 2

Click @ “Finish.”

Click @ "OK”

Go back to “Control Panel” and open “Network and
Sharing Center” from “Network and Internet.”

Then, click @ “Set up a new connection or network.”

Select @ "Manually connect to a wireless network" and
click @ "Next."
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Wireless LAN

«

E

N

¥ Manually connect to a wireless network

nter information for the wireless network you want to add

etworkname (1)

Security type: 'WPA2-Enterprise ) 9
AES

Encryption type

Security Key: Hide characters

Start this connection automatically|

[] Connect even if the network is not broadcastin:

‘Warning: If you select this option, your computer's privacy might be at risk.

Cancel
- X
¥ Manually connect to a wireless network
Successfully added CNS
— Change connection settings
Open the connection properties 5o that | can change the settings.
Close

CNS Wireless Network Properties

Ccmnectiun

Name: CNS
SSID: CNS
Network type: Access point

Network availability:  All users

[ Connect automatically when this network is in range
D Look for other wireless networks while connected to this network

[##] Connect even if the network is not broadcasting its name (SSID)

22

20

Type “CNS” in @ "Network name.” Select “"WPA2-
Enterprise” from @ "Security type” and check @ “Start
this connection automatically.” Make sure @ “Connect
even if the network is not broadcasting” is unchecked.
Then click @ "Next."

Click @ “"Change connection settings.”

27

Click @ “Security” tab.



Wireless LAN 2

CNS Wireless Network Properties >
Connection Security

On “Choose a network authentication method”, select

dn ueig

Security type: WPAZ2-Enterprise L . i " X
© "Microsoft: Smart Card or other certificate” and click

Encryption type: AES b X ,
@ "Settings.”

o Choose a network authentication method:

| Microsoft: Smart Card or other certifici \fII Settings Ie

Remember my credentials for this connection each
time I'm logged on

=
@
M
wn
wn
—
P
=

Advanced settings

(D) 3
o
Smart Card or other Certificate Properties > ’ f|
When connecting:
OESE my Sm?rt card ) Advanced
tificat thi it i i i i i
®Use 2 certifieats on this computer Check @ "Verify the server's identity by validating the
oD Use simple certiticate selection (Recommended)
. " . " "
Verify the server's identity by validating the certificatel certificate”. Then' click e OK.
DCDnnect to these servers (exampleszrvl;zrvl; ¥¥ srud¥ com) m
=z 4
(Va)
Trusted Root Certification Authorities: mv)
[ ] GTE GyberTrust Global Roat ~ =
>
. —t
|:| localhost D
I:‘ hicrozoft Root Autharity a

I:‘ Microzoft Root Certificate Authority

I:‘ Microsoft Root Certificate Authority 2010

|:| Microsoft Root Certificate Authority 2011

[ Guovadis Root Gertification Authority

< >

iew Certificate

I:‘Dun’t prompt user to authorize new servers or trusted
certification authorities.

DUSE a different user name for the connection

oancel

23



2 Wireless LAN

CNS Wireless Network Properties > f l
Connection Security

Click @ "OK”

Security type: WFPAZ-Enterprise b

Encryption type: AES ~

Choose a network authentication method:

Microsoft: Smart Card or other certifice ~

Remember my credentials for this connection each
time I'm logged on

Advanced settings

20

Click @ "Settings" icon.

Calendar

m Cortana. Ask me anything

24



Settings

€57 SETTINGS

=

System
Display, notifications,
apps, power

2

Accounts
Your account, sync
settings, work, other
users

Devices
Bluetooth, printers,
mouse

G
Time & language
Speech, region, date

- o

x

Find a setting »

@

Network & Internet
Wi-Fi, airplane mode,
VPN

)
s

Ease of Access
Narrator, magnifier,
high contrast

e

Personalization
Background, lock
screen, colors

&

Privacy
Location, camera

& Settings - o X
¢3%  NETWORK & INTERNET Find a setting p|
Wi-Fi -
Wi-Fi
Airplane mode
0w
Data usage
CNS
VPN ﬁ
000000SFC
Dial-up
Ethernet eduroam
& settings - o x

€52 NETWORK & INTERNET
Wi-Fi

Airplane mode.

Data usage

VPN

Dial-up

Ethernet

Proxy

Find a setting »

Wi-Fi

@D on

S
steootk@sfckeioacip

Certificate details

Issued to: st6xatk@sfckeio.acjp

Issued by: KEIO SFC Intermediate CA G2

Valid from 5/27/2016 to 6/27/2017

Thumbprint: DA 16 54 B1 7F 73 E2 0C BS CE D5 97 E4 B7

06 B9 72 41 5F Al

Iars Cancal

2/

Wireless LAN

Click @ "Network & Internet” icon.

23

Click @ "CNS".

29

2

In @ "Choose a cerificate", select "[your CNS login

namel@sfc.keio.ac.jp." From now on, if you are on

campus, your device will be connected to CNS

automatically.

Connecting your PC (Windows 10) to CNS is completed.

25
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2 Wireless LAN

Connecting Your Mac (Mac OS X) to CNS

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

CNS

Find and join a Wi-Fi network.

Enter the name and security type of the network you want to
join. o
Network Namel 000000SFC I

Security: None

-

9' ~ Remember this network I

(3]

Cancel

? Show Networks

€S Personal certificate /
Device registration
for CNS Wireless LAN

Purpose of this webpage:
+ Issue/Downioad/Invaldat your personal certificate.
+ Register of identical information (MAC address) of your ﬂevo
Your CNS logi e it characters.
Please enter your CNS login password. flecss ] put Engiish single-byte characters.
9

+ I you are using Phone/iPad/iPod touch,
You can configure mail and VPN as well as wireless LAN.

CINS Personal certificate /
Device registration
for CNS Wireless LAN

Issue of the personal certificate
Issue Tssue the personal certificate
Register/Delete the device information
Registration of the device.
SECITC

SEC official website | Keio university SFC-ITC

26

First, connect to the wireless LAN temporarily for
configuration. If you have a mobile router or any other
method to connect to the Internet, skip to STEP 03. If
not, click @ "Join Other Network..." from the list of @ Wi-Fi

icon.

02

Type "000000SFC" in @ “Network Name.” Uncheck @

“Remember this network.” Then, click & “Join.”

03

Open a web browser and go to the following URL:

= https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

Type your CNS login name in @ and your CNS login
password in @ . Then, click @ “Start the registration.”

04

If this is your first time using a personal certificate, select
“Issue” in @ and click @ “Submit.”

If you have already issued your personal certificate
and the certificate is still valid, select “download” in @,
click @ “Submit,” and skip to STEP 06. If not valid, select
"Reissue” in @and click @ “submit.” If you select "Reissue,”

your previous certificate will be invalidated.



€IS Personal certificate /
Device registration
for CNS Wireless LAN

‘This process will issue the personal certificate.

Download of the personal certificate

Download will start automatically.
ol’lsasc click here if download will not start.

oo
Information of the personal certificate
Login name s16xxxtk

Issued date 2016/06/02 09:55:52

[] Add Certificates

Do you want to add the certificate(s) from the file

Costifinite
“516xxxtk.p12" to a keychain?

Mnadond

Keychain: | login

=9

Wiew Certificates

Enter the password for “s16xxxtk.p12":

HqJ

Password: I

Show password 9

Ca ncel -

0 %‘rl B Twe2242 Q =
Wi-Fi: Looking for Networks

Turn Wi-Fi Off
+/ 000000SFC

Join Other Network...
Create Network...
| Open Network Preferences...

Wireless LAN 2

05

Make a new passphrase for your personal certificate.
This password is necessary to protect your personal
certificate against unauthorized use and must contain at
least 8 characters. Enter your passphrase in @ - @, and
click @ “Issue the personal certificate.” This passphrase
will be used in STEP 08.

06

Your download will begin automatically. Once
completed, open the file you just downloaded. If
download does not begin, click @ "Download” to save

the file and open the certificate.

0/

Once the window “Add Certificates” appears, click @
“Add.”

03

Type your personal certificate passphrase in @
"Password” from STEP 05 and click @ “OK."

09

Click @ Wi-Fi icon to get the list of available wireless

networks. Then, select @ “CNS” from the list.

2/
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2 Wireless LAN

The Wi-Fi network "CNS" requires WPA2

Q\’ enterprise credentials.
o
)
Moge: EAP-TLS
Identity:} s16xxxtk@sfc.keio.ac.jp
Username:

9' Remember this network I

7]
)

Cancsp ﬁ

Verify Certificate

Authenticating to network "CNS"

Before authenticating to server "ns02.sfc.keio.ac.jp", you should examine the
server's certificate to ensure that it is appropriate for this network.

To view the certificate, click 'Show Certificate'.

Show Certificate

You are making changes to your Certificate Trust

Settings. Type your password to allow this.

Usernﬁ Taro Keio
Passwo :I eeccscee

o R

eapolclient wants to sign using key “privateKey”

in your keychain.

Do you want to allow access to this item?

Always Allow

Deny Allow

eapolclient wants to change access

permissions of the “pri
keychain.

ey” item in your

Do you want to allow access to this item?

oo O]

28

From @ "Mode", select “"EAP-TLS.” From @ "Identity",
select “[your CNS login name]@sfc.keio.acjp.” Make sure
that @ "Remember this network” is checked and leave

the “Username” column blank. Then, click @ “Join.”

The dialogue box shown on the left side will appear.
Click @ "Continue.”

When the window prompts you to put in your password,
type your Mac OS X account password in @ "Password.”

Then, click @ "Update Settings.”

The dialogue box shown on the left side will appear.
Click @ "Always Allow.”

Again, click @ “Allow” on the dialogue box. From
now on, if you are on campus, your computer will be

connected to CNS automatically.

Connecting Your Mac (Mac OS X) to CNS is completed.
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()
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4

Connecting Your iOS Device to CNS

O

=
()
; 1 On your home screen, tap @ "Safari.” D
iBooks iTunes Store App Store Newsstand A
3 wn
—
>
=z
Health Settings
e
.'. I I ()
— N
Mail Music <
Q,
Q Search web or enter site name O 2
P, Type the URL in @ and go to the registration page: 7;_; 747 o
. w Allabaut -t ., = https:/itcsecure.sfc.keio.ac.jp/wlan/?lang=en %
-
Apple Disnhey About Yahoo g
—
D
«»

29



2 Wireless LAN

CMNS Personal certificate /
Device registration
for CNS Wireless LAN

Please try with Safari.
You can not download the certificate in Google

Chrome.
Wireless LAN configuration for iPhone:
¢ Issue of the private certificate

¢ Download of configuration profile for
1Phone

CNS login name (1)
CNS login password (2]

e start registration

logout

Issue of the personal certificate
OL.-T=1e

Issue Issue the personal certificate

CNS Personal certificate /
Device registration
for CNS Wireless LAN

logout

This process will issue the personal certificate.

Please enter the passphrase for the encryption of the personal certificate,
“You need your passphrase to install the personal certificate.

Please enter the passphrase [ = in § characters)

Cancel the registrati SFC-ITC web site ~ SFC official web site = Keio
university SFC-ITC

30

03

Type your CNS login name in @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, tap © "start registration.”

04

If this is your first time using the personal certificate,
select “Issue” in @ and tap @ “go.”

If you have already issued your personal certificate
and the certificate is still valid, select “download” in @,
tap @ “submit,” and skip to STEP 06. If not valid, select
"Reissue” in @ and tap @ "go.” If you select "Reissue,”

your previous certificate will be invalid.

05

Make a new passphrase for your personal certificate.
This password is necessary to protect your personal
certificate from unauthorized use. It must contain at
least 8 characters. Enter your passphrase to @ - @, and
tap @ "Issue the personal certificate.” This passphrase

will be used in STEP 11.



Wireless LAN 2

L 1
' Download of the SFC-CNS setting proflie —~
; c
for iPhone ©
o Tap @ "Download” in Profile(A).
Profile(A)
= Wireless LAN connection only
If you select Profile (B), you can set up both wireless
Profile(B) ) ) ’ " "
P e LAN connection and CNS mail setting. Tap “Download
mail(IMAP) setting in Profile (B) and follow STEP 07 to STEP 15 at [p.52:
Configuring Your CNS Mail Client on Your iOS Device.]
Profile(C)
- Wircless LAN connection + VPN setting Then, follow STEP 14 and STEP 15 on this section to set § 2
()
up your wireless LAN connection. D
a
—
=
=z
Cancel Install Profile @ install O 7
Tap @ "Install.”
23
= =
SFC-CNS flIFEEE n
EREZBREERITC =
Q,
Signed by Not Signed
Description SFC-CNS OFIABRE
- #ERLAN
Contains  Wi-Fi Network
3 Certificates
More Details o
0 4
=
wn
X
=
—
(D
«»

Enter Passcode Cancel O 8

Type in your iOS passcode.

Enter your passcode




2 Wireless LAN

Cancel Warning o Install 09

Tap @ "Install.”

UNSIGNED PROFILE

The profile is not signed.

Install
Tap @ "Install.”
_

Cancel

Cancel Enter Password (2 Next ] ]

Type your personal certificate password from STEP 05 in
ENTER THE PASSWORD FOR THE CERTIFICATE

o"swxxxw.mz" @ and tap @ "Next.”

Required by the "SFC-CNS FIBz&=E" profile

Profile Installed (1) Done ] 2

Tap @ "Done.”

SFC-CNS FIFRE
EEERHEEERITC

Signed by Not Signed

Description SFC-CNS DOF|H:%
- R LAN

Contains  Wi-Fi Network
3 Certificates

32
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13

Go back to your home screen and tap @ "Settings.”

dn ueig

iBooks iTunes Store App Store  Newsstand

N

Phone Safari

=
@
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wn
wn
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=

Settings /I 4
Tap @ "Wi-Fi” 23
(V]
N 5
Off
On
24
(V]
X
. _ S
€ Settings Wi-Fi /I 5 3

Tap @ "CNS.” From now on, if you are on campus, your
Wi-Fi D device will be connected to CNS automatically.

Connecting Your iOS Device to CNS is completed.
G)HOOSE ANETWORK... =,

CNS a= (i)
keiomobile2 a= (i)
Other...

33



2 Wireless LAN

>

Connecting Your Android Device to CNS

a On your home screen, tap the @ Chrome icon.

Play Store

Search or type URL : O 2

o Type the URL in @ and go to the registration page:
= https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en

C1S Personal certificate / O 3

Device registration

for CNS Wireless LAN Type your CNS login name in @ "CNS login name” and
Purpose of this webpag(?. your CNS login password in @ "CNS login password.”
« Issue/Download/Invalidate your
Then, tap © "Start the registration.”

personal certificate.
« Register of identical information (MAC

address) of your device.
Qe input English single-byte

Please enter your CNS login name. [Z5<%

s s s . ] T g s

34



CIS Personal certificate /
Device registration
for CNS Wireless LAN

Issue of the personal certificate

O=T21©

Issue Issue the personal certificate
Register/Delete the device information
Registraton o he device

SECITC SEC official web site Keio university SFC-ITC

CINS Personal certificate /
Device registration
for CNS Wireless LAN
logout
This process will issue the personal
certificate.

Please enter the passphrase for the
encryption of the personal certificate.
You need your passphrase to install the
personal certificate.

I l»“nan 8

e agon [
(mnﬁmuoml_le

Please enter the

Download of the personal
certificate

Download will start automatically.
Please click here if download will not
start.

=9

Information of the personal
certificate

Login name s16xxxtk

Issued date 2016/06/02 12:17:59
Expiration

date 2017/07/03 12:17:59

Wireless LAN 2

04

If this is your first time using the personal certificate,
select “Issue” in @ and tap @ "Submit.”

If you have already issued your personal certificate and
the certificate is still valid, select “"download” in @, tap @
“submit,” and skip to STEP 06. If not valid, select “Reissue”
in @ and tap @ "Submit.” If you select “Reissue,” your

previous certificate will be invalidated.

05

Make a new passphrase for your personal certificate.
This password is necessary to protect your personal
certificate from unauthorized use and must contain at
least 8 characters. Enter your passphrase to @ - @, and
tap @ “Issue the personal certificate.” This passphrase
will be used in STEP 09.

06

Your download will begin automatically. If it does not,

tap @ "Download.”

There are some models that cannot download personal
certificates properly. If that is the case for your device,
please refer to [p.39 : Connecting Your Device to CNS
by EAP-PEAP Authentication.]

35
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2 Wireless LAN

0 ®

o

= 12:19

o oM

Settings YouTube Gmail Downloads
ol s DN O
Calculator Calendar Camera Chrome

800

A= ! [

Downloads

s16xxxtk.p12

12:25 PM 6.34 KB https://itc...

Extract certificate

oType the password to extract the certificates.

(2]

36

0/

Go to the list of Apps and tap @ "Downloads.”

03

Tap @ to open the file "[ your CNS login name 1.p12.”

There are some Android models that cannot open the
certificate file properly. If that is the case for your device,
please refer to [p.39 : Connecting Your Device to CNS
by EAP-PEAP Authentication.]

09

Type your personal certificate passphrase from STEP 05
in @ and tap @ "OK”"



Wireless LAN 2

dn ueig

Name the certificate 1 O

Type "CNS" in @ "Certificate name” and select "Wi-Fi" in

(1) Certificate name:
@ "Credential use." Then, tap © "OK”

) Credential use:

The package contains:
one user key

one user certificate

2 CA certificates

=
@
M
wn
wn
—
P
=

(3]

()
1 1 Z 3
(V)
Go back to the list of Apps and tap @ "Settings.” QZ)
Settings YouTube Gmail Downloads
"ol ;1 N O
Calculator Calendar Camera Chrome 2 4
v i m
s
BACY =}
D
a

Settings

Tap @ "Wi-Fi."

Wireless & networks

(1)
VY  WiFi

3 Bluetooth

() Datausage

37/



2 Wireless LAN

13

Tap @ "CNS."

? CNS

CNS 1 4
EAP method Change the settings to the following values:
TLS -
CA certificate EAP method LS
CNS v CA certificate CNS
User certificate User certificate CNS
CNS v Identity your CNS login name
dentty Once entered correctly, tap @ "Connect.”
s16xxxtk
Advanced options v

CANCEL | CONNECT

15

If "Connected” is shown below "CNS,” your device is

successfully configured.

N
o os

Connected Connecting Your Android Device to CNS is completed.

A A eduroam

38
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6

Connectting Your Device to CNS
by EAP-PEAP Authentication

What is EAP-PEAP Authentication?

EAP-PEAP authentication is one of the EAP
authentication protocols, which certifies using PEAP
(Protected EAP). Like the EAP-TLS authentication, which
authenticates the client with the client side certificate,
EAP-PEAP authentication will send credentials (e.g. ID
and password) by encrypted communication path with
TLS. A certificate is needed on both the client side and
the authentication server when you are using EAP-TLS

authentication.

However, EAP-PEAP authentication will certify mutually

between the server and the client; the authentication

server uses server side certificates to authenticate the
server, and the client side will store the credentials.
Compared to EAP-TLS authentication, EAP-PEAP
authentication is less secure, however since the client
does not need the certificate, devices that do not
support EAP-TLS authentication method can easily use
the encrypted communication. When you are going
to connect to CNS Wi-Fi from devices that are not
compatible with EAP-TLS authentication method, please
use EAP-PEAP authentication.

Connecting to CNS by EAP-PEAP Authentication

SFC-CNS WiFi Setup

CNS login name [reme ] o
CNS login passwordi ] e
3 ¥ o I

Shonan Fujisawa ITC, Keio University

SFC-CNS WiFi Setup
IAbout this page

ZDR—PThk SFC-ONS DFHALANDS 2 7 — FIFRATIHETT,

You can create password for WiFi in SFC-CNS on this page.

O

Open a web browser and go to the URL:
= https://itcsecure.sfc.keio.ac.jp/form/wifi/

Type your CNS login name in @ and your CNS login
password in @ . Then, click ® “Login.”

0”2

Once logged in, click @ * /Y27 — K (Password).”

39
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2 Wireless LAN

2537 = Eeamword) [osout]

o 8 Ll 21439% EAP-TLSGESTIN RIS IS L TOk bk EDBer
PEAPER‘{‘F)!H[’H’I7  LAHEETT, ONS TH, nﬁmnsaliﬁe&

.kmmkﬁﬁfamx ﬂil})x{L.EAPPEAPE D IC CNSH 74 ¥4, 7%
— Fi2Z )R-V TREL /327~ FEANT B T & T SFC-ONS Ok
LANﬂﬂhBMTB answ;ﬁt

. MH <Y, AAGEYH Jl
’)i#‘wt R RS

XY SECBELT

‘Shonan Fujisawa ITC, Keio University

SFC-CNS WiFi Setup

ISFC-CNS WiFi Password

@ @ Twe2235 Q =
Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

P Find and join a Wi-Fi network.

o= Enter the name and security type of the network you want to
L 4 join.

Network Name: CNS3

Security: = WPA/WPA2 Enterprise
Mode: Automatic
Username:  s16xxxtk
Password: eeseee .

Show password
o Remember this network

2 Show Networks Cancel

==

03

Click @ “Create.” This password will be used in STEP 05.

04

In this section, we are going to explain how to connect
using a Mac OS X. If you are using any other devices, go
to the following URL to get more details:

= https://secure.itc.keio.ac.jp/c/a/sfc/en/network

information_wireless_peap.html

Click @ Wi-Fi icon at the top of the screen and click @
“Join Other Network...."

Network name CNS3
Security WPA/WPA2 Enterprise
Mode Automatic
Username your CNS login name
Password SFC-CNS WiFi Password

40

Once all settings are entered and selected correctly,

check @ "Remember this network” and click @ “Join."
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3 CNS Mail

Using Your CNS Mail Accounts

Technical Specification of CNS Mail Servers

IMAP4
Receiving Server Port Authentication Methods Password
imap.sfc.keio.acjp 993 CRA'IEAC;'\GAIﬁSAﬁLtJ;::itCI:i?;n or IMAP/SMTP-AUTH Password
SMTP
Sending Server Port Authentication Methods Password
465(SMTP over SSL)
smtp.sfckeio.acjp SMTP Authentication IMAP/SMTP-AUTH Password
587(SubmissionPort)

O II What is IMAP?

IMAP stands for Internet Message Access Protocol.
Today, the IMAP protocol is the most commonly
used protocol for accessing and retrieving emails
from mail servers. Emails sent to your CNS account
are accessible from CNS mail servers using IMAP. You
can view, organize, send, and receive emails from
almost anywhere. With IMAP, the mail server manages
all information, so any changes you make will be
synchronized to all your devices. However, you must be
connected to the internet in order to send and receive
emails. Depending on your email client, previously read
messages may be stored in a cache and available even

when you are not connected to the internet.

O ? Warning

If the amount of data in your CNS home directory
exceeds 80GB, you will be unable to use your CNS
email account. Please refrain from sending emails with
large attachments. Such emails can create unnecessary

burdens for both the CNS mail server and the receiving

47

mail server. If you need to send large files, you should
use a file-sharing service such as SFC-CNS Online

Storage.

03 Use Other E-Mail Clients

If you use your CNS mail account from anywhere other
than the on-campus computers, please set up your mail
client using the technical specifications of CNS mail
servers listed above. If you need more details, please
visit the following URL:

= https://www.sfc.itc.keio.ac.jp/en/computer_email

cns_usage_config.ntml

O4Use SFC-CNS web Mail

By using the SFC-CNS Web Mail system, you can access

your CNS email account in a web browser without
needing an email client. Please visit the following URL
and login with your CNS login name and IMAP/SMTP-
AUTH password.

= https.//webmail.sfc.keio.ac.jp/
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£ 1
2 -
©
Checking Your CNS Mailbox
from On-Campus Computers
=2
o
Using Your CNS Mail from On-Campus Mac 2
>
=z

O

The mail client for on-campus Macs is Thunderbird.
Once logged into on-campus computer with your CNS
account, simply click @ "Thunderbird” in your dock to

open the software.

(5[ em e =

Using Your CNS Mail from On-Campus Windows

01

The mail client for on-campus Windows PCs is

4

M
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o
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Thunderbird. Once logged into on-campus computer
with your CNS account, simply click @ "Thunderbird” on

your desktop to open the software.
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Configuring a CNS Mail Client
on Your PC (Windows 10)

@ Thunderbird — Softwar X 4 - o x

& > O | @ Mol Foundation [Us]  mozilorg/en Go/thunderbire/# x| =4 & -

THUNDERBIRD  ADDONS  SUPPORT

@ Thunderbird

Software made to make email easier.

Thunderbird is a free email application that's easy to set up and
customise - and it's loaded with great features!

Free Download

OThunderbird uncamo | woows | sworr | commry | sour mozillav
Thanks for choosing THUNDERBIRD!

Your downlosd should automatically begin in  few seconds, but if no,click
here

L) Mozilla Thunderbird Setup - X

Welcome to the Mozilla Thunderbird
Setup Wizard

This wizard will guide you through the installation of Mozilla
Thunderbird.

Itis recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue.

O =]

44

Open a web browser and go to the URL:
= https://www.mozilla.org/en-US/thunderbird/

Click @ "Free Download.”

02

Your download will automatically begin. Next, open the

file you just downloaded.

03

Click @ "Next >."
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w 1
—t
‘2 Mozilla Thunderbird Setup - X Q)
—
Setup Type —t
Choose setup options C
©
o”wse e A= Confirm @ "Standard" is checked and click @ "Next >."
oird will be installed with the most common options.
(O Custom
You may choose individual options to be installed. Recommended for experienced users.
[ Use Thunderbird as my default mail application é 2
2 =
©
(D
wn
[%2]
>

{2 Mozilla Thunderbird Setup - X
Summary
Ready to start installing Thunderbird
: " "
Thunderbird will be installed to the following location: Click 0 Install.
C:\Program Files (x86)WMozilla Thunderbird |

Click Install to continue.

Bl

o

‘2 Mozilla Thunderbird Setup
B

Completing the Mozilla Thunderbird O 6
Setup Wizard

Installation of Thunderbird is now finished. Move on to

M
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Mozilla Thunderbird has been installed on your computer.

Clck Firish to close this wizard, setup your CNS mail account. Check @ "Launch Moxzilla
Thunderbird now” and click @ "Finish.”

IE| Launch Mozilla Thunderbird now I

Cancel

45



3 CNS Mail

5 =
e | WBChat 8 AddressBook | % Tag v ¥ QuickFilter  Search <Cirl+K> p = | B
-
" [l
Thunderbird =)
131
(=i Email &) Chat <) Newsgroups Feeds v 7ol
To
[&] Create a new calendar ug
System Integration X
Use Thunderbird a5 the default client for:
& Email A
[ Newsgroups
Feeds v
[ Allow Windows Search to search messages
[ Aways perform this check when starting Thunderbird
1 I Set a5 Defoult |[|| Skip Integration
X
Home &
& GetMessages ~ Wit |~ WChut 8 AddeessBook | D Tog = Y QuickFiter  Seorc <C p| = | bems 4> x
Fri «o» |
e 27
= - . [2] New Event
Would you like a new email address? Vol
Tomorrow
Euser = B Upcoming 5 days
Justfilin
" name, ,inthe togetstated
D@ andinet
T
° Lamgore | Db | | Kep | X
] 71 Today Pane v
Mail Account Setup X

‘Your name: § Taro KEIO r name, as shown to others

Email address: |§ s16catk@sfckeio.acjp

Password: [§ sessssssse

Remember password

Get a new account Cancel

46

0/

Click @ "Set as Default.”

03

When Thunderbird is launched for the first time, a
wizard shown on the left side will appear. Click @ "Skip
this and use my existing email”, then configure your CNS

mail account.

09

Type your full name in @ "Your name” and
"lyour CNS login name]@sfc.keio.acjp” in @ "Email
address.” Type your IMAP/SMTP-AUTH password in
© "Password.” Check your information and click @

"Continue.”

You can make/change your CNS IMAP password at the
following URL:

= https://itcsecure.sfc keio.ac.jp/form/password/
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Mail Account Setup X

Your name: | Taro KEIO Your name, as shown to others
Email address: | s16wotk@sfc.keio.acjp

Password:

dn ueig

Thunderbird will attempt to complete setup

Remember password . . . . .
i automatically using the Mozilla database. Wait until

e e () CI D ST (A= the server location is confirmed, then click @ "Manual

config”
(@ IMAP (remote folders) () POP3 (keep mail on your computer)

Incoming:  IMAP, imap.sfc.keio.acjp, STARTTLS
Outgeing:  SMTP, smtp.sfc.keio.ac,jp, No Encryption
Username:  s1fcotk

Get a new accouE Manual config Done Cancel

=
@
()
wm
wm
—
>
=Z

Mail Account Setup X

Your name: | Taro KEIO Your name, as shown to others
Email address: | s16ootk@sfe.keio.acjp

Remember password

Type and select mail server information shown below in

E bytrying

the window.
Incoming >~ | mapsicheoacis @ Incoming Server (IMAP)
Outgoing: SMTP. smip.sfc.keio.ac.jp
E.uﬂ,:mi [ e . Server hostname imap.sfc.keio.acjp
Port 993
} Getanewaccount | | Advanced config |
Protocol SSL/TLS
Authentication Encrypted password 2 4
wn
© Outgoing Server (SMTP) v}
=
Server hostname smtp.sfc.keio.acjp 5
—
Port 465 ('_Q
wv
Protocol SSL/TLS
Authentication Encrypted password

Once the settings are entered correctly, click @ "Re-test."

When Thunderbird confirms the mail server information,

click @ "Done."

Configuring Your CNS Mail Client on Your PC

(Windows 10) is complete.
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4

Configuring Your CNS Mail Client
On Your Mac (Mac OS X)

ADD-ONS  SUPPORT

@ Thunderbird

Software made to make email easier.

Thunderbird is a free email application that's easy to set up and
customize - and it's loaded with great features!

Free Download
Systems & Languages | Whats New | Privacy

Q wo O\ cswar a8 - SE
onttemnnal - Bt~ WCrat 9 Acien Bock === e = |own
40 Tue <o
OThu"derbivd Tamoeso | o | sreonr | commry | msour mozilla~

Thanks for choosing THUNDERBIRD!

beg

here.

derbicd
Thunderbird
@ M

& Thunderbird

Thunderbird
(1) /'Zf’ | (2

<‘g

O]

Open a web browser and go to the URL:
= https://www.mozilla.org/en-US/thunderbird/

Click @ "Free Download.”

0”2

Your download will automatically begin. Next, open the

file you just downloaded.

03

Drag and drop the @ "Thunderbird" icon to @ the
Application folder.
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w 1
—t
[ XX ) ) Applications. QO
< = o By % Q =
-wr 04 -
E Al My Files [ o1
Lri Cloud Drive = ‘ a ©
W AirDrop lotes oto Bo otos review . . n . . n .
o o g o e Open Finder and click @ "Applications" and double click
) Desktop . . |
15 Documents Q : ” @ @ 'Thunderbird."
g::::::s QuickTime Player Reminders Safari e ShareFile
Devices. o
(© Remote Disc e ﬁ / 6
b= Stickies System TextEdit Thunderbird
oLy Preferences
® ALvY
S a\ o
=
D
(D
wn
wv
—
>
=

“Thunderbird” is an application downloaded from the O ;

= Internet. Are you sure you want to open it?
m Safari downloaded this file today at 14:44 from download- X Lo i
installer.cdn.mozilla.net. o A dialog box similar to the one shown on the left will

? C | Show Web P . " "
aree AL L appear. Next, click @ "Open.

“Thunderbird” would like to access your O 6

/N
. g% contacts.

& o Click @ "OK"
? Don’t Allow

o

M
=z
w
o
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)]
—
(D
)
wn

49



CNS Mail

3

Home

g Use Thunderbird as the defauit client for: — o
te|* Mchat 2 AddressBool [ £y BEK> =
= MED Seorars E 22
Thunderbird L Eeach
©Emai (| Alow Spotigh to search messages o)
Always perform this starting
. Thunderbird ¥ *98
L] manes E > mA
Skip Integr

> EB

Would you like a new email address?

Search

In partnership with several providers, Thunderbird can offer you a new email account. Just fill
in your first and last name, or any other words you'd like, in the fields above to get started.

Taro Keio

@ B gandi.net

The search terms used are sent to Mozilla (Privacy Policy) and to 3rd party email providers
jandi.ne( (Privacy Policy, Terms of Service) to find available email addresses.

I ‘ Skip this and use my existing email I ‘ 1 think Il configure my account later.

Mail Account Setup

o’ name, as shown to others

Your name: || Tarc KEIO

Email address: | s16xxxtk@sfc.keic.ac.jp

Password:

Remember password

Get a new account

Can ce'

50

0/

Click @ "Set as Default.”

03

When Thunderbird is launched for the first time, a
wizard will appear. Click @ "Skip this and use my existing
email”, then move to next step to configure your CNS

mail account.

09

Type your full name in @ "Your name” and
"lyour CNS login name]@sfc.keio.acjp” in @ "Email
address." Type your IMAP/SMTP-AUTH password
in © "Password." Check your information and click

O '"Continue."
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[ ] Mail Account Setup

Your name: | Taro KEIO Your name, as shown to others

dn ueig

Email address:  s16xxxtk@sfc.keio.ac.jp

ErormE Thunderbird will attempt to setup automatically with

[ Remember password the Mozilla database. Wait a moment until the server

Configuration found by trying common server names location is confirmed. Next, click @ "Manual config.”

° IMAP (remote folders) (| POP3 {keep mail on your computer)

Incoming: IMAP, imap.sfc.keio.ac.jp, STARTTLS
Outgoing: SMTP, smip.sfc.keio.ac.jp, STARTTLS

Username: s18uxtk

Get a new account Manual config Cancel Done

=
@
()
wm
wm
—
>
=Z

) Mail Account Setup
Email address: | s16xxxtk@sfc.keio.ac.jp v
Remember password
o~ Type and select mail server information shown below in
T e S — T e the window.
T — T T .
—_— © Incoming Server (IMAP)
P R Byl e | ? Server hostname imap sfckeio.acjp
Port 993
Protocol SSL/TLS
Authentication Encrypted password

© Outgoing Server (SMTP)

Server hostname smtp.sfckeio.acjp 2 4
(V)
Port 465 -
Protocol SSL/TLS %
Authentication Encrypted password o
a

Once the settings are entered correctly, click @ "Re-test."
When Thunderbird confirms the mail server information,

click @ "Done."

Configuring Your CNS Client Mail on Your Mac (Mac OS

X) is completed.
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>

Configuring Your CNS Mail Client on
Your iOS Device

A

Reminders Stocks Passbook

Notes

m Qo

iBooks iTunes Store App Store  Newsstand

Health Settings

Q Search web or enter site name

(1)

.’ | I Allabaut Y!

Apple Disney About Yahoo

52

O]

On your home screen, tap @ "Safari.”

0”2

Type the URL in @ and go to the registration page:

= https://itcsecure.sfc.keio.ac.jp/wlan/?lang=en




Device registration
for CNS Wireless LAN

Please try with Safari.
You can not download the certificate in Google

Chrome.
Wireless LAN configuration for iPhone:
* Issue of the private certificate

e Download of configuration profile for
iPhone

o [EE=TE—
CNS login password e_:
O

CNS login name

logout

Issue of the personal certificate
Y o3l

Issue the personal certificate

Issue

Keio university SEC-ITC

CNS Personal certificate /
Device registration
for CNS Wireless LAN
logout

This process will issue the personal certificate.
Please enter the passphrase for the encryption of the personal certificate.

You need your passphrase to install the personal certificate.

{confirmation) Jis

Cancel the SFC-ITC web site SFC official web site Keio

university SFC-ITC

CNS Mail 3

03

Type your CNS login name in @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, tap © "start registration.”

04

If this is your first time using the personal certificate,
select “Issue” in @ and tap @ "go”.

If you have already issued your personal certificate
and the certificate is still valid, select “download” in @,
tap @ “Submit”, and skip to STEP 06. If not valid, select
“Reissue” in @ and tap @ "go.” If you select “Reissue,”

your previous certificate will be invalidated.

05

Make a new passphrase for your personal certificate.
This password is necessary to protect your personal
certificate from unauthorized use. It must contain at
least 8 characters. Enter your passphrase to @ - @, and
tap @ "Issue the personal certificate.” This passphrase
will be used in STEP 11.

53
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3 CNS Mail

Download of the SFC-CNS setting proflie
for iPhone

Profile(A)

= Wireless LAN connection only

Profile(B) o
- Wircless LAN connection + VPN setiing +

mail(IMAP) setting

Profile(C)
= Wireless LAN connection + VPN setting
Cancel Install Profile o Install

SFC-CNS FI =% E
ERERZMmEPERITC

Signed by Not Signed

Description SFC-CNSOF| L E (FEARLAN, VPN,
A —]L(IMAP)

Contains Email Account
VPN Settings
Wi-Fi Network
3 Certificates

More Details

Accounts 1

Enter Passcode Cancel

Enter your passcode

o4

06

Tap @ "Download” in Profile(B).

0/

Tap @ "Install”

08

Type your iOS passcode.



Cancel Warning Q| install

VPN

The network traffic of your iPhone may
be secured, filtered, or monitored by a
VPN server.

UNSIGNED PROFILE

The profile is not signed.

Install

Cancel

Cancel Enter Password 9 Next

ENTER THE PASSWORD FOR THE CERTIFICATE
o”S16XXXTKAP12”

Required by the "SFC-CNS FlIF&E" profile

Cancel Enter Password 9| Next

o ENTER YOUR PASSWORD FOR THE VPN ACCOUNT
"S16XXXTK"

Requested by the "SFC-CNS FIFE" profile

CNS Mail 3

09

Tap @ "Install.”

10

Tap @ "Install.”

(N

Type your personal certificate password from STEP 05 in
@ and tap @ "Next.”

12

Type your CNS login password in @ and tap @ "Next.”

55

dn ueig

N

NV SSO[S4M

M
=z
w
o
—_.
)]
—
(D
)
wn



3 CNS Mail

Cancel Enter Password O Next

ENTER YOUR PASSWORD FOR THE INCOMING
@)/AIL SERVER “SFG-CNS(IMAP)”

Required by the “SFC-CNS F|HzR7E” profile

Profile Installed (1] Done

o

' SFC-CNS i FI
(%

B REERBHERRITC

Signed by Not Signed

Description SFC-CNSODF| R E(HEAELAN, VPN,
A= ]L(IMAP)

Contains Email Account
VPN Settings
Wi-Fi Network
3 Certificates

More Details

Accounts 1

Y )

IBooks . ilunes Store = App Store  Newsstand

Health Settings

Phone Music

e0=a

13

Type your IMAP/SMTP-AUTH password in @ and tap @

"Next."

14

Tap @ "Done.”

15

On your home screen, tap @ "Mail” and make sure a

new mailbox is added to your iOS device.

Configuring Your CNS Mail Client on Your iOS Device is

completed.
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L 1
6 -
©
Configuring Your CNS Mail Client on
Your Android Device
O] =2
3
a On your home screen, tap @ icon to open the list of g
Play Store apps. ;
=z

=
®OoB

BB

Play Books  Play Ga Play Movies..  Play Music

Tap @ “Settings”

P 7’ @ If the version of Android you are using is 4.x.x, select

Play Newsst..  Play Store Settings Sheets the mail application built in the model. Settings for

the following steps may be different between models,

()
, | n but the settings for the incoming mail server and the = 4

wn

outgoing mail server are the same for all models. o

Slides YouTube =.
>

—

(D

«»

Settings Qo

Personal O ')

Tap @ "Accounts.”

9 Location

ﬂ Security

o

B | Accounts

5/
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TR (-

T ‘P | (IMAP
M Exchange ap @ "Persona 3

Add your email address O 5
Type “lyour CNS login name]@sfc.keio.acjp” in @ .
o Enter your email Then, tap @ “NEXT >."

sT 6xxxtk@sfc.keio.ac.jp|

Manual setup

NEXT >

58



s16xxxtk@sfc.keio.ac.jp

o

rd

[C] Show password

< NEXT >

CNS Mail 3

06

Type your IMAP/SMTP-AUTH password in @ and tap
@ "NEXT >

Incoming server settings O 7

USERNAME
sl 6xxxtk|

AUTHENTICATION

Password eeeececcce X

[ Show password

SERVER

imap.sfc.keio.ac.jp

PORT
993

SECURITY TYPE

SSL/TLS v

< ‘1 NEXT >

Enter the following settings:

your CNS login name
your IMAP/SMTP-AUTH password

imap.sfckeio.acjp

993

SSL/TLS

Once typed correctly, tap @ "NEXT >."

59
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3 CNS Mail

Outgoing server settings

SMTP SERVER

smtp.sfc.keio.ac.jp

PORT
465

SECURITY TYPE

SSL/TLS

o

I Require signin I

USERNAME
s16xxxtk

AUTHENTICATION
Password eeseescese e

<

NEXT >

60

08

Also, type the information below accordingly.

smtp.sfc keio.acjp
465
SSL/TLS
your CNS login name
your IMAP/SMTP-AUTH password

Check @ "Require signin.” Once typed in correctly, tap
@ "NEXT >



Account options

Sync frequency:

Every 15 minutes \/

Notify me when email arrives

Sync email from this account

Automatically download
attachments when connected to
Wi-Fi

o

< NEXT >

Your account is set up

and email is on its way!

o Give this account a name (optional)
CNS

Your name (displayed on outgoing
e messages)
Taro Keio

NEXT >

CNS Mail 3

09

You can modify your account options if you desire. Once

you are done with the option settings, tap @ “NEXT >."

10

Type “CNS” (or any name so that you can distinguish
between other CNS mail accounts) in @ “Give this
account a name (optional)” and your full name in @
“Your name (displayed on outgoing messages).” Then,
tap © "NEXT >" to finish.

Configuring Your CNS Mail Client on Your Android

Device is completed.
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3 CNS Mail

/

Various Settings in CNS Mall

SFC-CNS mailsetup

CNS login name  [fsieootk | | o
CNS login password [P e
3 ) =

Shonan Fujis

Open a web browser and go to the following URL:

= https:/itcsecure.sfc keio.ac.jp/form/mailsetup/

Type your CNS login name in @ and your CNS login
password in @ . Then, click ® “Login.”

In SFC-CNS mailsetup, you may set up the following

options.

Changing your IMAP/SMTP-AUTH password
Setting up mail forwarding

Configuring spam filtering

Setting Up Mail Forwarding

SFC-CNS mailsetup
RADSMIT A 2T SE IAboutthispage (o]

ZOR=YTIRRA =BT B LT OREDTETT
. ISMTP-AUTH /S 2 7 — F O fERRAZEHE

s in SFC-CNS on this page.
e IMAP/SMTP-AUTH password

SFC-CNS mailsetup

[rT— =
04— AGBEDE (e orvarding s

o A MERUBES NTOE A,

Spam policy

Mail forwarding is not used.

b (Add Mail

—o @
O o

Shonan Fujisawa ITC, Keio University

62

O

From the "mailsetup” menu, click @ "Mail forwarding."

0./

Type your destination email address in @ "Add Mail
forwarding address" and click @ "Add."

Depending on the mail forwarding setting, emails may
not be sent properly. If so, check your email settings,
such as spam filters, and make sure that you can receive

emails properly.



SFC-CNS mailsetup

rT— =
tkelo@keop ZHRRMIAML E LA

T (tkeio@keio jp has been successfully added.)
.

BRE7 FLA
[iicoaiciop ]
§TFC-CNS KL 2TDORA —VIE SFC-ONS DA — Ay 7 R LR AR EhE
AI.I e-mails will be sent to SFC-CNS mailbox and forwarding address.

A=)V KDIEN (Add Mail forwarding address)
Add

Shonan Fujisawa ITC, Keio University

CNS Mail 3

03

Confirm that the email address you just added is listed

under “Current forwarding addresses.”

If you want to delete mail forwarding, check the email
address that you want to delete in @ “forwarding mail
address” and click @ "Delete.”

If your destination email address changes, delete your
previous mail forwarding and add your new email

address according to STEPO'

Configuring Spam Filter

SFC-CNS mailsetup

IAbout this page -

\,7)'\—)1‘!31—lv(_mféu‘f"ﬂ)ﬂiﬁrlﬂ'(‘f
© IMAPISMTP-AUTH /S 27—
o A=)

SARY ¥ —E

st emall service n SFC.CNS on s pag.
eate or change IMAP/SMTP-AUTH pass
© Mail

« Spam policy

SFC-CNS mailsetup
[pam policy e
P T
—
‘Spam policy

AY o —%

(Policy name)

(Description)
3 x;u.x—wl:lﬂlm*f—m-lﬂlént?
(Quarantine) Spnumu wil be quarantined.

LEC4 S iz 752 s, fwﬂ.armrsntt
(Teg) ‘Spam mails will be tagged in Subject and mail
BEL %\ X)(Lli?ﬁﬁL‘(‘%V)ixE’:&é‘hif
(No filtering) | Spam mails will be delivered without tagging.

RS LUz K (Spam threshhold)
EOXSVET) 22 7735 & Nomal L Suong & &mﬁmxtf

(To select crite wailabl
tsmgkf!vkz"l»kﬂiéhé)‘ ﬁb‘?«(&ﬁi‘r
{

(If you select strong, the mail judged as spam will be increased)

Jsvam poie o
A= AGE
LR

(Spam policy configuration)

Ry >—% B
(Description)

(Policy name)

o it S sy — R E A
S —_
(Quarantine) | 6o, mail will be quarantined,
¥y ARBDR=NBH TP 27 P RE, '\/fkfyﬁ’ﬁgﬂi’r
(Tag) Spam mails will be tagged in Subject and mail header.
SELED | 23007 TR LCE0F A AET
(No filtering) | Soam mails will be delivered vithout tagging.

A28 2 iz 44 (Spam threshhold)
o ks> 7 ) 7795 % Noml & Seong LT

oululmu:mohpﬂm ‘with this button.)
E¥5E X/(Lhﬂiéﬂ&i—ﬂrt‘i( &')11’

lmsuwﬂu:m\u judged as

NS mailsetup

From the "mailsetup” menu, click @ "Spam policy."

0”2

Select which policy to apply and click @ “Change.” On
spam policy configuration, there are three options:
“Quarantine,” “Tag,” and “No filtering.” In “Quarantine”
mode, emails that are judged as spam will be saved
on each server that you are using. In “Tag” mode, such
emails would be tagged as spam in the subject and

header. The default setting is "Tag".

03

Make sure your selected policy is highlighted with bold
and tagged “[Current].”
By clicking @, you may change the spam threshold to

either “Normal” or “Strong.”

63
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Using Printerson SFC « = « ¢ « = -
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Printing Charge (Points) ........................................
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66
66
67
67

69
69
70

71
76



4 CNS Printers

1

Using Printers on SFC

Location of the Printers




CNS Printers 4

Printing Charges (Points)

A4-Sized ¥ 5/ paper A4-Sized ¥ 10/ paper
Black and White
A3-Sized ¥ 5/ paper A3-Sized ¥ 10/ paper
A4-Sized ¥ 15/ paper A4-Sized ¥ 30 / paper
Color

A3-Sized ¥ 15 / paper

A3-Sized ¥ 30 / paper

Your printing account is refilled with 2,500 yen each
year. If you exceed that initial balance, you must insert
your PASMO, Suica, or any other public transportation

payment card at a printer to pay for any excess usage.

Be careful to select the printer type; for example, when
printing a black-and-white document with the color
printer setting, you will be charged the price for color

printing.

To prevent paper jams and other malfunctions, you are

prohibited to bring your own paper.

The job will be suspended if the charge exceeds ¥2500
while printing. In this case, please resend the job from

the beginning.

Operation of CNS Printers

RICOH Ridoc I0 Gate 0

English I

BEZ2 Yy FLTLEEL,

Enter your ID. @
s16xxtk |
[1]2]s]e]s[6]7 8]0 o
afw]e]rft]y]ulifo]p
oooanonnn
aooooonoans

UPPER CASE  lower case. o

01

This is the description of using the printer after you send
printing job(s) from the PC.
On the terminal installed next to a printer, tap @

"English.”

0”2

Type your CNS login name and tap @ "Confirm.”

6/
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4 CNS Printers

User 1D: s15xxxtk
Select the jobs to print. @
e a1t st art| et |

& examp le
2015/08/04 17:44:10 14B 186L(s) IPaze(s) Simplex Black & White

Selected Jobe 1 s

Al b 1 oo Estimate bm Delete

Printing Confirmation

Please deposit above 5M.
Fare adjustment will start after printing.

(e
_—
No

Yes

Printing

Print job name -
Keio University Shonan Fujisawa

1/ 1 Job(s)

User 10: 14000tk

Please pay the amount.
Smart Card

Be careful, leave your card behind.

Total: | ‘IOH |
Amount Paid: 306Fq

0H
I

Amount Due:

68

03

Tap the job(s) you want to print and tap @ "Print.” There
will be no charge up to ¥2500 per year.

04

If you have exceeded your printing account balance,
insert your PASMO or Suica into the card reader next to

the printer, and tap @ "Yes."

05

The screen on the left will be shown while printing.

06

If you are paying with PASMO or Suica, the payment
window shown on the left side will appear. Confirm the
amount and tap @ "Pay."

Please do not forget to take your IC card when finished.
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L 1
2 c
c
©
Printing from On-Campus Computers
Printing from On-Campus Macs
=2
o
eoom ¥ example.pdf (1 e) g
g-(a a(&) S Tm o o co— O ] i
—
>
=z
No specific configuration is necessary when you are
printing your document(s) from on-campus computers.
In this section, the steps to print a PDF file are explained.
()
Z 3
(V)
<
Q

lew ipboard %N xample.pdf (1 page)

3 Open. %0 | EoElEe
Open Recent >
Close Window

=W
Close Selected PDF Document  {:38W
Save %S

Duplicate %S
MoveTor. Click @ "Print..” from the menu @ "File.”
Revento »
Enter Password.
Import from Camera. 5 .
impr o S N Alternatively, you could also hit the Command key and
Print... *®P
: the P key for a shortcut.
()
=
wn
—
=.
>
—
D
i) R A 3
e — 1)
Copies: [1___|[z] ()Two-Sided
In section @ , for black-and-white document(s), select
“monoprn.” For color document(s), select “colorprn.”
Then, click @ "Print.”
Your document(s) will be sent to CNS printers as
rinting job(s). Go to a nearby CNS printer to print your
—— %‘" printing job(s) y P print y:
document(s).

Note that the color printing charge will be applied to

black-and-white document(s) if "coloprn”is selected.

69
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S as
Fle_Edt Vien Window_Help

Printing from On-Campus Windows

Bete- OB G H|@OBPLDBR

Lo Ng | @@=]HB

= . T
5 Create. > —
= — L HEB

Save As >

@ Send and Track Files Online.
Attachto Email..

) Action Wizard B

| 12:70ataCNS\Documents\exemple.pd
22\70atsCNS\Pictures\ eample

Eit

Pages [U

> More Options
Page Sizing & Handling (2

[F)size [B5 poster [E]) Mutiple [5] Booklet

Size Options:

it

ctual size
hrink oversized pages

[T Choose paper source by PDF page size
[T Print on both sides of paper

Orientation
uto portrait/landscape

Wantto print colors as gray & black? @)

P o]
Pt (=20
Copies: |1 =
Pages to Print. Comments & Forms.

@Al Document and Markups =
Current page

827 (1169 Inches.

eP lofl

/0

No specific configuration is necessary when you are
printing your document(s) from on-campus computers.

In this section, the steps to print a PDF file are explained.

0”2

Click @ " ENRI "(Print) from the menu @ ” 7 7 -7 )L "(File).

Alternatively you could also hit the Ctrl(Control) key and
the P key for a shortcut.

03

In section @ , for black-and-white document(s), select
“monoprn”. For color document(s), select “colorprn.”
Then, click @ "Print.”

Your document(s) will be sent to CNS printers as
printing job(s). Go to a nearby CNS printer to print your
document(s).

Note that the color printing charge will be applied to

black-and-white document(s) if "coloprn” is selected.
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Printing from Your PC (Windows 10)

SFC-CNS Passwords

Shonan Fujisawa ITC, Keio University

SFC-CNS Passwords

IAhmlt this page

*—3Tlk SFC-CNS DB T D327 — FOREHHMETT
FC-CNS 174 ¥ X7 — F
IMAP/SMTP-AUTH /¢ 27 — F
o IPPSAT—F
» Web Database 7S2 7 — F
« CNS WiMAXH /$27 = I

‘You can set password in SFC-CNS on this page.
« SEC-CNS Login password.
 IMAP/SMTP-AUTH password

« IPP Passwe

® Web Database password

* CNS WiMAX pessword

CNS WIMAX Password

SFC-CNS Passwords

CNS Login Password
IMAP/SMTP-AUTH Password
IPP Password

|IPP Password

28R Y — FOER

1
Confirm -

(Confirm password)
:
AL Create/Change ]

TPPAIIHIZ 2\ >"T(About IPP printing)
o HAH
« English

12). (un29, 2015)

By using the IPP (Internet Printing Protocol), you can
send printing jobs to CNS printers from your PC. First,
open a web browser and go to the URL:

= https:/itcsecure.sfc keio.ac.jp/form/password/

Type your CNS login name in @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, click @ "Login.”

0.

Click @ "IPP Password.”

03

Click @ "Confirm.”

Remember the password you will see in the next page.
This password will be used in STEP 15.

04

Open a web browser and go to the URL:
= http//www.sfc.itc.keio.ac.jp/en/top_sfc.html

Click @ "Printer Information” from the menu

@ "Computer.”

/1
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4 CNS Printers

Shonan Fujisawa Information Technology Center

Keio University B

Top >Computer >
| Printer Information

- Monechvome orfer nfomaten
- olorprter nfomatien

Lostdd: Jne 11,2013

How to configure.
When you do IPP printing from your personal PC, irstly obtain IPP printing password, then get printer driver and configure a authentication.

Hyou contourea PP pinin o monochoma it efors March 256 2010, s updatepiar e
[ e——
[

+ How o set OS.

= Windows Vista.7 (Jepanese article) (IPP printing is not available on Windows 7 Starter)
= Mac OS X newer than 10.7.4. 10.8. 10.9. 10.10
= Ubuntu (v11.10

| Printer briver

Printar Driver for SFC-CNS Printers

+ This saction 10 Gowrdoad e dver or riters PO SF CA31 3t CNE.
Wircows 7 Starter coes no suppar IFF pinting

o o= Ve R e
‘Windowe 10(84bit) [
‘Windows £.1(84nit) oot
ondw e 2150 o ssesmee [
‘Windowe 7i84n [
Wingows Victa(s4oi) L]
‘Windowe 10 (320it) et
‘Windowe £1 (320H) i ot
‘Windowe £ (32b1t) 150 20151014 184254 gug Lot
‘Windowe 7 {52bit) Gilietal)
Wingows Vict (3268) i st
wesox 10 -
Mo OF X 108 2000 0131120 Ehz 97/ ALT dY
pr—— {Custnua o SFC.NE)
Linux CUPS 172 oo e et
B P 2
9 o Versen Romaen e
‘Windowe 19(84bif) Lol
‘Windows £.1(64b1t) ot
g e 1800 arsos0 e [
‘Windowe 7{84bi) il
Windaws Victa(340i) [
‘Windows 10 (3201t) o
Windowe &1 (220l Jfidicetal
‘Windows E (22bit) 1800 20150870 1521z2ene [
‘Windows 7 (220bi) Giigotal|
Windaws Victs (3208) [Fidicetal
wesonims - - ;
Mo OF X 108 2000 Mz CNERIIFICNR 37T ALT VY
P {Cuscmized o SFC.CE)
) e
nzcues 1072 a0 o | e
BB WInRAR self-extracting archive - X
(Software Name) [?" ~
RPCS Basic??
(0S) [770S]
Windows 10 (64777)
Windows 8.1 (64777)
Windows Vista (64777) >
Windows XP (6477
Destination folder
Il Eowse. |
Extraction progress
[ Conce

/2

05

Click @ "Printing procedure.”

06

Scroll down to the middle part of the page and click
@ "Printer driver.”

0/

Choose and click the appropriate driver for your
operating system and the printer you would like
to use. For black-and-white documents, choose @
“Monochrome Printer.” For color documents, choose

from @ "Color Printer.” Soon your download will begin.

The next procedure will be for the black-and-white
printer (monoprn), but if you would like to use the color
printer (colorprn) as well, set the monoprn printer first,
then follow STEPO7~22 again this time choosing @

"Color Printer."

03

Open the installer you just downloaded. The window

shown on the left will appear. Then, click @ "Browse..."



WinRAR

extracting archive

Browse For Folder

elect destination folder

> B IEUser

» [ ThisPC

> Libraries
> £ Network

Make New Folder

Extract ‘

[B® WinRAR self-extracting archive

(Software Name) [?
RPCS Basic?

71

(08) [7?708]

Windows 10 (647?77)
dows 8.1 (64777)
Windows 8 (64777)
dows 7 (64777)
dows Vista (64777)
Windows XP (64777)

Destination folder

[C:\Users\EUserDesktop

Browse... |

Estraction progress

I Extract I Cancel

[ Control Panel

4 B> ControlPanel >
Adjust your computer's settings

System and Security
Review your computer’s stat
Save backup copies of your files w

History
Backup and Restore (Windows 7)
Find and fix problems

p Network and Internet -
\ View network status and tasks 1*
Choose homegroup and :havmes &

Hardware and Sound

- o X

[0 [[search Contrl Ponel »

Viewby: Category ~

User Accounts
© Change account type
Appearance and Personalization

Change the theme
Adjust screen resolution

Clock, Language, and Region
Add a langusge

Change input methods

Change date, time, or numberformats

Fase of Acce:

#) Hardware and Sound —
] ~ 4 @@ > Control Panel > Hardware and Sound > v o P
Contzolbeneiblome $l Devices and Printers Io
sety) Mouse | @
System and Security. - selip 15K L4
Change Windows To Go startup options
Network and Internet
 Hardware and Sound AutoPlay
o Change default settings for media or devices | Play CDs or other media automatically
rograms
User Accounts y) Sound
Adjustsystem volume | Change system sounds | Manage audio devices
W Add a device
Choose a device or printer to add to this PC
No devices found
The printer that | want isn't listed
Next Cancel

CNS Printers 4

09

Select @ "Desktop” and click @ "OK.”

Click @ "Extract.”

After installation, open "Control Panel” from "All Apps.”
Then, click @ "Hardware and Sound.”

Click @ "Devices and Printers.”

Click @ "The printer that | want isn't listed.”

/3
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4 CNS Printers

= Add Printer

Find a printer by other options

oO My printer is a little older. Help me find it.

(@ Select a shared printer by nal

Ihttps://mslpp.sf(‘kelu‘a(.Jp/monnpm I Browse...

Example: \\computername\printername or
http://computername/printers/printername.printer

(O Add a printer using a TCP/IP address or hostname
(O Add a Bluetooth, wireless or network discoverable printer

(O Add a local printer or network printer with manual settings

Cancel

Enter Network Password X

JE«:‘) To access this printer, you must enter a user name and password

https://cnsipp sfc keio.ac jp/monopm

Printer Nam,

User Name.

0
o= -

Add Printer Wizard 7 >

Select the manufacturer and model of your printer. if your printer came with
an installation disk, click Have Disk. f your printer is not listed, consult your
printer documentation for a compatible printer.

=

Manufacturer ()
Brother

Canon

Dell

Fastman Kndak Camnams
<

Printers ()
—J Brother Color Leg Type1 Class Driver

rother Color Type3 Class Driver

rother Color Type4 Class Driver

[=] Brother Generic Jpeg Type1 Class Driver

v

Tell me why driver signing is important

|

Cancel

2 [ Renther Ganarie Insn Zega? Clase Nrver e
= This driver is digitally signed. Whindmue Upg ‘I‘ e I

Install From Disk X

(] Insert the manufacturer's installation disk, and then
- make sure that the comect drive is selected below.

‘ Cancel ‘

(1]
,ﬁ v|I‘ Browse... I

Copy manufacturer’s files from:

W Locate File %

vl @@ e m-

3/11/2015 9:06 AM Setup Inl

Lookin: [ | | disk1

>

Quick access

] oemsetup.inf

Desktop
Libraries
This PC
$ .
Network 2
File name: oemsetup.inf ~] H[_open |
Files of type: Setup Information (*inf) Cancel

/4

Confirm @ "Select a shared printer by name” is selected
and type one of the printer address below in @ . Then,
click © "Next."

Black and White Printer (Monochrome):

= https://cnsipp.sfc.keio.ac.jp/monoprn

Color Printer:

= https://cnsipp.sfc.keio.ac.jp/colorprn

Type your CNS login name in @ "User Name” and your CNS IPP
password from STEP 03 in @ "Password.” Then, click @ "OK.”

After the connection is established, "Add Printer Wizard”

will appear. Click @ "Have Disk...."

Click @ "Browse..."

Open "disk1” from the folder in which you extracted
printer drivers during installation in STEP 10. Select a @
file in that folder and click @ "Open.”



Install From Disk

x
=] Insert the manufacturer’s installation disk. and then o |
. Mmake sure that the comect drive is selected below.

Copy manufacturer’s files from:
C:\Users\|EUser\Desktop'.184255'disk 1 ~ | | Browse... |
Add Printer Wizard ? >

Select the manufacturer and model of your printer. i your printer came with
3 an installation disk. click Have Disk. If your printer is not listed. consult your
printer documentation for a compatible printer.

e —
RICOH RPCS Basic BW

This driver is digitally signed. [ Wind "
Tell me why driver signing is importart s M hisvelDec
I OK I Cancel

X

= Add Printer

You've successfully added RGate IPP Printer on https://cnsipp.sfckeio.acjp

Printer name: RGate IPP Printer on https://cnsipp.sfc.keio.acjp

This printer has been installed with the RICOH RPCS Basic BW driver.

(1)

X

@ Add Printer

You've successfully added RGate IPP Printer on https://cnsipp.sfckeio.acjp

To check if your printer is working properly, or to see troubleshooting information for the printer, print a
test page.

) (1)

9'\ Finish I\ Cencel |

CNS Printers 4

Click @ "OK”"

20

If you chose “Monochrome Printer”, select @ "RICOH
RPCS Basic BW."

If you chose “Color Printer”, select "RICOH IPSiO SP C831
RPCS” which will be displayed on the same place.

Then, click @ "OK” to proceed.

Click @ "Next.”

27

Click @ "Print a test page.” Check that the job has
transferred correctly to the terminal next to a printer.
Confirm that your test page has printed correctly. Then,
click @ "Finish.”

Printing from Your PC (Windows 10) is completed.

/5
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4 CNS Printers

Printing from Your Mac (Mac OS X)

SFC-CNS Passwords

CNS login name
CNS login password [le.cc........

Shonan Fujisawa ITC, Keio University

SFC-CNS Passwords

| About this page ==

T APRAMTPATITH Paceord
TDR—TIE SEC-CNS DT 0,827 — FOBEH AT
* SFC-CNS 0 7/{ ¥ /SA7 — [
o+ IMAP/SMTP-AUTH /27 — I
PP SR — K
Web Database /S2 7 — I
CNS WiMAXH /27— F

You can set password in SFC-CNS on this page.
« SFC.CNS Login password

e —

CNS WIMAX Password

 IMAP/SMTP-AUTH password
o IPP Password

 Web Database password
 CNS WiMAX password

SFC-CNS Passwords

CNS Login Password

IIPP Password

13225&&%%,' Create/Change I
IPPAIGIC DT (About IPP printing)

o BEE
o English

CNS WIMAX Password

1

By using the IPP (Internet Printing Protocol), you can
send printing jobs to the CNS printers from your Mac.
First, open a web browser and go to the URL:

= https:/itcsecure.sfc keio.ac.jp/form/password

Type your CNS login name in @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, click ® "Login.”

0./

Click @ "IPP Password.”

03

Click @ "Confirm.”

Remember the password you will see in the next page.
This password will be used in STEP 34.

04

In order to install the printer drivers, the security settings
of your Mac have to be modified. Click @ "System

Preferences” in your dock.



° af o)

m d[ale

Language [l Security [ Spotiight Notifications

System Preferences

b -
ood

General Desktop & Dock. Mission

Screen Saver Control & Region & Privacy
el o o= N
Displays Energy  Keyboard ~ Mouse  Trackpad  Printers&  Sound

Saver Scanners

*» @0 w @ 0 =

iCloud Internet Extensions Network Bluetooth Sharing
Accounts
- 7 —
——
[ ] < Security & Privacy Q

FileVault Firewall Privacy

A login password has been set for this user  Change Password...

Require password 5 minutes after sleep or screen saver begins
Show a message when the screen is locked ~ Set Lock Message

| Disable automatic login

Allow apps downloaded from:
Mac App Store

e o Mac Aop Store and identified developers

lick the lock to make changes. Advanced

Sor) Security & Privacy
Choosing “Anywhere” makes your Mac less
N secure.
- ‘This selection wil be reset automatically if unused for
Alogi 30 days. Instead, you can allow an individual
application from an unknown developer by control-
clicking its icon and choosing “Open”. -

Shonan Fujisawa Information Technology Center

1A 28). (4420, 2018)
o roterdng oo fom Al (4l 10, 2015)
Booms (Avust Segerber 2015 (4un 29,2015)
B 0: Do) il b docted (500 121 (4 26,2015)
NS— . (026, 2018)

by 120 (Mey 12.2018)

(58 | I+ Mol s FAQ - 5t0 map

Shonan Fujisawa Information Technology Center

Keio University

Top >Computr >

I Printer Information

Applcations

H

LastModified: June 11,2013

3

Th content ends at this positon.

CNS Printers 4

05

Click @ "Security & Privacy.”

06

Click @ icon and type your Mac OS X account password.
Then, check @ "Anywhere.”

0/

An alert shown on the left side will appear. Click @ "Allow

From Anywhere."

08

Open a web browser and go to the URL:
= http//www.sfc.itc keio.ac.jp/en/top_sfc.html

Click @ "Printer Information” from the menu @ "Computer.”

09

Click @ "Printing procedure.”

/7
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4 CNS Printers

2. Howto configure
When you do IPP printing from your perscnal PC, frstly obain [PP. then got

1f you configure a IPP printing for monochiome printer before March 25th 2010, please update printer driver.
¥ o printing o

o IPP password, printer driver

aldacsonication

o Howtoset OS
= Windows Vista.7 (Japanese artcke) (PP printing is not available on Windows 7 Starter)
+ Ubunty (111.10)

I Printer Driver

Printer Driver for SFC-CNS Printers

. e atCNs.
Windows 7 Starter does not support IPP printing.
« Monochrome Printer
os Version Release. Installer
Windows 8.1(5401) et
‘Windows 8(6461) (Getal)
L) 3120 201400117 1721250 E
Windows 7(s451t) B(etei)
Windows Vista(s4bit) (detal)
Windows 8.1 (320it) B otail)
Windows 8 (32bit) (detai)
3120 20140117 1721260xe
Windows 7 (32bit) B(etai)
Windows Vista (32bit) i (detai)
Mac 05 X 10.9 Ricoh_PS_Printers_Voi3_DOM_LIO 2.00.0dmg I
Mac 08 X 10.8 2000 20137
Mac 0S X 10.7 (Customized for SFC-CNS)
Ricon-
Linux CUPS. 107.2 2013710001
inux o B (detal)

00 L Ricoh_PS_Printers_Vol3_DOM_LIO_2.0.0.0
MacOSXReadme [Ricoh_PS_Printers_Vol3_D
OM_LIO_2.0.0.0.pkg
[ ] ‘& Install Ricoh_PS_Printers_Vol3_DOM_LIO Driver
Welcome to the Ricoh_PS_Printers_Vol3_DOM_LIO Driver Installer
This installer installs the following printer driver for SFC-CNS.
Introduction - RICOH IPSiO SP C831 PS mono (for monochrome
License printing)
- RICOH IPSiO SP C831 PS color (for color

Destination Select printing)

Installation Type

Installation

Summary

I Continue I

[ ] ‘& Install Ricoh_PS_Printers_Vol3_DOM_LIO Driver

Software License Agreement

English

© Introduction

License

SOFTWARE LICENSE AGREEMENT
Destination Select
IMPORTANT NOTICE: PLEASE READ THIS AGREEMENT (the
“Agreement”) CAREFULLY BEFORE INSTALLING OR USING THIS
‘SOFTWARE (the "Software").

Installation Type
Installation

This Agreement is a legal agreement between you ("Licensee" or "you")
and us andJor our “Affiates” (as defined below) (collectively, "Licensor”).
Licensor is willing to license the Software, which includes the associated
media, and printed or electronic documentation, if any
("Documentation"), only upon the condition that you accept all of the
terms contained in this Agreement. For the purposes of this Agreement,
“Affiliate” means any entity that, from time to time during the term of this
Agreement, Controls, is Controlled by, or is under common Control with
us. “Control’ means the power, whether directly or indirectly (by
ownership of stock, share capital, the possession of voting power,
contract or otherwise) to appoint and/or remove the majority of the
members of the goveming body of Licensor, or otherwise exercise control

over Licensor’s affairs and policies.
Go Bac; I Continue I

Summary

Print... Save...

/8

Scroll down to the middle part of the page and click
@ "Printer driver.”

Click the @ installer for Mac. Your download will begin.

Open the file you just downloaded. Then, double click

@ to launch the installer.

Click @ "Continue.”

Click @ "Continue.”



‘& Install Ricoh_PS_Printers_Vol3_DOM_LIO Driver

To continue installing the software you must agree to the terms of
the software license agreement.

Inf Click Agree to continue or click Disagree to cancel the installation and
Lic quit the Installer.

Del

Ing

O— =
Disagree - e
Insg

Read License

This Agreement is a legal agreement between you ("Licensee” or "you")

s and us and/or our “Affliates” (as defined below) (collectively, "Licensor”).
Licensor is willing to license the Software, which includes the associated
media, and printed or electronic documentation, if any
("Documentation”), only upon the condition that you accept all of the
terms contained in this Agreement. For the purposes of this Agreement,
“Affiliate” means any entity that, from time to time during the term of this
Agreement, Controls, is Controlled by, or is under common Control with
us. “Control’ means the power, whether directly or indirectly (by
ownership of stock, share capital, the possession of voting power,
contract or otherwise) to appoint and/or remove the majority of the
members of the governing body of Licensor, or otherwise exercise control
over Licensor’s affairs and policies.

Print... Save... Go Back Continue
[ ] ‘& Install Ricoh_PS_Printers_Vol3_DOM_LIO Driver
Standard Install on “Macintosh HD”
O T This will take 12.3 MB of space on your computer.
@« License Click Install to perform a standard installation of this software
o on the disk “Macintosh HD".

@ Destination Select
© Installation Type

Installation

Summary

Change Install Location...
Go Back I Install I
7~ Installer is trying to install new software. Type

. . your password to allow this.

Username: Taro Keio

Password;l XYY TS I

Cancel
[ ] & Install Ricoh_PS_Printers_Vol3_DOM_LIO Driver
The i ion was

@ Introduction
© License
@ Destination Select
© Installation Type
o Installation The installation was successful.
O ST The software was installed.

CNS Printers 4

Read the software license agreement carefully and click
@ "Agree” if you understood and agree. If you do not,

you may not use this software.

Click @ "Install.”

When the window prompts you to type in your
password, type your Mac OS X account password in @

"Password.” Then, click @ "Install Software.”

When the driver installation is finished, click @ "Close."
Refer to STEP 05 ~ 07 and change the settings on

Security & Privacy from "Anywhere" to "Mac App Store

and identified developers."

/9
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4 CNS Printers

System Preferences

Ql )

a @

General Desktop & Dock Mission  Language  Security  Spotlight Notifications
Screen Saver Control &Region & Privacy
/ S
N, = =] N
Displays Energy Keyboard Mouse Trackpad [ Printers & | Sound
Saver Scanners
; K P
s @ w @ 0 B
iCloud Internet  Extensions  Network  Bluetooth  Sharing
Accounts
F = © @
e
Users & Parental  AppStore  Dictation Date&Time  Startup Time  Accessibility
Groups Controls & Speech Disk Machine
[ ) < Printers & Scanners Q
No printers are available.

Click Add (+) to set up a printer.

Default printer:  Last Printer Used

Default paper size: A4

(oo

e

Name

-
Default 1P ‘Windows

Icon and Text
Icon Only
Text Only
Hide Toolbar

Use Small Size

) o Add
8@ = =
Default IP Windows Search
Name ~ Kind
Name:
Location:
Use: <
© Add

Esamh

~ Kind

n Customize Toolbal

80

Open "System Preferences” and click @ "Printers &

Scanners.”

The next procedure will be for the black-and-white
printer (monoprn), but if you would like to use the
color printer (colorprn) as well, set the monoprn printer
first, then follow STEP19~35 again; this time choosing

"colorprn” instead of “monoprn.”

20

Click @ "+

Hold the control key and click @ blank space at the top

of the window.

27

Click @ "Customize Toolbar..."



Default 1P Windows Search

[ges -

Drag your favorite items into the toolbar...

le 8& <« [

Advanced P Default Search Space

Windows

... or drag the default set into the toolbar.

Flexible Space

e = &

Default IP Windows Search

Show Icon and Text ~ Use small size

™=

[ JON J Add

> v
2@ & O 2
Default IP Windows Advanced Search

Type v EPSON FAX
Fax

inting Protocol (https)
nternet Printing Protocol (IPPS)
Jetdirect

LPD/LPR Host or Printer
Windows printer via spoolss

Name:
Location:
Use: Choose a Driver...
0@ Add
M
S @& o a
Default IP  Windows Advanced Search
Type:  Internet Printing Protocol (https)
Device: = Another Device
—

URL:§ https://cnsipp.sfc.keio.ac.jp/monoprn?waitj

o

(2]

Name:l monoprn

CNS Printers 4

23

Drag and drop @ "Advanced” icon onto the menu at
the top of the window. Click @ "Done” and "Advanced”

icon you just added.

24

Select @ "Internet Printing Protocol (https)” from "Type.”

2D

Type one of the printer address as below in @ "URL."

Black and White Printer (Monochrome):

= https://cnsipp.sfc.keio.ac.jp/monoprn?waitjob=false

Color Printer:

= https://cnsipp.sfc.keio.ac.jp/colorprn?waitjob=false

Location:

Use: Choose a Driver...

(o)

Name: | monoprr|

Location:

UST
o

Generic PostScript Printer

Select Software...

Other...

Type name in @ "Name." If you are setting up for the
black and white printer, type "monoprn.” If you are

setting up for the color printer, type "colorprn.”

20

Select @ "Select Software..” from "Use.”

dn ueig

NV SSO[S4M

ITEIN SND

(D)
=
(T2}
-
=
>
=
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)
wn




4 CNS Printers

@ Printer Software

3] -

EPSON FAX A3

HP DeskJet Series

HP LaserJet Series PCL 4/5
Intellitech IntelliBar Label Printer, 2.0
Oki 24-Pin Series

a)ki 9-Pin Series

RICOH IPSiO SP C831 PS color
RICOH IPSiO SP C831 PS mono

oZebra CPCL Label Printer
Zebra EPL1 Label Printer
Zebra EPL2 Label Printer
Zebra ZPL Label Printer

Cancel

Type: Internet Printing Protocol (https)
Device: Another Device

URL: https://cnsipp.sfc.keio.ac.jp/monoprn?waitjob=false

Name: A monoprn

Location:

Use: RICOH IPSiO SP C831 PS mono

Add

Printers

Printers & Scanners Q|

<= monoprn
“L . Idle, Last Used

monoprn

\ Open Print Queue...
v 2

Location:

Options & Supplies...

Kind: RICOH IPSIO SP C831 PS mono

Status: Idle

Share this printer on the network

Default printer: ~ Last Printer Used

Default paper size: A4

Sharing Preferences...

1)
B -

L 3 Salarilﬁ!“view History Bookmarks Window Help

BBW Huate
| Close All Windows "\ {:3W

8 Import Bookmarks...
Export Bookmart

Faculty [y
Facultyl

Spring

9£S,D3Y

Studies
2014 Curriculum

1. Research Seminars

® ¢ New Cow. BN vuB.sfc.keio.ac.jj
| New Private Window  {+8N
New Tab *T
KEIO SFC Open File... %0 5
Open Location... ®L
Undergradusg  Glose Window

‘ I SEARCH ( 2)
| Save As... oxs T | Keio
Language used i
| sl Share -
{ Export as PDF... poName
Open in Dashboard... pery Faculty
Family
Grad

82

2/

If you are setting up the black and white printer, select
@ "RICOH IPSIO SP €831 PS mono” from the list. If you
are setting up for the color printer, select @ "RICOH
IPSiO SP C831 PS color.” Then, click @ "OK."

You can find the printer software easily by typing
“RICOH" in @ “Filter” column.

e

Click @ "Add."

29

Printer setup is completed.
However, it is highly recommended that you automate

the authentication process CNS printers require before

printing. Follow the instructions below.

30

Print any kind of file or webpage (As an example, the

SFC website is used.)

Click @ "Print.." from the menu @ "File.”
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w 1
—t
C COURSE SUMMARY 201€ me %
=3 ot Copies: |1 - Two-Sided
e Tt Pages: Al C

(Unde d

im0 2 ujisawa Campus O

in the class: Any . . . . H " n

. —_— Printing setting will be displayed. Select "monoprn" for

e Information Studies . " "

and Governance black-and-white documents, or "colorprn" for colored
Given by Faculty. y 201 6 . . " . "
] (s umn | documents in @ . Then, click @ "Print.
n

of Policy Management

of Environment and Information

rch Seminars IsITY

llmeﬁalst:bjec!s B sovoes — "

Intr uctory 2 POF w Details ancel | (GEEN ot vears é 2
=
®
D
wm
wm

. . . . " " ’_
Click the bouncing icon in your dock @ "monoprn. jZ>
M 3
=
w
[ NON ] ™ monoprn - 1 Job z
L e =
Pause Settings

KEIO SFC COURSE SUMMARY 2016

D Click @ the refresh icon.

Hold for Authentication - ‘Filter” failed, 2 pages

()

=

. (V]

— Enter your name and password for the printer e
— “monoprnZ iy
—1 b Type your CNS login name in @ "Name” and your CNS 5
. —

Nogig [stboadtk IPP password from STEP 03 in @ "Password.” Check @

(%)

Password: © "Remember this password in my keychain” and click

4 Remember this password in my keychain i)
O 0 'Ok,

o O ]

[ NON ] 1= monoprn ; %
Pause Settings

Once the job is cleared from the window, the printing

job is successfully sent to the printer.

Printing from Your Mac (Mac OS X) is completed.

83
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5 Antivirus

Protecting Your Computers from Security Threats

O /I Damage Caused by Computer Virus

Once your computer is connected to the Internet, there
is a risk that your computer could be infected with
viruses or other malicious software designed to exploit
flaws in your computer. If infected, any of the following

could happen without your knowledge.

«  Theft of personal information

. E-mails including spam or viruses are sent to
people in your address book

. Your computer participates in attacks against other

computers or networks

Computers infected with viruses or malware will
generally try to spread and infect other computers on
the network. In order to prevent the spread of malware,
ITC reserves the right to, without any prior notification,
restrict internet access for devices possibly infected with

malware.

86

O ? Antivirus Software

In order to minimize the risk of computer malware,
you should ensure your computer is updated regularly
(please refer to [p.98: How to Update your Windows
/ Mac OS X System] ) and install antivirus software to

help detect and remove any viruses on your computer.

O 3 Keio-provided Antivirus

Software

Keio University provides every student, faculty, and staff
member with license to use "ESET Smart Security" for
Windows or Mac OS X (on one computer). The following

pages describe how to obtain and install this software.

Please note that antivirus software often does not
function properly if you install two or more antivirus
software programs on your computer (such as another
program or a trial edition.) If so, you should uninstall any

other antivirus software before proceeding.
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Installing Antivirus Software
on Your PC (Windows 10)

- -
keio.jp 2 6
Keio University CALAMVS GLADIO FORTIOR (Va]
w
2014%F11811H&Dkelo.jp DRENBOET s il Open a browser and go to the URL: ™D
keio.jp renewal on November 11, 2014 Detail 2
= http//keio.jp/ D
«»
O > 3§5k/Log in to :
keio.jp7R—%)L / keio.jp Portal 7 Type your keio,jp ID (or “lyour CNS login namel@sfc.keio.
ID: s P I u
- — acjp”) in @ “ID" and your keio.jp password (or “your CNS
t.keio@keio.jp . N e , e
login password”) in @ “Password.” Then, click @ “Login.
Password:
-
XYY YYYYYYY) > 7
@)

O: 9> s)RT— E%ZFIFAT S/ Use One-Time Password

° =]

HMAEH A I (User's Guide) H7R—b (Support Desk)
A )R T— PIZDWT (About One-Time Password)

> WEACK  pEIAT-KEE w0777

keio.jp

0”2 z8

>
o — ©
il e °
(D
>
o
>

Click @ “English” on the top of the page.

o mmeon

o wnamaEATA

CAHEMNBENRE EERBSARES A7 o)
| 2BWeb 274 XY FFYRFE e
s = < > : . meen

nruman (©)2014, Ko Unversty.

03

Click @ “Software Licensing Center” from the menu @

"SERVICE"

3/
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ESET(License for 2016 fiscal year) [Agreed)
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fer to the details on the following information.

reh 31

88

04

Click @ "Agree" in "ESET" row to read the EULA (End-User
License Agreements.)

This action doesn't mean you have agreed to the EULA
for ESET.

05

If you agree to the EULA (End-User License Agreements)
and Rules and Policy, click @ "Agree."

If you don't agree to the EULA or Rules and Policy, then

you may not use ESET.

06

Go back to the license list.
Hold the Ctrl key and click @ "Download" to open and
duplicate the tab. This window should look like Step 08.

Then Click @ "Detail."

0/

You can check your @ User Name, @ Password, and

© License Key for ESET on this page.

You will use @ License Key at STEP 14.
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ESET products
AR M=NT OIS L §9>0—KR— - Install Program Download Page -

DA VAERT —HIN—AEFYTF - L TRICERHOBOZBAL T EEW.

[BARBEE]
KESET(HA )20S, HFR, 3. itDT K TORR: T ALIS MY ADRHRTT .
BAETFIUFT 7 HRES - Security Products -
VI ROz PEm - BAZR English
Product Name 32bit 64bit 32bit G4bit
IR Download Download
ESET Smart Security (Windows10 ETHIE) erf::;:i 0 WA:;J:\»::ID)
(100MB) (104MB)
] S Download
ESET Cybersecurity Pro| (Snow Leopard - El (Snow Leopard - Ei Capitan)
V6.1 Capitan 375) (83.4M8)
(129MB) 3
P2F 91 VAR - Anti-Virus Products -
VI bSOz &I os | BAER | English
Product Name | 32bit | eabit |  32bit |  eabit
= X
(esfR) SMARTSECURITY 9
Install ESET Smart Security
|

All-in-One Internet Security

Enjoy using your computer as you work, play and connect - protected by “

ESET Smart Security. The solution combines antimalware protection with
antispam, personal firewall and parental control.

A newer version of this product s available online and can be automatically
downloaded and installed instead of included one.

(€sfI) SMARTSECURITY 9

End-User License Agreement

IMPORTANT: Please read the terms and conditions of product application set out below carefully prior to
download, installation, copy or use. THROUGH DOWNLOADING, INSTALLING, COPYING OR USING THE
SOFTWARE YOU ARE EXPRESSING YOUR CONSENT TO THESE TERMS AND CONDITIONS.

Software End-User License Agreement.

Under the terms of this Software End-User License Agreement (hereinafter referred to as “the Agreement’)
executed by and between ESET, spol. s 1. 0., having its registered office at Einsteinova 24, 851 01 Bratislava,

Slovak Republic, registered in the Commercial Register administered by Bratislava | District Court, Section Sro,

Entry No 3586/8, Business Registration Number: 31 333 535 or another company from the ESET Group

(hereinafter referred to as "ESET" or “the Provider®) and you, a physical person or legal entity (hereinafter

referred to as "You" or "the End User), You are entitled to use the Software defined in Article 1 of this

Agreement. The Software defined in Article 1 of this Agreement can be stored on a data carrier, sent via

electronic mail, downloaded from the Intemet, downloaded from the Provider's servers or obtained from other v

(es[Z) SMARTSECURITY 9

There is power in numbers. Get the maximum level of protection.

‘The ESET LiveGrid® feedback system allows us to collect nfc b ts, which we to create
tection mechanisms in our cloud system. We then immediately apply these to ensure that our customers have the maximum level of
rotection.

[erane e5e7 tvecria® recaback sy Gecommensed |

of y
o B omacen beore ey il Foertoly umanied gplicaions miht ot
pose security risk but they can affect computer’s performance, speed and reliability, or cause changes in behavior. They usually require user's
8 creenbefrerstlaion

I nable detection of potentially unwanted applications I

Disable Getection of potentially unwanted applications.

Antivirus 5

08

Choose an installer that runs on your Operation System.

Click @ "Download" to download the installer.

To check your Operating System refer to [p.133 How to
Check a PC's Operating System.]

09

Open the file you just downloaded. Make sure that
@ 'Install newer version" is checked. Then click

@ "Continue."

Read the EULA (End-User License Agreement) carefully.
If you agree to it, click @ "l Accept."

If you don't agree to the EULA, then you may not use
ESET.

Make sure that @ "Enable ESET LiveGrid feedback
system" is checked, and @ "Enable detection of

potentially unwanted applications" is selected.

Then, click © "Install."

89
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5 Antivirus

SMART SECURITY 9

Installation successful

about security: ESET Knowledgeb:

£ Facebook ¥ Twitt

Click Done to complete the product setup and begin activation process. &

ESET Smart Security has been successfully installed on your computer. Your
computer will be continuously checked for viruses and malware.

[® Product Actvation - ESET Smart Securty

Product activation

I have a license already

Enter your License Key below

| |

Where can| fi
have a Username

@

1 don’t have a license yet

An acti
newest

@ Free tral license

d ESET product protects you against even the
eats,

Test this pros FREE for a limited time. You
only nee nail address.

B Purchase license

&%

purchase a new license for this or other ESE]
products.
Activate later

Your device will not be fully protected until you
activate this product.

[ Proguct Actvation - 5ET Smart Securty

Product activation

Activation was successful

Thank you for activating!

The name for this computer is:
CNSCON-RENT-WIN

ESET Smart Security now receives regular updates to identify and clean the latest malware.

ESET Anti-Theft

New to Anti-Theft?

Create new account for free. With Anti-Theft you can:

- Watch thieves via bult-in camera

- Collect snapshots of the missing device's screen
See thief's location on a map

- Access recent photos and snapshots from your
online account

Create new account

-@ Free my.eset.com account is required to enable Anti-Theft

Existing Anti-Theft user?

Email address

Password

90

If the window shown on the left appears, you have

successfully installed ESET Smart Security 9.

Click @ "Done" and proceed to activation process.

Once you finish installing ESET, the window shown on

the left will appear.

Enter your License Key which is @ " 8 S 58 5EF — " in
STEP 07 in @, then click @ "Activate."

If the window shown on the left appears, you have

successfully activated ESET Smart Security.

Click @ “Done” to proceed.

After product activation, the window shown on the left
will appear.

You can setup ESET Anti-Theft here by creating my.eset.
com account. If you don't need ESET Anti-Theft, simply

close the window.

Installing Antivirus Software on Your PC (Windows 10) is

completed.
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Installing Antivirus Software
on Your Mac (Mac OS X)

keio.j
eio.jp
Keio University CALAMVS GLADIO FORTIOR

20144118118 & Dkeio.jp DEERNH D FF, il
keio.jp renewal on November 11, 2014 Detail

0741 »#f%R/Loginto :
keio.jp/R—#% )L / keio.jp Portal 2

o -

Password:

t.keio@keio.jp

)1 95 A LR T— REFIAYT B/ Use One-Time Password

Application Information e
s<aonsna 7740 < [ AR 9-CA AT
& RREEYATL I s SRFLXYFFYROBRSE L)
e FA. FMRE  RRUATLEL, I-IASTFIAORBT.
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Rax-nsEmE cwEcn »27 . mEE.
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“BAE  Elen 7UserGude A Crarge EchPasaword  #LogOF
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& WEB 8ASED TRANING CONTENTS

e (s e
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pesensy___
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Open a web browser and go to the URL:
= http://keio.jp/

Type your keio,jp ID (or “[your CNS login name]@sfc keio.

acjp”) in @ “ID" and your keio.jp password (or “your CNS

login password”) in @ “Password.” Then, click @ “Login.”

0”2

Click @ "English” on the top of the page.

03

Click @ “Software Licensing Center” from the menu @
"SERVICE."
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04

Click @ "Agree" in the "ESET" row to read the EULA (End-
User License Agreements.)

This action doesn't mean you have agreed to the EULA
for ESET.

05

If you agree to the EULA (End-User License Agreements)
and Rules and Policy, click @ "Agree."

If you don't agree to the EULA or Rules and Policy, then

you may not use ESET.

06

Go back to the license list.

Hold the Command key and click @ "Download" to
open and duplicate the tab. This window should look
like Step 08.

Then Click @ "Detail."

0/

You can check your @ User Name, @ Password, and

© License Key for ESET on this page.

You will use @ License Key at STEP 27.
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[EAFIARIT]

AYAb=NTOYS A &9 0—KR— - Install Program Download Page -
DAV AERBT —FR—R(E7 YT F— L TRICRFTOLOEZEAL TS,

XESET(@AFIAMI)IZX0S, BERR, 32/64bitDTRTORREBLT—A1 S5/ RDRUTT,

BETFUTHRRR Security Products -
VN7 BH 0s BAER English
Product Name 32bit | 64bit 32bit 64bit
ESET Smart Security V9 [Wind (Wi dy”‘TOD ;'i'ms Dmt’:d D?S:T:d
e ey s e a7ME) Windows10) | Windows10)
(100MB) (104MB)
Foyn—f
N . Download
ESET Cybersecurity Pro Mac (Snow Leopard - El Capitan (Snow Le_opar d - El Capitan)
ve.1 H1) (83.4M8)
(129MB) -
7>F 54V AW - Anti-Virus Products -
VI T B | s | BFER I English
Pradict Name. 2ok T Game | 2ohir T Rawir

1) CYBER SECURITY PRO

Install ESET Cyber Sec:
Pro

(x)

i

L5 ESET Cyber Security Pro

)

app" is an lication d loaded from the
Internet. Are you sure you want to open it?

“Installer.app” is on the disk image “eset_cybersecurity_pro_en.dmg”.
Firefox.app downloaded this disk image today at 11:48.

| Don’t warn me when opening applications oes disk image

Cancel Show Disk Image I Open I

Install ESET Cyber Security Pro

s . This package will run a program to
determine if the software can be installed.
To keep your computer secure, you should only run
programs or install software from a trusted source. If

you're not sure about this software's source, click
Cancel to stop the program and the installati

Cancel

Go Back Continue

03

Antivirus

Click @ "Download" to download the installer.

09

5

Open the file you just downloaded. Then click @ "Install
ESET Cyber Security Pro" to install ESET Cyber Security

Pro on your Mac.

Click @ "Open."

Click @ "Continue."

93
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[ (©) Install ESET Cyber Security Pro a

Welcome to the ESET Cyber Security Pro Installer

Introduction The Setup Wizard will install ESET Cyber Security Pro on your computer.

Read Me

License Warning!

Version Check To avoid serious conflicts, it is critical that you uninstall any other
= security applications such as antivirus or anti-spyware programs before

&l continuing installation.
Destination Select

Installation Type IMPORTANT:

Installation Your software is not activated yet. Please follow these simple steps
Summary to complete activation:
o Go through the installation process
®  "ESET Activation" will appear on your screen after successful
installation
*  Follow instructions to activate the software o
G3er
@ (€) Install ESET Cyber Security Pro a
Important Information
Introduction System requirements
Read Me
Li « Mac computer with an Intel processor
U * Processor architecture: Intel 32-bit, 64-bit
Version Check ¢ MacOSX:10.6 - 10.11
*  Memory: 300 MB
SRR «  Disk space: 200 MB
Destination Select
Installation Type
Installation
Summary
(es) Print... Save... Go Back
[ (&) Install ESET Cyber Security Pro a

Software License Agreement
English B

IMPORTANT NOTICE: Prior to download, installation, copy or
use please read the below terms of the product application.
BY DOWNLOAD, INSTALLATION, COPY OR USE OF THE
PRODUCT YOU EXPRESS YOUR CONSENT TO THESE TERMS
AND CONDITIONS.

Introduction

Read Me

License

Version Check

Setup

Destination Select )
End User License Agreement for Software Use.

Installation Type

This agreement on software use (the “Agreement”) executed

by and between ESET, spol. s r. 0., with its seat at Einsteinova

24, 851 01 Bratislava, registered in the Commercial Register

of the District Court Bratislava I. Section Sro, Insertion No

3586/B, BIN: 31 333 535 (the “Provider”) and you, a physical

or legal person, (the “End User”) entitles you to use the

Software defined in Article 1 hereof. The Software defined in

Article 1 hereof may be stored on a CD-ROM o D

Installation

Summary

<cant via alartranic mail _dawnlaaded

Print... Save... Go Back

[ =

(€) Install ESET Cyber Security Pro

To continue installing the software you must agree to the terms of
the software license agreement.
| Click Agree to continue or click Disagree to cancel the installation and
Rei quit the Installer. ror

| .
Lic
MS

End User License Agreement for Software Use.

Read License
Se|

Destination Select

Installation Type

This agreement on software use (the “Agreement”) executed
by and between ESET, spol. s r. 0., with its seat at Einsteinova
24, 851 01 Bratislava, registered in the Commercial Register
of the District Court Bratislava I. Section Sro, Insertion No
3586/B, BIN: 31 333 535 (the “Provider”) and you, a physical
or legal person, (the “End User”) entitles you to use the
Software defined in Article 1 hereof. The Software defined in
Article 1 hereof may be stored on a CD-ROM or DVD

madium_cant via alactranic mail_downlnadad fram tha

Installation

Summary

Print... Save... Go Back Continue

94

Click @ "Continue."

Click @ "Continue."

Read the EULA (End-User License Agreement) carefully
and if you agree, click @ "Continue." If not, you may not
use ESET.

Click @ "Agree."



[ ] (€) Install ESET Cyber Security Pro a
Version Check
SRintodichon New version of ESET Cyber Security Pro found! For maximum
protection and product stability, please install the latest version.
© Read Me
© License P
Recent version is 6.2.6.0
R \grElon Check List of new features:
SRRl Version 6.2.6.1
Destination Select X ) ) § .
Fixed: Version check displayed correctly if changelog contains non-
Installation Type ASCII characters
& Fixed: Kernel panic in Uninstall during high load
Installation Fixed: "Shut down computer after scan" functionality causes shut
s down at every system startup
ALy, Fixed: GUI crash caused by enabling removable media blocking
Eivnr. Mdin Cntenl sheurn Klnnis antn s in aann tarmnte whan
I Download and install new version I
(esEl) Go Back I Continue I
€] Install ESET Cyber Security Pro [°]
Choose to save new il package
5 Save As: | eset ity_pro_en_.dm v
© Introduction = — =] =
© Read Me Tags:
© License Where: [ Documents
@ Version Check
B Cancel
Destination Selé
Installation Type
Installation
Summary
CSer] Go Back t
Install ESET Cyber Security Pro [*)
= This package will run a program to
determine if the software can be installed.
To keep your computer secure, you should only run
programs or install software from a trusted source. If
you're not sure about this software's source, click
Cancel to stop the program and“
Cancel
(esCh Go Back Continue
® (&) Install ESET Cyber Security Pro a

@ Introduction

© Read Me

© License

© Version Check

« Setup
Destination Select
Installation Type
Installation

Summary

Installation Mode

Please choose whether to install ESET Cyber Security Pro with
Typical settings (provides the best balance of security and
speed) or select Custom for additional configuration options.

o Installation mode

) Custom

(2]

GoBackI Continue I

Antivirus 5

Make sure @ "Download and install new version" is
checked. Then, click @ "Continue."

Click @ "Save."

Click @ "Continue."

Make sure that @ "Typical (recommended)” is selected

for installation mode. Then click @ “Continue.”

95
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[ ] (©) Install ESET Cyber Security Pro

ESET LiveGrid®

Introduction

There is power in numbers. ESET LiveGrid® gives you the

maximum level of protection and provides faster scanning

Read Me using the latest intelligence collected from millions of ESET

License customers from all over the world.

Version Check I Enable ESET LiveGrid® (recommended) I

Setup

Setup...

Destination Select

Installation Type

Installation

Summary

et Go Baa I Continue I

[ (8) Install ESET Cyber Security Pro a

Potentially Unwanted Applications

Introduction

Potentially unwanted applications are programs that usually

require the user's consent before installation. They might not
Read Me pose any security risk, however, they can affect your
| ez computer's performance, speed and reliability as well as

change its behavior.
Version Check

Setup
Destination Select

Installation Type o

Installation

e Enable detection of potentially unwanted applications.

-9

Cller)
(] (€) Install ESET Cyber Security Pro a
Standard Install on “Macintosh HD"
e ntion This will take 125.6 MB of space on your computer.
Read Me Click Install to perform a standard installation of this software
. on the disk “Macintosh HD".
License

Version Check
Setup

Destination Select
Installation Type
Installation

Summary

(esfld

Change Install Location...

- Installer is trying to install new software. Type

("

your password to allow this.

Usernﬁ: Keia_SFC

Password: fessses

Cancel nstall Software

96

20

Make sure that @ “Enable ESET LiveGrid (recommended)”

is checked. Then, click @ “Continue.”

If you want to use the function shown on the window,
select @ "Enable detection of potentially unwanted
applications." If not, select @ "Disable detection of
potentially unwanted applications." Then, click @

“Continue.”

27

Click @ "Install."

23

When the window prompts you to type in your
password, type your Mac OS X account password in @

"Password." Then, click @ "Install Software."
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® O C (€) Install ESET Cyber Security Pro -

The lion was
Introduction

Read Me

= You have successfully installed ESET Cyber Security Pro

Version Check

Setup The installation was successful. on your Mac.

Destination Select

The software was installed.
Installation Type

Installation

Summary Click 0 "Close."

(esfD Go Back

i3 O @ Thuadl Q =
‘Open ESET Cyber Security Pro "
'VITUs Signature database 1s out-of-date
» Update the virus signature database
Q Computer scan...

© Update
% Preferences...

B e e e On your desktop, click @ icon, then click @ "Open ESET

M
=z
(Va)
W
(D
©
<
(D
w
wv

Enable Blocking of All Traffic

s , : Cyber Security Pro."

Quarantine
Scheduler

Ov4
~

MSHImUm prOtection 5 ingtgl the missing updates

@ Computerscan o
Q Smart scan

Yo & statistics
£ seup ‘ Disable Real-time File System Protection

eoe \ CYBER SECURITY PRO g !!:I
Operating system is not up to

N — — Eepe e
Tools Computer Firowall Webai  Enable Blocking of Al Traffic . . . . .

rearnces.. Click @ icon, then click @ "Product activation..."
@ Hep Log files

Operating system is not up to date

mising Updates by unning System Updats. Display missing Updats e

aucknks
@ st scan
2 Upste

Number o abjocts checked by Rea-time scanner: 5312704
Virus signature database version: 13907 (20160804)
License vaid unti 430117, 21:00:00

[} CYBER SECURITY PRO
I have a License Key Idon't have a license yet

xipuaddy

License Key

@ Free trial license
Test this product for free for a limited time. You only

resdanemai e Enter your License Key which is @ " &FE85EF— " from

W p“:sm‘:.'““:"“"'”“““'””” STEP 07 in @ "License Key." Then, click @ "Activate.

Where can | ind the License Key? Activate later

1 have a Username and Password, what do | do? Your device will not be fully protected until you

9 activate this product.

, Bceal Installing Antivirus Software on Your Mac (Mac OS X) is

completed.

97/
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How to Update Your Windows / Mac OS X System

Are Software Updates Important?

When a bug or vulnerability is discovered in software,
a software publisher will often release an update to
fix any problems. For example, Windows Update (on
Windows PCs) and Software Update (on Mac OS X)
regularly releases updates to keep users safe. Many
other software vendors have similar ways to provide
users with updates. Software updates fix bugs and are
crucial for information security. Malicious hackers will

often attempt to exploit vulnerabilities before users are

able to update their computers, so users should apply
software updates as soon as possible. Please ensure all
your software is up to date to help keep your computer
safe on the internet. The following pages describe how
to install operating system updates (on Windows and
Mac OS X) and configure your computer to check for

updates automatically.

Updating Your Windows System (Windows 10)

a

File Explorer Store

(b Power

Play and explore

=) All apps

Settings - o x

€52 SETTINGS [ Find a setting

= )
2
E— e Networ & intermet

&)

Personalization
Background, lock
screen, colors

2 @

Accounts Time & language
Your accounts, email, Speech, region, date

O

Update & security
Windows Update,
recovery, backup

3» 5

Ease of Access Priva
Narrator, magnifier, Location, camera
high contrast

98

1

Click the Windows icon in the lower left corner of your

screen, then click @ "Settings.”

0”2

On the left screen, click @ “Update and security."
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=
)
=g
<
=.
e
)

@ G - o x
£33 UPDATE & SECURITY |F|ndasemng p|

Windows Update

Select any updates that appear, then click @ “Install

Windows Defender .
Updates are available.
" . . .
- + Security Update for Adobe Flash Playerfor Windowis 10 now.” Windows 10 will check for and install updates
ckup Version 1511 for ¥64-based Systems (KB3163207).
Rec + Windows Malicious Software Removal Tool for Windows 8, automatica | |y
overy 81,10 and Windows Server 2012, 2012 R2 x64 Edition - May
2016 (KB890830).
i + Cumulative Update for Windows 10 Version 1511 for x64-
based Systems (KB3156421).
For developers Details

We'll automatically install updates when you aren't using your
o device, or you can install them now if you want.

Looking for info on the latest updates?

SI9AI9S SN

Learn more

Advanced options

Ov4
~

xipuaddy
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Updating Your Mac System (Mac OS X)

[ Finder File Edit View Go Window Help O’I

From the Apple menu on the menu bar at the top of the

Force Quit Finder

Sleep screen, click @ "App Store..."
Restart...
Shut Down..

0”2

The App Store will launch. If you see any update(s), click
© "UPDATE ALL" or @ "UPDATE."

Updating Your Mac System (Mac OS X) is completed.

COLUMN vol.2
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N
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o
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1

Using CNS Servers

What are CNS Servers ?

O II What are Servers ?

Servers are computers or software that provide services
and data to other computers on networks. CNS mail and
other CNS services are hosted on internal CNS servers.
This section provides details about personal storage

available on CNS.

O ? Storage Assigned to You

Every student at SFC is assigned 80GB of storage on the
CNS network. The storage is allocated for e-mail services
and the rest of the space can be used for personal
purposes; storing reports, photos, a backup and so forth.
However it means that your e-mail service will no longer
work when your storage is full. Be sure to make some
space for e-mails in your storage.

Please refer to the list below to find paths of your user

data directories.

03 Upload Using SSH

You have direct access to your CNS storage from
on-campus computers. However, if using your own
computer, you must use SSH secure shell to upload files
onto the CNS servers. Instructions for this are given in

[p.103 : Remote Access to CNS Servers.]

O4Upload Using SCP/SFTP

You can upload files to the CNS servers using SCP or
SFTP. Instructions on how to use WinSCP on Windows,

and Cyberduck on Mac OS X will be given in this section.

Directory

Path on CNS Servers

Mac OS X Home directory

/home/ [your CNS login name]/CNSiMac

Windows 10 Desktop directory

/home/ [your CNS login name]/10DataCNS/CNSDESKTOP

Windows 10 Document directory

/home/ [your CNS login name]/10DataCNS/Documents
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U1

2

Remote Access to CNS Servers

SNJIAIUY

What is Remote Access ? % 6
oY
Even if you cannot physically access on-campus  In this section, instructions for Remote Access on 2
computers, you can still remotely access CNS servers ~ Windows 10 and Mac OS X are given. For more g
using the SSH protocol. information about CNS servers, please refer to the
following URL:

= http//www.sfc.itc.keio.ac.jp/en/top_sfchtml

-
> /
®;
Access Remotely from Your PC (Windows 10)
SFC-CNS Passwords
CNS login name | secsc O /I
CNS login password | [+
==l First, you need to make a public key and secret key tolog
Shonan Fujisawa ITC, Keio University . > 8
in to CNS servers remotely. These keys can be made on the 5
Shonan Fujisawa ITC website: _(QD
= https://itcsecure.sfc.keio.acjp/form/password/ 8_
=

SFC-CNS Passwords O 2

|ch SSH Key

B A DR HBORER Public key list) You will find the list of passphrases you can change on

Database Password . . . " "
J— Public key List the left side menu. Select @ "CNS SSH Key.

NS S5H Key ¥ — 7 DfFf(Generate key pair)

1. 78R 7

R RS

2. TORY &2 Y v 7 LTL % & W(Click this button)

Generate key pair

TR A DO 2 B ¥ (Add public key)

A% A3 LT 7 & \a(Enter passphrase)
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|CNS SSH Key
EHREHDARBDIES (Public key list)

Public key List

ﬁ&?@(’ﬁﬁ‘i(Generate key pair)

TSR 7L —ZEAD| T

W\ (Enter passphrase)

(wamewsts srvozrL-x]

lick this button)

Generate key pair

|CNs SSH Key

F—RPHMEREhE LT,

(Ks pair has been enerabed succsssfuly)
RIIC SV > 00— R MAEh

(Dawnlaod will be started automaﬂcaly)

‘ v

Ty (Private key)

o« O r0O—RESEOHFIHEETT (You can download only this time)
« Mac, Linux¥ THIFY 38 A (¢ chmod 600 251 dIc
(If you use on Mac/Linux, Please chmod 600 this key.)

hireabzi
19H7a8DI
yeHZq0
IATV
LIMxKgr
SoFF/y:

illy0Tass

JTYL

aMxnf
----END RSA PRIVATE KEY-

B3 pownload PuTTY - a frec X | +

€ > 0

| puryors

Download PuTTY

PuTTY is an SSH and telnet client, developed originall
by a group of valunteers.

T]0

You can download Pu

Below suggestions are independen

Bitvise SSH Client

Bitvise SSH Client is an SSH and SFTP client for Winds
supported by PuTTY, as well as the following:

+ graphical SFTP file transfer;

PuTTY

¥AQ|
Feel

weh like FTP)

ent)
a Tace to the PUTTY back cnds)
« Pageant (an SSH authentication agent for PuTTY. PSCP. PSFTP, and Plink)

PUTTYgen (an RSA and DSA ke gencration ueility).

LEGAL WARNING: Use of PuTTY. PSCP. PSFTP and Plink i llegal in counisics whese cncryption s outlawed: We believe it i legal o 3
advice befor oftects information on cryptography laws in man:

Use of the Telnct-oaly binary (PUTTYtel) is uasestricted by any cryptography laws.

ipply crvptographically signed lists of checksums. To
eogeacn i s cesproEhapeicaty e o s sotaor)

03

Next, you will be directed to the page which requires
you to set a password for your keys. Enter your passphrase
in @, and click @ "Generate key pair." This passphrase wiil
be used in STEP 12.

04

Click @ "Download." Download your secret key and save

it to any location on your computer.

05

Windows doesn't have a SSH client preinstalled. You
must install dedicated software. We will use "PuTTY”
as an example. Access the below link, and click
O "here."

= http//www.putty.org

06

Click @ "PuTTY:putty.exe" and save it to any location.



R PuTTY Configuration X
Categary
B Session ~ Options controlling S3H authentication ‘
i eLogging
[} Terminal || Bypass authentication entirely (S2H-2 only)
Keyboard || Display pre-authentication banner (SSH-2 only)
Bel Authentication methods
~Features
[} Window ] Attemot suthertication using Pageant
|- Appearance LI Attemot TIS or GryptoCard auth (33H-1)
- Behaviour 1] Attmot “kevboard-interactive” auth (S3H-2)
- Translation L
- Salaction Authentication parameters

[ Cornection o

LI Allow 3zent forwarding
LI Allow attempted changes of ussrname in SSH-O

Private key file for authentication:

Open Cancel

B select private key file x
« v > PC > FFIAVE > Key v 0| | keyor= »
=8~ FLIALS- - m @

# 9190 PIER =5 B sohE = s

& OneDrve ) id_dsa ppk 2016/02/09 16:16  PPK 974l 2k8
> ®|pc

> @ RIRT-s

> & b7

<

T7AEN): |id_dsa.ppk

~ | _|PuTTY Private Key Files (*ppk) -
o B0 |+ oVt

@ PUTTY Configuration X
Ciatezor
~ Options controlling S5H authentication |
5 Terminal || Bypass authentication entirsly [S2H-2 onky)
- Keyhoard LI Display pre—authentication banmer (SZH-2 only)
-l Authentication methods
Features
= Window 1] Attempt authentication using Pageant
] Appearance | Attempt TIS or GryptoCard auth (S3H-1)
Behaviour 1| Attempt “keyboard-interactive” auth (SSH-2)
- Tranzlation L
. Authentication parameters
Selection
Colours L Bllow agent forwarding
(= Cannection L Allow attempted chanzes of username in S3H-2
Data Private key file for authentication
Prosy |s¥KeiD_SFO¥DDcuments¥Key¥ id_dsa. ppkﬂ Browse...
-~ Telnet
Rlogin
=-33H
v

CNS Servers 6

0/

Start “PuTTY” and click @ "Connection" -> @ "SSH" -> ©
"Auth" -> @ "Browse."

03

Click @ "Open."

09

After confirming "Private key files for authentication” is

correct, click @ "Session."

U1
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ﬁ PUTTY Configuration X
Category:

= -Seszion Basic options for your PUTTY sesszion
- Lozzing Specify the destination you want to connect ta . .
= TTETM Host Marne [or P address) Port Type your host name in @ “Host Name.” We are using
Eell cox01 st keio.ac 22 p fckei o | lick R .
- Foatures — ccx01.sfckeio.acjp” as an example. Click @ "Open." For
) Window O Raw O Telet U Riogn ® sz () Serial
- Appearance el e e (o el ety more information regarding CNS server, check the link
Translation Baved Seszions .
- Selection belOW.
GColours
= Gornection Load = https://secure.itc keio.ac.jp/c/a/sfc/en/computer_
Eata Save
~Prowy
Tow o server.html
- Rlogin
F-55H
Serial Glnse window on exit B
) Always () Mever ® Only on clean exit
About Cancel

PuTTY Security Alert X 1 1

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you

think it is. If you have never connected to a CNS server before, an
The server's rsa2 key fingerprint is: . . .
ssh-rsa 1024 00:16:fa:c12:06:4145:0F:86:Te:d2b4:55:22:29 alertlike the one shown on the left will appear. Click @

If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

oK

(1) Y VIR (N)

@ cox01.sfckeio.acjp - PulTY 1 !

Type your CNS login name in @ "login as" and your

passphrase you made at STEP 03 in @ "Passphrase for

key 'imported-openssh-key." Be aware that the cursor

won't move while passphrase is being typed.

B cox0lsfekeioacp - PUTTY - [m] x
h as: sl X

If you see the screen shown on the left, remote access is

completed.
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Access Remotely from Your PC (Mac OS X)

[ NON“ ] 12y tarokeio — -bash —

Last login: Mon Feb 22 16:11:34 on ttys@eeo
Taro-KEIO:~ tarokeio$ ssh-keygen -b 2048.

[ NONC) 1) tarokeio — ssh-keygen -b 2048 — 80x24

[Taro-KEIO:~ tarokeio$ ssh-keygen -b 2048
Generating public/private rsa key pair.
Enter file in which to save the key (/Users/tarokeio/.ssh/id_rsa): [l

[ NON“) ) tarokeio — ssh-keygen -b 2048 — 80x24

Taro-KEIO:~ tarokeio$ ssh-keygen -b 2048

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/tarokeio/.ssh/id_rsa):
Created directory '/Users/tarokeio/.ssh'.

Enter passphrase (empty for no passphrase): []

[ ) [ 7 tarokeio — -bash — 80x24

[Taro-KEIO:~ tarokeio$ ssh-keygen -b 2048

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/tarokeio/.ssh/id_rsa):
Created directory '/Users/tarokeio/.ssh'.

[Enter passphrase (empty for no passphrase):

[Enter same passphrase again:

Your identification has been saved in /Users/tarokeio/.ssh/id_rsa.
Your public key has been saved in /Users/tarokeio/.ssh/id_rsa.pub.
The key fingerprint is:

SHA256: X3pMOd5Mum8uY fYMTxwAS+yR7fIXY91Qh/vcXh+zgcg tarokeio@Taro-KEIO. loc:
The key's randomart image is:

+-——[RSA 2048]-———+

| .0+ 00|

|

|

| ..
| S .
|

|

|

| .
4= [SHA256] —————+
Taro-KEIO:~ tarokeio$ [

O

First, start Terminal.app from the Application folder. In
Mac, we will use the ssh-keygen command to create
private and public key. Type in

$ ssh-keygen -b 2048
and hit the Return key.

02

The next page will ask you where you want to save your
keys. Hit the Return key. By default, keys are saved to

"/Users/$<your username>$/.ssh."

03

Next, you will be asked to create a passphrase for your
private key. Type your passphrase twice. Be aware that
the cursor will not move while the passphrase is being

typed.

04

Once you reach this page, you have finished generating

your SSH keys.
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[ NON ] ) tarokeio — -bash — 80x24

|Taro-KEIO:~ tarokeio$ ssh-keygen -b 2048

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/tarokeio/.ssh/id_
Created directory '/Users/tarokeio/.ssh'.

[Enter passphrase (empty for no passphrase):

[Enter same passphrase again:

Your identification has been saved in /Users/tarokeio/.ssh/id_
Your public key has been saved in /Users/tarokeio/.ssh/id_rsa
The key fingerprint is:

SHA256: X3pMOd5Mum8uY fYMTxwAS+yR7fIXY91Qh/vcXh+zgcg tarokeio@T:
The key's randomart image is:

+-——[RSA 2048]-———+

| .0+ 00]

«+.0 0 .

|
|
|
| s .
|
|
|

| .
+-———[SHA256] —————+
Taro-KEIO:~ tarokeio$ cat ~/.ssh/id_rsa.pub |pbcopy I

< m # itesecure.sfc.keio.ac.jp.

SSHLA B TE

D=L, SSHAMBRILDBR7 FRO - TROZ LBMTLET,

o BR7 OB REDOERBERN Y7 v R—F
AL SSH TeraTerm Fi © OpenSSHiEZA., PuTTY,WinSCP i) PPKIER Dflif T4 1
o BFLORROTE
CNSD U 74 v AALTLEE W HAREANZA 7I2L

S18001K

CNSDU 54 Y RRAT—F 2 AA LT HE R | & HABANEF7ICL

R B - RERVEMNT S

ICD by 7=~ B R RRIITC

'C-CNS Passwords

| ssH Key

Database Password

SFCA 7 4 & ¢ L Web¥ 4 b

CERRYE B DA DHIE O RER (Public key list)

Public key List

=7 DfEB(Generate key pair)
1. 2827 L =A% AFI LT #£ & > (Enter passphrase)

2. FOEY Y22 Y v 2 LT 2 E\(Click this button)

Generate key pair

FERRIA 2 DABHEE D ¥ BR(Add public key)

SFC-CNS Passwords

CNS WiMAX Password

CNS SSH Key

% Logh e |CNS sSH Key =
SRFSOLMMOMEB(Public key list)
i ;
 crovmuncrmrrs (L PUOTC KOV UL
F=A7 o Generate key pain

1 /A7 L= XEANL T 8 W Entr passpvase)

2. TS5 LT W Clck this buttor)

Generate key pair
o«:::amn-mnwd public key)

05

Copy the public key to the clip board. To copy to the
clip board, type this command.

$ cat ~/.ssh/id_rsa.pub | pbcopy

The public key you created will be copied to the
clipboard.

06

Before you can login using your new SSH key, you must
first register it. Access the CNS SSH Public key page and
login using your CNS login.

= https:/itcsecure.sfc keio.ac.jp/form/password/

07/

Select @ "CNS SSH Key."

03

Paste your public key copied in STEP 05 in @, and click
@ 'Add Public Key."



SFC-CNS Passwords

Jons sSH Key
s s et |
L () ammssweneis

(Public key has been registered successfuly.)

AR (Public keys)

2048 bit | (* ryohishinuma@net79-dhep33 sfekeio.zc jp

Sshrsa
AAAABINZICH)C2EARARDAGABARABAQDS3TiS0/OFOQZVHyFIKSETYVUUX48Y20
X3FKISBOOV7Huy/dcYGEUKTHYUJc]ubA7YDa5 J3M7DH2X3y NGTBHKCxB72XU2m

[ WeX ) &) tarokeio — -bash — 80=24
Taro-KEID:~ tarokeio$ ssh sléxxxtk@ccx@l.sfc.keio.ac. ]'pl

@0 ® 7 tarokeio — ssh s1Bxxxtk@ccx01.sfc.keio.ac.jp — 80x24

Taro-KEIO:~ tarokeio$ ssh sléxxxtkgccx@l.sfc.keio.ac.jp 1
The authenticity of host 'ecx@l.sfc.keio.ac.jp (133.27.5.14)' can't be establish
ed.

RSA key fingerprint is SHA256:1r9S/MDWSSAVCi717CH2ZIfPd@LLIMS5@2zIuE4D2Sugho.

Are you sure you want to continue connecting l(yes/no)? yes

Marning: Permanently added 'ccx@l.sfc.keio.ac.jp,133.27.5.14' (RSA)} to the list

of known hosts.

Linux ccx@1l 2.6.32-5-amd64 #1 SMP Mon Oct 12 ©05:47:33 UTC 2015 xB6_64

The programs included with the Debian GNU/Linux system are free software;

the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Tue Feb 9 16:47:18 2016 from 133.27.22.79

o |

CNS Servers 6

09

If you have successfully registered your public key, you

will see this page.

10

Open Terminal.app from the Applications folder.
Typein

$ ssh [your loginame]@[login server]

For example,
login name = s16xxxtk

login server = ccx01.sfc keio.ac.jp

11

If you see the window shown on the left, you have

successfully logged in.
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Transferring Files to CNS from Your PC
(Windows 10) with WinSCP

WinSCP

Free SFTP, SCP and FTP dient for Windows

WinSCP Downloads
[Download WinSCP] [WinSCP Release Notification] [Download PuTTY]

Advertisements

ox
QI H k Q Visualize your data. Find insights that matter. Free (\ —
1 Qlik* Sense Desktop Download - =
————
Download WinSCP

WinSCP 5.7.7

Enslallalion package (5.6 MB; 1,262,622 downloads to #o

Select Setup Language X
Select the language to use during the
- installation:
‘Engiish v |

e

B, Setup - WinSCP - X

Welcome to the WinSCP Setup
Wizard
This will install WinSCP 5.7.7 on your computer.

Itis recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

O] ==

O

This section explains how to use the file transfer
software "WinSCP."

Open a web browser and go to the URL:

= https://winscp.net/eng/download.php

Click @ "Installation package.”

0”2

Open the file you just downloaded. Click @ "OK."

03

Click @ "Next>."



B, Setup - WinSCP -

License Agreement
Please read the following important information before continuing.

B

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

You can also review this license and further details online at: ~
http: //winscp.net/ena/docs license

A. GNU General Public License
B. License of WinSCP Icon Set
C. Privacy Policy

A. GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

(Copyright {C) 2007 Free Software Foundation, Inc. <http://fsf.ora/>
Everyone is permitted to copy and distribute verbatim copies of this license ]

T o]

Accept >

B, Setup - WinSCP

Setup type
What type of setup do you want?

I (®) Typical installation (recommended) I

-installs to default destination
-installs all components, but no translations
- enables most typical features

— X

(O Custom installation

- allows full selection of destination, components and features

-

Help <PB -

[[nec> | [ concd |

B, Setup - WinSCP - X
Initial user settings
Please, select your preferred user interface options. ¢

- two panels (left for local directory, right for remote
directory)

- keyboard shortcuts like in Norton Commander (and other
similar programs as Total Commander, Midnight
Commander...)

- drag & drop to/from both panels

o User interface style
e

- only remote directory
- keyboard shortcuts like in Windows Explorer
- drag &drop

(O Explorer

il

e

< Back Next > Cancel

CNS Servers 6

04

Read through the license agreement carefully. If you

SNJIAIUY

agree, click @ "Accept>." If not, you may not use this

software.

N
=
[
2
ay
<
D)
A

05

Make sure @ "Typical Installation (recommended)” is

selected. Then click @ "Next >

Ov4
~

06

Next, select your preferred user interface style.

xipuaddy

“Commander interface style” will be used as an example
for the instructions in this book. You can change the
interface style after the setup if desired. Make sure that

@ "Commander” is selected. Then, click @ “Next >."
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, Setup - WinSCP

Ready to Install

Setup is now ready to begin installing WinSCP on your computer.,

Click Install to continue with the installation, or dlick Back if you want to review or
change any settings.

Setup type:

English

Destination location:
C:\Program Files (x86)\WinSCP

Typical installation

Selected components:
WinSCP application
Drag & drop shell extension (allows direct downloads, may require restart)
Pageant (S5H authentication agent)

PuTTYgen (key generator)
Translations

Help

Cancel

< Back | Install

Help

B, Setup - WinSCP

=

Completing the WinSCP Setup
Wizard

Setup has finished installing WinSCP on your computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.

Launch WinSCP

[[] Open Getting started page

Please consider donating to support WinSCP development.

Donate 3

Donate $19 PayPal’
Donate 29

Donate $49 B visa 2 B33 e
About donations

o

B Login - WinsCP

5 New Site Session
=9 ¢
cox01. sfe.keio.ac.jp
password:
\d I Advanced... le
Toos v Manage v Close Help

0/

Click @ "Install.”

03

Installation for WinSCP is completed. Click @ “Finish”

and close the installation wizard.

09

After installation, a shortcut to WinSCP is created on

your desktop. Double click @ "WinSCP" to launch.

Select "SFTP” from @ "File protocol” and type "ccx01 sfc.
keio.acjp” in @ "Host name”, 22" in © "Port number”,
your CNS login name in @ "User name,” and then click
© "Advanced...”
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‘Advanced Site Settings ? X

Environment [JBypass authentication entirely (S5H-2)

SNJIAIUY

Directories
Recyde bin Authentication options
SFTP Attempt authentication using Pageant
- Shi: ] Attempt TIS or CryptoCard authentication (SSH-1)
onnection : " " " : P
Proxy [ Attempt keyboard-interactive' authentication (S5H-2) Click o SSH" -> 9 Authentication" and select your

Tunnel [“IRespond with password to the first prompt.

secret key at @ "Private key file" which is created at

Authentication parameters

qDA"ow agent fornarding [p.103: Remote Access to CNS Servers.]
rivate key file:
¥ \Users\IEUser\DownloadsYjd_dsa.ppk I |

GSSAPI
[[] Attempt GSSAPI authentication (S5H-2)

Allow GSSAPI credential delegation

5] (o | [ v ]

Warning ? b e

N
=
[
2
ay
<
D)
A

; Continue connecting to an unknown server and add its
" hostkey to a cache?

Click @ "Yes.”

The server's host key was not found in the cache. You have no guarantee
that the server is the computer you think it is.

The server's rsa key fingerprint is:
ssh-rsa 1024 00:16:fa:fc:12:b6:41:45:bf:86:Te:d2:b4:55:22:€9

If you trust this host, press Yes, To connect without adding host key to the
cache, press No. To abandon the connection press Cancel.

ol Yes I‘ No ‘ l Cancel l ‘ Copy Key ‘ l Help

Ov4
~

&1 Key passphrase - s1Goodk@coxll.sfckeic.acjp - Win5CP >

Searching for host...
Connecting to host...

Authenticating... Type your passphrase you created at [p.103: Remote
Using username "s1Gcodk".

: "
Authenticating with public key "imported-openssh-key". Access to CNS Servers] n o Passphrase for key

'imported-openssh-key": "and click @ "OK"

xipuaddy

[ remember paEwcrd for this session

I OK I | Cancel | | Help |

B Documents - s16c0tk@ccl sfc keio.scjp - WinSCP. - o x
B S 53 Synchvonize | P | B @ | 7 (5 Queve + | Tanser Setings Defout i
B ey
EMydoaments  +@EF] - BRAE[% ootk (@] 4 - > - i@ 00 ) 2 | W FindFies |2
X =4 ] X [=ArRic)
e
| | ¥ e w | Transferring Files to CNS from Your PC (Windows 10)
Yo e e 2 ‘ '
el s seal - with WinSCP is completed. If connected properly, your
ey omosata o] ) )
wrs et =+ screen should look like the image on the left.
Local computer’s files are shown on the left side, and
R T e e remote computer’s files are shown on the right side of
A  ses 00015 |

the screen. You can upload files easily by dragging and

dropping from your local files to the remote file window.

113
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4

Transferring Files to CNS from Your Mac
(Mac OS X) with Cyberduck

Secure Console Server

ﬁ“

Cyberduck

Libre FTP, SFTP, WebDAV, S3 & OpenStack Swift
browser for Mac and Windows.

C

\

“Cyberduck” is an application downloaded from the
Internet. Are you sure you want to open it?

Safari downloaded this file today at 13:56 from ﬁrduck.ch.

I Open I

? Cancel Show Web Page

[XeK) o Cyberduck u Bred]
e | =8 ¥ 7

Open Connection Quick Connect Action  Refresh Edit Disconnect

- <« > | Sl A Q |

L/ Bookmarks Q History

 Bonjour

[+]]-
0

01

This section explains how to use the file transfer
software “Cyberduck.”
Open a web browser and go to the following URL:

= http://cyberduck.io/

Click @ "Download.”

0./

Open the file you just downloaded and run the
Cyberduck application. Click @ "Open” if you see the

window shown on the left side.

03

Click @ "Open Connection.”
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® Cyberduck & ered |
(33 2 &S I3 4 A
Open Conn Quick Connect Action  Refresh  Edit Disconnect
= i [ SFTP (SSH File Transfer Protocol) I
Filename ” " . ”
qvl e E| Panﬂe Select "SFTP” from the @ list and type "ccx01.sfc.
RL: sftp://s16xxxtk@ccx01.sfc.keio.ac.jp:22/

ussmameﬁo keio.ac.jp" in 9 "Server", 2" in e ”POrt", your CNS

Fassuor: login name in @ "Username,” click @ "Use Public Key

Anonymous Login
Add to Keychain

Authentication” and select your secret key created at
B y y
¥ More Options [p.103: Remote Access to CNS Servers,] then click @

Path:
" "
ot taeaa Defautt & Connect.
En| : Default <
&
~|.sshfid_rsa

w
D
<
()
-
w

() s16xxxtk@ccx01.sfc.keio.ac.jp - SFTP [Unregistered |

& ¥ B3 (4 P4 o

Open Connection Quick Connect Action Refresh  Edit Stop
] =
o L . Unknown fingerprint
& 2o
ilename The flngerprlm for the RSA key sent by the server is
X 06:41:45:bf:86:7€:42:4:55:22:€9.
o Always 9

5 o - If you see the window shown on the left side, check
@ "Always’, then, click @ "Allow.”

> 7/
o

& Opening SFTP connection to ccx01.sfc.keio.ac.jp

> &
©
©
(D
>
[N ] & s1B6xxxtk@ccx01.sfc.keio.ac.jp - SFTP [UnreniEtsea ;] 9—,
> — TR 2 :
Open Connection Quick Connect Action Refresh Edit Disconnect
0O« » || [ jhome/siBxxxtk Blsl[ a ]
Filename ~ Size Modified
» [17] 7DataCNS -~ 125/16, 9:15 PM
» [ 10DataCNS -- 5/27/16, 3:47 PM . . .
» B CNsiMac  s7rie ese P Transferring Files to CNS from Your Mac (Mac OS X) with
» [ Mail - 12/24/15, 1:05 PM X
» [ Malllr - 5127/16, 9:45 PM Cyberduck is completed. If connected properly, your
» [ public_htm| -~ 5/27/16, 9:54 PM
b Snarefile — J/28/16, 5115 FM screen should look like the image on the left.
> [ Wnng -- 12/24/15, 1:05 PM
» [1 XPApPCNS -- 1/25/16, 9:14 PM
» [0 XPDataCNS -- 1/25/16, 9:14 PM
In this screen, you can see your files stored on CNS. You
can upload files easily by dragging and dropping local
files to the remote file screen.
10 Files &
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>

Publishing Files on the Web

You can publish your files to the web by uploading them
to the directory specified on the CNS servers (“public_
html” under home directory) in three ways: from on-
campus computers, by remotely accessing via the SSH,
or with any file transfer software. Files in this directory
will be made publicly accessible unless either of the

following options are set:

Limiting access with Basic Authentication or Digest
Authentication
No read, write, and execute permission on “other”

class of files.

You can access files published from your public_html
directory by visiting:
http://web.sfc.keio.ac.jp/~[ your CNS login name ]/

[ relative path from public_html to the file ]

If you need more details, please refer to [p.119:

Correlation between URL and File Location.]

Instructions for publishing files from on-campus
computers, using file transfer software on computers,
and remotely accessing CNS via the CLI (Please refer to
[p.103 : Remote Access to CNS Server] ) will be given in

this section.

Publishing Files on the Web from On-Campus Computers (Mac)

@00 [ public_html
(<r]
FAVORITES

=l All My Files

[Se— L

example index.html

@) Pictures

DEVICES
|2 Work:

01

Open @ “public_html” from the desktop.

02

By dragging and dropping your files into “public_html,”

you can publish them to the web.

If you want to know the URL of the uploaded file, please
refer to [p.119 : Correlation between URL and File

Location.]
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U1

Publishing Files on the Web from On-Campus Computers (Windows)

O]

Click @ "Explorer” from the desktop.

SNJIAIUY
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Z
(92
Y
(@)
>
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=~
(%2

02

Click @ “[ your CNS login name ](Z:)" under “Network

Ov4
~

Location.”

- o xa >
z 8
°
D
S
Q.
X

By dragging and dropping your files into @ “public_

html,” you can publish them to the web.

If you want to know the URL of the uploaded file, please

refer to [p.119 : Correlation between URL and File

Location.]
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Publishing Files on the Web from Your PC with WinSCP (Windows 10)

B 51600tk - 1600tk @l sfe keic.ac jp - WinSCP

Seston Options Remote. Help

M Desktop. cEDie RRAZ %
X =4} i)

Changed Name

s 216t6am ([l

10782015 44109 PM
3222006 15726PM

SR12A6 szv.mo I

sttt
5 Downiosd (5

2@

- IR0 Q) @ | @FindFies | %
X i By Properis | B (3 (B ©

Sae Changed
/117200682946 PM
172572016 41548 AM
1223721580559 M

XPApRCNS
KODataCNS.

3262016 105558 A

2237201580559 PM
12572016 41410 AM
12572016 41410 AM

osciesssinocts 1 hidden

0Bof0BinTefd

a s

Shidden

Session Options Remote Help

00 ot show this dlog box again

] ransfer in badkground (add o
=== 1 == pale

@ | (7 £ Queue + | Tansfer Settings Default .-
@ stbontkpec0i e & New e
Desktop AR BRDE|% et - (@ F B LS
i Uplosd (G (27 Edit X 15 [ Properties | £5 [y ') ] ) 6 Downlosd i X o Ca Properies | B [ 161 £ @
ottt
Nome Sze Type Changed | rame = Size_Changed Rights Owner
i Pl plosd X potsazssom
s FiE ., uplon i hoge i torenotedreciary: prasman
2 ek 1o s [ EEET——— 7]
| hogett 0KB Te lY = 16 7:58:20 PM
e 16 10:55:58 AM.
e [2016 415:34 AM.
baors sossoom
fote 1410200
fote 41410404

1

Launch WinSCP and connect to your CNS home
directory. Please refer to [p.110 : Transferring Files to
CNS from Your PC (Windows 10) with WinSCP] for
instructions to install WinSCP.

Drag and drop the file or the directory that you want to
publish on the web from local files (on the left side) to

@ “public_html” directory (on the right side).

0”2

Click @ "OK”

Publishing Files on the Web from Your Computer with
WinSCP (Windows 10) is completed. If you want to
know the URL of the uploaded file, please refer to [p.119

: Correlation between URL and File Location.]

Publishing Files on the Web from Your Mac with Cyberduck(Mac OS X)

o0@® &) s16xxxtk@ccx01.sfc keio.ac.jp — SFTP L S
€ = meE9. A
Open Connection Quick Connect Action Refresh Edit Disconnect
(M| 4 > || [ /home/s1Enumtk Bl a ]
Filename ~ Size Modified
» [ 7DataCNs -~ 1/25/16, 9:15 PM
» [7] 10DataCNS - 5/27/16, 9:47 PM
» [ CNSiMac -- 5/27/16, 9:58 PM
0 [ Mail - 12/24115, 1:06 PM
[ public_htm| - 5/27/16, 9:54 PM 1
arerile = O
» [ Wnng -- 12/24115, 1:05 PM
» [1] XPAPPCNS -~ 1/25/16, 9:14 PM
» [7] XPDataCNS -- 1/25/16, 9:14 PM
10 Files 2]

1

Launch Cyberduck and connect to your CNS home
directory. Please refer to [p.114 : Transferring Files to
CNS from Your Mac (Mac OS X) with Cyberduck] for
instructions to install Cyberduck.

Drag and drop the file or the directory that you want to
publish on the web from your computer to @ “public_

html” directory.

Publishing Files on the Web from Your Mac with
Cyberduck (Mac OS X) is completed. If you want to
know the URL of the uploaded file, please refer to

[p.119 : Correlation between URL and File Location.]
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Correlation between URL and File Location

Correspondence between the URL and the file being

|u

placed in “public_html” under home directory is as
below. After uploading files, you can access the files on
the web by launching a browser and typing the URL

shown below:

http://web.sfc.keio.ac.jp/~[ your CNS login name]/

[relative path from public_html to the file]

800 [ example
FAVORITES [ 7DaaCns " ) testhemi
) Al My Files g i "
ai -
o R 3 maikdir -
Desktop public_htmi >
K
£} CNSiMac E 3"”3‘“* "
inn -
[ Documents (2 XPDataCNs >
J3 Music

(@ Pictures

DeviCEs
Work.

MR EMBIRE v

Y

hutp:/ /web.sfe.keio.ac.jp/~s15xxxtk fexample/test.htm|

SFClZDWT  =Za—-2 FpuNA

EEERXS
SFC HE R F KR

E HIGHUGHTS

20150804 SFCHRFMMEF v 7201 6BR4E

SR ]
ﬁg

20150804 F ¢ /IANEFRRICOVT &

EETE
=
H

20150803 FHEHEEA (BA 2) HF 346 BREE

R EER

EEE

201507.28 ERHOEBERPROME LT, KFSH

THIREERED LD PELHRH

T

20150722 MEM— 2 —3— PEAIVSHESSER
VUYL - BRE OTEA &

ANNIVE

SHomEE

A relative path is a way to specify the location of a

directory relative to the current directory.

For example, when there is a file “testhtml” under the
directory “example” that is located under the directory
“public_html,” the relative path to “test.html” from

|u

“public_htm

01

When a user, who has a CNS login name “s16xxxtk,” makes

will be “example/test.html.”

|u

a directory “example” under “public_html” that is located
on home directory, then creates a file “testhtml” in there,
the directory structure should look like the image on the

left.

0.2

When you access the files on the web, open a web
browser and type the URL into @ “the address bar” to
access. The format of the URL is as below:

= http://web.sfc.keio.ac.jp/~[your CNS login name]/

[relative path from public_html to the file]

In this example, since the CNS login name is “s16xxxtk”
and the relative path from public_html to the file is
“example/test.html/*, the URL should be as follows:

http://web.sfc.keio.ac.jp/~s16xxxtk/example/test.html

If you cannot access the files on the web, please check
the following:
The file is placed under “public_html” in your home
directory.
The URL is typed correctly (Especially whether “~"

is typed exactly before your CNS login name).
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7 FAQ

1

Services that Require Pre-registration

CNS Services that Require Pre-registration

Certain network resources require an application to use.

Access the Applications page of Shonan Fujisawa ITC

from the following URL:

= http//www.sfc.itc keio.ac.jp/en/application_sfc.html

Select the service you wish to use and download the

corresponding application form. Fill in the required

items and turn it in at the Shonan Fujisawa ITC counter.

Some applications can be submitted online.

Services that require an application are listed below:

Name of Service

Eligible Users

Description

Registration for using P2P File Sharing

Students, Faculty

You can use file sharing software inside the university

Conference System

Software and Staff campus for research purposes.
Y t iling list for "Circle” activiti
Registration for CNS Mailing Lists Faculty and Staff ou can 'crea' € a matling I? 'or feie activities
(university clubs and societies) and lectures.
Registration for CNS Shared Workspaces Faculty and Staff You can use a shared workspace on CNS.
Registration for renting Remote el T You can use the video meeting system for having

discussions with people from remote locations.

Registration for connecting devices to CNS

Fulltime Faculty and
Staff

You can connect devices to CNS with static hostnames
and IP addresses.

Registration for Sub-Domains

Fulltime Faculty and
Staff

You can obtain sub-domains for laboratories.

Registration for Sub-Networks

Fulltime Faculty and
Staff

You can obtain sub-networks for laboratories.

Cloud Computing

Students, Faculty
and Staff

You can use VPS services.




Software Licensing Center

Site-Licensed software is software that Keio has
purchased for faculty, staff, and/or students to use. Some
software can be installed on your personal computer
and used for research or educational purposes while a
user is a student, faculty, or staff member at Keio. Some
programs can be downloaded online; however, some

programs must be installed by Shonan Fujisawa ITC

after completing a paper applicaton form. For the latest

information, please check the Site-Licensed Software

detail/application page on the ITC website:

= https://secure.itc.keio.ac.jp/c/a/sfc/en/software

license_sfc.html

As of September 2016, the following software is

available:

SNJIAIUY

co

>
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How to Reset Account Passwords

Checking and Changing SFC-CNS Passwords

SFC-CNS Passwords O /I
1

Shonan Fujisawa ITC, Keio University

Open a web browser and go to the following URL:

= http:/itcsecure.sfc keio.acjp/form/password/

You can change the following passwords here:
- CNS Login Password

- IMAP/SMTP-AUTH Password

- IPP Password

+ Web Database Password

- CNS WiMAX Password

Type your CNS login name in @ "CNS login name” and
your CNS login password in @ "CNS login password.”
Then, click @ "Login.”

If you have lost your current CNS login password, you
must bring your student ID card or campus card to the
“CNS/ERNS Service Counter” of Shonan Fujisawa ITC in
order to reset your password. (Please refer to [p.136:
SFC-CNS Technical Support Services.] )

SFC-CNS Passwords
e | About this page

TODR—TTIZ SFCONS m;ﬂ;mru 7= FOREHTIETT

« SECONS 274 ¥ 5527
« IMAPISMTP-AUTH /827 — I

e DA = F You will see the list of passwords you can change on the
* CNS WiMAXF] /327 —F

P left side menu @ . Click the one you want to change.

« IMAP/SMTP-AUTH password

Wb Dutbseprssword

 CNS WiMAX password




SFC-CNS Passwords

SNJIAIUY

CNS Login Password

ICNS Login Password

IMAP/SMTP-AUTH Password

e s HED 27~

Password
FLVAZT—F

New

Database Password

NS WIMAX Password

‘

g

!
000

FSAT — FIZIZL FORADEE TS

SFC-CNS Passwords

SI9AI9S SN

| IMAP/SMTP-AUTH Password =
ey
=

. Confirmation password

SR —FOBRI
‘The strength of password

!

FirSAT — FIZGU T ORIEDBHETT

© 10 XFBEDRE
o DXF, KXF, BEEE

A L1
© CNST 74 v £ EFUXFIIRHEA L ATl A E 0

Requirements for new password

SFC-CNS Passwords

XS Logh Posrmd IIPP Password

IMAP/SMTP-AUTH Password

TPP Password

2327 — FORER
(Confirm password)

L Confirm [‘!]
I Create/Change I

TPPHIEIIZ\>"C (About IPP printing)

o HARH
o English

Database Password
2827 — FOMERAEE
(Create/Chagne password)

CNS WIMAX Password

SFC-CNS Passwords

CNS Login Password

IWeb DB Password

I Confirm ; Ql
Create/Change

A Web#—7$1224>T(About Web Service)

o BAGE
o English

IMAP/SMTP-AUTH Password

2SR 9 — FORER.
(Confirm password)

SR — FOfER/ER
(Create/Chagne password)

IPP Password

Database Password

CNS WIMAX Password

CNS Login Password
IMAP/SMTP-AUTH Password
IPP Password

Database Password

CNS WIMAX Password

UQ WiMAX 2+ {2D42°T (About UQ WiMAX 2+ serivce)

o SFC-CNSFIAIEHAWIMAX Y —E 2122w T

FAQ 7/

03 Changing CNS Login Password

Type your current CNS login password in @ "Current
Password” and your new CNS login password in @ - © .

Then, click @ "Submit” to save your changes.

O4Changing IMAP/SMTP-AUTH Password

Type your new IMAP/SMTP-AUTH password in @ - @
and click @ "Submit.” IMAP/SMTP-AUTH password must
be longer than 10 letters, including lower and uppercase
letters and numbers, and it must be different from your

CNS login password.

OS Checking IPP Password

Click @ "Confirm” to check IPP Password.

OéChecking Web Database Password

Click @ "Confirm” to check your Web Database

Password.

O ; Confirm CNS WiMAX Password

To change or confirm password for CNS WiMAX, click @
“Create/Change.”

A separate contract with UQ Communications is needed
to use UQ WiIMAX2+.
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Changing Login Password for keio.jp Account

keio,j
€10.Jp
Keio University CALAMVS GLADIO FORTIOR

2014F11A11B & Dkeio.jp DEERHMH D £, il
keio.jp renewal on November 11, 2014 Detail

074 V3ig/Loginto
keio.jp/R— 4% JL / keio.jp Portal 3

o 1D
t.keio@keio.jp

Rassvord,

() 729« LIXR7— R%ZFIAY 3/ Use One-Time Password

(3]

FIREAHAC R (User's Guide) H7R— b (Support Desk)
TV HALIKRT— RIZDWT (About One-Time Password)

EAR aErglen ¢ User Guk)

=

keio jp
Application Information ol
v e
Fre——— 1 nformation of temporary suspension of service on Aug. 8 and 15, s
——— e Ataes e Web Entry System,
& rucsixTsocuEnsencs || Al online services of Media Center will be unavaiable. o
S 1 Notice o Students Graduating in September, 2015 -
oBack 7 UsscGide | Logol
keio.jp

ITC Account

[ |

SFC-CNS

Mail soft/Smartphone apps

Feature phone Keio Mail EX

wBack = Backio Change Password menu 2 User Guide. @ Logofl

keio jp

/o University CALANVS GLADIO FORTIOR

How to decide & password

.
® Rules for password characters:

Lowercase lttrs (a2)
Upporcaso lttors (A7)
Numbars. (0:9)

Symbois (..~ @ #$ %A +=) You can uso the avabo symbols e%
oy o .

[sp— e

126

Open a web browser and go to the following URL:

= http://keio.jp/
Type your keiojp ID (or “[your CNS login name]@sfc.keio.

acjp”) in @ “ID" and your keio.jp password (or “your CNS
login password") in @ “Password.” Then, click @ “Login.”

0”2

Click @ “"Change Password” at the top of the page.

03

Click @ "keio.jp.”

04

Type your current keio.jp password in @ "Current
password” and your new keio jp password in @ - © . Then,

click @ "OK" to apply changes.
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%5
Have You Forgotten Your Password ? gf
»
If you have forgotten your CNS login password, you must  Counter and fill out the appropriate form.
bring your student ID to the CNS/ERNS Service Counter
[p.134 : SFC-CNS Technical Support Services] to  Starting on November 11, 2014, you can log in to keio.jp
change your password. using your CNS account. Visit http://keio.jo/ and type [CNS
login namel@sfc.keio.acjp in “ID” and your CNS password A 6
If you have forgotten your IMAP/SMTP-AUTH password,  in the password field. %
please refer to [p.124 : Checking and Changing SFC- %
CNS Passwords] to set a new email password. (_<_;
wv

If you have forgotten your ID and/or password for keio.

jp, please bring your student ID to the CNS/ERNS Service

Tips for Creating a Stronger,
More Secure Passwords

Currently, you must make and remember passwords to protect your digital information. The steps below

are designed to help you make more secure passwords.

Step 01: Decide the basic string for your password

Refrain from using your telephone number, name, birthday, or any other words that could be easily

obtained by a third party. You should also refrain from using words available in a dictionary.

8

Step 02: Replace letters with special characters and numbers

>
©
°
D
S
Q.
X

Replacing letters with characters and numbers can strengthen the security of a password (e.g. word >

wOrd, Internet > Internet, queen > 9ueen)

Step 03: Do not use the same password more than once

Using the same password for multiple websites makes it easier for an attacker to steal your password and
impersonate you. You should make a different passwords for each service you use. However, remembering
several unique passwords can be difficult, so you may be able to combine existing passwords and use

similar expressions to make new ones (e.g. wOrd > cwOrdns [CNS Password], Internet > malnternetil [mail

password].)

There are also several resources available online for generating stronger and more secure passwords.
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3

Troubleshooting

Problems with Wireless LAN Connection

O 1 Check Your Physical Switch

Your computer may have a physical switch for
controlling wireless adapters. Please look for a Wi-
Fi switch on your computer and access the system
configuration on your computer to ensure that your

wireless adapter is turned on.

O ? Reconfigure Wireless Network

In some cases, your wireless network setting might not
have been configured correctly. Please reconfigure the

device; refer to [p.15 : Wireless LAN.]

Problems with CNS Printers

O ] Check Wireless LAN Connectivity

Printing requires internet connectivity; please check

your network connectivity and try again.

O ? Check File Size of Printing Jobs

Reduce the size of the file you are trying to print. If your
file is too big, it may take a while to be sent to the CNS

printers.

Changing file format may also help make the file smaller.

03 Check Printer Status

Occasionally, printers may show errors if they run out
of toner or paper. If CNS printers display any errors,
please contact Shonan Fujisawa Campus ITC or CNS

Consultants immediately.

O4Check Setting for Printers

Your computer might not be properly configured if you
are having problems with printing. Please setup the
printer profile again by following the instructions on

[p.65 : CNS Printers.]
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.
Problems with Sending / Receiving Mail =
c
wn
o ile Edit View Go e FELTol jow Hel
= - /(A = Fil E::m\:l \“G Message ¥ ZTD%: Help -
J B A ‘Add-ons L
Slouuenagm = |~ Mo Lasomtox O T i » [Qsewen...<
v (3 stoxoti@sichob.acip. Join Chat...
v @ oo ) Thunderbird Mail - s15xxxtk@sfc.|
) Trash Message Filters
v LocalFolders Emal : . .
g If you cannot send emails even though your sending
- Pry—— e
[ whssron e .. - . and receiving email addresses are correct, your email
rror Console J
oot G e client configuration might need to be fixed. 06
[ Vewsetiogs o s st Account Settings =
wn
- &
O Bow Winree Bres Giom Please refer to [p.41 : CNS Mail] and setup your mail D
— -
client again. To change the settings in Thunderbird, click (‘<D
@
wv

@ "Account Settings” from @ "Tools.”

Address Book.

rbird Mail - s1 Name: 815wtk

e etpe MM Incoming Servers
‘Server Name:  imap.sfc.keio.ac.jp Port: 93 O Defaut 993 |

‘Synchonization & Storage | Security Settings

Fotum Rocaipts

oy Comestnorty  ssUns Click @ "Server Settings” to check the current setting of
Read messages ¥ Local Folders Authentication method: _Encrypted password
oy | O SanerSatings incoming servers.
{22 Check for new messages at startup
b € Checkfornew messages overy 10 © minutes
— N Ot (TS
e
P P —
) Email () Chat Lo
Message Storage
SO e
oy enta
e o T —
.
Browse.
carcel
Manage message il

8

il 03 Outgoing Servers
rbird Mail - s1 S

Eat...

e s S Click @ "Outgoing Server (SMTP)" to check sending

Road messages. v Loca Fodurs. Set Default

— o s e server settings.
o

\View settings for this

>
©
°
D
S
Q.
X

(Create a nw acoout

Email . Chat
BT R

d Features

Search messages AcoountActons |9
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Troubleshooting of On-Campus Mac

Quick Fix with CNS Tool

01

The CNS Tool will help you change your CNS login

1
LOeOOXmW X P OB [[juw!

password, reset all the configurations and file system of

your personal CNS space, and delete any locked files.

You can open @ "CNS Tool" folder from @ "Application”

folder in your dock.




FAQ 7/

>
= 0
Unable to Launch Firefox or Thunderbird =.
&
If Firefox or Thunderbird cannot be launched and
shows the error "already activating and cannot be A 6
launched", you can fix this problem with “Unlock Firefox %
Thunderbird.app.” w
u ird.app %
3
Click @ "Unlock Firefox Thunderbird.app” in the “CNS_ A

Tool” folder.

You are about to delete lock files for Firefox and O 2

Thunderbird.
Are you sure? Click @ "OK”

o=

8

Which applicatieon you want to delete? O 3

[ P |I Click @ “Firefox”, @ “Thunderbird”, or © “Both.”

>

©

°
®
>
e
<

The lock file for Thunderbird has been deleted. O |

0 Click @ "OK”
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Resetting Your CNS Personal Space

You are about to initialize CNSiMac(settings for

Mac)
(1]

Yes || Quit

Your settings will be initialized at next login.
Old settings will be moved on Desktop.

o

[ oK

01

If you encounter serious problems with your CNS
personal space while using on-campus Mac computers,
you may reset your entire CNS personal space to fix any

problems.

This will delete all the files listed below:
Files on Desktop
Files in Documents folder
Files in Music folder
Files in Pictures folder

Bookmarks on Firefox and Safari

Your CNSiMac directory will be backed up and stored in
a new folder "Previous_CNSiMac.” However, this folder
can only store one backup at a time. Please make a
backup of the folder if necessary. If you understand the
risk and wish to proceed, click @ "Renew CNSiMac.app”
from the "CNS_Tool” folder.

0./

Read the warning on STEP 01, and, if you have no

objections, click @ "Yes.”

03

Click @ "OK." Your personal CNS space will be reset the

next time you login.
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How to Check a PC's Operating System

Network Connections
Disk Management
Computer Management

Command Prompt

Command Prompt (Admin)

Task Manager 9

File Explorer

vn or sign out

On the lower left corner of the desktop, right click @
"Windows key” then click @ "Control Panel."

[ Control Panel

2 B> Control Panel »

“'usl your computer's settings
System and Security

Save backup copies of your files with File
History

Backup and Restore (Windows 7)

Find and fix problems

Network and Internet

View network status and tasks

Choose homegroup and sharing options
/ Hardware and Sound

I View devices and orinters

) & @8

View by:

Category

User Accounts
@ Change account type

Appearance and Personalization
Change the theme

Adjust screen resolution

Clock, Language, and Region
Add a language

Change input methods

Change date, time, or number formats

c %

0”2

Click @ "System and Security."

@ System and Security

« ~ 4 ® > Control Panel > System and Security >

Control Panel Home

v 0

Search Control Pa| O 3

ko4

System and Security
Network and Internet
Hardware and Sound
Programs

User Accounts

Appearance and
Personalization

Clock Language, and Region Y

Ease of Access

Security and Maintenance
Review your computer's status and resolve issues
@ Change User Account Control settings | Troubleshoot common comput

Windows Firewall
Check firewall status
System

W of RAM and processor speed | &) Allow remote access
Launch remote assistance | See the name of this computer

Allow an app through Windows Firewall

Power Options
Change battery settings
Change what the power buttons do

Require 2 password when the computer wakes
Change when the computer sleeps

A E2 > Control Panel > System and Security > System v o

anel Home

View basic information about your computer

Search Control Panel »

Click @ "System."

04

Uy

SNJIAI

SI9AI9S SN

>

©

°
®
>
a
<

8

lanager Windows edition

ettings Windows 10 Enterprise Evaluation -- .

rotection © 2015 Microsoft Corporation. All WI n d OWS 1 0
Sarsviem |

You can check your computer configuration, such as

d system settings

System . A .
Processon Inel®) CoreTM) 542580 CPU @ 240GH 240 Gt Windows version, processor, installed memory (RAM),
Installed memory (RAM): ~ 4.00 GB
System type: 64-bit Operating System, x64-based processor and System type (32_b|t or 64_b|t)

Pen and Touch:

lomputer name, domain, and Workgroup settings
MSEDGEWIN1O
MSEDGEWINIO

Computer name:

Full computer name:

Computer description:

Workgroup:

No Pen or Touch Input is available for this Display

@ Change settings

WORKGROUP
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SFC-CNS Technical Support Services

Please send any questions you have about SFC-CNS to

Shonan Fujisawa ITC or CNS Consultants. You can also

check our website for further up-to-date information:

= http://www.sfc.itc.keio.ac.jp/en/top_sfc.html

Shonan Fujisawa ITC (Information Technology Center)

Location

Media Center North First Floor CNS/ERNS Service Desk

E-mail Address

cns-request@sfc.keio.ac.jp

Website

http://www.sfc.itc.keio.ac.jp/en/top_sfc.html

Opening hours

9:15-17:00

(Saturdays, Sundays, public holidays, and holidays set by Keio are closed.)

' 9:15 - 22:50 (Spring/Fall semester) Tel. :
Hotline (Weekdays) ) ) -
9:15 - 17:50 (Summer/Winter break period) 0466-49-3423
9:15 - 18:50 (Spring/Fall semester) Extension :
Hotline (Saturday) 9:15 - 15:50 (Summer/Winter break period) 52512
(Sundays, public holidays are closed.)

CNS Consultant Desk

Location

Media Center First Floor CNS Consultant Desk

E-mail Address

cns-consultant@sfc.keio.ac.jp

Tel. 0466-49-3425
Extension 52519
Websites http://cnscon.sfc.keio.ac.jp/en/

Opening Hours

9:20 - 22:30
(Saturdays, Sundays, public holidays, and holidays set by Keio are closed.)
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1

Terms of Use

To Users of CNS and ERNS

Shonan Fujisawa Campus

Shonan Fujisawa Campus - Campus Network System Terms of Service

The following rules shall be observed by all users of the Shonan Fujisawa Campus - Campus Network System
(hereinafter referred to as “SFC-CNS”).

o 0

o

5 ©

SFC-CNS users acknowledge that the SFC-CNS is a network for academic purposes.

Individuals using the network for non-educational or non-research purposes, such as
any examples listed below, may have their SFC-CNS accounts terminated or temporarily
suspended. Users should understand that such termination or suspension could result
in inability to earn course credits or other significant disadvantages.

Profit making activities

Actions or activities that violate public order and decency

Actions or activities that invade the privacy of others

Actions or activities that interfere with the normal operation of the network

Actions or activities that infringe on copyrights or other intellectual property rights

Actions or activities which could damage the reputation of Keio University

Other actions or activities that violate laws and regulations or rules of Keio University
Individuals found to be operating devices that could interfere with the normal
operation of the network may have their access to SFC-CNS terminated.

These rules may be revised at any time. Revised rules shall take precedence over
previous versions.

The Shonan Fujisawa Campus shall issue SFC-CNS accounts only to persons agreeing to

abide by these rules.

Established: 3 September 2003
Enforced: 3 September 2003
Last-Modified: July 20, 2011
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Other Support Services
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Who are CNS Consultants ?

O ] CNS Consultants

The CNS Consultant Desk is a resource intended to
provide students, faculty, and staff with information,
technical support, and on-campus service regarding
CNS. The purpose of the CNS Consultant Desk is
to troubleshoot problems and loan out devices for
temporary use (such as laptops and USB DVD drive
readers).

Support Hours: 9:20 22:30 (weekdays only)

Location: First floor of the Media Center, near the AV

Consultant Desk

In case of a natural disaster, event, or holiday, support
hours may change. Please refer to the following URL for
uptodate information:

= http://cnscon.sfc.keio.ac.jp/en/

For more information about the Media Center’s
operating hours, please refer to the following URL:

= http://www.sfc.lib.keio.ac.jp/eng/

O ? Rules and Fines

There are several rules and guidelines you must follow in

order to borrow equipment from the CNS Consultant Desk.
These rules are the same regardless of the equipment
type (Windows laptop, MacBook Pro, or DVDBIuRay Drive,
Adapter, USB Charger) and also dictate penalties if you fail

to return any equipment in good, working order.

Important notices for using loaner equipment:

+ You must present your student ID in order to borrow
equipment from the lending form. Obtain and complete
an application form from the CNS Consultant Desk. A
CNS Consultant will review the application form and
rules with you. Please be sure to read the rules on the
application form carefully.

- Loaner equipment must be returned by closing time
on the day after you borrowed the equipment, unless
the CNS Consultant Desk is not open the next day. For
example, if you borrow a laptop on Monday, you must
return it by closing time on Tuesday, but if you borrow a
laptop on Friday, you must return it by closing time on
Friday (since the CNS Consultant Desk is not open on
Saturdays).

- If you fail to comply with any points of the loaner
agreement, you may be restricted from borrowing
equipment for up to six months or incur other penalties

or restrictions.

Equipment for Rental Model

Note

Dynabook Satellite B65/A

CD / DVD-ROM Readable
CD / DVD-R / DVD-RW Writable

Laptop
Apple MacBook Pro Retina 15inch N/A
USB2.0 Compatible
External DVD Drive BUFFALO BRXL-CSPI6U2 CD/ DVD-ROM / BD Readable

CD/DVD-R/ DVD-RW /BD Writable

85W MagSafe 2 Power Adapter (For Mac)

AC Adapter

700-NACO026 (For Windows)

N/A

USB Charger

USB-C Charge Cable (For MacBook)

USB-C Power Adapter (For Mac)

N/A

138
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Rules of Using On-Campus Computers

O /I Introduction 03 Fair Use ) 6

=

wn
You may not use CNS for inappropriate purposes and  Because a limited number of computers are available %
should respect other network users at all times. You  for public use, the demand for equipment exceeds <

D
must abide by the following rules and should refrain  availability. You are asked to be respectful and sensitive A

from abusing campus resources. For the full CNS terms

of use, refer to [p.136: Terms of Use.]

O ? Do Not Drink or Eat

Liquid and food can cause severe damage to computer
equipment. No beverages and wet objects (with

exception of bottled drinks) are allowed to be placed

to the needs of others at all times and limit your use

during times of heavy demand.

O4Log Out When Finished

Make sure to log out when you are finished. If you do
not, your account will be vulnerable to third party use,

which may result in your profile being exploited for

Ov4

near computer equipment. illegal means and put the CNS network at risk.

co

What is “ 3% %8 " (zanryu)?

Staying on campus overnight is referred to as “zanryu” in Japanese. Zanryu occurs from 23:00 to 8:00

>
©
o
D
S
o
X

the following morning. Many students lose track of time and may “accidentally” do zanryu during their
college life at SFC. Zanryu must be done for academic purposes; any club activities may not be conducted

overnight at SFC.

Some students continually stay overnight and enjoy the vacant campus in the morning with the rising sun

congratulating them for the hard work done the previous night.

Staying overnight may help you finish your work; however, it also has the potential to harm your
health and wellbeing. As a college student, you are free to make your own decisions, but Keio does not

recommend the act.

In order to stay overnight, you must submit an online application (through SFCSFS) or complete a paper
form when a night watchman (zanryuojisan) asks you. The link to submit an application online is available
at the top of each class page on SFCSFS; look for the button marked “Report for Overnight Stay” (4> Z 1
VBT ).

139
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List of Centers on Campus

O /I Equipment at Media Center

Computers which have Audio/Visual equipmentss
installed, allow you to make a copy of VHS and edit
video materials. Service Hours are from 9:15 to 23:00 on
weekdays, from 9:15 to 19:00 on Saturdays. On Sundays
and National holidays, the center is closed. To enter into
the Media Center, your Student ID card is required. You
may refer to the website for further information:

= http://www.sfc.lib.keio.acjp/eng/

O ? Equipment at PC Rooms

PC Rooms are available to use 24 hours a day unless
a lecture is conducted in the room. On New Years’
holidays and summer holidays, the rooms will be
closed. To enter into the room, your Student ID card is
required. You have to submit an “Zanryu-Todoke" to

stay overnight in the room.

Location Use Type Model/0S Quantity Host Name
Walk-by Dell Precision 3420 (Windows 10) 2 mcsupc01-02
Scaning Dell Precision 3420 (Windows 10) 4 mcvspc01-04
Mac Pro (OS X 10.11) 6 mchdmac01-06
Video Editing - -
iMac 27 inch (0S X 10.11) 2 mchdmac80,81
Open Area Music Composition iMac 27 inch (OS X 10.11) 4 mcdamac01-04
Viedi (First Floor) HP Z440 (Windows 10) 2 mcws01-02
edia DELL PRECISION T1700 (Windows 10) | 7 mewin01-07
Center General Use
iMac 27 inch (0S X 10.11) 4 mczmac01-04
iMac 27 inch (OS X 10.11) 6 mcmac01-06
Printer RICOH IPSiO SP C831 PS 2 -
Multimedia Multilingual
General Use Dell Precision 3420 (Windows 10) 2 mmlswpc01-02
Room (Second Floor)
ITC Entrance Printer RICOH IPSiO SP C831 PS 3 -
_— General Use iMac 21.5 inch (OS X 10.11) 40 zmac000-039
Printer RICOH IPSiO SP C831 PS 1 -
7 General Use iMac 21.5 inch (OS X 10.11) 40 zmac040-079
Printer RICOH IPSiO SP C831 PS 1 -
@ General Use iMac 21.5 inch (OS X 10.11) 40 zmac080-119
‘ Printer RICOH IPSiO SP C831 PS 1 -
PC o General Use iMac 21.5 inch (OS X 10.11) 40 zmac120-159
0
Rooms Printer RICOH IPSiO SP C831 PS 1 -
A CG/CAD/ HP Z440 (Windows 10) 45 ws00-44
Statistical analysis RICOH IPSiO SP C831 PS 1 -
. » iMac 27 inch (OS X 10.11) 40 hdmac00-39
A 18 Video Editing :
RICOH IPSiO SP C831 PS 1 -
. . iMac 27 inch (OS X 10.11) 40 damac00-39
A 21 Music Composing
RICOH IPSiO SP C831 PS 1 -

(As of Sep. 2016)
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About Keio ID and Keio Apps ID
Besides a CNS account for students and faculty members at SFC, a Keio ID will
be distributed to all students and faculty members at Keio University. In the case
when it is issued over March, 6, 2015, Keio ID should be formatted as follows. This
will also apply to Keio Apps ID mentioned below.
()
2 6
n
[ The character string you set in activation ] @ keio.jp &
<
)
A
By authenticating “keio.jp” with a Keio ID, you can use the various services
provided by Keio University. For example, you can use licensed software and
KOSMOS My Library, and browse a database, electronic journals, grade reports,
and official information of class cancellations and make up classes.
-
> /
@)

Also, for those who have a Keio ID already, please login to keio.jp and check for
your Keio Apps ID. Your Keio Apps ID should be formatted in default as follows (It is
displayed on the upper right of the screen after “Keio Mail” is launched).

[ your Keio ID ] @ keio.jp

co

By using a Keio Apps ID, you can make better use of the services of Google Apps
for Education. These services will be usable in collaboration with other members;
for example, “Drive,” “Group,” “Calendar,” etc. You can also use Gmail by using
your Keio Apps ID as an e-mail address.

nou

>
©
o
D
S
o
X

Keio Apps ID can be used as a Google account, which means that you
can download apps and digital content in Google Play. It is, however, not
recommended. If your Keio Apps ID expires after graduating while you're using
your Google account to pay for apps, your payment or settlement will be invalid.
Keio University will not provide a guarantee against such a loss.
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Copyright Rules and Claims

O II Copyright

Redistributing someone else’s copyrighted materials
such as music, movies, and software without prior
consent or legal agreement often results in infringement
of copyrights. Those who have acted against the law will

be disciplined by the University and face consequences.

O ? Restriction on Use of P2P Softwares

University will not tolerate any act of sharing
copyrighted materials over the CNS network in
accordance with amendment of Japanese Copyright
Law in 2012. For educational and research purposes,
you may use P2P softwares if your registration form is

given to and accepted by Shonan Fujisawa Campus.

For in-detailed information of “Use of File Sharing
Software on Campus” and up-to-date information of
peer-to-peer software regulation, visit:

= http//www.sfc.itc.keio.ac jp/en/software_fileshare.html

03 Plagiarism

All the reports, submissions by students to professors
or staff must be the result of one's creation of his or
her own. You may not write words taken from others
work as if these are originally your thoughts and are
expected to clearly credit the source of the documents

or references.

*Notice*
Some content providers leave their right to work public,
which is often referred as "Open Content." You may use

their work without their authorization.



O4Copyright Infringement

Copyright is a legal right that a creator has, given by
the country, on exclusive rights to use and distribution
of their production. Any of the following acts is to be
considered as infringement of copyright. You may not
act against the law and should respect the creator’s

right and his/her production.

Imitating or using the thoughts and language of
another creator.

Distributing music or movie files of other creators
to the general public online.

Exposing the records of TV programs or video-

taped clips without authorization of the creator.

Rules, policies and notices produced by the government
and municipal bodies are not subjected to copyright as

they are documents of the general public.

OS Use of Open Content

Out of all the works that are exchanged over the
internet, there are some where the creators has left the
work to be shared. This kind of work is called "Open
Content," and can be used with comparatively few

restrictions.

Creators who permit their work to be used freely are
releasing a lot of open content. Amongst these works
there are those being distributed under the kinds of
shared use agreements that you will see in the following
sections. Make the most of open content but be sure

that you understand and follow the tems of use.

Appendix 8

O6Copyright of This Book

SFC-CNS is made possible by tremendous helps from
many free software, publicly available documents, and

public domain software.

To fulfill social responsibility, SFC CNS GUIDE 2016
English Edition will accept the reuse, based on policy
below.

We will accept copying, translation, altering,
modifying, quoting, printing, distributing, and selling

based on regulations about redistribution.

0/

Please refer to this book as source and also state that

Regulations About
Redistribution of This Book

this book allows secondary modification when you
redistribute.
Questions are only accepted on-campus and author will

not reply to questions from third parties.

You may read the web version of this book from the
URL below:

cns-guide.sfc.keio.ac.j

SNJIAIUY
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Index

A
Academic Affairs Web System (Gakuji — Web) ... 10
AMOS ..t 123
Android ... 34, 57
ArcGIS oo 123
Antivirus Software ... 86
AV Consuktant Desk ..........coooviiiiiiiiiit 137
B
Becky! Internet Mail .....................o 123
C
ChemBioOffice ... 123
CNSIMac . ..o 132
CNS Account . ..o 8
CNS Consultants .. ... ... oL 138
CNS Mail Account .. ..o 9
CNSMailing Lists ... 122
CNS Login Password .. ............... 8,124
CNSLoginName ... 8
CNSTOON . 130
CNSServers ... 101
CNS WIMAX Password ..., 125
ONS3 40
CopyrightRules ..., 142
Computer Virus ..o 86
Cyberduck . ... o 114
D
Database Consultant Desk .................... 137
E
EAP-PEAP Authentication ...................... 39
EndNote . ... ... ... 39
ESET Smart Security . ................ 86, ,123
F
Firefox . ..o 151
G
Gmail .o 141

H
Home Directory ..., 42,119
|
IMAP . 42
IMAP/SMTP-AUTH Password. . . . . .. 9,62,124,127
IOS 29,52
IPP Password . ...... ... ... ... ... .. .. 124
ITC . 8,13,66,122,137
iThenticate . ........ ... 123
J
IMP 123
K
Keio AppsID oo 141
kelojp .o 11,126,127, 141
KOSMOS ..o 12
M
Mail Forwarding ... 62
Mathmatica........ooooi 123
MATLAB .. 123
Microsoft Softwares ...l 123
P
PasSWOrds .......ovoi 9,124,127
P2P File Sharing Software ..................... 122,142
PCRoOOMS .o 66, 140
Personal Certificate ..., 16
Printer........... 66, 67,128,140
PrintingCharge ... 67
public_html (Public Web Directory) ........ 116,119
PUTTY 104
R
Remote ACCess.....ooiviii 103
Remote Conference System ..................... 122
Resetting Your CNS Personal Space............... 132



S
SAS 123
SEC-ONS 8
SFC-CNSWeb Mail ..o 42
SFC-SFS L 10
Shared Workspaces .............ocovviiiieiiii 122
Shonan Fujisawa Media Center ............... 12,66
SMTP 42
Software Licensing Center ................... 123
SoftwareUpdate.................ooooiiiiiil 98,100
Spam Filter ... 63
PSS 123
SSH o 103,116
Sub-Domains.......ooviii 122
Sub-Networks ... 122
Syllabus ..o 12
T
Terminal . ... 107
Thunderbird .. ................. ... 44,48, 131
Transferring Files . ....................... 110,114
V
VPN L 13
w
Web Database Password. ............... 125
WebVPN ... 13
Wellness (Physical Education) System ............ 12
Windows Update ..., 98
WINnSCP ... 102,110,118
Wireless LAN ... 15,128
Z
ZANTYU oot 139
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