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Preface

SFC has 21-years of history since it established in April 1990.

SFC-CNS is computer and network-based system supporting education and research, and has been
evolving to provide excellent environment to students and staff. We have been giving much effort
to strengthen the network system environment such as support of mobile environment, the usage
of various digital media and support of production of multi-media contents worthy of Digital Cam-
pus. This booklet gives you only the introduction of SFC-CNS.

There are many items which are not covered in this guidebook, that please refer to ITC web page,
and make much use of it.

This guidebook has been produced by SFC-CNS Guide Editorial Committee run mainly by students
from their point of view. It has been changing its volume and style as addressing the progress and
the development of SFC-CNS. This year, much effort was given to make it be easier to use for first-
time users by organizing items such as the way to connect to the network, the configuration of
e-mail, and various unique SFC-CNS services For more detail information, you can refer to SFC-CNS
web site.

SFC-CNS is distributed computing environment which can use UNIX, Windows, and other various
computers. It is very important to experience and use various kinds of computers for obtaining and
understanding information technologies, so that we are hoping you will exploit our environment.
What you should give the most caution is to learn and follow social ethics listed below;

- Respect intellectual properties such as software copyright, and never copy software illegally.
Respect also other people’s files and information, and even it they are seen, do not browse
them if not intended.

«  You should understand that SFC-CNS is a system for education and research, so that it should
not be used for other purposes.

« Do not scribble nor slander in bulletin board of SFC and other organizations.

«  You must be aware that there are always people who read your emails, so that you must not
send any defamatory mails. You must neither send nor forward chain-mail.

- You must be aware that the contents of home page are open to people in all over the world
when you create the contents. You must not violate other people’s rights by releasing pictures,

sound, and animation illegally.

You must not conduct any actions which could cause any inconvenience to others.



If you have any concerns or questions, please ask consultants at Media Center and Shonan Fuji-
sawa Information Technology Center.

SFC-CNS is aiming to be an open system, also our system to be used as freely as possible for edu-
cational and research activities, so that we keep our administration and usage restriction to be
minimum. Therefore you need to be aware that SFC-CNS is shared with all SFC-CNS users and use
it with orderly manner.

For producing this guidebook, we set the editorial committee in ITC, we have determined its con-
tents, commissioned writing, edited and checked its contents.

The editorial committee is composed with students who themselves are the SFC-CNS users, and
they take important role. Furthermore, we refer to comments on past editions and questions on
SFC-CNS given to ITC.

We would like to express great appreciation to CNS consultants for their support on sorting data,
checking the contents and so on. We would also appreciate many other people who give us so
much support for producing this guidebook.

Shonan Fujisawa Information Technology Center (ITC)

Directer
Hiroyuki Kusumoto

SFC-CNS Guide Editorial Committee

Asuka Nakajima, Kumiko Iwasaki, Mikio Kikuchi, Yui Usui, Urara Ozawa,
Yusuke Sakurai, Tatsuhiko lida

Staff

Yuichi Toyama, Kenji Asami, Takeshi Yamane, Takashi Yamagata,
Yozo Watanabe, Takehiro Teraoka
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€D Start SFC-CNS

SFC-CNS is the abbreviation of “Shonan Fujisawa Campus-Campus Network Sys-
tem”, and providing various services related to PC. We refer SFC-CNS as “CNS”
from now on.

This chapter explains necessary procedures for settings of PC to receive services
provided by CNS.

4. Connect your own smart phone tO CNS  cererrreeiii )
6. Print out in university campus 35

Prevent virus infections






About CNS account

You need to your CNS account to use CNS services.
This section gives you information on CNS account.

01

At SFC, many people — students, staff, and former students — use PC. People who use PC is called
“Users”, and the right to use PCis called “Account”.

The account to use CNS called “SFC-CNS account” is given to all students of Faculty of Policy Man-
agement, Faculty of Environment and Information Studies, Faculty of Nursing and Medical care,
Graduate school of Media and Governance, and Graduate School of Health Management based on
[p.130 Internal Rules of SFC-CNS].

All students of other campuses except Keio University Correspondence Courses and
Keio Foreign Language School can apply for issuing the sub account. For detail infor-
mation, please refer to [Information for students at other campuses) on ITC website.

=> http://ww.sfc.itc.keio.ac.jp/

02

In order to identify PC users and provide CNS services in safe manner, all object persons should
obtain “CNS account”. CNS account consists of “CNS login name” and “CNS login password”.

CNS login name is a specific name given to each user. CNS login name for undergraduate students
will be like “s11000tk”. First alphabet (“s” with this example) indicates the faculty, following two
digit numbers (“11” with this example) indicate the enrollment Year, and the last two alphabets
(“tk” with this example) indicate your initials.

The example shown below is for imaginary student. This example indicates that the student whose
initials are “TK” enrolled to Faculty of Policy Management.

s11000tk

/NN

Faculty Enrollment year  Your initials

Your CNS email address will be “Login name@sfc.keio.ac.jp”.



03

CNS login password is used to make sure that the user is actually the person who has the login
name. CNS login password can be set by the user within the following rules;

The length should be more than six characters up to eight characters. (If you enter
more than eight characters, extra words will be ignored.)

It should include at least two alphabetical characters and one numeric character or
special character.

It should be different from login name (inverted login name and different order are both
invalid).

More than three words should be different from the current password.
Capital letter and small letter will be treated as the same character.

Please avoid using words and numbers for the password which could be easy-to-guess by a third
party as shown below:

Name of people close to you, and word which you can find in dictionary.
Your birthday, address, telephone number, etc.
Repetition of word (e.g. “aaa”)

CNS login password is valid only for ninety days. When it is expired, your CNS account will be sus-
pended, and you will not be able to use all services which require CNS account. Please change your
password before it expires. For information on how to change your CNS login password, please refer
to [p.10 Change CNS login password].

If your login password is expired or you forget your password, you need to apply for re-issuing CNS
login password at “CNS/ERNS service desk” at ITC (please refer to [p.131 Contact information]).

04

If your login password is become know to a third party, not only your files could be deleted or
changed, but also CNS system as a whole could face a serious threat. A third party who stole CNS
login password could conduct illegal activities with the authority of the user whose CNS login pass-
word is stolen.

Misconduct of CNS login password is not limited to the user’s personal problem. It could invite the
mistrust of Keio University as an institution. Please do not write down your CNS login password nor
give it to anyone, for it is vital to prevent the leakage of your personal information. The incidents
like below are not the exception:

When you are asked for your CNS login word by university staff.
When you ask someone to work for you.

If you have any suspicion, please change your CNS login password as soon as possible. About how
to change CNS login password, please refer to [p.10 Change CNS login password].
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Change CNS login
password

There are two ways to change CNS login password. This

section explains both ways.

Changing CNS login password from web browser

(recommended)

CNSEZ' A Y827 — FOEH
(Changing your CNS login password)

CNST 74 YRR — FEEZEITI =TT,
You can change CNS login password at this page
EYZeZ A = 2AA7— FOBE

(Login Name) s10000k (Strength of password)

BED/SARAT—F o]

(Current Password)

FLOART—F — e
(New Password)

FLVART— FOMR
(Confim New Password) o

EoELCen
.6"7‘ 7 — I T OB BETT,
o 6XFLEORE, @ XFETHHT, ZRUMOXFRIESND)
© 2XFLEOEF, BIC 1 XFULOBEFS L BREXFEAT,
o I-FHEREZLO, KELED, T5LAEbOTHRT,
o BHED/SAT7—FE3XFUERZZ I L, MO, EFORXF - MXFERAL bSO L L

CNSR 74 V)82 — FOEH
(Changing your CNS login password)
NRAT—FHPEBEINFLE,
Your password successfully changed.

Dby FR=n | SECA7 4 v WWeb¥4 b | BERESREH WIREERITC

01

Activate Web  browser, and access
FChanging your CNS login passwordJjfrom

URL.
https://itcsecure.sfc.keio.ac. jp/accounts/login/

When the “Changing your CNS login pass-
word” appear, @enter “Login Name”, “Cur-
rent Password”, “New Password”, and “Con-
firm New Password”. Strength of password
will appear in box @. More complicated your
password is, stronger your password will be.
Please choose the password whose strength
appears as “Strong”.

Click ®"Change” when you enter all neces-
sary information.

02

When the screen like shown on left, your
CNS login password has been successfully
changed.



How to change CNS login password from the

terminal
fnO06 EaA-F1Y7<r =
(o)) Q
S Tegrr
e Spaces. VoiceOver 1—5 1 UF 1 x11
Hraoros
@ gudeo B ¥ B
ATy /
Y 7o7atrees w-rz-vrsER 527
x
e B - O ™
[SEZSZ VNS L]
(@ srTonm avv-n YAFLTINI AT
Duziam
wa -
Y e %
ye351-74071 _ Fybo-1-7ivre __ Bh7yAsYE -
338820 1 ABERR, 30784 oz o—
e et -
% passwd
I

#

# NS AT A YIXRAT— REEET B8
# ccx0l.sfc.keio.ac.jp ICERLET,
#

HHHB

Password:

NS DATAYNRRT—REZEBELET,
RED/NKRT— RANBICHLOWRRT—REAALTIEE ),

Please enter current Password:

1 ;
1 :
H i
i :
H ;
i :
i ;
i ]
i ;
i 1
1 ;
i 1
I Changing CNS Login Password for s11000tk. (@) 1
1 i
1 :
1 i
i :
H ;
i :
i ;
i ]
i ;
i ]
1 ;
1 i

Please enter NEW Password:
Please retype NEW Password: 9
€ 0gin Password nas been changed.
b ________________________________________________ a

01

You can change your CNS login password
easily from the terminal.

On Mac in the university campus, select “[77
71)4r—<3>]-Application” > “[1—F4UF
«]-Utility” > @“[Z—X7FJL]-Terminal”.

02

Enter “passwd” on the terminal.

When “Password:” appears, enter your CNS
login password.

03

The message “Please enter current pass-
word” @will appear. Enter your current CNS
login password.

Nothing will appear on the screen while you
are entering your password. Press “Enter”
key when you finish.

To confirm, enter your new CNS login pass-
word. Re-enter your new CNS login pass-
word for confirmation®.

If the message® appears, this concludes the
changing of your CNS login password. Close
the terminal.

11
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Connect your own PC to
CNS

This section shows how configure settings for connecting
your own PC to CNS using wireless LAN.

How to connect your own PC to CNS

01

Wireless LAN is available in almost all area of Shonan Fujisawa Campus (SFC).

Wireless LAN (Wi-Fi) is a system to connect to the network wirelessly with using radio waves.
IEEE802.11a/b/g/n that is the wireless LAN standard is available at CNS.

02

To use Wireless LAN connection, you need to present that you are the CNS account holder with
“Personal Certificate”. Using of “ Personal Certificate” will make encryption of data and the authen-
tication of access point possible, and that realizes safe and secure communications.

In this section, we illustrate how to connect the internet with using Personal Certificate from PC
with Windows “ and Mac OS X 10.6.

If you want to register devices which do not support authentication with personal certificate such
as gaming machine, you need to register MAC address and connect to the internet. Connecting to
the internet with using MAC address authentication does not require encryption of communica-
tion, so that it is inferior as compared with the way that uses personal certificate in terms of its
safety.

03

The list below shows the authentication method for various devices. Please refer to the list below
to see which authentication method your PC supports.

Authentication . .
Support Device Procedure for connection
Method PP
1.1 P | Certificat “P | certificate” .
by Personal certificate Windows XP, Vista, 7 2eUE FEoNalTEMilicate on wersonalcertiiicate” page
o 2. Install your personal certificate.
(802.1x authentication) Mac OS X, etc. -
3. Configure to connect.
by Device resistration (MAC Devices that do not support 1. Register device on “Device registration” page.
address authentication) authentication with certificate. 2. Configure to connect.



2 - 1 Connect with personal certificate (Windows)

CNS Personal certificate /
Device registration
for CNS Wireless LAN

Access to “Personal certificate/Device regis-
tration for CNS Wireless LAN” page with URL
below.

%
A
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= https://itcsecure.sfc.keio.ac. jp/wlan/?1nag=en

You will be asked for your CNS login name
and password. Enter your CNS login name
and CNS login password@ , and click @"“Be-
gin the registration”.

NS Personal certificate /
Device registration
for CNS Wireless LAN

»»»»»»

ol certficate

When you log in, the window like shown on
the left (“Issue personal certificate”) will ap-
pear. Click @ “Issue” and “Submit”.

CNS Personal certificate /
Device registration
for CNS Wireless LAN

(1] Enter eight or more characters of your choice
in the box “@-Enter your pass-phrase.”. :
You do not need to keep your pass-phrase
since only time you will be asked for

your pass-phrase is when you install your
personal certificate on your PC.

When you finish entering your pass-phrase,
click “®lssue personal certificate”.

€IS Personal certificate /
Device registration
for CNS Wireless LAN
v

Dowalad of

Your personal certificate will be downloaded
automatically.

If it does not start automatically, click
“@download” to download your personal
certificate manually.

13
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Certificate Import Wizard =]

Welcome to the Certificate Import
Wizard

i This wizard helps you copy certficates, certficate rust
\‘; lists, and certificate revocation lists from your disk to a
€ certificate store.

A certificate, which s issued by a certification authority, is
 confirmation of your identity and contains information
used to protect data or to estabish secure network
comections. A certificate store s the system area where
certificates are kept.

To continue, dick Next.

Certificate Import Wizard =

File to Import
Spedfy the file you want to import.

File name:

C:\Users\consul\Desktop)s 11000t p12 Browse...

Note: More than one certificate can be stored in @ sngle fle in the folowing formats:
Personal Information Exchange- PKCS #12 (FX,.P12)
Cryptographic Message Syntax Standard- PKCS 7 Certificates {,P76)
Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

=) .

Certificate Import Wizard

Password

To maintain security, the private key was protected with a password.

Type the password for the private key. o

[C]Enable strong private key protection. You wil be prompted every tme the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transport your
keys at alater tme,

[#]1ndlude all extended properties.

Learn more about protecting private kevs

(2]

Certificate Store

Certificate stores are system areas where certficates are kept,

Windows can v store, or you can specify for

the certificate,

Browse...

Learn mare about certificate stores

2
Coo e ) ] % |

Certificate Import Wizard =]

05

Double click the personal certificate you
have downloaded. “Certificate Import Wiz-
ard” will start. Click @ “Next”.

06

The “Certificate File to import” window will
appear. Click @ “Next”.

07

The “Password” window will appear. Enter
the pass phrase that you have just set in @
“Password” field.

Click @“Next".

08

The “Certificate Store” window will appear.
Check @ “Automatically select the certifi-
cate store based on the type certificate.”,
and click @ “Next".

The “Finish Certificate Import Wizard” win-
dow will appear. Click “Finish”.



09

Security Warning x| .
A ‘:Iua\l.ln:‘v:;tb:ruet;ruewsr;:ttall a certificate from a certification authority (CA) Wh en “Com p | ete Ce rtificate Im po rt Wiza rd ” %
ONS-STAFF is finished, you will see the warning like pu)
Windows cannat validate that the certificate is actually from shown on left. Click @“Yes”. %
"CINS-STAFF". You should confirm its origin by contacting
"CNS-STAFF". The following number will assist you in this precess: g
Thumbprint (shal): 9BOCSEES 08129F48 208F259C C933A38E A93DB312 Subsequently the message ”|mp0rted cor- z
o sl i oot caricat, Windows will automaticly st any rectly” will appear. Click “Yes”. *

certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. f you click "Ves" you acknowledge this
risk.

Do you want to install this certificate?

]|
() [+ ot + -Talll = »

Adjust your computer's settings

From Start Menu, select “Control Panel” and
“Network and Internet”. Click @"View net-
work status and tasks”.

Click @ “Manage wireless network” from the
menu in the left hand.

)l commires + ot + g Ve el - 1 2
Manage wireless networks that use (Wireless Network Connection)
PR

opce propesies  Pruf ypes  Netwar and Shaing Cerar

- From the menu of the “Manage wireless
L network” window, click @ “Add”.

15
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@ ] Manually connect to a wireless network

Enter infcrmaticnbthe wireless network you want to add

Network name: Ny

Security type: WPA-Enterprise -

Encryption type: Tiap -

Security Key: Hide characters

Start this connection automatically
Connect even if the network is not broadcastin

‘Warning: If you select this option, your computer’s privacy might be at risk.

© [l

CNS Wireless Network Prygfiiics ==
Connectionf | Security

Security type: WPA-Enterprise A
(Choose a network authentication method: e

[Mirosoft: smart Card or other certicat ~ [ settngs | I
Remember my eredentials o this connec SarT e

time T logged on

Smart Card or other Certificate Properties @

When connecting:
() Use my smart card
= —

Use simple certificate selection (Recommended)
Validate server certificate

[] Connect to these servers:

Trusted Root Certification Authorities:

W Class 3 Public Primary Cerification Authority
[C] GTE CyberTrust Global Root

[F] Microsoft Root Authority

[ Microsoft Root Cartificate Authority

[C] Thawte Timestamping CA

[] VeriSign Trust Netwark

[T VenSign Trust Network

View Certificate

[ Do net prompt user to authorize new servers or trusted certification

[] Use a different user name for the connection

13

The"Manually connect to a wireless net-
work” window will appear.

Enter the following information: @ “Net-
work name” — CNS; “Security type” — WPA-
enterprise; “Encryption type” — “TKIP".

® Check both boxes for “Start this connec-
tion automatically” and “Connect even if the
network is not broadcasting.”.

Click © “Next”.

When the “Add CNS correctly” window ap-
pears, click “Change the connection set-
tings”.

14

The “CNS Wireless Network Property”
window will appear (see left). Click @

“Security” tab, and click @ “Settings” under
“Select network authentication method”.

15

The “Smart Card or other Certificate
Properties” will appear.

Check @ the radio button for “ Use a cer-
tificate of this computer”. Check “Validate
server certificate”.

Check ®“CNS-STAFF” as “Trusted Root Certi-
fication Authorities”, and click & "OK".



2 - 2 Connect with “Personal Certificate” (Mac 0S X)

CMNS Personal eentificate /
Device registration
for CNS Wireless LAN

Access “Apply CNS wireless LAN” from the

URL below:
=> https://itcsecure.sfc.keio.ac. jp/wlan/?lang=en

%
A
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i i et e

You will be asked to enter your CNS login
name and password.

Enter @your CNS login name and pass-
word, and click @"Start register”.

€IS Personal certificate /
Device registration
for CNS Wireless LAN

»»»»»»

When you log in, you will see the window

like shown on the left. >

Select @"Issue” from the pull down menu,
and click “submit”.

CNS Personal certificate /
Device registration
for CNS Wireless LAN

uuuuu

1) Enter the character string with more than
eight characters, in @ “Enter your pass-

phrase” field.
You will be asked to enter your passphrase :

again when you are installing the personal
certificate to PC. This is the only time you
will need your passphrase that you do not
write it down.

Click ®"Issue personal certificate”.

CNS Personal certificate /
Device registration
for CNS Wireless LAN

marak

fr——

Downloading of your personal certificate
will start automatically.

If it does not start automatically, click
@"Download” to download manually.

17
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(=] 3] 1 ==
ann System Preferences
al
|
language s Secury  Spotigns
o
P am a
. . W/ = LJ —
sEOVDs  Displavs  Enegy  Keboad  Mows  Trackesd  Pimafax  Sound
et

Internet
20

MobileMe

svvm-n
& » & & O @ @

Accounts  Date & Time

Bluetcoth Sharing

— Softwars  Speech  Startup Disk Time Machine  Universal
Comrols“upaate “hecess
CXala) Network
a s
[ 4]~ ][ showail | Q
o Location: | Automatic
I ° Connected Status: Conneﬂ [ Tum AirPort OFf )}
— Alrfort s comected e TR e T
@ rnernet TGy the IP address 133.27.

Network Name v000000SFC -
000D0B327302 -
0024A5518F33 -
global.tom_G &=
hxhpos 8z
tom.sfc keio.ac.jp_G &=

[} Joim Other Network ]
e 1 Show Alrport status in menu bar Cadwancsd) @
o’
Click the ock 1o prevent further changes. Revert Appiy

=, Enter ll‘mame of the network.
—
= Enter the & of the network you want to join, and then
enter the password if necessary.
Network Namfe: CNS

ify: [wea Enterprise

User Name:

Password:
802a1X: | Automatic H
TLS Ceniﬁca*: | 509148yu = B I

g Remember this network

Show Networks

05

Double click the personal certificate you
have just downloaded. The “Key Chain Ac-
cess” window will appear like the picture
on left. You are asked to enter @ your pass-
word. Enter your passphrase you have just
entered in the previous window.

When your personal certificate is added,
close the “Key Chain Access” window.

06

Select “System Environment Settings”, and
click @ “Network”.

07

OSelect “AirMac” from the list on the left.
If @ (“AirMac”) is "Off”, select @(“AirMac”)

is"ON". Select® “Just other Network” for
“Network Name”.

08

The window like left will appear.

@Enter CNS for “Network Name”, and select
“WPA Enterprise” for “Security”.

@Enter your CNS login name for “TLS Cer-
tificate”.

©OClick “Join”.



Verify Certificate

Authenticating to network "CNS"

Before authenticating to server *ns02.sfc.keio.ac.jp*, you should examine
the server's certificate to ensure that it is appropriate for this network.

To view the certificate, click 'Show Certificate’. o
( Show Certificate ) (_Cancel | ( Continue ) |

eapolclient wants to sign using key ‘
- “privateKey" in your keychain.

Do you want to allow access ta this item?

- Detals o

@

[ Aways Allow ) | [ Deny ) [ Allow

Clals

Network

Ll dCshonai) Qo

+ - e

(]
| A cliektne tock to prevent further changes.

Location: | Automatic o

AlrPort s connected to CNS and has the IP
address 133.27.41.223.

Network Name: | CNS 2]

¥ Ask to join new networks
Known petworks wil b joined automatically.
¥ 10 knawn netwarks are avaiable, you wil
be asked before jining & new netwark.

802.1f: Unknown Disconnect )
Authen

2]

¥ Show AirPort status in menu bar (Advanced ) (7)

(CAssistme... ) (_Revert Apply )

09

“Verify Certificate” window will appear. Click
@ "Continue”.

10

The window like left will appear (The mes-
sage says “eapolclient is signing with using
the “privateKey” which is included in Key
Chain. Do you allow to access to this item?”.

Click @ “Always Allow”".

11

You will go back to the first window auto-
matically. You need to check the following
two items.

@The “IP address” consists of four groups
of less than three digit number (e.g. 133.27.
XXX.XXX) .

®"Authorized with TLS" appears.

OClick "Apply”.

19
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Connect with registering device
(MAC address authentication)

If you want to connect devices which do not support authentication method with personal certifi-
cate such as gaming machine to CNS, you need to register the MAC address to connect the internet.

CNS Personal certificate /
Device registration
for CNS Wireless LAN

CNS Personal certificate /

Device registration
far CNS Wireless LAN

Tasue of the personal certificate

T (R ———

k device information
s 0 [r——

CNS Personal certificate /
Device registration
far CNS Wireless LAN

Registratian of your device

e |
e e P i M

i o b o
[rrrorire S—

T T R —

01

Access “Apply CNS Wireless LAN” from the
URL below;

= https://itcsecure.sfc.keio.ac. jp/wlan/?lang=en

When you access to the URL above, you will
be asked to enter your CNS login name and
CNS login password. @ Enter your CNS login
name and password, and click @“Start the
registration”.

02

When you log in, you will see the window
like left. Click @ “Register the device”.

03

@Enter the name of the device of your
choice. The name should be easy to remem-
ber.

®In “Enter the MAC address” field, you need
to enter the MAC address assigned to each
device. The way to confirm the MAC address
will be different for different OS or device.
You need to check the best suitable way for
the device.



If you lose your personal certificate or the
registered device...

If you lose your personal certificate, you need to invalid and re-issue your personal certificate from
the URL below (“[GERE DB H1T/8EN{t]-Re-issue/Invalid the certificate”).

SNO-O4S 1eis’ |

=> https://itcsecure.sfc.keio.ac. jp/wlan/?and=cert

If you lose the device that is registered, you need to delete the registration of your device immedi-
ately from the URL below:

= https://itcsecure.sfc.keio.ac. jp/wlan/?and=macaddr

If you leave the situation untreated, anyone who could pretend as CNS user to connect to CNS.
Please be aware that it could encourage the vicious actions as a result.
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Connect your own
smart phone to CNS

You can use the wireless LAN with your smart phone like
PC at SFC.Your smart phone can be connected to CNS in
the university campus with using the personal certificate.

Connect your Smart Phone to CNS

01

You can use the wireless LAN with your smart phone like PC at SFC.

Your smart phone can be connected to CNS in the university campus with using the personal cer-
tificate.

02

This section will explain the settings for Xperia (Android 2.1), iPhone/iPad/iPod touch (iPhone OS
3.x, i0S4.x). For more information on how to connect wireless LAN with devices, OS and other
versions other than those, please refer to ITC web site;

= http://ww.sfc.itc.keio.ac.jp/

How to set iPhone/iPad/iPod touch
(iPhone 0OS 3.x, iO0S 4.x)

You can connect to Wireless LAN by logging in “Apply to CNS wireless LAN” page from Web browser
(safari) to obtain the personal certificate.

.l SoftBank = 17:55 @ 7 70% =B
L A - |
CNS Personal certificate /
Device registration
for CNS Wireless LAN Enter the URL directly or use QR code to
Wircless LAN cosfiguration for iPhone access to the page for personal certificate.
® Issue of the personal certificate
* Download of configuration profile for URL https://itcsecu re'SfC'kEi()'aC'j p/
iFhone wlan/?lang=en
CNS login name
CNS logi E—
— QRcode

(star epracon )

Keio university SFC-ITC

<+ P m m




aail SoftBank 7 17:56 @ o 70% =R

Personal certificate

Information of your previous certificate
Login name  keiotaro
Issued date  2011/05/17 21:43:37

date | 2012/05/1621:43:37

M
==e

Downloag  Dovwnload existing personal
certificate.

This process will make the

personal certificate invalid

and issue a new personal

certificate.

Please choose when you lost your

personal certificate

or when you forgot your

passphrase.

The old personal certificate will be

invalid at 9:00 am on the next day.

4« © 2 m @

Reissue

Download of the SFC-CNS setting
proflie for iPhone

Profile(A)
= Wireless LAN connection only Dovniosd
Profile(B) o
- Wirdless LAN

il IMAP)

Profile(C) —

- Witcless LAN connection + VPN setting

Notice

* You need to enter the passwords for mails
and the installation of the profile including
VPN

o In case you overwrite the profile when you
upgrade the certificate, the existing profile
settings will be overwritten by new profile.
- If you install (A) with profile (B) installed.

SFC-CNS FIREE

EEZZIIRERITC

R4 o T

|
Description SFC-CNSOFFIRE (IRLAN)

Received 2011/07/29

Contains 3 Certificates
WiFi Network

More Details >

02

When you log in, “Personal certificate:
Information on issued personal certificate”
window will appear (see left).

Information which appears on this window
is the followings (as an example)

© Select “Download”, and click @“Submit”.

03

“Download of SFC-CNS settings profile for
iPhone” window will open. The information
appears on this window is as follows;

Select the profile of your choice.
If you want to configure settings only for

wireless LAN, touch@“Download” next to
the “Profile (A)".

04

“Profile” window will appear. Touch
@'Install”.

23
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Unsigned Profile

Installing this profile will change
settings on your iPhone.

Root Certificate

' Installing the certificate “CNS-
STAFF” will add it to the list of
trusted certificates on your iPhone.

Enter the password for the certificate
“sgmt.p12”

Required by the “SFC-CNS FFHz&7E” pr&”

a|wje|Rr|T|v]ufi]o]P
A|sfo]Flafn][k]L

cliz|xfc]v]einmi

SFC-CNS FIRRE
EERBAREERITC

Unsigned

Description SFC-CNSOF|) & E #ERLAN)
Received 2011/07/29

Contains 3 Certificates
WiFi Network

More Details >

05

The “Unsigned profile” window will open
(The message says “unauthorized profile — if
you install this profile, the settings for your
iPhone will be changed.).

Touch “Install”.

06

@Enter the passphrase which you used for
issuing your personal certificate.

07

This concludes the settings.



Settings for Xperia (Andoroid 2.1)

01

Enter the URL directly or use QR code to
access to the page for personal certificate.

%
A
@
§
(77

URL https://itcsecure.sfc.keio.ac.jp/
wlan/?lang=en

QRcode

Download of the personal certificate

Download will start automatically.
Please click here if download will not start.

=e %
Information of the personal certificate

Login name keiotaro 0 2

Issued date 2011/08/02 15:44:54
Select@ “Download”and download your

personal certificate. If your Xperia can not
download the certificate, please open a SD
card which is used at the Xperia, and copy
the certificate to the SD card.

* -

Settings

Expiration date ~ 2012/08/01 15:44:54

Settings o 3

‘—,—;s Wireless & networks Touch “Settings” and Select "Wireless &

networks".

¢ Call settings

) Sound & display

25



Use secure credentials
Al lication
nao nt

Install from SD card

Install encrypted certificates from SD card

Set password
Set or change the credential storage password

() Set password

Cancel

Use secure credentials

Install from SD card

Install encrypted certificates from SD card

Set password
Set or change the credential storage password

@ Extract from keiotaro.p12

Enter the password to extract the
certificates.

26

04

To configure the credential storage
password, select “Set password”. Next, enter
a new password (at least 8 characters) and
“OK"

05

Return to “Setting” window and Select
“Install from SD card” to install the personal
certificate.

06

Select the personal certificate “login-name.
p12” and enter your credential storage
password.



@ Name the certificate

Certificate name:

The package contains:
one user key

one user certificate

2 CA certificates

Item name
SSID
Security
EAP method
Phase 2 Authentication

CA Certificate

Client Certificate
ID
Anonymous IP

Wireless connection password

(® Add Wi-Fi network

Network SSID
CNS

Security

SO

EAP method

R ET——

Phase 2 authentication

E -

CA certificate

S

07

Enter the certificate name “SFC-CNS”".

08

As shown in the following table, configure
setting for wireless and touch @"Save".

Setting value
CNS
802.1x Enterprise
TLS
None
The name specified when installed
The name specified when installed
CNS login name
None

None

(¥ Add Wi-Fi network

Client certificate

Identity

I keiotaro| I

Anonymous identity

Wireless password

- Show password.

27
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Email settings

This section explains how to configure settings for using
email account used at SFC with your own PC.

Set the password for using email

You need CNS IMAP/SMTP-AUTH password for sending and receiving CNS mails. This password is
different from CNS login password. If you have already created “CNS IMAP/SMTP-AUTH password”
at the guidance at the beginning of the academic year, you do not need to set the new password
again. If that is the case, please skip steps (01) and (02) below.

IMAP/SMTP-AUTH Password

o s ister assword o send
Enter your CNS login s input English single-byte characters
Entar your ONS login ase input English singlebyte characters

SECITC official website | SEC official website | Keio University SFC-TC (¢nS-(equest@sfc keiose o)

IMAP/SMTP-AUTH Password

Entar the registered password o
A —
[Enter the password aosin to confinm

st ot s [romims s

Tha wab browser with JavaSeript shows the password strength on Inputting your pessword
This password strength indicates how long it takes anyone elsa o guees the password. It does nat ensure thet
guassed.

How 1o make a strong password

« The same phrase s you i
« Only uncapitaized siphabet cheracters

01

Access the URL below to apply for the CNS
IMAP/SMTP-AUTH password.

= https://itcsecure.sfc.keio.ac. jp/mail_passwd/
?lang=en

When the screen like left appears, enter
@your CNS login name and CNS login pass-
word.Click @"Start the registration” to login.

02

When you log in, you will see the window
like this. The information on this window is
as follows;

@Enter the CNS IMAP/SMTP-AUTH pass-
word you wish to register twice. It should
be different from your CNS login password.

@®"Strength of the password” indicate how
difficult for a third party to guess the pass-
word. The password strength should be
“Strong” (It is possible to register even if the
strength is “medium”, but it is not recom-
mended.).

When you enter all necessary information,
click @"Register the password”.



Use e-mail with PCin the university campus

You need to use email software or email client to read emails on your PC.

01

When you login with Mac at Special Classroom or Media Center, you need to use email software
called “Thunderbird”. You can activate “Thunderbird” by clicking Dock icon or from Application
folder.

02

When you login at A building or with Windows at Media Center, you need to use email software
called “Becky!”. You can activate “Becky!” from start menu.

Using CNS mail with more than one PC

You can send/receive CNS emails with your personal computer or PC at home by configuring set-
tings for email software for each device. You can use any email software which corresponds to the
IMAP format.

IMAP is adopting the way to save emails at server, so that wherever you are sending to/receiving
from emails, the record of such actions will be kept. If you are using computers which are used
by general public, you need to be very careful in keeping your personal information such as IMAP
password. There is a possibility in leaking personal information or deleting important emails.

Please refer to the next section (4) for settings of personal computer. Moreover, you can send/
receive emails from Web browser by using “SFC-CNS Web Mail” as a substitute without installing

any software.
= https://imap.sfc.keio.ac.jp/

Email settings (IMAP/SMTP)

This section explains how to configure settings for reading emails with using “Thunderbird” with
both Windows and Mac.

29
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5 = 1 How to install “Thunderbird” (Windows)

mazilla messaging

Thunderbird 3.1

3 empail arehiing.

of Ml 1

What's New In Thunderbird 3.1?

File Download - Security Warning @
Do you want o run or save this file?

@ Mame: Thunderbird Setup 3.1.7.exe
Type: Application, 9.02MB
From: ftp.halifax.rwth-aachen.de

Run [ save || cCancel |

[ éj ‘While files from the Intemet can be useful, this file type can
L
.

potentially ham your computer. f you do not trust the source., do nat
- run or save this software. What's the risk?

| ==
) [ Desiaop B 5
anze = Newfolder =- @
Faverites = Libraries ‘ Hemegroup
B Desktop ] oo Folde % Systern Folde
& Downioads
i Recent Places | P Computer
3 ” e L stem Foldes
== ~ ; CONSUL-PC - Shortcut
& * Shortcut
System Foldes .
bu A 15510
&l Pictuses
1 Videos
Homegrowp =
File neme: (TSR ETERE) .

Save as type: | Application

ideFolde: (1) |El Cance

Download complete = = ==
i 4

£~  Download Complete

.. erbird%205etup®:203 1.7.exe from mozilla. mirror.rafal.ca

Downloaded $.02MB in 22 sec
Download to: C:\Users\co._ \Thunderbird Setup 3.1.7 exe
Transfer rate: 420KB/Sec

] Close this dialog box when download completes

| [ Aun ] [ofenrolder | [ Cose ]

1|  SmartScreen Fitter checked this dmvnld and did not report any.
= threats. Report an unsafe download.

01

Access “Mozilla Thunderbird” web page
from the URL below;

= http://mozilla. jp/thunderbird/

When the window like left apperar, Click
@'Free Download”

02

“Download files — Security warning” window
will appear. The message - “Do you want to
activate or save this file?” — will appear. Click
O'Save”.

03

Specify the location you want to save the
file. If the location indicated is easy for you
to remember, you can save the file there.
With example shown here, the file is saved
on desktop.

When you choose the location, click @“Save”
again.

04

“Download complete” window will appear.
Click @“Run”.

In some case, “Control user account” may
appear. If that is the case, click “Yes” to con-
tinue the installation.

If the “Complete download” window is
closed, activate the file you have just down-
loaded.



.Y Mozilla Thunderbird Setup

e Es

Welcome to the Mozilla Thunderbird
Setup Wizard

This wizard il guide you through the installation of Mozilla
Thunderbird.

Itis recommended that you dose all other appiications
before starting Setup. This wil make it possible to update
relevant system files withaut having to reboot your
computer,

Click Next to continue,

"2 Mozilla Thunderbird Setup

Setup Type
Choose setup aptions

Chaose the type of setup you prefer, then dick Next.

@ Standard

Thunderbird will be installed with the most common options.

© Custom

aumay choase individual options to be installed. Recommended far experienced

users,

7] Use Thunderbird as my default mail application

< Back I][ Next > II Cancel

L) Mezilla Thunderbird Setup

=lal=

Completing the Mozilla Thunderbird
Selup Wizard

Mozlla Thunderbird has been installed on your computer.

Click Finish to dose this wizard.

Launch Mozila Thunderbird now

—

05

“Mozilla Thunderbird Setup” wizard will
appear. Click @"Next".

06

The “Select setup type” window will appear
(as shown on the left).

Make sure “Standard Installation” is checked.

Click @"Next”. This will start the installation.

07

When the window like shown on the left ap-
pear, the installation is completed. You can
delete the files you have downloaded.

Click @"Finish”. “Thunderbird” will be ac-
tivated. You can delete the files you have
downloaded.
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5 - 2 How to install Thunderbird (Mac OS X)

mozilla messaging

Thunderbird 3.1

Now with tabs, better search, and email archiving.
I¥'s easy to upgrade to Thunderbird 3.1

o ¥

‘What's New In Thunderbird 3.1?

800 & Thunderbird O
o 2 items, Zero KB available —_——

Gl = BEECNEIED a

Sl O s &

B iDisk
=l Macintosh HD

PAutomator Carbon Copy Cness Cyberduck
Cloner

B Firefon
@ 0 @

& Thunderbird
» SHARED

¥ PLACES
& Deskeop

Dashboard DVD Player Emacs e
¥ SEARCH FOR 3 4
N / )
© Yestenday (i .
(5 Past Week Fant Book Front Row GarageBang Gimp
(3] A images
(@l A ovies B 3 o
40 items, 233.5 CB available - —

01

Access the “Thunderbird” web page with the
URL below;

=> http://mozilla. jp/thunderbird/

When the window like left image appears,
click @“Free download”.

02

When the download is completed, the win-
dow like left will appear. If the window does
not appear, double click the file you have
just downloaded.

Drag @"Thunderbird” icon and copy to @
the short-cut for Application folder.

When the copy is done, the installation is
completed.

03

When the installation is completed, click
©'Fetch” icon. You can delete the down-
loaded file.

Find ®@"Thunderbird” icon in folders of “Ap-
plication”, and click the icon to activate

We explains email account settings in the
next section.



Account settings for Thunderbird

The examples here shows the windows on Mac, but the procedure for Windows are the same. Ac-
count settings should be done while you are connected to the internet. If you have any problem
in configuring the settings, or if you use other email software, please refer to the following section

(section 7).

Mail Account Setup

Mail Account Setup
Vour name: 11000t
Email address: ~ <11000t6@sfc keio.acjp
Password: seseas
eme ssword tart over 0
The were found by tryi
Username: <1000tk | = I
@ Incoming: imap.sfckeioacjp MAP 143 STARTTLS
@ Outgoing: smipsfckeioacip SMTP 65 SSUTLS
[Manual setup.. Cancel | [ Greate Account
Mail Account Setup
Your name: 511000tk
Em: S1000tk@sfekeio acjp
) Regernber psswond Stant over
The following settings were found by trying common server na 9
e s 0 o7
Incoming:  imap.sfc keio.acip wep ~ R Jssums -
Outgeing: | smipsfckeiascip ~|  SMTP 55 STARTTLS = | o
| Manual setp... 9 Cancel | Account
Mail Account Setup
<1000tk
£m 1000t@sfe keio.acp
Remem tart ou
Th ing setti by
Username: 11000tk |
@ Incoming: imap.sfckeioacip ™Map %3 ssUTLs
@ Outgoing: smip.sic keioscjp saTP 7 STARTILS
Manual Setup...| Cancel

01

Follow the window which appears when you
activate “Thunderbird” for first time.

@Enter the following information;

If you check the box for @ “Remember the
password”, your password will be saved on
your PC. If you are using PC that is accessible

by general public, do not check this box.

Click ®“Continue”.

02

The window like left will appear. The
message says “Thunderbird found your mail
account.” Click @ “Edit".

03

Change @"143" to “993”, and @ “STARTTLS”
to “SSL/TLS".

Change ©"465" to “587", and @"SSL/TLS" to
“STARTTLS".

Click ©@"Retry the settings”.

04

The window like shown on the left
will appear (The messages says “Thun-
derbird found your mail account set-
tings.”). Click  @"Create Account”.
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Use Thunderbird as the default client for: o 5

E-Mail
Newsgroups

Al Click @"OK”. This concludes the settings.

Allow Windows Search to search messages

[¥] Always perform this check when starting Thunderbird

Information on e-mail account settings

If there is any mistake in account information which is set automatically by “Thunderbird”, or if you
use email software other than “Thunderbird”, please refer to the settings information below.

To configure mail account settings manually, please go to “Tool” > “Account Setting”.

IMAP
imap.sfc.keio.ac.jp
993

SSL/TLS

Yes

smtp.sfc.keio.ac.jp

587

STARTTLS

No



Printing out in university
campus

This section explains how to use printers at SFC and con-

figure your own PC for IPP printing.

List of printer locations

There are two types of printer at SFC — monochrome printer and color printer.

Please refer to the list below for the location of each printer.

Location

Co-op Cafeteria — North Wing (Vending machine area)

k 18 Special Classroom
€ 17 Special Classroom
18 Special Classroom

o 17 Special Classroom
A 11 Special Classroom

A 18 Special Classroom
A 21 Special Classroom
k Building, 2nd floor
( Building, 2nd floor

Media Center, Open Area
Media Center AV hall entrance (1st floor)
Faculty of Nursing and Medical Care-Room205

Library of Nursing and Medical Care (next to the PC for database search)

Faculty of Nursing and Medical Care-At the corridor in front of Room202

Keio Co-op Store, Faculty of Nursing and Medical Care

If there is any trouble with printer, please contact CNS consultants (ext:52519/52555), or ITC

(ext:52512).

Printer

RICOH IPSiO SP8200 (monochrome)

RICOH IPSiO SP8200 (monochrome)
RICOH IPSiO SP8200 (monochrome)
RICOH IPSiO SP8200 (monochrome)
RICOH IPSiO SP8200 (monochrome)
RICOH IPSiO SP8200 (monochrome)
RICOH IPSiO SP C810 (color)

RICOH IPSiO SP8200 (monochrome)
RICOH IPSiO SP C810 (color)

RICOH IPSiO SP8200 (monochrome)
RICOH IPSiO SP8200 (monochrome)

RICOH IPSiO SP8200 (monochrome) X2

RICOH IPSiO SP €810 (color) X2
RICOH IPSiO SP8200 (monochrome)

RICOH IPSiO SP8200 (monochrome) X2

RICOH IPSiO SP C810 (color)
RICOH IPSiO SP8200 (monochrome)
RICOH IPSiO SP8200 (monochrome)

RICOH IPSiO SP8200 (monochrome)
RICOH IPSiO SP C810 (color)
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Print out from the PCin the university campus
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01

Open the file you wish to print out from the
PCin the university campus. From the Menu
bar, select @ “[7 7 JL]-File".

On Windows, select @ “[FIRI]-Print”.

On Mag, select ®“[1) >/ F]-Print”.

02

The “[ENRI]-Print” window will appear. Se-
lect “[£#%]-General” tab, and @ choose the
printer — “monoprn” for monochrome print-
er, and “colorprn” for color printer.

On Windows, click @ “[ENR]-Printing”. On

Mac, click(® “[Z7') > ~]-Print”. The data will
be sent to the printer.

The settings on PC are completed.

The further settings will be done on the
touch-panel attached to the printer.



Print out from your own PC

You can send data to the printers at SFC directly from your own PC or laptop computer at your

home with using Internet Printing Protocol (IPP).

To use IPP printing, you need to apply to Online Application and to configure your PC. In this
section, we show you how to configure both Windows and Mac. IPP printing cannot be used if you

use Windows 7, Starter edition.

4- 1 Configure your own PC (Windows)

About this page
This web page is for applying to use CNS IPP and conf
“Beoliion] @

« Confirm the current password
« Reissue the password

« Documents

@ Al IDD

Enter the follwing information
CNS login nam " Pleage put English single-byte characters
CNS login p Pleage put English single-byte charscters
=
Apply CNS IPP

Registration completed
Vour 5

About this page
This web page is for applying to use CNS IPP and conf

+ Apply to use
e » Confirm the current password

* Reissue the password

« Documents
~ Ak~ IDD

01

Access to “Apply to use” page from the URL
below, and click @ “Apply to use CNS IPP".

= https://itcsecure.sfc.keio.ac. jp/ipp/?1lang=en

02

Enter the following information:

Click @ "Apply to use”.

03

@The current password for IPP printing will
be displayed. You will use this password for
settings so that please write it down.

If you forget the password, go back to the
first page (01), and click @“Confirm the cur-
rent password” to see your current pass-
word.

If you have already configured the settings to
use CNS printer, and you check your current
password with using other menu (window),
your current password will be changed and
will be unable to be used. Please be careful.
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How to print from personal PG Dl

1P printing

2. Howto conigure

o=

IS Y -

[ | mnona

= ]

e —
File Download - Security Waming E

Do you want to run or save this file?

@ Name: 129013.exe
Type: Application, 847KB

From: itc.sfckeio.acjp
1

@ While files from the Intemet can be useful. this file type can

potertially ham your computer. ff you do not trust the source, do not
run or save this software. What s the risk?

%/ User Account Control (=3

(%) Show details

Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  index{1].exe
Publisher: Unknown
File origin: Downloaded from the Internet

Change when these notifications appear

04

Access “ITC Web page” from URL below;

= http://ww.sfc.itc.keio.ac.jp/

Click @ “Computer”>“Printer Information” >
® "Printing Procedure” > @ “Printer driver”

05

@Choose the printer which you wish to in-
stall for your OS.

06

When the download is completed, click
@"Save thefile”, and save the file at arbitrary
location.

Open the file you have just downloaded.

07

“User Account Control” window will appear.
The message says “Do you allow the pro-
gram below to make change to this com-
puter?@"” Click “Yes”.



T WinRaR 777 =&
prmm 3
PS?777 Ver.1.0.0
)
IPSIO SP 8200
[7708]
Windows Vista(x64)
Windows XP(x64) i
B )
I 0 e
=

This program might not have installed correctly

¥ this program didn't install correctly, try reinstalling using settings that
are compatible with this version of Windows.

G Program: Unknown Program

+ Publisher: Unknown Publisher
Location: C:\Users\consul\AppData‘Local\Micr...\index[1].exe

|‘:-‘ ; . - Ia

& This program installed correctly

Cancel

@ What cettinas are anolied?

=

==l

08

Specify the location to install the program,
and click @ “[-1 > X k—)L]-Install”.

With this example, the file “121746" will be
created on desktop.

09

If “Program Compatibility Assistant” appears
(the message says “This program might not
have installed correctly”.), click @"“Reinstall
using recommended settings”

10

From start menu, select “Control Panel” >
© “Show device and printer”.

11

Click @"Add printer”.
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Q e Add Printer
What type of printer do you want to install?

2 Add a local printer
Use this option only if you don't have a USE printer, (Windows automatically installs USE printers
when you plug them in.)

luetooth printer
inected to the network, or that your Bluetooth

Example: Y\computername\printername or
hitp://computername/printers/printemame/. printer

Add a printer using a TCP/IP address or hostame

Next. Cancel
=
@ = Add Printer
Searching for available printers...
Printer Name Address.
. Stop
I % The printer that Twant isn't listed
o Next Cancel
& = addPiiner
Find a printer by name or TCP/IP address
Browse for s printer
@ Select 2 shared printer by name
htpsi//cnsipp.sfc keio.ac.jp/monoprr| Browse..

12

Enter Network Password (=)

Eu To mccess this printer, you must enter s user name snd password

/
Prrter Name 9%//crsioo sic keia ac ip/ managm

= °
or— —

12

The “Add Printer” window will appear.

Click “Add a network, wireless or Bluetooth
printer.”.

13

The message “Searching for usable printer’
will appear, but do not use this function.

4

Click @ a radio button for “The printer that
isn't listed”.

14

Click the radio button for @”Select a shared
printer by name, and enter the address as
follows;

For monochrome printer:
=> https://cnsipp.sfc.keio.ac. jp/monoprn

For color printer:
= https://cnsipp.sfc.keio.ac. jp/colorprn

When you enter all necessary information,
click “Next”.

15

The “Enter network password” window will
appear. Enter the following information;
@ your CNS login name as "User Name"
and your CNS IPP password as "Password".
OClick “OK".



printer documertation for a compatible printer.

Add Printer Wizard [ ==

;  Selectthe moded of your p your printer came wi
287 aninstalation disk, click Have Disk. Fyour printer i not isted, consuk your

ith

Marufacturer | | Printers =
Brother 5 Brother DCP-116C
Canon (55 Brother DCP-117C
Epson 53] Brother DCP-126C
Fui Yerox. 5l Brother DCP-129C
ereie | [ =1 Bt mp120 =

() This diveris digially signed.

D e e 0“&]——]

G

Install From Disk

Jo  Insetthe manfacturer’s instalaton disk. and then
<47 make sure that the comect dive is selected below

Cancel

Copy manufacturer’s fies from

A -

" Bhg

1

Locate File ==
Look in: 129013 - @ E-
= Name ° Date medified Type
=P PM) 4/30/2008330 PM _ File folder
R=nifEes XP_2003 4/30/2008330PM__ File folder
Desktop
Libraries
Computer
“
L « 10 3
Network
File name: RICSETUPirf -
Fies of type: Setup Information ( i,
Locate File (==
Lookin:  J| XP_2003 - @ E-
T Name ’ Date modified Type
= diskl 4/30/2008330 PM__ File folder

Recent Places

Deskiop

Libraries

A

Computer

@ |

Network
File name: RICSETUP inf -

Files of type: Setup Information ("irf)

Locate File
Look in: disk - @@ Er

Date medified

4/7/2008 4:18 PM

—
== (1]

w=w
Libraries

LS

Computer

@

Network

s 4/30/2008 3:30 PM

{1

Type
File folder
Setup Infc

T RICSETUR Bl e

Files of type: Setup Information (“irf]

Install From Disk

5 Insert the manufacturer's installation disk, and then
e  make sure that the comect diive is selected below,

Copy manufacturers iles from

C:\Users'\consul\Deskiop'\123013\XP_2003\disk” =

16

On the “Add printer wizard” window, click @
“Have Disk”

17

The “Install from the floppy disk” window
will appear. Click @ “Browse”.

18

There are folders and files in the folder you
have just installed. Open those folders/files
in the following order;

121746
—XP_VISTA
—DISK1
—RICSETUP

(Example)

Select @“RICSETUP”, and click @ “Open”.

The folder name of “121746" will vary for dif-
ferent types of driver.

19

You will go back to “Install From Disk” win-
dow. Click @"OK".
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Add Printer Wizard

/ Selectthe manufacturer and model of your pinter. f your riter came with
%% aninstalation disk. dlick Have Diskc_ I your pirter is not listed. consult your
pirter documertation for a compatible prter.

Printers

RICOH IPSIO SP 8200 PS

/i, This driver is not digitally signed!
Tell me why driver signing is important

QO [C o e

Q im0 Add Printer
You've successfully added RGate IPP Printer on httpsy/cnsipp sfckeio.acjp
Printer name: RGete IPP Printer on hitps://crsipp.sfc.keie.acip
This printer has been installed with the RICOHIPSi0 SP CB11. PS driver,
Concel |

() = Add Piinter

You've successfully added RGate IPP Printer on https//cnsippsfckeio.acjp

To check if your printer is working properly, or to see troubleshooting information for the printer, print a
testpage.

Print a test page

Goncel

20

You will go back to “Add Printer Wizard” au-
tomatically.

Make sure that you will see “RICOH IPSiO
SP 8200 PS” for monochrome printer and

“RICOH IPSiO SP C810 PS” for color printer.
Click @ "OK".

21

Click @“Next”.

22

Click @"Finish”.

This concludes the settings.



4 - 2 Configure own personal PC (Mac OS X)

About this page

This web page is for applying to use CNS IPP and conf

(1)
« Confirm the current password
* Reissue the password

« Documents
o About IPP
o How to use

Apply CNS IPP

Enter the follwing information o

CNS login namfl lease put English single-byte characters

CNS login p: lease put English single-byte characters

=0

Apply CNS IPP

Registration completed

our appication was just sccepted as shown below.

NS login name 810000t

S o 1

Changing configuration
Pisase configure your PC for IPP printing

About this page

This web page is for applying to use CNS IPP and cont

» Apply to use
» Confirm the current password |
» Reissue the password

2]

+ Documents
o Al DD

01

Access to “Apply to CNS IPP” page with the
URL below, and click @"Apply to use”

=> https://itcsecure.sfc.keio.ac. jp/ipp/?lang=en

02

@Enter the  following  information.
Click @ "Apply to use”.

03

The password for IPP printing will appear @.
You will use this password for settings, so
that please memorize the password.

If you forget the password, go back to the
first page (01), and click @ “Confirm the
current password”. You can see the current
password.

If you are already using the printer and
check your current password with any way
other than the way described in this section,
your password will be changed and you will
be unable to use the printer you are using.
Please be careful.
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How to print from personal PC gl

1P printing

Boo

o=

da,siall (RO

© Introduct
® License
® Destinatiq

|
® Installatid

r

This package will run a program to
determine if the software can be installed.
To keep your computer secure, you should only run
programs or install software from 3 trusted soure. If
you're not sure about this software's source, click
Cancel to stop the program and the installation.

o

. I
® Sumniary

e

| 4

‘.,V\;m, wi”‘

(2]

Go Back I Continue

z]

04

Access to ITC's web page from URL below:
= http://ww.sfc.itc.keio.ac.jp/

Click @ “Computer” > “Printer Information”.
Click @ “Printing procedure”.

Click ©® “Printer driver” (under “2. How to
configure”)

05

Choose @the driver suitable for the type of
printer you wish to use and the OS you are
using.

06

Open the dmg file you have downloaded,
and double click the pkg file inside. Pkg file
may be opened automatically with some
web browser.

07

The “Install PPD” window will open (see left).

The message says “This installer package
needs to run a program to determine if it
can be installed. Do you want to continue?”.
Click @ “Continue”.

Click & “Continue” (it is on the “Welcome to
the PPD Installer” window)



anNn « Install PPD

To continue installing the software you must agree to the terms
of the software license agreement.

O Iny
 Lie Click Agree to continue or click Disagree to cancel the installation

and quit the Installer.
® Dey
®N (Read License ) (" Disagree
@ Insl )
® Summary

Grantof License

The Software is licensed for use by you for the equipment packaged
with the Software or designated by its supplier (‘he equipment’). You
are permitied 10 use the Software on any computer which permils
electronic access to the equipment. You are not permitted to rentor
lease the Software or to transler your rights under this license to a
third panty.

Acceptance
You shall be deemed to have accepled the terms of this Agreement
by loading the Software into any computer.

4 R — 1
Print... ) (_ Save... Ccack

ano w Install PPD

Standard Install on “Macintesh HD”

© Introduction \
® License N This will take 483 KB of space on your computer.
© Destination Sel

© Installation Type

® Installagion

Click Install to perform a standard installation of
this software on the disk “Macintosh HD".

® Sumniry
(_Change Install Location...
[’ f—
Go Back )|
- Type your password to allow Installer to make
- changes.
[
Nafne: ||
Passwdrd:
¥ Details

@ (R [T ]

ann w Install PPD.

The ion was

© Introduction
© License

© Destination

@

The installation was successful.

© Installation Type
© Installation
© Summary

The software was installed.

’ Le==|

08

Software License Agreement will appear.
Click @"Continue”.

If you agree to the terms of the Software Li-
cense Agreement, click @“Agree”.

09

The “Standard Install” window will appear.
Click @"Install”.

Installation starts.

10

The window like left will appear.

The message says “Enter the password to
allow installer to change. Enter the infor-
mation below; @your CNS login name as “
Name” and your CNS IPP password as “Pass-
word”. Click,@"OK".

11

“The software was successfully installed”
message will appear.

Click @“Close”.
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Vo DigitalColor Meter Disk Utility Exposé Grab
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(E FRTOA- Grapher Java Preferences  Keychain Access  Podcast Capture
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QuickTime Player 7 Spaces VoiceOver Utility %
o

33 ME+O L ARERR, 397.84 GBRE -
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=
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]
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I
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=
S
w
N
(=3
Q
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~
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=
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1 1
1 1
i Password: :
i i
1 1
8enn System Preferences
[ <] > ][ showan (a|
Personal

B & B O e

Appesrance  Deskiop®  Dock Expostd  Language®  Security  Spotiight
Sereen Saver Spaces

Hardware

%y -l &
€Ds & DVDs Displays Energy Keyboard Mouse Trackpad print & F; Sound

Saver
Internet & Wireless o

R & 0 @

MobileMe Network Bluetooth Sharing

System

2 & » ® F B @ @
Accounts Date & Time Parental Software Speech Startup Disk Time Machine Universal

Comtrols Update Access

12

Click @"Eject” icon. You can delete the
downloaded file.

Click “Application” folder > “Utility folder >
@ “Terminal”.

13

Enter the command shown on the left, and
press “Enter” key.

You need to leave a space after “cd”. Please
be careful attention to spelling and spacing.

14

Enter the command shown on the left, and
press “Enter” key.

Please be informed thatlljafter [sudodis
lower-case.

15

“Password:” will appear. Enter the password
and enter “Return” key.

The password you are entering is not dis-
played.

When you finish, finish the terminal and re-
start the PC.

16

Open “System environment settings”, and
click @ “Printer & fax”.



enn Print & Fax

Gl shonan ] Q—

No printers are avallat
Click Add (+) to set up a printer.

Default printer: | Last Printer Used =

Default paper size: A

@

o Add Printer
Tl

ack
= — @ ® + Icon and Text
Default Fax P Windows d  IconOnly L
Text Only
| e
Type: | Internet Printing Protocol Use Small Size (3]
Device: | Another Device =
Remove Item —

URL: https://s11000tk:passwo Cutomize Toolbar,

Drag your favorite items into the toolbar..

¥ @ 3
= C =
Default » Windows.

a ]

searcn Separator soace Flexioie Space Customize

or drag the default set into the toolbar.

o z
S=2O @ a
Show [ Icon and Text % | Use small size (_Done )

w9 [To5 v FERIZ O R b (heps)

=W [FORE
URL : § https://s10000 nsipp.sfc.keio.ac. pr j fal
i1 :f monoprn (3]
87
RS0 [

—#RRY% PostScript 7V ¥
Generic PCL Laser Printer
O V7NN [ 6] =)

EOf...

Menu Information

17

When the “Printing and Fax” window ap-
pears, click @ +J in the bottom left corner.

18

From Tool bar, click @”Detail”.
If the “Detail” is not included in the tool bar,
right-click on the margin of the tool bar and

select @ “Customize Tool Bar”.

©Drag “Detail” from the displayed dialogue
to the tool bar.

19

Select/enter information as below:

This concludes the settings.

Q08 EOPZ AR EY

Qsio

HP Laserjet 8100 - Gutenprint v5.2.3
HP Laserjet 8100 Series

ek
okhxo

HP Photosmart CB100 series
Kyocera KM-1810 - Gutenprint v5.2.3

RICOH IPSIO SP 8100 P H

e o o
G [ G Ca
Grzen) [y G CE )

RICOH IPSIO SP C810 P5.

fE4E-Type Q72— hEIRIZ O k)b (https)-Internet Printing Protocol (https)

Monochrome printer <https://Login Name:IPP Password@cnsipp.sfc.keio.ac.jp/monoprn?waitjob=false>

©OURL

Color printer: <https://Login Name:IPP Password@cnsipp.sfc.keio.ac.jp/colorprn?waitjob=false>
(3 E2Y:11 <monoprn>
. E/o07)R <RICOH IPSiO SP 8200 PS>
OFZA HS—FU#B <RICOH IPSiO SP €810 PS> (i

O+ 73>  For printing option, choose @ “[&%Y)]
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How to use touch panel (Printing/Deleting)

DEAALTL & @

200001tk
0000000000
awlelr]t]y ulifols]

afsfafrfefn]ifu]r]
aoononoass

AXF INKF
mes  ED,

-4 —10:200001tk G—1E: &IV s—
HRITAH2aTE#RRLTLESL, @

[ ETPER EIVUE—

s TEIR dsTRE  monoprn W] rpsi2 v

wy Sample Test.pdf
MZIIIHIIZIIS 14:09:38 448KB 186 25— H@m €00

i s T 1% ay &R
0278 2% ) EI]R EI]EIJ |

01

This section explains the way to use the
touch-panel installed next to printer.

Touch the screen, and the screen for enter-

ing your user ID will appear (see left). Enter
your CNS login name in small letter.

Touch @ “[BEZE]-Confirm”.

02

The list of data for printing job will be dis-
played.

If you want to print out, @ touch the data
you want to print out, and touch @ “[ENR!]-
Print”.

The confirmation window will appear.
Touch “[I&LM]-Yes”.

03

If you want to delete the printing data, @
touch the data you want to delete and © “[
BlFR]-Delete”.

The confirmation window will appear.
Touch “[I&LM]-Yes”.



Printing Charge

The number of pages for each user is recorded at CNS. Based on such record, each user is charged
for their printing at the end of the academic year. Please refer to the list below for printing charge;

Printer Printing Charge

Monochrome printer A4 - 5JPY/page
A4 - 15JPY/page
A3 - 30JPY/page

Printing allowance per academic year is 2,500JPY. You will be charged for all printing exceeding the allowance.

Color printer

One duplex (two-sided) printing count as two pages and that it will be charged twice as much as
the one page. Please be aware that if you misprint or do monochrome print with color printer, you
will be charged for your printing based on the printer you are using.

Log in names for students who will be charged for their printing will be put up in a-building. If your
name is listed, buy certificate stamp at a-building and hand it in to ITC counter. If you do not pay
by the due date, your CNS account may be suspended.

How to check the total pages

To check the amount of pages you have printed, you need to log in remotely to CNS (please refer to
[p.50 Connect to CNS from your PC]), and execute printer-acct command.

The number of printing will be updated not after the printing but at 12:00AM on next day. With the
example below, @~@ indicate the followings; @: 589 pages of monochrome printing @: 11 pages
of A4 size color printing ©: 2 pages of A3 color printing.

1 1
1 1
i % printer-acct (Return¥—%3f9) E
| BEBETO NS printer FIA&E [s10000tk] 1
1 1
| TTTTTT T T T T T T s s s s o e e e s s s e m e e T e 1
| B2pPrinter page#f monoprn [Total] ]
i 589 [ 589 @ |
i Color - A4 page#%  colorprn [Total] '
i i
1 1
1 1
1 1
1 1
1 1
1 1

11 [ 117
Col-A4LL%} page#f  colorprn [Totall
2 L 2]

____________________________________________________

With this example, the total printing charge will be calculated as follows:
5JPY (for monochrome printing) X 589 pages = 2,945JPY
15JPY (for color printing) X 11 pages = 165JPY
30JPY(for color printing) X2 pages = 60JPY
Total printing charge = 3,170JPY

You can deduct 2,500JPY for your allowance. In this case, you will be charged 670JPY for your
printing. Therefore, you need pay 670JPY at the end of the academic year.
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Connect to CNS from your
PC

You can operate various functions such as changing your
account settings remotely with connecting your own per-
sonal computer to CNS.

Remote login

To connect your PC to CNS, you will use “Remote login”. If you login remotely, you can use UNIX
environment at CNS from your own PC.

This section shows how to log in with Mac OS X standard functions and Putty with Windows.
You need to specify the destination. The destinations you can specify are the followings;

« ccz00.sfc.keio.ac.jp

« ccz03.sfc.keio.ac.jp

« ccx01.sfc.keio.ac.jp
- webedit.sfc.keio.ac.jp

2 - 1 Remote login with Mac OS X

01

Click @ “Finder” at Dock.

02

Select “Application” > “Utilities”, and click
@ Terminal”.

Network Uity Poacast Capture RAID Uity Remote Install Mac
osx

(5]
- (%)
o spemeener O

25 items. 231.88 G avallanie =—




0o #—34IL — bash — 80x24

Last login: Thu Feb 4 23:07:31 on ttys802 L]
net52-dhcp-260:~ tarokeio$ ssh s1008Btk@cczB®.sfc.keio.ac.jpl]
%

8n0n #—37)L— bash — 80x24
Last login: Thu Feb 4 23:87:31 on ttys@e2 L]
net52-dhep-268:~ tarokeio$ ssh s10000tkacczed.sfe.keio.ac.ip
The authenticity of host 'ccz@0.sfc.keio.ac.jp (133.27.4.201)' can't be establis
hed.
DSA key fingerprint is 89:6c:a3:81:72:ea:01:a2:f6:0d:3a:63:23:82:69:7f.
Are you sure you want to continue connecting (yes/no)? yesf|

¥
800 #—3 %) — bash — 80x24

L]

Last login: Thu Feb 4 23:07:30 on ttyseoo
net52-dhcp-268:~ tarokeio$ ssh s10080tk@ccz@@.sfc.keio.ac.jp
518000kt@ccz08.sfc,keio.ac.jp's password:

Last login: Thu Feb 4 23:07:30 2018 from net52-dhcp-260.s
Sui Microsystems Inc.  Sun0S 5.18 Generic January 2085
%

03

“Terminal” window will appear (see left).
Enter Fssh<your CNS login name>@<server
name>J.

If your login name is “s11000tk”, and server
name is “ccz00.sfc.keio.ac.jp”, you need to
enter like below:

%]
)
=r
n
-
[
S
S
S
@
~
®
0
o
N
S
S
%]
-
[al
~
0]
8
o
Q
3l
.
©

04

If you login for first time, the message shown
on left will appear.

When this message appears, enter <yes>,
and press “Return” key.

05

When the message shown on left appears,
enter your CNS login password and press
“Return” key.

If “%" is displayed on the window, the set-
tings is completed.
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2 = 2 Remote login with Windows

— 01

Logging in remotely with Windows requires
- _ specific software. The example here is one of
the typical software - “PuTTY".

Access the Japanese version of “PuTTY” from
URL below to obtain @ the latest version.

=> http://hp.vector.co. jp/authors/VAB24651/PuTTYkj . html

File Download - Security Warning X

Do yous want to 1 o save ths fle? 02

[CED i

From: the.earth.li

| . . . .
; Crn [ s o) Specify the arbitrary location (desktop with
— this example), and click @ “Save”.

@ e T o

run or save this software. What s the risk?

03

We give you the example of how to extract
with Windows standard functions.

Extract All...

AF v mETV)
Right click on the downloaded file, and se-

Open with... P ”
lect “Extract All".

Share with 3

Restore previous versions
Send to 4

Cut

Copy

— x|
—
\9 |1, Extract Compressed (Zipped) Folders -

Select a Destination and Extract Files

(2 ST Click @ “Browse”, and specify the destina-
| b= ] o tion to expand. With this example, the desti-
I [@] Show extracted files when complete nation iS ”c:¥putty".

! When the destination is specified, check @

“Show extracted files when complete”, and
click ®"Extract”. You can delete the down-
loaded file once it is extracted.

o=




= 3 Remote login with Windows (For operation)

oo s
(OO (B puitty-0.60.3p20070603(1] I =
2. @R #A- BEAAD  FLLWIALY- -0 e
H BRCAD
B yo>0-K &) buid
BT £] initcode
BrmsLngy | D pegeant
& plink
5495 &P pscp
351750 || gy
b Fax>h uttygen
Sz -
L Resd L puttyJping
& 2a-vo puttyjp.patch
& puttytel
£ readme

®ovea-s—
& Sw_preload (C

f puttylp

01

Activate “PuTTY”. Open @ “puttyjp” in the
expanded folder.

%
A
@
§
(77

3 PuTTY Configuratior ]
Category:
[=)- Session Basic options for your PUTTY session
E‘_TEWLI:QE‘E"”D Specify the destination you want to connect to
ol ST :
% o200 keio =5 o] . : u
o Ol = Enter @<ccz00.sfc.keio.acjp> for “Host
Window @ Raw (0 Telnst © Rlogif @ SSH| @ Serial
e L name (or IP address)".
Translation Saved Sessions 9
Selection
& Commeeron ek Seings (B Make sure @the radio button for “SSH” is
Data -Save . .
Proxy checked for “Connection type” is checked.
.:“Eu‘;: H " "
w son Click ©"Open”.
Senal Close window on exit:
© Aways @) Never @ Only on clean exit
Aoout ot =

03

Only for first time you connect to PuTTY,
“PuTTY Security Aleart” will appear (see left).

PuTTY Security Alert

The server's host key is not cached in the registry. You
l have no guarantee that the server is the computer you

think it is.

The server's das key fingerprint is:

ssh-dss 1024 T2:ea1:a2:

If you trust this hast, hit Yes to add the key to

PuTTV's cache and carry on connecting,

If you want to carry on connecting just once, withaut

adding the key to the cache, hit No.

I you do not trust this host, hit Cancel to abandon the

connection

7

Click @ “Yes".

I% Yes I Noe | [ cancel

04

“login as:” will be displayed. Enter your CNS
log in name and press “Enter” key.

When “password:” appears enter your CNS
log in password and press “Enter” key. The
password you are entering will not be dis-
played.

When “>" appears, the settings is done.
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Save files on CNS

For each SFC student, 10GB of memory area is assigned to
save personal files, backup files, also use as work space.

Area allocated to the individual students

At CNS, memory area for saving personal files such as essays and emails are provided to students.
This area is called “home directory”. Terminals installed in the campus and its folder/drives are as
follows:

Location Location on CNS server

Home directory for Mac /home/login name/CNSiMac/

Z drive on Windows /home/

Desktop on Windows /home/login name/XPDataCNS/CNSDESKTOP/
My document on Windows /home/login name/XPDataCNS/My Documents/
Desktop on Windows7 /home/login name/7DataCNS/CNSDESKTOP/

My document on Windows7 /home/login name/7DataCNS/Documents/

Please be informed that if you use up the allocated are of 10GB, it will cause trouble to receiving
CNS emails.

File transfer

01

You can access directly to home directory of CNS from the terminal located in the campus. In or-
der to access CNS's home directory from your personal computer, specific file transfer software is
required.

02

To save files which you created with your laptop computer at CNS’s home directory or archive
server, you need to use the file transfer software.

SFC recommends the file transfer software which uses SCP. We show you the example of WinSCP for
Windows, and Cyberduck for Mac.



3 = 1 File transfer (Windows-WinSCP)

This section explains how to transfer files with WinSCP.

If the files and directory you wish to transfer contains characters other than English one byte char-
acters (Japanese, two-byte character), file name can be garbled and/or file transfer may be failed.

01

Open web browser, and display WinSCP
web-site.

= http://winscp.net/

Click @ “Download” at the top of the screen.

Click “Installation package” for “WinSCP
4.2.9" (as of March, 2011).

Frle Download - Security Warning [=e=) 0 2

Do you want te nn or save this file?

I
From st scurceforge net The window like shown on left appears, click
[ fn E “Save”.

, Vi files from the Intamat can be useful, this fils type can
Y potorisaty harm your computer §you oo net trust e seurce., do et
= s software, Whet s the sk

o ot B e B When download is completed, click @ “Run”.

The warning to confirm the safety will ap-

Open File - Security Warning 2
e ot e Fe e e e e e pear. Click “Run”.
muan this softwars?

[] "l Hame: CAUsers\consuhDesktopiwinscpd430setup. exe

Publisher:  Unknown Publisher
Type: Appliation
From: €\

|_fn ][ Concel
U

(7] Mveays askc before opening this file

shenukd anly run software from publishers you st

1 Tha file does not have a vald dgtal signature that verfes ts
O T
o How can | decide what software Lo un?

Make sure @ “English” is selected, and click

“ . "0K".
ok | —ﬂc.nT
(2]

Select Setup Language =
ﬁ Select the language 1o wse during the installation:
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o = (=]

Welcome to the WinSCP Setup
Wizard

This will install WinSCP 4.3 beta on your computer

3 that you close all ather beafore
continung

Click Neod to continue, or Cancel o et Setup

15 Setup - WinsCP

Setup type
What type of setup do you want?

Full upgrace fecommendisd) (1)

-Upgraces 8 prewiousy nstaled components

Custom upgrade or new instalation

allows custom upgrada of existing instaliation or
-rew installation to diferent destnation

(2}
S coook [T [ coee |
ﬁs_ﬂup-vﬁnscp
| Readyto Install

Setup fs now ready to begin instaling WinSCP on yaur computer.

Ciick Install o continue with the installation, ar cick Back i you want to review or
change any settings

Destination location o
C:\Program Files\WinSCP ‘*‘

Setup type
Full upgrade
Selected components W
WinSCF applcation
Drag & drop shell extension (allows direct downloads. may require restart)
Pageart (SSH authertication agert)
‘ PUTTYgen (cey generator)
Translations
| Engish -

I
Help <Back || Instal |? Cancel

L2707m0.. o
1m0,
1270mo..
..
L2 .

XigechS
XN

* 3 ARG e

D8 a7Bn0uS 0Bols218BM0d 11
& F2Renme 43 F5 Copy 5 F5 Move o FJ Create Directony < 8 Delete 25 F3 Properies. i FI0 Qui
@  sra 00826

04

“Start WinSCP set-up wizard” window will
appear (see left). Click @ “Next”.

05

“Type of set-up” window will appear. Make
sure @ Full upgrade(Recommended)” is
checked. Click @ “Next”.

06

This window is for selecting the interface.
There are the following two radio buttons:

OFirst radio button:"Commander interface”
- Two panels (local on the left and remote
directory on the right)

- Short cut similar to Norton

- Drag & drop is available between two pan-
els

(OSecond radio button: “Explorer interface”
- Display only remote directory

- Short-cut similar to Explore

- Drag & drop is available

Choose one of above two choices, and click
©"Install”.

The example here is “Norton command
style” as shown on the left. You can change
the style even after the installation.



r
78! setup - winscP

Ready to Install
Setup is now ready to begin installing WinSCP on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: -
C:¥Program Files (x88)AWinSCP

Setup type:
Full upgrade

Selected components:
WinSCP application
Drag & drop shel extension (allows direct downloads, may require restart)
Pageant (SSH authentication agent)
PuTTYgen (key generator)

Start Menu folder: -
] b

=]

Completing the WinSCP Setup
Wizard

To complete the installation of WinSCP. Setup must restart your
computer. Would you like to restart now?

@ Yes, restart the computer now

© Na. | will restart the computer later

I |

@ Defout Programs
@ Desktop Gadget Gallery

& Interner Explorer pr—

&1 Windows DVD Maker

45 Windows Fax and Scan Documents
€ Windows Media Center

G Windows Media Player Pictures
BT Windows Update

<A XPS Viewer Music
Accessories d
Games Computer
Kaspersky Internet Security 2010
Maintenance Cantrol Panel

L i
Mozilla Thunderbird e

WinSCP

Default Programs

Help and Support

07

The message - “Prepared to install” will ap-
pear. Click @ “Install”.

08

“Finish WinSCP setup wizard” window will
appear. There are the following two radio
buttons:

OYes, restart the computer now

ONo, | will restart the computer later

Check the first radio button to restart
immediately, and click @"Finish”.

09

To active WinSCP, click @"WinSCP" icon.
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WinSCP Login

Session Session
Stored sessions " Pot number
Emvironmet o200 sfc keio.ac jp e
Drectories
SSH =
Preferences 11000t eserresens
Cc )
Protocol
File protocol: V] Alow SCP fallback
[F] Advanced options o
[ Aot | [ Languages [ oon J|[ smve. | [ cose |

B 437 Bn 0t

B A2ANE2. merr

OBd 52188 N 00l 11
2 F2Rename Ak 7 Copy {5 FEMave. i 7 Creme Divctony 3 74 Delete 2 7 Properies 1 F10Qut

8 s ooss

Paret drectary 17202031 .. 1
Fiefokder 2707200, | di e
Fil folder 200, 3

2 Confgurstion... 127U 3

Bof 47 B0 0ul5

0Bo(6 218800 11
2 F1Rename 3 7 Copy 53 B Move 7 Crente ivectory X 73 Deete 753 Propeies 1 FI0 Quit

8 ses [

Copy

Transfer setings
Defaut transfer settings

[ New and updatedfieis) only
[ Transfer on backaround (add to transfer

[7] Do not show this dialog box again

Transfer setiings.

each

=l =l

10

The “"WinSCP login” window will appear.
Enter the information for @, ® and ©;

@"Hostname”, @"Username”, ®"Password”.
If you click “Save”, you can save the settings.

When you entered the necessary
information, click @"Login”. If this is your
first time to log in, the window to confirm
the destination will appear. Click “Yes”.

11

When you log in successfully, your PC will
appear on the left and the list of files on
home directory will appear on the right on
the window.

There will be buttons above those lists (see
@). You can work for files and folders by
clicking them.

12

You can transfer files by “drag and drop”.

For example, if you want to transfer the file
named “report.pdf” saved on your PC to the
“public_html|” folder on server, @drag the
file (local folder) and @drop the file on the
server.

To transfer file on server to your PC, drag &
drop from right to left.

13

The “Copy” window will appear. Click @
“Copy” to transfer file.

Please be informed that if file name or folder
name contains multi-byte characters, the
transferring rile may fail.



3 = 2 File transfer (Mac OSX-Cyberduck)

This section explains the way to transfer files with the software called “Cyberduck”.

If file/directory name contains multi-byte characters (such as Japanese character), file name can be
garbled or transferring file could fail.

01

Activate web browser and open Cyberduck
web-site.

= http://cyberduck.ch/

Click @"Cyberduck 3.8.1.zip" (as of March
2011)

[F) Cyberduck-4.1.zip Today, 17:13 24M8 2P archive
o . .
Double click @"Cyberduck 3.8.1.zip" to ex-
tract. With some browser, a zip file is extract-
ed automatically. If that is the case, you can
skip this section.
& Display the extracted folder.

Move @"Cyberduck” icon to @"Application”
folder.

You can delete the ZIP file you downloaded.
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. Cyberduck

- %

s
Ll Bookmarks @ History

ccz00.sfc.keio.acjp - SFTP
«ccz00.sfc.keio.ac.jp
sftp:/ /Keio_SFC@ccz00.sfc.keio.ac.jp/f

' Bonjour

|: [ SFTP (SSH File Transfer Protocol)

&

|
o Server: | ccz00.sfc.keio.acp = Por: |22
URL: sftp://s0914Byu@ccz00.sfc.keio.ac.jp:22/
e

Usernanfe:  s09148yu

Passwold: | sssssssssnsasl

™ Add to Keychain 9

|
| @ (o[ Come]
» Mare Options
o

po ccz00.sfc.keio.ac.jp - SFTP (Cetadmtioniapl) e
e GNCICRN ;974 A
Connection Quick Connect Acion  Refresh  £aic Disconnect

p [« » | [0/a/fs1601a/s09148vu BIERIC)

fme size Modified
7DataCNs 1.0KB 11/01/24 15:04
1 onsiMac 2.0KB 10/10/04 16:14
Mail 1.0 KB 09/04/15 17:22
1§ Maildir 1.0k8 58 17:08
My Documents 1.0KB 09/11/26 15:48
public_htm| 1.0KB 09/07/27 12:40
i s09148yu 15 B 09/04/07 12:39
1§ wnn 80 B 09/03/30 23:32

XPADPCNS 1.0KB 09/05/20 1436

XPDataCNS 1.0KB 10/08/24 14:40

04

Activate “Cyberduck”, and click @"“Open
connection” at the upper left.

05

Set the transfer protocol as @"SFTP (SSH
File Transfer Protocol)-SFTP (FTP encrypted
with SSH)” also “Server” as shown on left.

Enter your user name for CNS account in
®"User name”, and your password for CNS
account in ©@"Password”. Click @"connect”.

06

You will see the window like shown on the
left if the information you entered on the
previous window are recognized. The infor-
mation shown on window @ are the list of
files on CNS home directory.



' - SETP [ Get a donation keyl | —— 07
; — > a
: @ : o o

o —

| Refresh Eon : e You can transfer files with drag & drop files %
e [ & ]| (@ you wish to transfer with Cyberduck. !

Modified %

1.0KB 11/01/24 15:04 To transfer files from your PC to the server, g
2.0 KB 10/10/04 16:14 drag the files you wish to transfer, and drop z
1.0 KB 09/04/15 17:22 &

LOKBE SH 17:08 it to the window.

1.0KB 09/11/26 15:48
S s s e After the file transfer is completed, you need

to disconnect the connection with the serv-
er. You can disconnect the connection with
server by clicking @"Disconnect”. With this
procedure, you can close Cyberduck safely.

List of destination host

You need to specify the destination from the list below for transferring file. There will be no
difference for file transfer between them. %
« ccz00.sfc.keio.ac.jp
- ccz03.sfc.keio.ac.jp
- ccx01.sfc.keio.ac.jp
+ webedit.sfc.keio.ac.jp
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Open web page to
public

You can open your web page to public from CNS home
directory.This section explains how to open web page to
public from CNS home directory.

Preparation open file to web

If you have a CNS account, you can open Web page or files to the public. The procedure is the fol-
lowings;

« Create “public_html” directory on home directory.
- Upload file on the created “public_html” directory.

By doing so, you can make files located in “public_html” directory public. You can access those files
from outside by entering the following URL.

© © 0 0 00 00000 000000000000 0000000000000 0000000000000 0000000000000

= http://web.sfc.keio.ac.jp/~ [your login name] / [file name]

e 0o 0 0 0 0
e o 0 0 00

© © 0 0 00 00000 00000000000 000000000000 0000000000000 0000000000000 00

For example, if the login name is “s11000tk”, and file name is “report.pdf”, the URL will be like below:

© © 0 0 00 00000 000000000000 0000000000000 0000000000000 0000000000000

= http://web.sfc.keio.ac. jp/~s11000tk/report . pdf

e e 0o 0 0 0
oo 0 0 00

© © 0 0 00 00000 00000000000 000000000000 0000000000000 0000000000000 00

Unless you do something specific, files placed in “public_html” will be available to be seen on the
internet at the moment you place a file. Do not place any files which contain personal information,
illegal contents or anything other you do not wish to be seen.



= 1 How to put files on WEB (Windows)

You need software for transferring files to put files on Web from Windows. This section explains the
way to transfer files using “WinSCP”. For more information on how to install “WinSCP”, please refer

to [p.54 Save files on

CNS]

B\ Documents - 510000tk @ccz00.sfc.kelo.acp - WInSCP F=mrEs)
DU ¥—5M) T7OUE) ITVRE) Ey2aXS) AT53(0) UE-PER) ALTH)
OB mBe WP &R Foah - G-
1A KFaxX> b -@ EHEAD| % 510000tk @i HEARB
L Y12 BR EwEw 0| Em 557 B4R BFER
& VEDEDF..  2010/0%.. 1| ¥ 2010/02/041... rw
CnsiMac 2009/12/02 4
wail 2008/04/28 1.
Maidir 2010/02/04 2
My Documents 2010/01/301...
public_htmi 2010/02/04 1.
s10000t 200/01/217... 1w
XPApRCNS 2010/01/21 7... rvx—
XPDatacNS 2010/02/049.

08 of 08 i 0of 0 (4 HRENTLET)

] Q| 0
08012280 of § (5 AFENTLE)
£ F7 74 L5 MO

ALFl0#T
8 SFTPs D wows

T A AR

Dol s e

public html

)12 mEEER)
FiaEOV]R V1w
H—FEEIR [Iw

i UIDEsE
® []GIDmEa%E

A IR Clw 1% ClATw—t
SigE(C) 0644
BRI EEERE)

I[ OK ]I#—wtn [ |

) 2]

M Documents - 510000tk @ccz00.5fc.keio.ac.jp - WinSCP. eSS
O-MUL) I—5M) F7OUE) IXVRQ) By>ax(s) AT2a2(Q) UE-MR) NLF(H)

DIEE T T AT 5 iFoant - i@

B4 Kxaxyh - @ 63 63 @ [T { b sr0000tk - &R |k

AT~

L 91X BA P BAX EwE S=zv.. f
B VeSO 201000 | B 2010/02/041.. voeex
11png 53051 PNGAX—%  2010/02/- 1| i CNSMac 20912/024... womr
16,0 96,019 PNGAX=5  2010/02/. 1| i Mai 2009/04/28 1.

BpHyper FFFTRING 977 Ss=tAyh 20100027 1| i Maidr

it EPTErTM TS ;
5, VinsCRink 1503 3=y 2010/0-

XPAPPONS
XPDataCNS

| o 20091109 1... x|

2010/02/04 2...

2010/04/21 7... 1w E
2010/02/049... WX E

0B of 08 i 0of 0 (¢ ARENTLET)

0801228 n 0 of 8 (5 AFENTLET)

G F7 7L 5 NUOHER, > T

Rro#T
8 sy o

01

Log in to CNS remote login server from
“WinSCP”.

Make sure the directory appears like shown
on the left.

02

Right click on @blank space and select “[
FHRLER]-Create New” from the pull down
menu.

03

OEnter “public_htm” for “[HIBT7+ILZ %
(F)-New folder name”, and click @"0OK".

04

You can transfer file by dragging @the file
you want to open to public, and dropping
to @"public_html”.

When the file transfer is completed, the file
is open to public. These procedures is called
“upload”.

If you do upload file, the following address
will be the file's URL.

= http://web.sfc.keio.ac.jp/[~ your login name] /
[file name]
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= 2 How to put files on WEB (Mac OS X)

You need software for transferring files to put files on Web from Mac. This section explains the way
to transfer files using “Cyberduck”. For more information on how to install “Cyberduck”, please refer

64

to [p.54 Save files on CNS].

|’ cez00.sfc keio.ac.jp - SFTP =

» | [ 3 /aifs1601a/510000tk

01

(@) (= w1
— - — .
_Temporaryltems 4.0KB 1/17/10 12:27 PM I_Og n CNS server from ”Cyberduck"
[¥ ._bed2.paf 4.0KB 1/27/10 4:32 PM . . .
[ —beds pot «0K8 1/27/10 541 pu and make sure @home directory is dis-
.DS_Store 6.0KB 1/14/10 10:22 PM
» [l .Temporaryltems 80B 1/17/10 12:27 PM played
» [ CNsiMac 5.0KB 12/2/09 4:39 AM
» [ ete 1.0KB 1/19/10 9:55 PM
» 2 Mail 1.0 KB 4/28/09 3:01 PM
» [0 Maildir 5.0KB 2/4/1011:14 PM
» [ My Documents 1.0KB 1/30/10 12:14 PM
» [ XPAPPCNS 1.0KB 1/21/10 7:29 AM
» [ XPDataCNS 1.0KB 2/4/10 9:28 AM
a| Z 510000tk 228 10/1/08 4:17 PM

& Cyberdu 5 ER BB JysV-u 91YED ALT
%N

S, i

;
[ |0

77 A LOETERE.

© 1INy

AR-2 S

€200 s keio.acp - FTP

B
=
> foacy =] (5 ix] : a
nens B RC IO a
sova—k x ==
D k.~ [laisuiasiooon W)@
~

02

Select@ “[Z77AIV]-File” > @"[#ii8 7+
JLA---1-New folder”.

5onk e i |
ST |
. 1.0KB 4/30/08 12:00 AM
£ ®a 2.0K8 2/6/10 10:10 AM
10 e 0126108 1200 A
F—hA TR »
7% 808 2/4/10 444 P
006 #| ecz00.sfckeio.ac.jp - FTP. [e=}
@ ) ccz00.5fc.kei AN

(][«
FrAIA

» (1] CNSiMac
» [ Mail

» [ Maildir

» [ My Docur
» (1 public_h

HRT A LS B

G 3BT A LT DEMEADLTLIEEW

b [ 5100001k
» [ Wnn

» [0 XPAppCNS
» [ XPDataCNS

BOE 2Z/ATI0H4T
80 B 4/1/08 12:00 AM
1.0 KB 4/10/09 12:00 AM
1.0 KB 2/4/10 12:28 AM

ccz01.sfckeio.ac jp - FTP =]
@9 ccz01.sfekeivacjp |v| [# v

X, RS a

Enter @"public_html” in “[FR 74/l
D EAFILTLIEEW]-Enter  the
name for new folder”.

Click @"[fEm]-Create” to create a few
folder.

04

RER DAY IER Fovary ! EER &k EEER

m [ <«  » | [ /a/is1601a/510000tk -2 W0,

ZrPANE Dk ¥¥Q .

» &3 cnsivac 20K 27510 545 Au From here on, you can drag files you
» (3 Mail 1.0 KB 4/30/08 12:00 AM

» [ Maildir

2.0KB 2/7/10 8:13 AM

‘ﬂ(» T public_htmi o

T.0KB 2/7/10 6:32 AM )I

want to put on WEB, and drop to
@"public_html” to open files on WEB.

> &1 won 808 4/1/08 12.00 AM These procedures are called “upload”.
» [ XPAppCNS 1.0KB 4/10/09 12:00 AM
b (1] XPDataCNS

1.0KB 2/4/10 12:28 AM



2 = 3 How to put files on WEB from PCs located in

the university campus (Mac OS X)

You can transfer files from PCs in the university campus without file transfer software.

06 7510000tk =)
< »|[22]= m| %) Q
@ amac AN
= al ! !
| work CNSiMac CNSMCMac Maildir
[ 72oro7
fal CnsiMac | My Documents XPAPPCNS XPDataCNs
A 77vr-v3y
[§ mm
& =a-vvr
[ wosv
= = o ssmes 7.
feoo 510000tk =)
N3 B £33 -
@ zmac AN
=y 1l L L
] work CNSiMac CNSMCMac Maildir
m FRIRYT
A 77u5-y2y
[ am ‘ | FRIANS Ie
& =1-vvr wHERS
[ eose HTATY 3 VERR
Automator >
DA POV ERREMTS
TANI T3 VERGE... |
0RE. 251 TB 2= 7
o6 $10000tk =]
< sa= m|[ %] Q
€ mac AN
= ¢ L
5 work CNSiMac CNSMCMac Maildic
[ 72ore7
2% osi ; , o
it cvsimac My Documents XPAPPCNS XPDataCNs
A 7705-vay
[y us [
EIRKET ALY
& =a-vv0 o
B eo5v
o OURE. 25178 25 = .
000 [ 510000tk -}
< 2= m| % Q
€ AN
= i i i
4 work NsiMac CNSMCMac Maildic
[ 72or7
ff} cnsivac My Documents XPAPDCNS XPDataCNs
A 77vr-v3v
[ a= !
ic_hml
é oy public_h o
0 eore
OFE. 251 T8 2E Z,

01

Open “CNS_HOMEDIR” on desktop.

02

ORight click on blank space, and select @"[
T+ IUZ]-New folder”.

03

Name@ "[BIRARRE 7+ IVZ]-Unnamed
folder” as “public_html".

04

Save the folder you wish to open in @“pub-
lic_html".

This concludes the upload.
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2-4

Open web site from PCin the university
campus

01

Open @'[2>Ea1—4Z]-Computer” from
desktop.

02

Open "y b7 =T RS54 T1-@Network
drive” in “[/RY 21—/ Z]-Volume Z".

It is named as ‘Samba x.x.xxx-debian(smb-

xxx.sfc.keio.ac.jp)’. Select the one named
“(Z)" on @detail panel.

03

Right click on @ blank space, and select “[¥f
}21ERL]-Create new” and “[ 7+ & ]-folder”.

04

Name @“public_html” for a new folder.

05

Save the file you wish to open in @ “pub-
lic_html".

This concludes the uploading.



Confirm the uploaded files

®
o
o

SFCBUBEAT BRRE /A
io ¢ Q- dostc )
. Vabootlapan_Coogle 997 VauTube Wikipedia S22 G357 BEES

Activate web browser.

%E

02

+ |qmtp:,-’,fweb.sfc.keio.ac.jp;’»—sl1000lk!report.pfd| l

INSH-E11..GUIDEDS Turtle Cafe hurukawazono SFC-SFS

Enter @"http://web.sfc.keio.ac.jp/~ your
login name/ file name” in the address field
as stated in[p.62 Preparation open file to
web]. Press “Enter” or “Return” key.
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Prevent virus infections

This section introduces the software and services
installed on OS provided by Keio University to
prevent PC from viruses.

Security update

Security update is one of the ways to protect PC from programs with harmful intent.

This section explains the security update for Windows and Mac.

Purpose of security update

Updating is to correct/amend bugs that are found after the release of software, and also to enhance
functional capacity. The examples of bugs are the followings;

Software works in abnormal manner
Files get damaged or disappeared
Easy to get infected with viruses

Software malfunctions that can be misused by a third party are called “security hole”. If you leave
security hole untreated, PC can get virus infections or get attacked.

You need to check the latest information regarding the malfunction of OS and applications, and
keep updated to prevent the damages.



Windows update

On default position of Windows, it is recommended to activate automatic update. Please make sure

the automatic update function is activated.

Important updates for Windows will be done automatically if the automatic update function is acti-
vated. Optional updating program such as updating new functions will not be done automatically.
If you want to activate such optional updating program, please refer to [p.70 Manual Updates]for

more information.

4 - 1 Automatic Updates

Windows 15 installing updates (0% complete) |

Windows Update

@ EELEF OIS LD AN-LERTTBRDICISEL
—5—EBEBUTEE.

Windows (3. EERI7ZAILEF—EANTATLILISTHE
BENTVIME. CNSZEFRTEEEA. BERTIMC
T ERELTIESL.

BEBITONM: 14219

HTENTBR): (108 -]

2:17 AM
2/19/2010

WLLWBRIOTSLI LA —LEhELE A X

T ERIOISLDA VAL ERTTIRDIE. 2>
Ea—5-FRERENELE. 12 b—LEnERi
OIS LERRTDICR. CIEIVOLTLES
(AN

s UTAECe

01

If automatic updates are activated, Win-
dows will download updated programs and
start installing automatically.

While installing programs, “Windows Up-
date” icon will appear on task tray.

02

When the installation of updated program
is completed, the message asking for re-
starting your computer may appear.

Make sure there will be no file unsaved, and
click @"[5 9 CHEECE]-Restart the computer

7

now-.

03

Once you restart the computer, the mes-
sage @ that says the updated programs are
installed will appear near the task tray.

If you want to confirm the updated pro-
grams that are installed, click the message.

69

SNO-04S Heis’ |




4 - 2 Manual Updates

If Windows’ automatic updates are not activated or you want to apply an optional update, please
activate those functions with the following procedures;

@ Intemet Explorer (64-bit)
(& Intemet Explorer

{5 Korea Media Player Center Keio SFC
K orea Messenger Center
Korea Messenger C
@ Mozilla Firefox Documents

@] Windows DVD Maker

f28 Windows Fax and Scan

2% Windows Live Messenger N " " .

£ s e 2 From start menu, select “All programs”. Click
| Windows Live A—F— x—H— o . . .

5 o e @"Windows Update” that is on the list.
‘Windows Media Center

[ Windows Media Player

[l wireshark

-4 XPS Viewer

1 Accessories

Pictures

Computer

trol Panel

o Devices and Printers

1 Cisco Default Programs.
L Felicartt—
)\ Games Help and Support

4 Back

[Shutdown |+ |

Search programs and files

02

| Click @"review updates”.
| | Jmiminiavt SO
i)
If you wish to updates programs other than
optional updates, click @"There are xxx criti-
cal updates are available ".
@Check the boxes for updates you want to
P — Y 2 i stall

install.
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04

“Windows update and Windows Ultimate
Extra” window will appear. Click @"Install
updated program”.

05

Wait until the installation is done.

06

You may be asked to restart the computer
to complete the installation of updated
programs. If so, click @"Restart now” to
restart the computer.

07

If you are not asked to restart the computer,
the window @ that informs you that the in-
stallation is completed.
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Software update (Mac OS X)
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01

Select @[V 7 bz 77 v 77— k-Software
Update” from the menu.

If you are connected to the internet, soft-
ware updates will be checked, and if there
are any updates, the list of updates will be
displayed.

02

Click @"[xEEEZ% >~ Xb—)l]-Install * *
items”. If you are asked to enter a password,
please enter your password for the PC you
are using.

The license agreement will appear. If you
agree with the agreement, select “[RIELE
9 1-Agree”.

If you are asked to restart the com-
puter after the installation, click “[Fi#C
#f]-Restart” to restart your computer.



About the harmful effects caused by viruses

If the PC is infected with viruses, you may face damages and phenomenon such as listed below
without your knowledge.
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Information is released from PC without user’s knowledge
E-mails with infected attached document are sent to general public without user’s knowledge
User’s PC attacks other peoples’ PC on its own.

Virus infections spread from an infected computer to other computers. When the computer is sus-
pected of being infected, its network is shut down in order to prevent the spread of infections.

About anti-virus software

There is a danger for any PC which is connected to the internet to get infected with harmful soft-

ware such as viruses.

You need to be aware that there are various forms for viruses — some break into your PC directly, or
with others you get infected when you view Web pages.

Itis, however, not realistic to expect yourself to pay attention to all those action by viruses. You can
use the antivirus software which will monitor viruses and remove them automatically when viruses
are found.

0 Installing antivirus software }

At Keio University, Kaspersky Internet Security for both Windows and Mac are provided for one PC
per one user. To use this service, you need to apply for the license. The following sections will ex-
plain how to apply and install Kaspersky INernet Security.

You need “keio.jp” account to apply for the license. If you have not activated “keio.jp”, please refer
to [p.99. Use “keio.jp"]to activate it.
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01

If more than one antivirus software is in-
stalled, software may not work correctly.

Trial version of antivirus software is already
installed with some PCs on sale. If that is the
case, then you need to delete such trial ver-
sion of antivirus software.

To delete the software, go to start menu,
and select “Program and Uninstall”.

02

Activate Web browser and go to “keio.jp".
= http://keio.jp/

Enter your Keio ID to log in. Once you log
in, click @ "[V7bIIT7SAELVAEWAE] -
Software Licensing Center”.

03

The “[VT7 b7 54t AEE] - Software
License Center” window will appear like
shown on the left. Click @"[Z 1t X—&]-
List of license”.



Windows)

SAtuaE— O A7 | HE
FRRREAEEIEE] SR | &=

SRR | M L

) [trEseiez

EERO-C7) | HARRESETEE suo
T WAREOREREE | TR

VELESE PR G 08 T BN DAATUET,
Lomten e I LAY
AT ARRCE

& ooz ems s am L REE T g

Yz PRAS M AmE 8. sy

Lomation <312 A—W(HAL

.
File Download - Security Warning S

Do you want to run or save this file?

]| Mame: kavkismsi
& Type: Windows Installer Package, 113MB
From: ficensing.keiojp

[ FRun ] [f see | [ Concel |

(g hie fles fom the Intemet cn be use Rl s e ipe son
I patantislly harm your computar. fyou do net frust the scurce, da
W notrun or sawe this software $hat = e 1k

Configure Kaspersky Internet Security (for

01

On “[V7bIxT7HIBZ A 1> AEIE]-Obtain
license for using software” window, the list
of available software (“[fIABRIEEZ AR
—&]1") will appear. Click @"[F)|HEHFHEEZE\D
BEHLE]-Require consent to the license
agreement”.

02

The software license agreement, the precau-
tion in using the software, and the condi-
tions for the usage of the software will ap-
pear. Please read them carefully and confirm
the contents.

If you agree, click @"[FE Y %]-Agree”.

03

When you agree with the conditions for the
usage, the message - @'[Z1 tVABR%E
EixLE Lfe]-License information is reg-
istered” — will appear. Click “back” on your
browser.

When you return to the window with the list
of licenses as shown on the left, there will
be a character string of twenty alphameric
characters in the @“[Z 1 > X+ —]-License
Key” field.

This license key will be required to install
software at later stage, so that you need
to write it down. Click® “[#7>O—K]-
Download”.

04

The window like shown on the left will ap-
pear. Click @"Save”.
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05

The location to save the program can be ar-
bitrary. Specify the location of your choice
@, and click @"[fR7F]-Save”. Download will
start. Wait until it finishes.

06

If other programs are running while you are
installing the program, the installation may
fail.

Including the web browser which you used
for downloading the program, all program
need to be closed.

07

Activate the program which you down-
loaded. Double click the downloaded file —
“kis9_0_0_736jp_keio.exe” (as of February
2011).

You can ignore the warning message if it ap-
pears. Click @"[3217(R)]-Run”.

08

The “[fREREDT+IVZDIEE]-Specify the
folder for extract destination” window will
appear. Select @ arbitrary folder (“Down-
loads” folder with this example”), and click

@' [fZ7%]-Extract”.

09

When the extraction is finished, you will see
the window as shown on the left. Click @"[-1
VA ~=JV]-Install”.

10

You will see the window like shown on the
left. Click @"[£35]-Next”.
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11

The license agreement will appear. The
contents will be the same as the one which
appeared at step 02. Click @"[&ZET 5(A)]-
Agree”.

12

The “Announcement on data collection by
Kaspersky Security Network” will appear.
Check @"[Kaspersky Security Network M™%
NMICEE Y %]-Agree to participate Kasper-
sky Security Network”, and click @[/ > X b
—JV]-Install”.

13

Click @ [BLFIRDT 7 T4 X—<3] -Activa-
tion of Release to Manufacture”, and @en-
ter the license key which was displayed at
step 03 for “[7UT74N—23>OA—FDA
71]-Enter the activation code”. Click®"[}£
$1-Next".

14

@Three items will appear as shown on the
left. Make sure you will see @"OK” for all
three items.

It will move to the next window automati-
cally.
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15

The system analysis will start. Please wait for
a while.

16

When the system analysis is finished, the
configuration is completed. Click @"[#87T
(F)]-Finish”.

17

When you restart your computer, Kaspersky
Internet Security icon will be added to the
task tray (icons appeared on the lower right
screen).

The pop-up message will appear when the
updating the virus definitions is required.

If such pop-up message appears, please fol-
low the instructions.

18

Run@ “[Fe2XF+]-Full scan” as a mea-
sure to treat possible virus infection prior to
the installation of the software.

Go to the next step.
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19

Click @"[AF+>/]-Scan” tab.
Click @"[52& X+ > DREFA]-Start Full Scan”

to display the window of settings for Full
Scan.

20

Confirm the location to run Full Scan, and
click “[B8%4]-Start” to start Full Scan.

This concludes the settings.
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10 = 2 Use Kaspersky Internet Security (MacOS X)
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01

On "[V7 b+ T7HIBZA > ABIE]-Obtain
license for using software” window, the list
of available software (“[FIBAIREZ 1R
—%1") will appear. Click @"[FIBEFFHEEZEND
BEHLE]-Require consent to the license
agreement”.

02

The software license agreement, the
precaution in using the software, and the
conditions for the usage of the software
will appear. Please read them carefully and
confirm the contents. If you agree, click @"[
FE 9 5]-Agree”.

03

When you agree with the conditions for the
usage, the message - @[StV AER%E
EixLELf]-License information is reg-
istered” — will appear. Click “back” on your
browser.

When you return to the window with the list
of licenses as shown on the left, there will
be a character string of twenty alphameric
characters in the@ “[Z 1 > XF—]-License
Key” field.

This license key will be required to install
software at later stage, so that you need
to write it down. Click @ “[#7>0O—FK]-
Download”.

04

The window like shown on the left will
appear. Click @"[7 71 IL%Z{R1F]-Save file”.
Download will start. Wait until complete.

If other programs are running while you are
installing the program, the installation may
fail.

Including the web browser which you used
for downloading the program, all programs
need to be closed.



©® OO [ Kaspersky for Mac =]

x 6.6 MB available e

Ka

Anti

persky -

BEHLIEED

L] %
PUAYAR-S <zazn
2.0 f Kaspersky Anti-Virus @+ YA k—JL
&5 ZF Kaspersky Anti-Virus 22 k=3~

ZOYT YT PES YR =T BB BELTF

EhtRRENET.
600 & Kaspersky Anti-Virus @ ~/A k—JL o

AU

000

Kaspersky Anti-Virus® for Mac (3, SRR (63| v (REMAEIC
&Y, MaCE A NABSFYEY. COBBEBLL D &IC
£2T, ZETRAEA DS —Fy MRADRREENRLET,
HEORR

G NAEET -8 N RICB TR SORE

SEEIBRICRERE NSRS —F X~

LR FOADAESD DEE

UTIFA BT ANRS + Y BECFRT 7 ANRE T

DA AR ERT -8 <20 AMES
SATAEE:

Intel 70ty S EEWL I Mac AV Ea—5

Mac0S X 104.11 L.k

512MB DAEY

100 Mb OF £ AL LERE

B3 I( ®i15 _J
04

f Kaspersky Anti-Virus @+ YA k—JL

fEFEFEERI

[ B%

"KASPERSKY LABHE

- 7 EOH B
(LT A

42 FO® RS E]
&, KSHOIHRH L 1o

uvk.) (B%&F.. )
BOO F Kaspersky Anti-Virus @ > X k—lb
“Macintosh HD"iZ i > X h—JL
o LBk
© AR ZOBEIRIE, OV E2—F LI 79.2 MB OFUHR
o SRR LT

O A 2R b —ILSEORR
0 A YA =L OES
AVRAb—I

iU 2 —A"Macintosh HD"ICZ @Y 7 b2 = PEREE
AVAL—ILT BB A YAR—LETYYILT

{rEEW,
(A>% B—MEEEE». )
(FaEeax) @D [EF=T

4

05

Run the installed program. Double click the
file named “Kasperksy for Mac”.

Click @"[1 >~ A r—7Z - ]-Installer”.

06

After a while, the screen like shown on the
left will appear. Click @"[#tl+%]-Continue”.

07

The “[RYI7%&1EH]-Important information”
will appear. Click @"[#%+%]-Continue”.

08

The “[EAFFFE3H]-License Agreement” will
appear. Set the language, and click @"[#t!lF
%]-Continue”.

09

When the “[1VAXM—JL&DEIR]-Select
destination forinstallation” is displayed, click
“Macintosh HD” and @"[#t/+5]-Continue”.

10

“Standard installation on Macintosh HD” will
appear. Click @"[-1 > A k—JV]-Install”.
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11

The window like shown left will appear (the
message says “To operate the installer, enter
your password.”). Enter @your CNS login
name and password. @Click the “OK”

12

This concludes the settings. Click@ "[EEC
%]-Close”.

13

The' (79 74 \—2 a2 FiEDER]-
Selecting an activation method” window
will appear. Check @"[77 714 X—3> 10
— R%fER]-Use activation code”, and click
@' [Zx\]-Next”.

14

The “[77T74X—23>3—FDAJ]-Enter
the activation code” window will appear.
Enter the license key for @"[70 714 X—
3> 30— R]-Activation code”.Click @"[Xx\]-
Next”.

15

The “[#—15%R]-Key information” will appear.
Click @"[# T ]-Finish".

16

When the message — “[Z2EIREET T ]- it is
in safe condition” appears, that concludes
the settings.
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) Welcome to CNS

This section shows you how to apply for using various services provided by
CNS, and the important reminder for using such services.

1. About consultants
2. Services which require applications for their usage

3. Important notes for using CNS
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About Consultants

This section gives you the information on resident
consultants at Media Center who support the services on
CNS as well as the usage of facilities and equipments at
SFC.

About CNS consultants

CNS consultants provide services such as renting out laptop PCs, wireless LAN cards and DVD drives,
and giving advice on various problems related to PCs.

Opening hours for CNS consultant Desk will follow the opening hours for Media Center. As such,
CNS consultant Desk is closed on Saturdays and during the long holidays. When the closing time
for Media Center changes due to natural disasters, functions, or holidays, the closing time for CNS
consultant Desk also may change.

For more information on the opening hours for Media Center, please refer to the web site for SFC
Media Center.

= http://ww.sfc.lib.keio.ac.jp/

The details are as follows:

Location Web site Opening hours

Weekdays 9:20 ~22:30
1st floor at Media Center http://cnscon.sfc.keio.ac.jp/ Closed Saturdays, Sundays,

national holidays, Keio holidays

About renting out devices
by CNS consultants

In order to borrow lending devises, you need to read and comply with the rules stated on the IOU
which you can find at CNS Consultant Desk. When you rent out and return devices, you need to
present your student card (Campus card for staff). If you do not present your card, you will neither
be able to rent out nor return devices.

Furthermore, when you borrow or return devices, you need to come to the CNS consultant Desk
in person. Substitutions are not permitted for both borrowing and returning of devices. For more
information on renting out devices, please refer to the web site on CNS consultants.

= http://cnscon.sfc.keio.ac.jp/

The devices for rent are as shown on the right (as of March 2011).



Devices for rent Model Note (

IBM ThinkPad T510 CD-DVD-ROM readable
Laptop PCs )
Apple MacBook 13 inch CD-DVD-R -RW writable

Possible to connect with USB1.1, USB2.0
DVD Drive |+O-DATA DVRP-iUP2 CD-DVD-ROM readable
CD-DVD-R -RW writable

Wirelss LAN Card BUFFALO WLI-PCM-L11 PC Card Type Il IEEE802.11b

N
. .
List of software for laptop PCs for rent S
3
8
This is a list of software which is already installed to laptop PCs for rent by CNS consultants. The 3
available software is as listed below (as of March 2011). 2
3
Usage Software (Z)
(7]
Browsing PDF files Adobe Reader
Compression / Extracting Lhaplus
Mozilla Firefox
Internet browser/ pseudo Unix
Cygwin
JMP
SPSS(PASW Statistic)
Data analysis
SAS
R
TeraPad
Text Editor
Xyzzy
GIMP
Graphic related Inkscape
Processing
Becky! Ver2.

Email software
Mozilla Thunderbird

Office Microsoft Office 2010
Quick Time
Sound/Images
RealPlayer SP
PuTTY
Network related WinSCP

Tera Term

Kaspersky Anti-Virus for windows workstation
Adobe Flash Player
Others Java Development
SWI-Prolog website
SWI-Prolog development
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About AV Consultants

Video cameras, digital cameras and related equipments for research, academic and study purposes
at the AV Consultant Desk on Tst floor at SFC Media Center.

Lending period: four-day and three-nights for SFC students, and eight-day and seven-nights for
staff. For the devices whose use is restricted to the inside of the campus such as a remote controller

for DVD player and a slide holder for scanner, you need to return it on the same day.

Borrowing procedure: Fill out an AV Equipment Loan Form at the AV Consultant Desk, and present
your Student ID Card (campus card for staff). AV consultants will check a device and lend it to you.

Returning procedure: You need to return device to the AV counter before due date. You need to
present your student’s card (campus card for staff) when you return device. AV consultants will
check device, and you need to sign the “IOW for AV equipments” to confirm its returning.

Important notes:

«  You need to read carefully and comply with the “rules for borrowing AV equipment”.
=http://www.sfc.lib.keio.ac.jp/general/kisoku.html

«  The lending period will be shortened prior to the closing of Media Center due to Summer and
Winter holidays. It may also change due to the academic calendar.

- Ifyou do not present your own student ID card (campus card) in person, you will not be able to
borrow any AV equipment.

- One student can borrow one equipment except specific devices.

- If you want to borrow additional equipment, we need to edit the 10U for already borrowed
equipment. Please come to the AV Consultant Desk. Return date is the same day for the first
equipment you borrowed.

- You cannot reserve equipment in advance.

+  You must return equipment in person.

- You cannot lend equipment to a third party. If you are using equipment with a group of people,
the borrower must take full responsibility for equipment until it is retuned.

- The borrowing period cannot be extended. If you wish to borrow equipment again, you need
take the borrowing procedure once again.

« If you lose or damage equipment, please come to the AV Consultant Desk immediately.

- Ifyou lose or damage equipment, you will have to either replace it with identical equipment or
pay the cost for replacement or repair.

- If you delay in returning equipment, or are found to have problems in handling of equipment,
your eligibility to borrow AV equipment may be temporarily suspended.



Location Web site Opening hours
http://www.sfc.lib.keio.ac.jp/eng/ During semester 9:15 - 22:30 (Weekdays)

Media Center, 1st floor, AV Consultant general/avcir.html 9:15 - 18:30 (Saturday)

Desk During long holidays 9:15 - 17:30 (Weekdays)
http://avcon.sfc.keio.ac.jp/portal/ 9:15 - 15:30 (Saturday)

% The desk is closed on Saturdays11:30-12:30

About Available AV equipment

There is some available equipment as shown in the table below.

AV equipment

Video camera

Digital still camera
Digital recorder
Others

(Last-Modified: March, 2011)

Type

Sony VX2100

Panasonic DVX100A

Sony HVR-A1J

Canon iVIS HF S10

Sony Cybershot DSC-R1

Sony PCM-M10

Video light, Tripods, Headphone
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Service which require
applications for their

This section explains the CNS services which require

application and software of which license can be issued,
and how to apply for them

Services which require applications for
their usage

wita Hiyoshi Stinanomachi Yagani sid 0 1
Shonan Fujisawa Information Technology Center

If you use a specific network via CNS, you
need to submit the application.

News

« [Important] IPP printing on MacOS X 10.7 Lion (Jul 26, 2011)
« [mportant] Kaspersky Anti-Virus for Mac is NOT compliant with Mac OS X v10.7 "Lion

* Wt rooms il cose duing s . (1 15,201 Access to the ITC web page, click @ "Ap-
P (1] plications”.

Information Providing Service for the case of Planned Outage

Wm « [Important] Backbone Networking Devices will be replaced from August 11 o 16, 2011
« [Important] Keio Mail mail-sending service failure on July 30  (Aug 1, 2011)

We prepared the page about “Information Providing Service and FAQ for the case of Planne
Please click here for the detail

Last-Modified: August 2, 2011

02

Select the application you wish to apply, and download the application form. Enter the neces-
sary information, and submit it to the ITC desk.

The services which require application are listed below:

Name of service Eligibility Note

Application for use of outside You can send emails from the network inside the campus
Students, Staff

SMTP server via mail server of outside of the campus.
Staff You can use file sharing software inside the university

P2P file Sharing Software
(Responsible person) campus for research purposes.

You can create mailing list which can be used for “circle”

Mailing list Staff only . . . o

activities (university clubs and societies) and lectures.
Shared Work Space Staff only You can use shared work space on CNS.

You can use the video meeting system which can be used
Remote meeting system Staff only

for remote meetings, lectures, and events.

You can connect devices to CNS, and obtain host name
Connecting CNS devices Full time staff only .

and unchanging IP address.
Application for sub-domain Full time staff only You can obtain the sub-domain using for laboratory.

Application for sub-net Full time staff only You can obtain the specific sub-net for laboratory.



Site licensed software

Keio University and SFC offer a variety of site-licensed software to students. Site-licensed
software can be installed to student’s personal computer while being in the university. For
some software, you can submit an application, and for others you need to fill in the application
and install at the ITC service desk. The list below shows the available site licensed software (as
of March 2011).

Name of software Description Person who can install the software
N
LabVIEW Graphical programming environment Students ;
JMP Statistical analysis Staff, Students o
~+
Mathematica Technical calculation software Staff, Students 8
=)
SAS Statistical analysis Staff, Students o
(o]
SPSS Statistical analysis, Data Mining software Staff, Students P
Amos Analysis of covariance structure software  Staff, Students 5
) o
Microsoft software Staff Z
w
Becky! Internet Mail Mail software Full-time Staff , students
FAME Database management/analysis software  Staff, researchers, students
Adobe software (Purchased) Staff
MATLAB Numerical analysis software Staff
ChemBioOffice Chemistry-oriented analytical software Staff, Students
Kaspersky Internet Security Security software Staff, Students

Shonan Fujisawa Information Technology Center o 1

Keio University

Access ITC's web site and click @”Software”
e Networking Devices wil b regaced fom August 1110 18,2011 > “Site Licensed Software” from the menu

il mail-sending service failure on July 30  (Aug 1, 2011)

fing on MacOS X 10.7 Lion  (Jul 26, 2011) on the |eft,
’ pi “Lion"

= http://ww.sfc.itc.keio.ac.jp/

Information Providing Service for the case of Planned Outage

We prepared the page about "Information Providing Service and FAQ for the case of Planned O
Please dlick here for the detail,

Last-Modified: August 2, 2011

02

|ws|a icensed Software
—— Select the services you wish to apply, and
- e click @"Detail".

i
e

[

You just need to follow the instructions
B P which are stated to each software.

dobo sofware Purchased]| Saf Dot

vaTAS stat Dot
ChonBio0fies St Students Dot
Kasporsky Inlomet Socurly | Siaf, Students

Important note 6

+ You noed 1 ffe yoursea 0 applcation o
+ You noed o present yourstudont 1D card (Ko Campus car).

Sorvice Desk
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Important notes for
using CNS

CNS is a common resource shared with over six thousand
people. You need to take responsibility in your own
actions to make campus life be better.

CNS is used by over six thousand people. Computers and networks are common resources for all
users. We have listed some important notes below. Please refrain yourself from any activities which
could cause inconvenience to other users. For more information, please refer to “SFC-CNS: Rules
and Regulations for Use”.

Do not eat or drink while you are using the
computer

Computers and other devices contain delicate equipment, so that eating and drinking are strictly
prohibited. Do not place food, drinks, wet umbrella, clothes, and your baggage on computer. You
cannot drink any drinks including those with a lid or a cap.

Do not occupy computer

There are only limited numbers of computers available. Do not leave computer for long time with
logging in, since it will cause inconvenience to others.



If you forget to bring AC adapter for your laptop PC

At CNS Consultant Desk, we lend AC adapter addition to the equipments such as laptop PCs, DVD
drives, and wireless LAN cards. However you can use AC adapter only inside the CNS Consultant
Desk.

About CNS Consultant

CNS Consultants respond to various questions related to PCs and CNS. If you have any trouble
with PCs and CNS, please come to the CNS Consultant Desk. However, regarding questions
related to the lectures, please ask SA/TA or teaching staff.
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E) Web sites on SFC

1. Use SFC-SFS
2. Refer syllabi

3. Use keio.jp

4 Use Global Campus

5. Use Wellness System

6. Refer to web-site of Media Center

Changing Password
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Use SFC-SFS

SFC-SFS is an abbreviation of “Shonan Fujisawa Campus -

Site for Communication among Students, Faculty & Staff”.
It is a supporting system for communication among stu-
dents, faculty and staff. You can view various information
about lectures and conferences.

SFC-SFS Ban i gy 01
i
2| e Access the log in page for “SFC-SFS”".

243 = MDY T, BEORA €M Lk T,
M

FERINLT: MR SRR T, MR A DRI S TEE A

= . = https://w.sfc.keio.ac. jp/sfc-sfs/

—avw

Enter your CNS login name and password,
and click “[A% 1 >/]-Log in”". You will see the
P — window like shown on the left.

ous

e 02

o L=

wEna

Q' [MyEFfEIE]]-My Time Table”, you can view
lectures you are taking.

CFE DEETNICE

NN

R PRLCHE R TANTLE T,
W R A
G

VIS — 201 G P )

—anv

| WERAE | PR RE—Y
EMEEEI T T LT~ TIET.
HTHH A W B LIS TR AFFALLKE,

" - - + - P

SFC-SFS e e o 0 3
a9

B
TA/SATHIA FHF. R EL
5201 05 BN FAREE 28R

— You can view the detail of each lecture you
are taking by clicking the name of the lec-
ture on step 02.

o -

On this page shown on the left, you can
check syllabi of each lecture, download ma-
terials given out at a lecture, submit your
course work, and apply for “staying late at
campus”.

10




—Q\ % QU] WERE

Ve

TOP FEE TRFEA AR MYEFFD RS AR

[F5 1TUT B

Hrast
« 2000704702 - 20 O3z 1 HLE.
o - SRAKIT AFE LI B S M D O S A SR T .

WFROBIET S =7

« Step-1:MSEHAILY. AT fEta= i e T

« Step-2uEEETET OB | FMOEOHLIFRE T MYSRTREE (R 1 ZHENIL T, S50
FIREETHI T FTHOT. FEIE@ES T I, 3Bh0- A5 - ErET775 =5

« Step-3:TMYEHRASICRD | SIEMU R REEESL T, BEIENEE T8 Coam
FoENTELLIITYET .

« Step-4: SFHADBEE B NG ALENVEE S TS, [BIEREE I IE(T0MMYeRag|iE
AL FEAMSEESL TRIER SRR F N TE LI T T SEESBUETE T

04

@O0n “[7Z]-Plan” page, you can make a
plan about courses and lectures for current
and coming semesters.

When the syllabi are announced at the end
of the semester, your course/lecture plan
will be displayed with the time-table form.

You can search and add from your gaps and
space as well as from your syllabi.
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Refer syllabi

About class & seminar

@ How to search “summary syllabi”

s

e
201058 REOE

: | 08 | || ASEEHE
WEETE aECR
« MREDHE | 1 1405 05 DA 2020
~EE MGE - R EE o+ | MESEOHR

Fl o ]
L
S o | aae

R TR
@ i | L.

PR
-
Wi e

01

Access “Summary Syllabi” page.

= http://wu.sfc.keio.ac. jp/course2007/sumary/
class_list.cgi

“Summery Syllabi” page contains informa-
tion about all lectures. It is an open page
for students to see what lectures are offered
and their detail information.

How to search “Seminar Syllabi”

01

Access “Seminar Syllabi” page.

= http://wu.sfc.keio.ac. jp/course2007/seminar/

This page contains detail information about
seminars offered at SFC.



Use keio.jp

“keio.jp” is a generic name for a common/unified authen-

tication system at Keio University. You can use various
services such as registering for courses, viewing your
usage situation of library, and find information on lecture
cancellation and supplementary classes.

Preparation

You need to obtain your ID before you use services at “keio.jp”. Obtaining your ID is called “activa-
tion”. You can do the “activation” from “Activation System” page by agreeing with “Terms of Use”.

Keio. jp = http://keio.jp/
Terms of Use

Activation System

= http://ww.sfc.itc.keio.ac. jp/en/keiojp_rule.html

= https://activation.keio.jp/stdact/

Keio ID and its password issued after the activation are different from CNS login name and CNS

login password, respectively.

C Catanns Gladio Fortior — ~ keiojp | i‘ -

o W Bist
|l H-1F (User's Guide

[+ i
B YR —h(Support Desk)

@ FELA D)L T (RELERFTOBEL LITHPTHEHSELET . bl i@l
<T;§L£ (2009/5/18)
SBEHP

hittp./ /e gakujikeio ac.jp/

AT L (T )
http://m gakujikeioacin/

WF IV —iay

) 1l EERREE
PRl Ve v I FEEEOATL
ET I FIOETIER 1 SRR
FBWEBVATL J LfE2RU-L T —ER
il SRRV [ z 5
HE [ WebTUNI=VA7 4
[ | [ ErETa LR e

( )
( )
( )
( )
( )
( )

120 FEE

Copyright{C) 2003, Keio University All rights reserved

01

Access “keio.jp” home page.
= http://keio.jp

@Enter your Keio ID and Password.

02

When you see the window shown on the
left, you have logged in.

You can refer to information on lecture can-
cellation and supplementary classes, obtain-
ing license, and other data managed by Keio
University.
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View information on lecture cancellation and

makeup classes

my o2y T AAs

[ BBl WebMall I KOSMOS My Library ]
[ VISP SRS [ YRERATA ]
[ BT TS MWOEPIER ﬁ [ FEAAR ]
[ FERS L 1 BEIfEAb-LY-ER ]
§ TN oy s s ]
[ HRSAE I WebIhU—537 4 ]
[ FRRILZAPIe-Learning | BIFHFRRLIRELNGEEE |
( SDM e-Learnine YAT4 [ #mEEcsiveecmes |
[ TR GEHASSR) ]

[fzo-t%% |

T 7 |

1U-HEE |
1Poh

[ [y tek-3eY
SRIEELAL e LTI GBI [LEUET,
—BFFIFEETL, RIDSCYEELTEE

Issue Software License

LY, keio.jp AP AL TELELID, BEREA— LA FIR TSEVIDFORENED
FTOT, FHOI TEIIS .

AU LUF oy —% IS,
p//keiojp.itc keio.ac jn/info/grad201 103 . html

FFIVr—ra

IRTFEIFTFHE LERIBCLLBI R

HEEE- O A/ ERCE BS)

BBl Webhail) ] [ KOSMOS My Library ]
—
L PEICTEEN et iT) | W EIESAT L ]
WF 2=+ IL/DEFDEL ] FRARAR ]
FBWESTAT L ) [ BEEREANY =LY —EA ]
TR EPEIE AT L ] [ 524 5 ]
SRERE ] [ WebI/hU—SAT 4 |
TAFRAEA FIe—Learning il ]
)

SDM e-Learnine 274

BT TR GERA SR

§AD—FEE

Vb THRS £ ART
Location: <5 2553 (AAY>

B OFCATUET,

HRSHE
BRI A ASHIET T B 7 TS, AT A4 TR TEET,
ST B HRE I TOT, FIB SRR L b, FIEIR I ABEDs, SRR,

ST PRI AL IA T DR LA B LRI Y
S AR AR AR R T T, WAL Taa,

AT

o 2010704701 Kaspsreky Itermet
Kasost

10, Kasparshy Arti-Virs for Mo, Bockal Intarnst a0 201 DS EFR
ERIAL I,

01

Log in “keio.jp”, and click ®"[#EWEBV R 7
1s]-Academic affairs web system.”

02

You can use various services from the win-
dow shown on the left. All information on
lectures will be posted on the @"[{Kks&-##
F2153R]-Information on lecture cancellation
and makeup classes” section. Please refer
this page.

01

Login “keio.jp”, and click @"[V 7 b0 7541
t > XA E1§]-Obtain software license”

02

Click @"[Z 1t > A—&]-List of license”.

Find the software you wish to use from the
list of available software license, and check
"FIREBENDREEHNHE] -Require the
agreement for Consent to Use”. When you
agree with the consent, a license key will be
issued.



Use Global Campus

SFC Global Campus is a web site which share lectures
given at SFC globally and support people who study
outside of the university.

EI0 UNIVERSITY
SFC GLOBAL CAMPUS 0 1

Access “SFC GLOBAL CAMPUS” home page,
and click the name of the lecture you wish
to take from @the list on the left.

= http://gc.sfc.keio.ac.jp/

BEBEFORE
Bwse

RES

By clicking the name of a lecture, the page
for each lecture will appear (as shown on the
left).

You will find a list of names for each session.
Click the one you want to see.

BRCFAL UL
BEI12 Flash Playerti B B ET .
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Use Wellness System

At SFC, reservation for physical education class is managed
by web system. You can reserve physical education class
and view your attendance.

01

Access to Wellness System.

=> https://wellness.sfc.keio.ac.jp/V3/

@your CNS login name and CNS login
password, and click @"login”.

02

You can view various information about the
physical education courses.
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Refer to web-site
of Media Center

You can search collections at Media Center on internet.
You can also find the opening hours of Media Center.

Media Center

01

Access the web site of SFC Media Center.

= http://ww.sfc.lib.keio.ac.jp/

02

From @ the calendar shown on the left on
the window, you can find the information
about the opening hours of Media Center.

S8lsgd9M O4S" € (

W

KOSMOS

CAIBIL AARA

01

Access "KOSMOS”".

=> http://kosmos.1ib.keio.ac.jp

02

Enter the key word in @the blank field, and
click @"[#&%]-Search”, you can search all
collections at Keio University with the key
word you entered.

y

MR esd

AT RTAE
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Changing password

This section shows you the links for changing various
passwords.

coochlogin password ® © 0 006 0000000000000 000000000000000000

Purpose:
To log in PCs at CNS special classroom
To log in communication server
To login SFC-SFS

Web site to change CNS login password:

https://itcsecure.sfc.keio.ac.jp/accounts/login/

@0 0600000000000 0000000 00 00
@00 0000000000000 00000 0 00

© © 0 0 00000 0000000000 0000000000 000000000000 0000000000000 000000000 00

...CNS IMAP/SMTP_AUTH password ceeeeccsccesssssesssnnne

Purpose:

To receive messages on IMAP and to use for Web mail
To send messages

Web site to change CNS IMAP/SMTP-AUTH password:

https://itcsecure.sfc.keio.ac.jp/accounts/mail/?lang=en

@0 0 0000000000000 000 00
@0 0000000000000 000 0 00

© © 0 0 00000 0000000000 0000000000 000000000000 0000000000000 000000000 00

oooIPPpassword ) © © 06 0 0000000000000 0000000000000000000000o0

Purpose:

To print out from the CNS printer with using own PC Web site to change IPP password

Web site to change IPP password:

o0 00 0000000000000 0 00
e0 0 0000000000000 000

https://itcsecure.sfc.keio.ac.jp/accounts/ipp/?lang=en

© © 0 0 00000 0000000000 0000000000 000000000000 0000000000000 000000000 00
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o0 0 0000000000000 00 00

o0 00 0000000000000 0 00

o0 00 0000000000000 0 00

o.okeio.jppassword ) © © 0 0 0 0 0000000000000 00000000000000000000o0

Purpose:
To use “keio.jp” services
Web site to change “keio.jp” password

http://keio.jp/

© © 0 0 00 00 0000000000000 000000 0000000000000 0000000000000 0000000000O0

--DB password for personal home pages ---:----o0o0cee

Purpose:
To use database from personal home pages
Web site to change DB password

https://itcsecure.sfc.keio.ac.jp/accounts/db/

© © 0 0 00 00 0000000000000 000000 0000000000000 0000000000000 0000000000O0

---DB password for shared work space +------ccoeeeeeee

Purpose:
To use database from “Service to provide www-space with virtual host name”
Web site to change DB password for shared work space

Possible to change only with command.

© © 0 0 00 00 0000000000000 000000 0000000000000 0000000000000 0000000000O0

.

e0 0 0000000000000 000 @00 0000000000000 000

S8lsgd9M O4S" € (

e0 0 0000000000000 000
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Unable to connect to
wireless LAN

If you cannot connect to wireless LAN, there are two ways
you can try to solve the problem.

Switch for wireless LAN must be “ON”.

With some models which have the switch for wireless LAN, it is possible for the switch to be “off”.
Please make sure the switch for wireless LAN is “ON”".

With some other models, you can switch ON and OFF for wireless LAN with function keys. Please
make sure the switch is “ON”.

The actual procedure for switching on and off wireless LAN will differ for different models. Please
refer to the instruction manual for your laptop computer.

Reconfigure settings for wireless LAN

If you cannot connect to wireless LAN though the switch for wireless LAN is ON, it is possible that
the settings for wireless LAN is incorrect. In such case, the problem may be solved by reconfigur-
ing the settings for wireless LAN.

3 -1 Reconfigure the settings for wireless LAN
(Windows)
01

You need to delete the existing settings for wireless LAN which may be causing the problem in
order to reconfigure the settings. Go to “start menu”, and click “Control Panel”.

02

Select “Network and Internet”, and click “View network status and tasks”.

03

Select “Network and sharing center”, and click “Manage wireless networks”.



04

Select the settings which you wish to delete, and click “Delete”. Delete the settings such as “CNS”
which are related to the settings for CNS.

05

Click “OK”. This will conclude the deletion. You now need to configure the new settings for
wireless LAN. Please refer to [p.12 Connect your own PC to CNS].

3 -2 Reconfigure the settings for wireless LAN (Mac
0S X)

01

You need to delete the existing settings for wireless LAN which may be causing the problem in
order to reconfigure the settings. From Apple Menu, click “Settings for System Environment”.

02

Click "[%&w kT —7%]-Network” > “AirMac” > "[E£ffl]1Detail".

03

Click” = "from “[ff>feT EDH B % v b T—7 ]-Networks been used”
to delete the settings related to CNS.

04

Please refer to [p.12 Connect your own PC to CNS]to create new settings for wireless LAN.

Still cannot get connected to wireless LAN---

Please come to CNS consultant desk or ITC support desk. For their location and opening hours,
please refer to [p.131 Contact information].
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Unable to
send/receive emails

If you cannot send/receive emails, several miss-settings
can be thought. We shows you the examples of frequent
miss-settings

Make sure that you are connected to the
internet

S

If you cannot send/receive emails, it is possible that you are not connected to the internet. In par-
ticular, wireless LAN connection is often displayed as being connected whereas the actual connec-
tion is not established. Hence you need to make sure that the connection is actually established
with browser. If you are found to be not connected to the internet, please refer to [p.108 Unable to
connect to wireless LAN].

Make sure that the mail account settings are
correct

®

Your mail account might be incorrect. Please refer to [p33. Account settings for Thunderbird].

When you cannot send emails

©

If you cannot send emails despite correct settings of CNS mail account, it is possible that internet
service provider (ISP) is adopting Outbound Port 25 Blocking (OP25B) as one of countermeasures
against spam mails. The OP25B blocks the connection to the No.25 port which is a port for receiving
emails from outside of the ISP networks.

When you cannot send emails from inside of
the university campus with using mail server
other than CNS.

CNS is adopting OP25B as ISP. You need to confirm the alternative port with the administrator of
the server which you wish to use. If you do not have the alternative port, you need to apply for use
of outside SMTP server. To apply, please refer to [p.90 Services which require applications for their
usage].

®)



Use several
email accounts

This section lists the important notes when you use CNS
mail account and other mail account.

When you use several mail accounts

Most mail software correspond to use more than two mail accounts, and it is possible to manage
several mail accounts such as CNS emails and emails account provided by other services with the
same mail software.

In this section, we show you how to add email account with “Thunderbird”. For other email soft-
ware, please refer to ITC home page > Computer > e-mail > SFC-CNS e-mail> X —Z & EHI(Japanese
Article)

= http://ww.sfc.itc.keio.ac.jp/

01

If you want to add email account other than one with CNS, the procedure will be the same as the
one provided by CNS. The only difference will be the settings information. Please refer to [p.33 Ac-
count settings for Thunderbird]for its procedure. Please contact the service provider for informa-
tion for settings.

510000 @sfc kelo.acp Although you can specify more than one outgoing server (SWITP), this is only 0 2

recommended for advanced users. Setting up multiple SMTP servers can cause errors
when sending messages.

510000tk - smip.sfc.keio.ac.jp (Default) Add...
(2]

Cate ) If the sending server is not added, you need
s to add the sending server manually. Click “
oo [ V—Jb:Tool” > “[7HTVFERE]-Account
=== 'Y N Settings”. Select @Outgoing Server (SMTP)

S Tt CTWT and @Add.

‘Account Actions ~
(Cancel ) @O
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Settings

Description: | 510000tk@sfckeio.acjp o

server Name: | smip.sfc keio.ac.jp |

Port. lssi Ibehun' 25

Security and Authentication

Connection security:

Authentication method:

User Name:

[ Encrypted password

|
510000tk @sfc.keio.ac.jo| e

= [as) o

| Account Name: [510000t@sfc kelo.ac o

Default Identity

Disk space
Outgoing Server (SMTP)

Each account has an i
they read your messa

Your Nar

Organiz

(dentty, which is the information that other people see when
ges.

me: Kelo Taro

Email Address: | $10000t@sfc keio.ac p

Reply-to Address:

Signature text: (] Use HTML (e.g., <b>bold</b>)

(O Attach my vCard to

(O Attach the signature from a file instead (text, HTML, or image):

Use Default Server

B e S s g

g

03

As an example, we explain the casefor
adding CNS sending server. Enter/select
information as shown below:

@'[—/\&]-Server Name" smtp.sfc.keio.
acjp @"[R—hrFES:]-Port" 587

©'"[IZ#:D1R#]-Connection Security"
STARTTLS

0" 25 A ]-Authentication method"
"[BEE{bEN /N T — FEREE]-Encrypted
password"

O'[Z1—*4]-User Name" Your login name

Once you enter all necessary information,
click @"0K".

04

On newly added mail account, you need
to configure the settings for new sending
server.

Click @the mail account you have just add-
ed.

For ®@0utgoing Server (SMTP), select ®the
outgoing server you added, and click @"OK".

This concludes the settings.

05

On the left side of the main window, @the
new mail account should be displayed.

Open the Inbox for the added mail account,
and make sure that the @Sender is the mail
address you have specified.



Important note for using various mail accounts

At CNS, connection to the no.25 port which is for sending mails with servers other than CSN is re-
stricted in order to prevent sending spam mails to outside of the campus. If you use outside mail
account such as ISP, you need to confirm the alternative port. If alternative port is not provided, you
need to apply for use of outside SMTP server.

If you want to set an email address by services other than CNS as a sender for emails sending from
the campus network, you can use CNS server only as a sending server. Some ISPs provide alternative

means as CNS being providing Submission port, please find out about the information about your
ISP on this regard.

Using CNS mail account as a main account

If you want to use CNS mail account as a main account, you need to configure the automatic email
transfer with other mail account to CNS email address. For detail information on how to configure
automatic email transfer, you need to contact the provider of which you are using the service.

Using other mail account as a main account

If you want to use a mail account other than CNS mail account, you can configure the automatic
email transfer by changing the settings of mail server.

For detail information on this regard, please refer to [p.123 Settings for transferring emails])
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Unable to print out data
sent from your own PC

This section gives you the important note on using
printer in the university campus, and show you what you
can do when you cannot print out from the printer in the
university campus.

Review the account settings

Many troubles related to printing is due to the mistakes on account settings and password.
Frequently occurred problem is that the password get changed by choosing “re-issue” at the time
of confirming one’s password. As a result, the printer which has been available up to the point

becomes unavailable.

If you are confirming your password, please do so from “Confirm the current password” menu.

Printing does not start though printing
has already started from the touch panel

It will take time to print for file with large size. Especially if you are trying to print out directly from
software such as Photoshop and InDesign, this often happens.

In order to print out without fail, it will be better to convert the file to PDF instead of printing out
the file with PSD or INDD form.



| forgot my CNS
password

This section contains the list of passwords which are re-
quired to use various CNS services, also explains what you
should do when you forget your password.

ooochlog in password © 0 0 0 0000000000000 00000000000000000 00

You need this password for using CNS services.

If you forget your CNS log in password, come to SFC-ITC CNS/ERNS Service Desk with your Stu-
dent ID card or Campus Card.

ee 0000000000000
e e eo0 0000000000

© © © 0 0 0 000000000 00000000 000000000000 0000000000000 0000000000000 000

...IMAP/SMTP_AUTHpassword L eesssesssescccccscsccccnns :

You need this password to send/receive messages.

If you forget your password, you can re-issue the password from “Apply for IMAP password”
with your CNS log in password (please be informed that you will need your CNS log in password
to reissue IMAP/SMTP-AUTH password).

=> https://itcsecure.sfc.keio.ac.jp/accounts/mail/?lang=en

e e e 0000000000000 00

ee 0 0000000000000 00

© © 0 0 00000 0000000000 0000000000 000000000000 0000000000000 000000000 00

oo-IPPpassword ) © 6006 0606000000000 000000000000000000000000o0

You need IPP password for using SFC printer from your own PC.

VROV

If you forget your IPP password, you can reissue your IPP password from “Apply for I[PP”".

= https://itcsecure.sfc.keio.ac. jp/accounts/ipp/?1lang=en

o0 0000000000000 00
@00 000000000000 00

© © 0 0 00000 0000000000 0000000000 000000000000 0000000000000 000000000 00

W
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...”keioojp"password........................................

You need “keio.jp” password for logging in to keio.jp.

If you forget your “keio.jp” password, you need to fill and submit the form at SFC-ITC CNS/ERNS
Service Desk.

ee 000000000000
e e e 0000000000

© © 0 0 00000 0000000000 0000000000 000000000000 0000000000000 000000000 00
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Troubles on Mac in the

university

This section shows you how to deal with the troubles with
Mac located in the university campus.

To find CNS Tool, go to @“[77 1) r—</3>/]-Application” > @"CNS_Tool".

How to use CNS Tool

Activate tool of your choice. Please refer to the following sections for functions of each tool.

=7

s2(=m] [ 3

7ou3av

‘Adobe Photoshop Cs2

APFUT-yaY
Q

n%

aaaaaa

2 5
Applescript Automator Big Bang Board Games
a
s Chess NS _Tool e
& ®
Y
Comic Ufe Cyberduck Dashboard
* 61 AR, 538G mE 7
ano [ eNs_Toal
D = BEDES a
A
@ zmac b 3
Wark ¥ / ¥
| Hp-16002 a CNSMacE M DES NSO A IiRT — KRS Ky oume
503

T

¥
0w o771 N8R

~ o

O -FOAT 1 FH—/{
(2]

P

P LJCNs_Tool
<|> | [BY =] m]m )£~ Q
A
@ zmac b S
Work ¥ f ¥
| HD-16002 a CNSIMacEDES NSO YI{AT— KEE Ky oamE
- » ¥
= 027 71 AR HOL-SDAT 1 7Y—1%
2 L 2]
- ama —

01

You can change your CNS log in password

from CNS Tool.

Open “CNS_Tools” which is in "I —F711)7F

«:Utilities” folder.

Double click on @"[CNSAY A > /N\AT—R

Z&E]-Change CNS login password” in “CNS_

|u

Tool” to activate.
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CNSR 2’4 VSR — FDEH
(Changing your CNS login password)
CNSHE 74 YRR — FEEZTHI =Y TT,
You can change CNS login password at this page.

EPERZ 3 EEE
Cirias) +10000%k

BHED /AT —F JR—

2AAT— FOBS
(Strength of password)

(Current Password) "0
FLVART—F S—

G raa | Feeeee

L ARY - FORR
(Confirm New Password)

e
527 — FIRiRA FOSHBBETT,

o 6XFLEDRE, B XFETHAT, ZhLUBOXFIRIHEAINL)

© 2XFYEOEF, BIT 1 XFULOBFS L BRERXFEET,

o 2-FHERRBZOD, KELZY, F5LEbDOTHRA,

o BHED/SAT—FE3XFUERRZ I L, MO, EFORXF - MXFERAL SO L L

CNSR £ V7SR — FOEH
(Changing your CNS login password)

SNAT—FHEEINE LI,
Your password successfully changed.
MCO by F7R=Y~ | SECAT7 4 ¥ ¥ Web¥A b RS WRRRRITC

02

The web browser will be activated
automatically, and the “Changing your CNS
login password” window will appear.

Enter @CNS ‘"login name", "current
password"”, and your "new password", and
enter "Confirm new password".

The strength of your password will be
displayed on @"Strength of password”. More
complicated your password is, stronger
your password will be. Please choose your
password whose strength will be displayed
as “Strong”.

Once you enter all necessary information,
click ®@"Change”.

03

When the window like shown on the left
appears, your CNS password has been
changed.



How to solve problems when Thunderbird/
Firefox does not get activated

If you cannot activate Thurnderbird/Firefox with Mac in the university campus despite the message
“it is already activated” is appeared, you can restore the program by deleting the lock file.

Before you start the procedure indicated below, you need to make sure that neither Thunderbird
nor Firefox is activated with any other PC in the university campus with your account.

e | CNS_Toor

@ zmac . B
o /
| Hp-16002 a CNSIMack i DE Y NSO 22T~ KRS Ko ram
s
g 1503
e

[ a0) a

v v
Ov5771 VAR #OL-FOAT1FH=1%
L

- CER stacass =]

EHBRTHEEC, BY LI FireFox, Thunderbird @
Owo 70 ILEHEBRLET.

( ok ) {_ cancel _}
o

Ov 7271 LEHRTZF7 FUT - ayERRL
L

(" FireFox ) ( Thunderbird )

@A)

o

FireFox @OYZ 77 T VEHIRLE LIS,

01

Activate @"[Ov 7771 )VHIFR]-Delete lock
file” in the “CNS_Tool".

02

Confirmation message (“Delete remaining
lock file for FireFox/Thunderbird due to
abnormal end”) will appear. Click @"0K".

03

Click the button for application which can-
not be activated. If both applications are not
activated, click @"[M5]-Both”.

04

The message will appear indicating that the
lock file for Thunderbird/FireFox application
is deleted. Click @“OK". Please make sure
that the application which failed to be acti-
vated is now activated properly.
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Solving problems related to applications

When fatal error occur with Mac in the university Campus, or you face problems that it is impossible
to solve, one way to deal with such serious problem is to recreate (initialize) CNSiMac.

Please be aware that if you do so, settings for all items except those listed below will be initialized;

« Contents of “Desktop” folder

- Contents of “Document” folder
. Contents of “Music” folder

. Contents of “Picture” folder

. Bookmarks of Firefox and Safari

Moreover, all files saved in CNSiMac prior to the initialization will be moved to “Previous_CNSiMac”

that is accessible from desktop.

If you have restored CNSiMac with using CNS Tool before, files in the existing “Previous_CNSiMac”

will be over written.

B [ CNS_Tool
B = BEn|es) a
Fitr2
@ zmac < ol -
=4 wark Y f ¥
L Ho-180u2 a CSMacEHO BT CNSOZ 1 Y IAT — KEE ey amE
s
03 B ¢ o ¢
Y 2 v »
e & Du2 77 (AR BOI-FOAT 1 P4
o L]
s
AT -vay
- P = ——
r |

iMac M1 DRE(CNSIMa)EEDELET H?

( #eomET )| (P83 )
o

REOT A YFICCNSiMaclR fEDEENET,
TMCNSiMacld, FAZ Y ITHSERTESR
ED

R E ]
(1]

01

Go to “CNS_Tool”, and select @ “[CNSiMac
Z{EY)E 9 ]-Recreate CNSiMac at next time”.

02

The message “[iMac®D =& DE&E(CNSiMac)
EEYBELE I H?]-Do you want to recreate
the settings for iMac (CNSiMac)?” will ap-
pear. Click @"[{E") B9 ]-Recreate”.

03

When you log in CNSiMac next time, the
message “[R[EIOY 1 >~ BFICCNSIMaclEfEY
BEENEF]-CNSiMac will be recreated next
time you log in. You can view previous CNSi-
Mac from desktop.” will appear. Click @"[I&
LM-Yes” to finish.

04

Log out to log in again. CNSiMac will be rec-
reated.



Change the settings
of CNS mail

You can use “mailsetup” command to change the settings
for CNS mail. This section explains how to configure for

such change.

You can change settings for those listed below by using “mailsetup” command:

- Settings for transferring mails

- Configure and change password for receiving IMAP mails and SMPT authentication.

- Settings for automatic sorting SPAM

Use “mailsetup” command

1 '
1 '
' '
: net52-dhcp:~ tarokeio$ ssh s11000tk@ccz@@.sfc.keio.ac.jp :
| 5110000tk@ccz00.sfc.keio.ac.jp's password: 4
: Last login: Thu Feb 4 23:07:03 2011 from net52-dhcp-260.s :
1 Sun Microsystems Inc. SunOS 5.10 Generic January 2005 ]
1 '
1 1
' '
1 1
' 1

1 '
1 '
' '
: net52-dhcp:~ tarokeio$ ssh s11000tk@ccz00.sfc.keio.ac.jp :
| s110000tk@ccz00.sfc.keio.ac.jp's password: 4
: Last login: Thu Feb 4 23:07:03 2011 from net52-dhcp-260.s :
1 Sun Microsystems Inc. Sun0S 5.10 Generic January 2005 1
| %mailsetup )
i i
' 1

| Please choose language
: j: Japanese (EUC-JP)
: e: English

: q: Quit

'

If you can’ t read Japanese messages described below (by “MOZI-
BAKE” ),
you have to use English mode or set your terminal to EUC-JP mode.

FIATZE/ERIRLTT SN,

'
'
| j: BAEE (EUC-IP)
' e: ZFE
I q: #&7T
'
[—
Please type “3” , “e” or “q” key and ENTER>

01

Log in remotely with referring to [p.43 Con-
figure own personal PC (Mac OS X)].

02

Enter <mailsetup> and press “Return” key.

03

The window like shown on the left will ap-
pear. Select the language from the menu,
and press “Return” key.

From here on, windows will be for Japanese
language being chosen.
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A= )VIRRREETIED 28, INSDA—)LP—/NIC ssh AL~ LT
WET.
LIES< BFBETEN.

RDFTT, TNSOS A YRANRRT— K] DANZEERSNBIEEDHY
E3

avwrRk:
ilg A—IVREREETTD

28 IMAPRAEFI/SMTPEREER /SR U — R &R E/ERT 5
S

q

SPAMDD H BhiR U 43 1 BREZ1T D
’T

04

You will be asked to enter password. Enter
your CNS login password, and press “Return”
key.

When you completed the procedure, finish
the “terminal” by entering <g> for “quit”.
Press “Enter” key.



Settings for transferring emails

You can transfer all emails received at CNS email address to other email address. However you can-
not specify the detail settings such as transfer conditions.

HEREDBREDTREA—INT RV X—KEELUTOEY TY:

511000tk@imap.sfc.keio.ac. jp

=575
ilg 511000tk@imap.sfc.keio.ac.jp ZHIFRT S (IMAPH —/NADiER
EEPH D)

S A=) EZDY—/NPPRT—)VICHET LORET S

a: HmREA—IT FLRZEBMT %

d: LTOEERELHIRT 2

q: Qit - 8T (A AZa2—ICR3)

AT R &EnterF—ZAAL TS N>

HEEDBEDTREA—INT RV Z—HEFLTOEY TY:

511000tk@imap.sfc.keio.ac. jp

avwrRk:

EEPHB)

s: A—JVEZDY—/NPPRT—IICHET L IRET D
a: mREA—INT RLRZEMT 3

d: LTOEERELHIRT 5

q: Qit - 8T (A AZa2—ICR3)

IV K &EnterF—Z AN LTI EE >

'
'
'
'
'
'
I
|
|
'
'
'
'
'
!
'
'L 511000tk@imap.sfc.keio.ac.jp ZHIBRYT B (IMAPH —/NADER
|
'
'
'
'
'
'
'
!
|
| EREA—INT RLREAALTFEN:

'

'

'

HEREDBREDTREA—INT RV Z—HEELUTOEY TY:

511000tk@imap.sfc.keio.ac. jp

=575
ilg 511000tk@imap.sfc.keio.ac.jp ZHIFRT S (IMAPH —/NADER
EEPH D)

S A=)V EZDY—/NPPRT—)VICHET LORET S

a: HmREA—IT FLRZEBNT 3

d: LTOEERELHIRT 2

q: Qit - 8T (A AZa2—ICR3)

v R&EnterF—EAALTSEE >
BREA—INT RUREAALTFE )
hogehoge@hoge.com: TDF7 RLVATLBLWTTH? (Y/N):

01

On main menu of “mailsetup” command,
enter <1> and press “Return” key. You will
see the window like shown on the left. Enter
<a> and press “Return” key.

On initial state (default position), “your CNS
login name@imap.sfc.keio.ac.jp” is regis-
tered. If you delete this, you will be unable to
receive emails using IMAP, that you should
not delete this unless you have a particular
need to do so.

02

The message - “[Erxfc X —I)L7 KL A& AN
LT TF&EW]-Please enter the email address
for transfer” will appear. Enter the email
address which you want your emails to be
transferred to.

03

The message - “[CD7 FLATELALWTT
M ?]-Is this address correct?” — will appear.
Enter <Y> for “Yes”, and press “Enter” key.
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HRIZDBEDTEREA—INT BV Z—EFLTOEY TY:

511000tk@imap.sfc.keio.ac. jp
hogehoge@hoge . com

I
'

'

1

'

I

'

|

i

I
max

[ 511000tk@imap.sfc.keio.ac.jp ZHIBRT D (IMAPY —/NADIR
| EERHD)

e hogehoge@hoge . comZ HIBR 33

! A—)LEZDY—/NCPPRT—IVICHET L IRET S
[H HmREA—IT FLRZEMT %

Vod: LTDERAREEHRT S

' q it - BT (A2 AZ2—ICRD)

'
I
'
I
'
1

aAv > R &EnterF—ZAALTIEE >

04

Make sure the email address is added.

Set/change CNS IMAP/SMTP-AUTH password

You can change your CNS IMAP/SMTP-AUTH password. This password can be changed not only with
“mailsetup” command, but also from the dedicated web site (https://itcsecure.sfc.keio.ac.jp/mail/) .

Please refer to [p.28 Email settings].

____________________________________________________

01

On main menu of “mailsetup” command,
enter <2> and press “Return” key. The win-
dow like shown on the left will appear. En-
ter your CNS login password.

02

The message - “[#FLULNMAP/SMTP-AUTH
INAT—R%& AF7l-Enter your new IMAP/
SMTP-AUTH password” will appear. Enter
your new password.

03

"RRDIEDHD. EOI—EFHFLONAXT—F%E
AJI]Re-enter your new password to con-
firm."



i IMAP/SMTP-AUTH/S AT — RDZEEICEKINL £ L7z @énso.
i sfc.keio.ac.jp

EnterF¥F—ZAHNL T LS.

04

When the window like shown on the left
appear, the settings is completed.

How to configure the settings for automatic

sorting of SPAM

By configuring the settings for automatic sorting, all emails recognized as SPAM or virus infected
will be automatically moved to “SPAM” folder with the mail server’s function. This function is inacti-
vated initially, but by activating this function, SPAM and virus infected mails will be sorted without

any specific settings.

SPAMRTERHERR IC L U SPAMEHIE S iz A —)L%E TSPAM] £S5 7+ )LS(IC
RYDFB=HD procmail DREZEITOET.

SPAMDHIZE [JIHH LT ADNE T D TROL S BRRABEZ YA ET

1

'

'

'

'

'

'

'

'

'

'

'

'
[ '
[ '
[ '
! 1
' |
[ '
[ '
! 1
' |
[ '
1. SPAMTIRARLN A—JLICSPAMENAS D L\ T L\ (ERHED) |
U 2. SPAMMA —JLITSPAMENASD W T WA W GRETEN) 1
[ '
| TS BRERREBSIREBIC LS A—LTE NS TR BD, |
| SPAMT A+ JLF D * — )L DEIFRE & Uprocmaild A 4 (~/procmaillog) D 1
| BREEMMICRELTIEE, ]
[ '
[ '
[ '
! 1
' |
[ '
[ '
! 1
' |
[ '
[ '
[ '
' '
[ '
[ '
! 1

avwrR:

a: SPAMT A V& EFRET B

d: SPAMT 4 L& DRREZHIRT B
q: BT (A AZa—ICE3)

AR K &EnterF—ZAALTIEE >

01

On menu window of “mailsetup” com-
mand, enter <s>, and press “Return” key.
The window like shown on the left will ap-
pear. Enter <a>, and press “Return” key.

02

The message - “[SPAM7- L% (~/.proc-
mailrc) &% ELE 9 H ?(Y/N)]-Do you want
to set SPAM filter (~/.procmailrc)?” will ap-
pear. Enter <Y> for “yes”.

03

The message - “[EnterF—HANLTTFE
UM-Press Enter key”- will appear. Press “En-
ter” key.
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View contents which is
limited to inside of the

university

Some web contents can be viewed only from inside

the university campus.

Connecting with VPN

You need to use “Virtual Private Network (VPN)” in order to access web contents whose access is
limited be to inside the university campus from outside of the university campus.

VPN service is offered on CNS web site. We explain the procedure below.

SFEC

CNSOOVA VA - AU YIAT—KEANL TR E
e

oNs 071 V%

“ §FC-ITC SSL VPN Service

RERBATERBRT (X

| —

e ] —

f
[
o

| @ wer7ur-3zy

27023

| | 7ruR (o :l

[ WebT95%=5
B seeic

01

Access “WebVPN Service” on web browser.

= https://vpnl.sfc.keio.ac.jp/

Enter @"[CNSOZ 1 >4]-CNS login name”
and “[/NA 77— Fl-password”, and click @"[&
24 >]-Login”

If you can login correctly, you will be able to
use “WebVPN".

02

Enter the URL for web page you wish to view
in @"[77 KL A]-Address”, and click @"[&88]-
View”.



What is "Zan-ryu"?

The word “Zan-ryu” is often used at SFC for students to stay overnight at special classroom or
laboratory for their work. The direct translation for “Zan-ryu” will be “staying behind” or “be-
ing remained”, but the way this word is used at SFC can be said to be very specific and unique.
Though it is not recommended, you will see students/researcher staying overnight at the SFC.

Online “Zan-ryu”

If you want to stay overnight at SFC, you need to submit the notice and register the reason for
“Zan-ryu”. To register the reason for “Zan-ryu”, follow the steps below;

1. Click the name of the lectures you want to “Zan-ryu” for on SFC-SFS.

2. Click “#> >4 > 5% @: Submit online notice for Zan-ryu” button located at the top of the
window.

3. Register the reason for “Zan-ryu”, and close the window.
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Internal rules of
SFC-CNS

For using SFC-CNS services, you need to follow
and obey the rules and regulations.

To Users of CNS and ERNS Shonan Fujisawa Campus

Internal Rules for Using the Shonan Fujisawa Campus - Campus Network System

The following rules shall be observed by all users of the Shonan Fujisawa Campus - Campus Net-
work System (hereinafter referred to as “SFC-CNS”).

SFC-CNS users acknowledge that the SFC-CNS is a network for academic purposes.
Individuals using the network for non-educational or non-research purposes, such as any ex-
amples listed below, may have their SFC-CNS accounts canceled or temporarily suspended.
Users should understand that such cancellation or suspension could result in the inability to
earn course credits or other significant disadvantages.

Profit making activities

Actions or activities that violate public order and decency

Actions or activities that invade the privacy of others

Actions or activities that interfere with the normal operation of the network

Actions or activities that infringe on copyrights or other intellectual property rights
Actions or activities which could damage the reputation of Keio University

Other actions or activities that violate laws and regulations or rules of Keio University

Individuals found to be operating devices that could interfere with the normal operation of the
network may have their access to SFC-CNS terminated.
These rules may be revised at any time. Revised rules shall take precedence over previous
versions.

The Shonan Fujisawa Campus shall issue SFC-CNS accounts only to persons agreeing to abide by

these rules.

Established: 3 September 2003

Enforced: 3 September 2003

Last-Modified: July 20, 2011



Contact information

Contact information listed below is for CNS
services and related sections. If you have any
enquiries, please contact them.

ITC

Location North side of Media Center, 1st floor, (CNS/ERNS Service Desk)
Email address cns-request@sfc.keio.ac.jp

Web site www.sfc.itc.keio.ac.jp

Direct number 0466 (49) 3423

Opening hours 9:15-17:00
% Closed on Saturdays, Sundays, National Holidays, Keio holidays.

CNS Consultant >—

Location Media Center, 1st floor, CNS Consultant Desk
Email address cns-consultant@sfc.keio.ac.jp

Web site http://cnscon.sfc.keio.ac.jp/

Direct number 0466 (49) 3425

Opening hours 9:20 - 22:30
% Closed on Saturdays, Sundays, National Holidays, Keio holidays.

AV Consultant

Location Media Center, 1st floor, AV Consultant Desk

Email address av-staff@sfc.keio.ac.jp

Web site http://www.sfc.lib.keio.ac.jp/general/avcir.html
http://avcon.sfc.keio.ac.jp/portal/

Opening hours During semester: Weekdays 9:15 — 22:30, Saturdays 9:15 - 18:30
During long holidays: Weekdays 9:15 - 17:30,
Saturdays 9:15 — 15:30 (Desk is closed between 11:30 and 12:30)
% Closed on Sundays,National Holidays, Keio holidays.

Database Consultant

Location Media Center, 2nd floor, Database search corner
Email address dbconsultant@sfc.keio.ac.jp
Web site http://dbcon.sfc.keio.ac.jp/
Opening hours During semester: Weekdays 15:00 — 21:00
During long holidays: Closed o
* Closed on Sundays,National Holidays, Keio holidays. >
NMC Factotum 3
Location Multi Media Service Counter at Library of Nursing and Medical Care. a
Email address factotum-support@sfc.keio.ac.jp X
Web site http://nmcfact.sfc.keio.ac.jp/
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About copyright of
SFC-CNS guide

SFC-CNS guide is allowed to be reused. This sec-
tion explains what extent the reuse of SFC-CNS
guide is allowed.

Policies

SFC-CNS environment receives benefit from many free software, free documents, and public do-
main software.

In order to return such benefit, SFC-CNS guide is allowed to be reused to make a contribution to the
society based on the following policies.

Grant copying, translating, altering, amending, and quoting based on the rules for redistribu-
tion stated below.

Grant printing, distributing and selling based on the rules for redistribution stated below.
Electronic media of SFC-CNS guide can be distributed to those who want them (A request
should be sent to cns-guide-reqg@sfc.keio.ac.jp)

Rules for redistribution

When you redistribute SFC-CNS guide, you need to obey following two points:

Write clearly the source
Write clearly that the SFC-CNS guide is opened free.

We do not correspond to any enquiries from outside of Keio Shonan Fujisawa Campus regarding SFC-CNS
guide.

Furthermore, we do not actively open the information about supplement and amendment for this
guide to outside of the university campus.



Campus facilities

This section gives you the information about the ter-

minals located in the CNS such as their opening hours,
their use, and the detail information about the terminal.

Media Center

Media center is open between 09:15 and 23:00 on weekdays, and between 09:15 and 19:00 on Sat-
urdays. It is closed on Sundays and National Holidays. Opening days and hours may change during
long holidays. Please check the web site for update information.

= http://ww.sfc.lib.

keio.ac.jp/

There are computers and printers located at Media Center as listed below. There are also many AV
devices, so that you can copy VHS or edit DVD.

Location

Open Area

Creative Room

(as of March 2011)

Purpose

One stop
Scanning only
Movie editing

Music editing
General use

Color printing
Monochrome
Movie editing

Music editing

0S+Model

DELL Vostrro 200(Windows 7)
DELL Vostrro 200(Windows 7)
Mac Pro(Mac OS X 10.6)
iMac(Mac OS X 10.6)

DELL PRECISION 490(Windows 7)
iMac(Mac OS X 10.6)

Color printer
Monochrome printer
Mac Pro (Mac OS X 10.6)
Mac Pro(Mac OS X 10.6)

No. of unit

mcsupc01-05
mcvspc01-04
mchdmac01-13
mcdamac01-02

mcixp001-002

mczmac01-04
colorprn
monoprn
crhdmac01-11

mcdamac03-07
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Special Classroom is available 24-hours a day except those hours used for lectures. However, all
special classrooms will be closed during summer holiday and specified days during the year-end

and New Year holidays.

You need your student card to enter the special classrooms. If you do not have your student card

Special Classroom

with you, you will not be allowed to use those rooms.

If you wish to use special classroom between 23:00 and 08:00 on following day, you need to submit

the “online Zan-ryu” notice before you use the room.

Location

K18

e17

118

o017

A18

A21

Purpose

General Use

2D CG
3D CG
CAD

Movie editing

Music editing

0S, Devices

iMac (Mac OS X 10.6)
Monochrome printer
iMac (Mac OS X 10.6)
Monochrome printer
iMac (Mac OS X 10.6)
Monochrome printer
iMac (Mac OS X 10.6)
Monochrome printer
HP Z400 Workstation(Windows 7)
Monochrome printer

Color printer

iMac (Mac OS X 10.6)
Monochrome printer
iMac(Mac OS X 10.6)

Color printer

No. of unit

40
1
40
1
40
1
40
1
4
1

1
40
1
40
1

zmac000-039
monoprn
zmac040-079
monoprn
zmac080-119
monoprn
zmac120-159
monoprn
ws00-44
monoprn

colorprn
ispc000-039
monoprn
damac00-39

colorprn



Handling of
copyrighted works

This section explains important points for handling of
copyrighted work.

Handle copyrighted work properly

Releasing music and movie with using file sharing software to general public without prior consent,
or coping application illegally are both infringing intellectual property right (IPR) of their authors.
If you infringe IPR, your CNS account will be terminated under “SFC-CNS Rules and Regulations for
Use”, and you will not be able to connect your compute to CNS. Furthermore, you will be disciplined
under the University’s rules and regulations.

Important note on using file sharing software

lllegal exchange of music, movies and software with using P2P file sharing software such as Winny,
Share, LimeWire, and Cabos has been a social problem. Some software have functions to upload
downloaded files, and such activity could be illegal. Those files containing illegal copyrighted
works are often infected with viruses. Under the revised Copyright Act which went into effect on
1st, January, 2010, downloading files which are suspected of infringing copyright will be consid-
ered as illegal if certain conditions are met. Keio University Information Technology Center adapts
the rules specified by “Using File Sharing Software” to all Keio University’s network.

=http://ww.sfc.itc.keio.ac.jp/ja/com_pcroom_instruction.html

You may use file-sharing software only if permitted the person for educational and research pur-
poses on application form you submit. There is a list of file-sharing software which could be used

on the ITC Headquarters’ web site.
=http://ww.sfc.itc.keio.ac. jp/ja/software_fileshare_list.html

How to treat copyrighted work

Copyrighted work is a work which is an expression of thought or consciousness in creative manner.
Writings, music, or programs will be the example. Works which are distributed in the form of CD or
package software are not the only copyrighted work. Contents on web page or even the essays or
report on lectures are also copyrighted work since someone has the copyright for them. The right
to protect intangible work can apply to portrait rights and industry right. In this section, we explain
mainly about a copyright.
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4 = 1 Copyright infringement

Copyright is a set of rights granted the author or creator to protect their work from being used,
altered or copied without the author’s or creator’s knowledge. There will always be person/s who
hold copyright even to information or data used to produce course work or web site. The following
examples without prior permission by author/creator infringe the copyright:

« Using some part of book/s or web page to produce course work as if they are created by
oneself.

« Uploading music and/or movie file.

« Install software which is purchased by a friend to one’s own computer.

- Put recorded material of television or live performances on web page without permission.

4 = 2 Quoting in correct manner

You could use other person’s copyrighted work legally by quoting without permission. Quoting is
to reprint part of other person’s copyrighted work for purpose of journalism, reviews, and research.
Forinstance, referring to part of other documents in course work will be the case. If you are quoting,
you need to meet all conditions listed below:

« The source and the name of the author are clearly stated.

- The quotation and the body of the text are clearly defined.

« There is a necessity for using the quotation

- There is a necessity for the scope of the quotation

« Both volume and quality of quote occupy smaller portion compared to the main body of
work in which the quote is used.

« The source of quotation is copyrighted work which has been published.

4 - 3 Using works to which Copy Right Act is not
applied.

Announcement, charge, or transmittal by the national and local government, and incorporated
administrative agency are not the subject for Copy Right Act. Therefore, they can be used without
prior permission from author/creator.

4 - 4 Using open contents

There are some copyrighted works on the internet whose authors/creators leave their works to be
shared. Such copyrighted works are called “open contents” and can be used more freely than copy-
righted works in general.

Many authors/creators who give permission for their work to be used freely place their wok as open
contents. Some are distributed with common terms of use indicated below. Please read those terms
of use carefully when you use open contents.

Name of terms of use Address

Creative Commons License http://www.creativecommons.jp/

GNU General Public License http://www.gnu.org/licenses/licenses.html#GPL
GNU Free Documentation License http://www.gnu.org/licenses/licenses.html#FDL



About using free
software

This section introduces the useful free software
distributed on the internet for SFC life.

Use OpenOffice.org

- ' You can download OpenOffice.org from the
B web site;

=
OpenOfficesy

*fou visit tha OpenOffice arg site on the new infrastructure, more.
= http://ja.openoffice.org/download/

Praject Faatures
ot

OpenOffice.org 3.3.0 BXWEOS 20—k

OpenOffice.org is a free software which can
be useful for writing reports, essays, and cre-
ating PDF.

Downisads

You can download “R” from the website
below;

=> http://ww.r-project.org/

“R"is a free software for Statistical Comput-
ing.
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